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MpunoxeHune

K npukasy PepepanbHomn
cnyx6bl 6esonacHocTn P®
ot 10 ronsa 2014 r. N 378

CocTtaB u coaepxaHue
OpraHM3auMOHHbIX U TEXHUYECKUX Mep No obecne4vyeHuto 6e30MacHOCTU
nepcoHanbHbIX JaHHbIX NPU UX 06paboTKke B MHHDOPMALMOHHLIX CUCTEMaX
nepcoHarnbHbIX AaHHbIX C UCMOJNIb30BaHWEM CPeAcCTB Kpuntorpacgpuyeckon sawmThbl
nHdopmauum, Heo6xoAUMbIX ANA BbINOSIHEHUS YCTaHOBNEHHbIX MpaBUTeNnLCTBOM
Poccuinckon ®enepaumm TpedboOBaHMM K 3aLUMTe NepCOHarbHbIX AaHHbIX ANA KaXa0ro
M3 YPOBHEW 3alUULLEHHOCTH

. O6wme nonoxeHunsa

1. HacTtoswmn OOKyMEHT onpefensieT cocTaB M cofepXaHue OpraHu3aumoOHHbIX U
TEXHUYECKUX Mep No obecneveHnto 6e30nacHOCTN NepcoHarnbHbIX AaHHbIX NpU X o6paboTke
B MHGOPMAaLMOHHbIX CUCTEMAX NepPCoHanbHbIX AaHHbIX (fanee - MHpopMaLMOHHaa cuctema)
C MCNOSib30BaHMEM CPeACTB KpunTorpaduyeckon sawutbl MHopmMauun (ganee - CK3WN),
HeobXxoauMbIX ANS BbINOSIHEHUSI YCTaHOBMNEHHbIX [NMpaButensctBoM Poccurickon degepauunm
Tpe6oBaHUM K 3aLUUTE NEPCOHanNbHbIX AaHHbIX ANSA KaX40ro n3 ypoBHEN 3aLULLEHHOCTH.

2. HacTtosawmn OOKyMEHT nNpegHasHayeH ans onepartopos, ucnonbaytowmx CK3UM ana
obecne4veHnss 6e30nacHOCTN NepcoHarnbHbIX AaHHbIX NPpU NX 06paboTke B MHAOPMALMOHHbBIX
cucrtemax.

3. NpMMeHeHne opraHM3auUMOHHbIX U TEXHUYECKNX Mep, onpeaeneHHbIX B HacTOSLWEM
AOKyMeHTe, obecrneymBaeT onepaTop C y4eToM TpeboBaHUN SKCMNyaTaUMOHHbBIX JOKYMEHTOB
Ha CK3W, ucnonb3yemble ans obecnevyeHnss 6€30MacHOCTU NepCoHarbHbIX OaHHbIX MPU UX
0b6paboTke B MHPOPMALIMOHHBIX CUCTEMAX.

4. Jkcnnyatauyna CK3WM gomkHa oCyLeCcTBSATbCA B COOTBETCTBUM C AOKYMEHTaUnen
Ha CK3W wn TtpeboBaHuAMM, YCTAHOBIIEHHbLIMW B HACTOALWEM [OOKYMEHTE, a Takke B
COOTBETCTBUMN C UHBIMW HOPMATUBHLIMW MPABOBLIMW aKkTamu, PerynmpyowmMmmn OTHOLLEHNS B
CcoOoTBETCTBYHOLEN ObnacTu.

Il. CocTaB 1 cogepxaHMe opraHu3aLMOHHbIX N TEXHUYECKUX Mep, HeobXxoauMbIX ANA
BbINOJSIHEHNA yCTaHOBMNEHHbIX NMpaButenbcTtBoMm Poccumnckon ®epepauum tpedboBaHum
K 3almTe NepcoHanbHbIX AaHHbIX ANA 4 YPOBHA 3aWMLLIEHHOCTH

5. B cootBeTcTBUM C nyHKTOM 13 TpeboBaHui K 3alumMTe nepcoHarbHbIX AaHHbLIX Mpu
nx obpaboTke B WMHMOPMAUMOHHBLIX CUCTEMAX MNEPCOHAsNbHbIX [OAHHbIX, YTBEPXAEHHbIX
noctaHoBneHueMm [lpasutensctea Poccuiickon ®epepauumn ot 1 Hos6pa 2012 r. N 1119*
(nanee - TpeboBaHMA K 3almUTe NepcoHasnbHbIX AaHHbIX), Ans obecnevyeHns 4 ypoBHS
3aLUULLEHHOCTN NepCOHarbHbIX AaHHbIX NpU ux obpaboTke B MHPOPMAaLUMOHHBIX CUCTEMAX
HeobXoaMMO BbIMOSHEHUE crnefyowmnx TpeboBaHni:

a) opraHusaumst pexmma obecnedeHns 6e30MacHOCT MNOMELLEHUA, B KOTOPbIX
pasmMeLleHa NHOPMaLIMOHHasA cuctema, NPenaTCTBYHOLLENO BO3MOXHOCTM
HEKOHTPONMMPYEMOrO MPOHMKHOBEHMS WNKU NpebbiBaHUA B 3TUX MNOMELLEHUAX Iuu, He
UMerLWKnX Npasa 4oCTyna B 3T NOMELLEHUS;

6) obecneveHne COXPaHHOCTN HOCUTENEN NePCOHAaNbHbIX AAHHbIX;



B) yTBeEpXOeHue pykoBOoAUTENEM ornepaTopa OOKYMeHTa, onpeaenstowero nepeveHb
nvud, OOCTYyn KOTOpbIX K MepCoHarnbHbIM AaHHbIM, obpabaTtbiBaemMbiM B WH(OPMaLMOHHOM
cucteme, Heob6xoamMM AN BbINOMHEHUS UMU CNYXeOHbIX (TPYAOBbIX) 06S3aHHOCTEN;

r) ucnonb3oBaHWe CpPeacTB 3awuTbl MHOPMaUUK, nMpoweiwmx npoueaypy OLEHKM
cooTBeTCTBMA TpeboBaHWsaM 3akoHogaTenbctBa Poccunckon degepauum B obnactu
obecrneyeHna 6e3onacHOCTU WHGOpMaLMK, B crydae, Korga npUMEeHeHue Takux CpeacTs
Heo6Xxo4MMO AN HENTpanu3auun akTyanbHbIX Yrpos.

6. [ins BbinonHeHNs TpeboBaHus, ykazaHHOro B noAnyHKTe "a" nyHKTa 5 HacToswero
AOKYMeHTa, Heobxoammo obecnedyeHne pexuma, npenaTCTBYWEro BO3MOXHOCTH
HEKOHTPONMPYEMOro MPOHUKHOBEHUS UM NpebbiBaHMS B MNOMELLEHUNAX, rae pasMeLlleHbl
ncnosnb3dyemble CK3W, xpaHatca CK3U n (unu) HocuTenu Krno4veBon, ayTeHTUdunumnpyroLen n
naponbHon nHgopmauum CK3U (panee - MNomeweHuns), nuu, He MMeKOLWMX NpaBa A4ocTyna B
MomeLlleHuns, KOTOpOe AOCTUraeTcs nyTeMm:

a) ocHaweHua [lomelieHnn BXOOHbIMM OBEPbMW C 3aMkamu, obecneyeHuns
NOCTOSIHHOrO 3aKkpblTUA ABepen [loMelweHnn Ha 3aMOK U KX OTKPbITUA TONbKO Ans
CaHKLUMOHUPOBAHHOIO NPOX0Aa, a Takke onevatbiBaHUs [NoMeLLleHnin No okoHYaHun paboyvero
AHA unu obopyaoBaHue [loMeLlleHUn COOTBETCTBYHOLLMMU TEXHUYECKMMU YCTPOMUCTBaMM,
CUrHanM3npyLWmMMmn 0 HeCaHKLMOHNPOBAHHOM BCKpPbITUM [omeLLeHunn;

0) yTBepxaeHus npasun goctyna B lNomelweHns B paboyee n Hepaboyee Bpems, a
TaKkKe B HeLUTaTHbIX CUTYaLMsX;

B) YTBEPXAEHMUS NepeyHs nuu, UMetoLnX npaso goctyna B [NomelyeHus.

7. Ansa BbinonHeHNsa TpeboBaHUs, yka3aHHOTO B NoANYHKTe "6" nyHKTa 5 HacToswero
AOKyMeHTa, HeobxoaMmo:

a) OCyLLEeCTBMATb XpaHEHNE CbEMHbIX MALUMHHBIX HOCUTENEN NepCoHarnbHbIX AaHHbIX B
cendpax (MeTannuyeckux wkadgax), 06opyaoBaHHbIX BHYTPEHHUMW 3aMKaMu C OBYMS UIU
bonee gybnvkaTtamu Kro4Yen v NpucnocobrneHnamMm ansa onevyaTbiBaHWUS 3aMOYHbIX CKBaXKMH
UM KOOOBbIMU 3aMKamu. B crniydae ecnn Ha CbeMHOM MaLUMHHOM HOCUTENEe NepcoHasbHbIX
AAHHbBIX XPaHATCA TOMbKO MepCOoHarnbHble AaHHble B 3aMdpoBaHHOM C UCMOMb30BaHWEM
CK3W Bupe, ponyckaeTcsi XpaHEHWe TaknMx HocuTenen BHe cendoB (MeTannyeckux
wkadoB);

0) OCylWecTBnATb MNOJKIEMMNSIAPHBLIA YY4eT MaLUMHHBIX HOCUTENen nepcoHanbHbIX
AaHHbIX, KOTOPbIN OOCTUraeTca nyTemM BeOeHUs XypHarna yyeTa HocuTernen nepcoHarbHbIX
AaHHbIX C UCMOMb30BaHMEM PEermcTpaunoHHbIX (3aBOLCKNX) HOMEPOB.

8. [ins BbinonHeHNsa TpeboBaHUs, ykazaHHOrO B NOANYHKTe "B" nyHKTa 5 HacToswero
AOKyMeHTa, HeobxogMmo:

a) paspabotatb M yTBEpAUTb AOKYMEHT, ONpedensiowmnin nepeyvyeHb nuu, AO0CTyn
KOTOPbIX K MNepcoHarnbHbiM OaHHbIM, obpabaTbiBaeMbiM B WMH(OPMAaUMOHHON CcUCTEME,
Heob6xo4MM A5 BbINOMHEHMS UMUK CNYXeOHbIX (TPYAOBbIX) 0693aHHOCTEN;

0) nogaepxmBaTh B aKTyaslbHOM COCTOSHUWN JOKYMEHT, Onpeaenaowmni nepeyeHsb N,
AOCTYN KOTOPbIX K NEpCOHaNbHbIM AaHHbIM, 06pabaTbiBaeMbiM B UHPOPMALMOHHON cucTEME,
HeobxoaMM AN BbINOMTHEHUSA UMUK CNYXEOHbIX (TPYAOBbIX) 06A93aHHOCTEN.

9. [insa BbInoNHeHWs TpeboBaHUSA, ykazaHHOrO B NoANyHKTe "r" nyHkKTa 5 HacTosiwero
AOKyMeHTa, HeobXoaANMMO ANSA KaXAoro M3 ypoBHEW 3alUMULEHHOCTUM NMEePCOHarbHbIX OaHHbIX
npumeHeHne CK3W cooTBeTCTBYIOLLEro Kracca, No3sonsowmx obecnevmsatb 6e30nacHOCTb
nepcoHanbHbIX AaHHbBIX NMPU peanu3auun LeneHanpaBfieHHbIX JEWCTBUN C UCMONb30BaAHNEM
annapatHblX M (UNKM) NPOrpaMMHbIX CPeacTB C  LUeNblo  HapyweHus 6Ge3onacHoCTu
3awmwaembix CK3W nepcoHanbHbIX OaHHbIX UAW CO34aHus YCIOBUWA AN 3Toro (ganee -
aTaka), KoTopoe AocTuraeTcs nyTem:

a) Nony4YeHns UCXOOHbIX OAaHHbIX AN (POPMUPOBAHUA COBOKYMHOCTU NPeanorioXeHUN
O BO3MOXHOCTSAX, KOTOPbl€ MOFyT UCNOSb30BaTbCA NpW CO34aHUM cnocoboB, NOArOTOBKE U



npoBeAeHnn aTak;

0) dopmMupoBaHMA W YTBEPXAEHWUS pPYKOBOAUTENEM ornepaTtopa COBOKYMHOCTU
NpeanonoXXeHNn 0 BO3MOXHOCTSAX, KOTOPblE MOTYT MCNOMb30BaTbCA NpU Co3gaHun cnocobos,
noarotoBke W NPOBEAEHWW aTak, M onpefdeneHne Ha 3TOM OCHOBE M C y4eToOM Tuna
akTyanbHbIX yrpo3 Tpebyemoro knacca CK3U;

B) wucnonb3oBaHus Ond obecnedyeHus Tpebyemoro ypoOBHSA  3aLUMLLEHHOCTU
nepcoHanbHbIX AaHHbIX Npy nx obpaboTke B MHopmaumoHHon cucteme CK3U knacca KC1 u
BblLLE.

10. CK3WM knacca KC1 npumeHsitoTCA ONA HeWTpanu3aumm artak, npu co3gaHum
crnocoboB, NOAroToBKE W MPOBEOEHUN KOTOPbIX WMCNOSb3YHTCA BO3MOXHOCTU W3 4ucna
crnenyroLwmx:

a) cosgaHme cnocoboB, MNOAroTOBKA W NpoBeAeHMe aTtak 6e3 npuBneyeHus
cneumanucToB B obnactu paspadoTtkm n aHanusa CK3WU;

0) cosgaHme cnocoboB, MOArOTOBKA M MNPOBEAEHME aTaK Ha pasfnUYHbIX 3Tanax
YKM3HEeHHoro umkna CK3U**;

B) MpoBedeHMe aTaku, HaxoOsCb BHEe MpPOCTPaHCTBa, B Mnpedenax KoToOporo
OCYLLIECTBMSAETCA KOHTPONb 3a npebbiBaHMEM W OENCTBUMAMM nnl, U (MNK) TPaHCMOPTHbIX
cpencTB (Qanee - KOHTPoNUpyemas 30Ha)***;

r) npoBedeHWe Ha aTanax pas3paboTkM (MoAepHM3auuu), NPOU3BOACTBA, XPaHEHMS,
TpaHcnopTupoBkn CK3WM n atane Beoga B akcnnyataumio CK3W (nyckoHanagoyHble paboThl)
crneayroLwmnx aTak:

BHECEHME HECAHKLUMOHMPOBAHHbIX Mn3mMeHeHnun B CK3M un (Mnu) B KOMMOHEHTHI
annapaTtHbiX U MNPOrpaMMHbIX CPEeACTB, COBMECTHO C KOTOPbIMW LUTATHO (OYHKUWMOHUPYHOT
CK3WM n B coBokynHOoCTU npeacTasnsawowme cpeny dyHkumoHmposanna CK3U (nanee - CO),
KOTOpble CrnocoOHbI NOBNUATL Ha BbiNoNHEHUE npeabsensaemMblx K CK3U tpeboBaHuin, B TOM
4yucre ¢ NCNonb30BaHNEM BPEOOHOCHbIX NPOrpamMM;

BHECEHME HECaHKUMOHUPOBAHHbLIX W3MEHeHun B aokymeHTauutio Ha CK3UN un
KOMMOHEHTbI CO;

A) NpoBedeHne atak Ha aTtane akcnnyataumm CK3U Ha:

nepcoHasnbHble AaHHbIE;

KIMOYEBYH0, ayTEHTUULMPYIOLLYIO 1 NaponbHyo nHdopmaunio CK3U;

nporpaMmmHble KOMNoHeHTbI CK3U;

annapaTHble koMmnoHeHTbl CK3WU;

nporpaMmHble KOMMOHEHTbI CP, Bkntoyas nporpammHoe obecneyeHune BIOS;

annapaTHble KOMNOHEHTbI CP;

AaHHble, NnepefaBaeMble N0 KaHanam CBS3MW;

WHble O0BbEeKTbl, KOTOpble YCTaHOBMEHbl MNpu  (OPMUPOBAHUM  COBOKYMHOCTM
NpeanonoXeHNn 0 BO3MOXHOCTAX, KOTOPbIE MOMYT UCMONb30BaTbCA NPU co3aaHnn cnocobos,
noaroToBke WM MPOBEAEHUN aTaKk C y4eTOM MPUMEHSIEMbIX B WMHM(OPMALMOHHOW CUCTEME
WH(POPMALMNOHHBIX TEeXHOMNOoruM1, annapaTtHbix cpeactB (ganee - AC) u nporpaMMHOro
obecne4veHunsa (ganee - MNO);

e) nonyvyeHve Wn3 Haxogawmxca B CBOOOAHOM [JOCTyNe WCTOYHMKOB (BKNto4as
NHPOPMALNOHHO-TENEKOMMYHUKALMOHHbIE  CeTWU, AOCTYyNn K KOTOPbIM HEe OrpaHuyeH
onpegerneHHbIM Kpyrom nuy, B TOM 4Yucine MHAPOPMAaLMOHHO-TENEKOMMYHUKALMOHHYO CeTb
"MInTepHeT") nHdopmaumm o6 nHopmaumMoHHOM cucteme, B Kotopon mcnonbdyetca CK3N.
Mpn aTom MOXeT BbITb NOMNy4YeHa cnegyowas MHopMaLms:

obwme ceegeHns ob6 MHGOPMALMOHHOM cucTeme, B KoTopon ucnonbidyetca CK3U
(HasHa4eHne, cocTtaB, onepatop, OOBLEKTbl, B KOTOPbIX pasMelleHbl  pecypchbl
MHPOPMALNOHHON CUCTEMBI);

cBefeHnsa 06 MHPOPMaUMOHHBIX TexHoMormsx, 6asax gaHHbix, AC, MO, ncnonb3yembix



B UMHpopMauMoHHoOM cucteme coBMecTHO ¢ CK3W, 3a wucknwyeHnem cBegeHun,
cogepxalimxcss TOMbKO B KOHCTPYKTOPCKOW  AOKYMEHTauuum Ha  MH(OPMaLMOHHbIE
TexHonormu, ©6asbl  gaHHblx, AC, [1O, wucnonb3yemble B WH(OPMALMOHHON cucteme
coBmecTHO ¢ CK3U;

coaepxaHne KOHCTPYKTOpCKon fokymeHTaumm Ha CK3WU;

cogepxaHne Haxogsiencs B cBOOOAHOM AOCTyne AOKYMEHTaUMW Ha annapaTHble U
nporpaMmmHble KoMrnoHeHTbl CK3U n CO;

obwme cBedeHuss O 3awmwaemMon WHdopMauuKn, WUCNONb3yemMon B Mpouecce
akcnnyatauum CK3WU;

CBeAeHUs O KaHanax CBdA3W, NO KOTOpbIM nepegarwTcs 3awmuwaemole CK3U
nepcoHanbHble JaHHble (ganee - kKaHan CBA3N);

BCE BO3MOXHbl€ [AaHHble, nepegaBaemble B OTKPLITOM BMAE MO KaHanam CBs3W, He
3alMLLEeHHbIM OT HeCaHKLUMOHMPOBAHHOIO OOCTyna K MH(opMauMm opraHM3aumOHHbIMU U
TEXHUYECKMMN MEPaMU;

cBeeHnss 0060 Bcex MNpPOSABNAKWUXCA B KaHanax CBs3W, He 3alMuleHHbIX OT
HECaHKUMOHUPOBAHHOIO [[OCTyna K WHAOPMauUUM OPraHM3aumMOHHbIMKM U TEXHUYECKUMU
Mepamu, HapylweHnax npasun akcnnyaTtaumm CK3UN n Co;

cBegeHus 060 Bcex MNPOSBNAKWMUXCA B KaHanax CBs3W, He 3alMUlEeHHbIX OT
HEeCaHKUMOHUPOBAHHOIO [JOCTyna K WHOPMauun OpraHM3aumMoOHHbIMKU U TEXHUYECKUMU
Mepamu, HEUCNPaBHOCTAX N cOosix annapaTHbIX koMnoHeHToB CK3 n CO;

cBefleHus1, rnosnyyaemble B pes3yrnbTaTe aHanus3a nobblX cCuUrHamoB OT annapaTHbIX
komnoHeHToB CK3UN n CP;

X) NpUMeHeHwe:

Haxoadwmxca B cBOGOOHOM  [OCTyne WM UCNOMb3yeMbIX 3a npeaenamm
KOHTponmpyemon 3oHbl AC 1 MO, Bkntoyasa annapaTHble U NporpaMMHble KOMNOHEHTbI CK3U
nCo;

cneuwmanbHo paspabotaHHbix AC u NO;

3) UICNONb30BaHME Ha 3Tane 3KcnyaTaunm B Ka4ecTBe cpeabl NnepeHoca oT cybbekTa K
00bekTy (0T obObekTa K CyObeKkTy) aTakM OeWCTBUW, OCYLEeCTBASEMbIX NPU MNOArOTOBKE U
(vnn) npoBeaeHUN aTaku:

KaHanoB CBs3W, He 3alUMLLEHHbIX OT HECAHKLMOHNMPOBAHHOIO A0CTyna K MHgopmaumm
OpPraHM3aumMoHHbIMU Y TEXHUYECKMMN MEPaMU;

KaHanoB pacnpoCTpaHeHUs CUrHanoB, conpoBoxaarowmnx dyHKumoHnposaHune CK3U n
Co;

M) npoBedeHWe Ha 9Tane  9KcnnyatauMm  atakm 13 MHOPMaLMOHHO-
TENEeKOMMYHUKALMOHHbBIX CETEN, OOCTYMN K KOTOPbIM HE OrpaHuyeH onpeneneHHbIM Kpyrom
nuy, ecnu MHPOPMaLMOHHbIE CUCTEMbI, B KOTOPbIX MCNonb3ytoTcs CK3W, nmetoT BbIXO4 B 3TU
cetuy;

K) uMCnonb3oBaHME Ha 3Tane aKcnayatauuum Haxogsawuxcs 3a  npegenamu
KoHTponmpyemon 3oHel AC u O wu3 coctaBa cpeacts WHGOPMALNOHHOW CUCTEMBI,
npuMeHsieMbIx Ha MmecTtax akcnnyataunn CK3W (nanee - wraTHble cpeacTsa).

11. CK3WM knacca KC2 npumeHsiloTCA AONA HeWTpanu3aumm artak, npu co3gaHum
cnocoboB, NOArOTOBKE W MNPOBEOEHMM KOTOPbLIX MCMNOSIb3YKTCA BO3MOXHOCTU U3 4ucrna
nepedncrieHHolx B nyHkTe 10 HacTosiwero AOKyMeHTa U He MeHee OOHOW U3 crnefyrowmx
AO0NOJSTHUTENBbHbBIX BO3MOXHOCTEMN:

a) NpoBefeHMe aTakn NpU HaXOXAeHUN B npefenax KOHTPONMPYEMON 30HbI;

0) npoBefeHne atak Ha aTtane akcnnyatauum CK3U Ha cnefgyowmne o0bekTbl:

AokymeHTauuto Ha CK3WM 1 koMnoHeHTbl CO;

MomelieHnsi, B KOTOPbIX Haxo4UTCA COBOKYMHOCTb MNPOrPaMMHbIX M TEXHUYECKUX
anemMeHToB cuctem o6paboTkM AaHHbIX, CNOCOBHBIX PYHKLMOHMPOBATE CAMOCTOSITENBHO MK



B cocTaBe gpyrux cuctem (ganee - CBT), Ha koTopbix peann3oBaHbl CK3UN n C;

B) MoNyyeHWe B paMKax MNpedoCTaBfeHHbIX MOSTHOMOYMK, a Takke B pesynbTaTe
HabnogeHnn cnegyowen nHdpopMmaumnm:

cBefleHM O (pm3myecknx mMepax 3almnTbl OOBEKTOB, B KOTOPbIX pasMeLleHbl pecypchl
MHGOPMaLNOHHON CUCTEMBI;

cBefleHMrn 0 Mepax no obecnevyeHunto KOHTPONMpyemMon 30Hbl OOBLEKTOB, B KOTOPbIX
pa3sMeLLeHbl pecypcbl UHPOPMALNOHHOM CUCTEMBI;

CcBeLeHM 0 Mepax No pasrpaHnyeHnto goctyna B lNomelleHns, B KOTOPbIX HaxogaTcs
CBT, Ha koTopbIx peanu3oaHbl CK3U n CO;

r) MCNoNb3oBaHWe LWTaTHbIX CPeACTB, OrpaHUYEeHHOe Mepamu, peanu3oBaHHbIMU B
MHOpPMaUNoOHHOM cucteme, B koTopon wucnonb3yetcad CK3W, n HanpaBneHHbiMW Ha
npegoTBpaLleHne u npecevyeHme HecaHKLMOHNPOBAHHbIX AEACTBUN.

12. CK3W «knacca KC3 npumeHsOTCA ANS HenTpanusauumu atak, npu co3gaHuu
cnocoboB, NOAroToBKE W MPOBEOEHUN KOTOPbIX WUCMOSb3YHTCH BO3MOXHOCTM W3 4ucna
nepedncrnieHHolx B nyHktax 10 u 11 HacToswero OOKYMEHTa WM He MeHee OfHOM U3
cnegyrowmnx AONOAHUTENbHbLIX BO3MOXHOCTEMN:

a) pusmyeckun goctyn k CBT, Ha koTopbIx peanudoBaHbl CK3U 1 Co;

0) BO3MOXHOCTb pacnonaraTb annapatHbiMn KOMMNoHeHTamu CK3U u  Co,
orpaHMyeHHass Mepamu, peanu3oBaHHbIMM B WHAOPMAUWOHHOM CUCTEME, B KOTOPOM
ucnonbdyetrca CK3W, wn HanpaBneHHbiMM Ha npegoTBpalleHMe U npeceveHue
HEeCaHKLMOHNUPOBAHHbIX AENCTBUN.

13. CK3WM knacca KB npumeHslOTCSA ANs HeWTpanu3aumm artak, npu co3gaHuu
cnocoboB, NOArOTOBKE W MNPOBEOEHMM KOTOPbLIX MCMNOSb3YKTCA BO3MOXHOCTU U3 4ucrna
nepeymcrieHHblx B nyHKtax 10 - 12 HacTtoswero [OOKYMEHTa U He MeHee OfHOW W3
cnegyowmnx AoNOSTHUTENbHbBIX BO3MOXHOCTEMN:

a) cosgaHue cnocoboB, MOArOoTOBKA W NpPoOBeAeHWe aTak C npuBnevYeHneM
cneumnanucToB B obnactu aHanusa curHanos, ConpoBoXaarLwmnx yHkunoHmposaHme CK3U
n Co un B obnactm wucnonb3oBaHMA AN peanu3aumm aTtak HeAOKYMEHTUPOBaHHbIX
(HegeknapMpoBaHHbIX) BO3MOXHOCTeN npuknagHoro MO;

0) npoBegeHne nabopatopHbix uccnegosaHmhn  CK3W, uncnonb3yemblx BHe
KOHTPOSNIMPYEMOW 30Hbl, OrpaHU4YEeHHOE Mepamu, peann3oBaHHbIMWU B WH(OPMaLMOHHON
cucteme, B kotopon ucnonb3dyetca CK3W, u HanpaBneHHbIMM Ha npenoTeBpalieHue U
npeceyeHne HeCaHKUMOHMPOBAHHbIX ENCTBUMN;

B) npoBegeHne paboT no co3gaHuio CcrnocoboB M CpeacTB aTak B HayyHO-
nccrnegoBaTenibCkuUX LieHTpax, crneuyuanmsnpyrowmxcsa B obnactu paspaboTkm n aHanusa
CK3N n CP, B TOM 4ucne c UCNONb3OBaHMEM WCXOAHbIX TekcToB Bxogswero B CoP
npuknagHoro MO, HenocpeaCTBEHHO NCNOMb3YIOLLENO BbI30BbI NPOrpaMMHbIX pyHKumn CK3N.

14. CK3W knacca KA npumeHsiloTCA ONA HeWTpanu3aumm atak, npyM CcOo3aaHun
cnocoboB, MNOArOTOBKE W MNPOBEOEHMM KOTOPbLIX MCMOSb3YKTCA BO3MOXHOCTU U3 4ucna
nepedncrnieHHole B nyHKTax 10 - 13 HacToswero OOKYyMeHTa M He MeHee OJHOu U3
cnegyowmnx AoNOSTHUTENbHbBIX BO3MOXHOCTEMN:

a) cosgaHue cnocoboB, MOArOTOBKA W NpoOBeAeHWe aTak C  MpUBrEYEHUEM
cneumnanucToB B obnactM uCnonb3oBaHWUS Ofs peanu3auun atak HegOKYMEHTUPOBAaHHbIX
(HegeknapupoBaHHbIX) BO3MOXHOCTEN cuctemHoro MO;

0) BO3MOXHOCTb pacnoriaratb CBEAEHUAMMU, COOEPXALUMMUCA B KOHCTPYKTOPCKOW
AOKYMEeHTauun Ha annapaTHble Y NporpaMMHble KOMMOHEHTbI CO;

B) BO3MOXXHOCTb pacnosiaraTbe BCeMU annapaTtHbiMu KoMmnoHeHTamu CK3UN n Co.

15. B npouecce ¢opmMmpoBaHUss COBOKYMHOCTU MPEAMNnosIOKEHUN O BO3MOXHOCTSIX,
KOTOpble MOryT MCMOMNb30BaTbCA NPWU CO34aHuM crnocoboB, NOArOTOBKE U NPOBEAEHUU aTak,
AOMNOJSTHUTENbHbIE BO3MOXHOCTU, HE BXOASALWME B YUCMO NepeyncneHHbiX B nyHkrtax 10 - 14



HaCTOSLLLEro AOKYMEHTa, He BMMSIOT HA NOPSAoOK onpeaeneHnsa Tpebyemoro knacca CK3U.

lll. CocTtaB 1 copepxaHne opraHU3aLMOHHbIX U TEXHUYECKUX Mep, HeobXxoANMbIX Ans
BbINOJSIHEHNA YyCTaHOBMNEHHbIX MpaButenbcTtBoMm Poccumnckon ®epepaumnm tpedboBaHum
K 3al4MTe NnepcoHanbHbIX AaHHbIX AN 3 YPOBHA 3aLlMLLIEHHOCTH

16. B cooTBETCTBMM C NYHKTOM 14 TpeboBaHui K 3awimTe NnepcoHanbHbIX AaHHbIX A5
obecnevyeHns 3 ypOBHS 3aLMLLEHHOCTU MNEepCOHarbHbIX AaHHbIX NpuM Mx o0paboTke B
WH(POPMALMOHHBIX CMCTEMAX MNOMMMO BbINONHEHUA TpeboBaHWMK, NpPeayCMOTPEHHbIX
NYHKTOM 5 HacTosuero JoKyMeHTa, Heob6X0AMMO BbINONHEHWE TpeboBaHUA O Ha3Ha4YeHUM
AOIPKHOCTHOrO nuua (paboTHuka), OTBETCTBEHHOro 3a obecneyeHne 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX B UHPOPMAaLMOHHOWN CUCTEME.

17. Ansa BbinosiHeHust TpeboBaHUs, ykazaHHOro B NyHKTe 16 HacTosilero JOKYMEHTa,
Heobxo4MMO HasHayeHue obnapgaroliero A0CTaTOYHbIMWM HaBblKaMW [OMMKHOCTHOrO nuua
(paboTHUKa) onepaTopa OTBETCTBEHHbIM 3a obecnedyeHne 6e30MaCHOCTU MEPCOHasbHbIX
AaHHbIX B UHOOPMALNOHHOW CUCTEME.

18. [Ona BbInonHeHus TpeboBaHUsA, YykasaHHOro B noAanyHKTe “r" nyHkTa5
HacTOsILLEro JOKYMEHTa, HeobxoaAMMO BMECTO Mepbl, NPeayCMOTPEHHOM MOAMYHKTOM "B"
nyHKTa 9 HacToswero OOKyMeHTa, ucnomnb3oBaTb AN obecrieyeHust TpebyemMoro ypoBHSA
3aLUULLEHHOCTN NepCOHanbHbIX AaHHbIX NPU X 06paboTke B MHPOPMALMOHHON CUCTEME:

CK3W knacca KB wu Bbllwe B cnydadx, korga Anss WMH(OPMaUMOHHOW CUCTEMBI
akTyarnbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 u Bbiwe B cnyyasx, korga gnsg uMHGOPMaUMOHHOW CUCTEMBI
akTyarnbHbl yrpo3bl 3 TMnNa.

IV. CocTaB 1 cogepxaHne opraHM3aLMOHHbIX U TEXHUYECKUX Mep, HeobxoaumbIx Ans
BbINOJIHEHNA YCTaHOBMEHHbIX MpaButenbcTtBoM Poccumckon depgepaumm tpeboBaHum
K 3almTe NepcoHanbHbIX AAaHHbIX ANA 2 YPOBHA 3alMLIEHHOCTH

19. B cooTBeTCTBMM C NYHKTOM 15 TpeboBaHuin Kk 3alumMTe NepcoHanbHbIX AaHHbIX AN
obecnevyeHna 2 ypoOBHSA 3aWMLEHHOCTU MNepCoHasbHbIX AaHHbIX Npu ux obpaboTke B
WH(POPMALUMNOHHBIX CUCTEMAxX MNOMMMO BbINOSIHEHUA TpeboBaHWK, NpPeayCMOTPEHHbIX
nyHKTamMm 5 1 16 HacTodwero JOKyMeHTa, Heo6XxoaMMO BbINOSIHEHWE TpeboBaHUsS O TOM,
4yTOObl AOCTYN K COAEPXKaHMKO SNEKTPOHHOrO >KypHana coobweHnn Oblyl BO3MOXEH
UCKMIOYUTENBHO ANA LOOSMKHOCTHLIX nny, (paboTHMKOB) onepartopa unvM YynosiHOMOYEHHOro
nviua, KOTOpbIM CBeAEeHUus, codepKalmecs B yKasaHHOM >XypHarne, Heobxoaumbl LN
BbINOSTHEHUSA CrYXeBHbIX (TPYA0BbIX) 0693aHHOCTEN.

20. Ons BbINONHeHus TpeboBaHUsA, ykazaHHOro B NyHKTe 19 HacTosllero AOKyMeHTa,
HeobxoaMMmo:

a) yTBEpXAeHUe pykoBoguTenemM oneparopa Cnmcka nuu, AONyLEHHbIX K COOePXaHUI0
3MEKTPOHHOIO XypHarna coobueHun, n nogaep)kaHue YKasaHHOro Cnmucka B akTyaslbHOM
COCTOSIHUMU;

0) obecneyeHne WHMOPMALMOHHON CUCTEMbI aBTOMATU3NPOBAHHBIMU CpeacTBaMu,
pPErMcTpmpyrownMMmn 3anpockl nosfb3oBatenien MHMOPMALMOHHOM CUCTEMbI Ha MNOsfydYeHue
nepcoHanbHbIX AaHHbIX, @ Takke (akTbl NPeaoCTaBeHUss NePCOHAsbHbBIX OAHHbLIX MO 3TUM
3anpocam B 31EKTPOHHOM XypHarne coobLeHunn;

B) obecrnedyeHne MHPOPMALMOHHOM CUCTEMbI aBTOMaTU3MPOBAHHLIMK CpeacTBamu,
NCKITIOYaloLWMMNU - OOCTYN K COAEPXXaHUIO 3NEKTPOHHOIO KypHarna CooOLWeHun nud, He



yKasaHHbIX B YTBEpPXOEHHOM pyKoBOOUTENeM onepartopa CAUcKke nuy, AOMNYLWEeHHbIX K
coaepXXaHuo ANEKTPOHHOIO XypHana coobLeHni;

r) obecnevyeHve nNepMoOaNYECKOro KOHTPONs paboToCNOCOOHOCTU YKa3aHHbIX B
noanyHkKrax "6" n "B" HacTosilwero NnyHKkTa aBTOMaTU3NPOBaHHbIX CpeacTB (He pexe 1 pasa
B nonroaa).

21. [Ona BbINONHEHMsT TpeboBaHMs, YyKasaHHOrO B NoAnyHKTe "r" nyHKTa 5
HacTosILLEero OOKyMeHTa, HeobxoaMmMo BMECTO Mep, NpeayCMOTPEHHbIX NoAMYyHKTOM "B"
nyHkta 9 ”n nyHkTom 18 HacToswero [OKyMeHTa, wucnonb3oBaTb Ans obecneyeHus
TpebyemMoro YypoBHSA 3alMLEHHOCTU NepCoHarnbHbIX [AaHHbIX npu wux obpaboTke B
MHGOPMaLNOHHOW CUCTEME:

CK3W knacca KA B cnydasx, korga Ans MH(OPMaUMOHHOW CUCTEMbl aKTyasibHbl
yrposbl 1 TMna;

CK3W knacca KB wun Bbllwe B cnydadx, korga Anss MH(OPMaUMOHHOW CUCTEMBI
aKkTyanbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 wu Bbiwe B cnyyasx, korga gnsg vMHGOPMaUMOHHOW CUCTEMBI
aKkTyanbHbl Yyrpo3bl 3 TUnNa.

V. CocTaB u copgepxaHme opraHu3aLnMoOHHbIX U TEXHUYECKNX Mep, Heo6XoaANMbIX Ans
BbINOJIHEHNA YCTaHOBMEHHbIX MpaButenbcTtBoM Poccumckon ®epgepaumm tpeboBaHum
K 3almTe NepcoHanbHbIX AaHHbIX ANA 1 ypoOBHA 3aWMLEHHOCTH

22. B cooTBeTCTBUM C NYHKTOM 16 TpeboBaHui K 3aLimMTe NepcoHarnbHbIX JaHHbIX ANs
obecrieyeHns 1 ypoOBHA 3alUMLLEHHOCTUM MEepcoHarnbHbIX OaHHbIX MNpu Ux obpaboTke B
WH(POPMALUMNOHHBIX CUCTEMAxX MNOMMMO BbINOSIHEHUA TpeboBaHWK, NpPeayCMOTPEHHbIX
nyHktamm 5, 16 n 19 HacToswero OOKyMeHTa, Heobxo4uMMO BbINOSIHEHME CredyoLWwmnx
TpeboBaHwuii:

a) aBToOMartmyeckasa perncrpauusa B 3rIEKTPOHHOM XypHarne 6e30rnacHOCTU N3MEeHEeHNs
NOSTHOMOYMIA COTPYAHMKA onepaTopa Mo AOCTYNy K NepcoHaribHbIM AaHHbIM, coAepXalumcs
B MH(POPMALIMOHHOW CUCTEME;

0) cosgaHve OTAEeNbHOro CTPYKTYPHOro noppasgerneHvsi, OTBETCTBEHHOro  3a
obecnevyeHne 6e30MacCHOCTM MepCOHarnbHbIX AaHHbIX B WHGOPMAUWOHHOM cucteme, nNnbo
BO3MOXeHWe ero PyHKLMA Ha OQHO M3 CYLLEeCTBYIOLNX CTPYKTYPHbIX NogpasaeneHni.

23. [Ona BbinonHeHus TpeboBaHUSA, YyKa3aHHOMO B NOAMYHKTe "a" nyHkKTa 22
HacTosILLero AOKyMeHTa, Heobxoammo:

a) obecneyeHne WMHMOPMALNOHHON CUCTEMbI aBTOMATU3NPOBAHHBLIMU CpeaCcTBaMu,
NO3BONALWMUMN aBTOMaTUYECKN PErncTpupoBaTb B 3MEKTPOHHOM XypHarne 6e3onacHOCTU
N3MEHEeHUs MNOSTHOMOYUIA COTPYyOHUKa onepaTtopa No AOCTYyny K MNepCoHanbHbIM [aHHbIM,
cogepxaLwimmcs B MIHPOPMaLMOHHOM CUCTEME,;

0) oTpaxeHWe B 3NEKTPOHHOM XypHane 6e30nacHOCTM MOSTHOMOYUA COTPYOHUKOB
onepartopa NepcoHarbHbIX AaHHbIX MO JOCTYMNY K NepCoHarbHbIM AaHHbIM, coaepXalumcs B
WH(pOpMaUNOHHON  cucTemMe.  YKasaHHble  MNOSIHOMOYMS  OOSMKHbI  COOTBETCTBOBATb
AOMKHOCTHBLIM 0693aHHOCTSAM COTPYAHUKOB OnepaTopa;

B) Ha3HayeHve onepaTtopoM Jmua, OTBETCTBEHHOro 3a nepuoauvecKkui KOHTPOIb
BEAEHUS OMNeKTPOHHOro >ypHana 6e30nacHOCTM U COOTBETCTBUSA OTPAXEHHbIX B HEM
NMOSTHOMOYNA COTPYOHWUKOB onepatopa UX OOSMKHOCTHbIM 06s3aHHOCTAM (He pexe 1 pasa B
mecs).

24. [Ona BbinonHeHus TpeboBaHUsA, Yyka3aHHOrO B NOAMYyHKTe "O6" nyHKTa 22
HacTosLero AoKyMeHTa, Heo6xoaMMo:

a) npoBecTU aHanu3 uenecoobpasHOCTU COo3[aHUs OTAENbHOrO CTPYKTYPHOro



nogpasgeneHus, OTBETCTBEHHOro 3a obecnedeHne 6e30nacHOCTM NePCOHanbHbIX AAHHbBIX B
MHGOPMAaLNOHHOW CUCTEME;

6) cosgaTb OTAenNbHOE CTPYKTYpHOE nogpasferneHve, OTBETCTBEHHOe 3a obecneveHune
6e3onacHOCTM nepcoHarbHbIX AaHHbIX B MHPOPMAUMOHHOW cucTeme, NMbO BO3NOXMUTb ero
PYHKUMN Ha OLHO M3 CYLLECTBYHOLLMX CTPYKTYPHbIX NoapasaeneHni.

25. [ns BbinonHeHns TpeboBaHWsA, YyKa3aHHOrO B MOAMNYHKTe "a
HaCcTosLLEero AOKyMeHTa, Ansa obecneveHnss 1 ypoBHSA 3aLLMLLEHHOCTM HEOBXOANMO:

a) obopyaoBaTb OkHa [MOMELLEHUIN, pacnoNOXeHHbIE Ha NepBbIX U (UNM) NocneaHuX
aTaxax 3[aHun, a Takke okHa [lomellieHuin, HaxoaAWMECS OKOMO MNOXapHbIX JECTHUL, U
ApYrMx MecCT, OTKyda BO3MOXHO MNPOHUKHOBEHWE B [loMeleHns MOCTOPOHHUX nuu,
MEeTanMYeCcKMM/ peLleTkaMM WU CTaBHSMM, OXPaHHOW CuUrHanusauven wunu apyrumu
cpeacTBamu, npenaTCTBYOWMMN HEKOHTPONUPYEMOMY MPOHUKHOBEHMIO NMOCTOPOHHUX NUL, B
NoMeLLEeHNS;

0) obopygoBaTb OKkHa M ABepu [lomMellueHWn, B KOTOPbIX pa3MeELLEHbl CepBepbl
MHPOPMALNOHHOM CUCTEMbI, MeTanIM4YeCcKuMn peLleTkamu, OXpaHHOM curHanmsauuen nnu
Apyrmmun  cpeactBamMu,  NPEnSTCTBYOWMMU  HEKOHTPONMPYEMOMY  NMPOHWKHOBEHWUIO
NMOCTOPOHHUX NUL, B NOMELLEHUS.

26. [Ona BbINONHEHMst TpeboBaHMs, YyKa3aHHOrO B NoAnNyHKTe "r" nyHKTa 5
HacTosiero [OKyMeHTa, HeobxoanMmMo BMECTO Mep, NpedyCMOTPEHHbIX MOoAMYyHKTOM "B"
nyHkTa 9, nyHktamm 18 1 21 HacToswero OOKYMeHTa, MUcnonb3oBaTb And obecneveHus
TpebyeMoro ypoBHS 3alUMLLEHHOCTM MepCoHasrbHbIX [JaHHbIX Mpy X obpaboTke B
MHGOPMAaLNOHHOWN CUCTEME:

CK3W knacca KA B cnydasix, korga Ans MHMOOPMAaLMOHHOW CUCTEMbl aKTyaslbHbl
yrposbl 1 TMna;

CK3W knacca KB wu Bbllwe B cnydadx, korga Ans MH(OPMaUMOHHOW CUCTEMBI
akTyasnbHbl Yrpo3bl 2 Tuna.

nyHKTa 5

* Cobpanue 3akoHogatensctBa Poccunckon ®egepaunn, 2012, N 45, 6257.

** K atanam xwusHeHHoro uukna CK3W oTHocaTcs paspaboTtka (MoaepHu3aums)
YKa3aHHbIX CPeACTB, X NPOU3BOACTBO, XpaHeHWe, TPaHCNOPTUPOBKA, BBOA B JKCNIyaTaumio
(nyckoHanago4Hble paboTbl), aKcnnyaTaums.

*** paHNLEN KOHTPONMPYEMOW 30HbI MOTYT ObiTb MEPUMETP OXPaHAEMOWN TEPPUTOPUN
npeanpusaTus (ydpexaeHus), orpaxaatoLime KOHCTPYKUMN OXPaHAEMOro 30aHus1, OXpaHAeMOoMn
4YacTu 30aHUS, BblAENEHHOro NOMELLEHUS.



