Mpuka3 ®AINCU ot 13 nroHsa 2001 r. N 152
"006 yTBepxaeHMn MHCTpyKumnmn o6 opraHmsauum n obecrneyeHum
Oe3onacHoOCTU XpaHeHUs, o6paboTKM N Nnepeaaym No KaHanam
CBAA3U C UCMONIb30OBaHUEM CpeACTB Kpuntorpacgpnyeckon 3awmnTbl
MHopmMaLum ¢ orpaHM4eHHbIM AOCTYNOM, HEe coAepKallemn
cBeleHU, COCTaBNAKLWUX FOCYAaPCTBEHHYIO TauHy"

B cootBetcTBUN C DepepanbHbIM 3akoHOM OT 20 cdeBpana 1995 r. N 24-03 "O6
nHdopmauum, wuHdopMaTusaumm n 3awmTte UHGopmaummn"*, 3akoHOM Poccumrckon
depepaumm ot 19 deBpana 1993 r. N 4524-1 "O denepanbHbiX oOpraHax
npaBUTENbCTBEHHOMW CBA3UM WU MHGopmauun"** n lonoxeHnem o rnopsigke paspaboTkuy,
NpOuM3BOACTBA, peanu3auMM U UCMONb30BaHUS CPeACTB  KpunTorpaduyeckon 3alumThbl
WHOPMaUUN C OrpaHUYEHHbIM [O0CTYNOM, He coAepXalwen CBedeHUW, COCTaBASOLLNX
rocygapctBeHHyto TanHy ([MonoxeHne NK3-99), ytBepxaeHHbIM npukazom PAIICU ot 23
ceHTabpa 1999 r. N 158, szapeructpupoBaHHbIM MwuHUCTEPCTBOM tocTMUMKM Poccuinckom
depepaumm 28 pekabps 1999 r., permctpaumoHHbin N 2029*** ¢ uenbio onpeneneHuns
nopsigka opraHmsauumn n obecneyeHust 6e3onacHOCTU xpaHeHusi, 06paboTkn 1 nepegaym no
KaHanam CBHA3W C UCMNOJSIb30BaHWEM CPeacTB Kpuntorpaduyeckon sawmnTtbl MHGOpMauum ¢
OrpaHMYeHHbIM JOCTYNOM, He codepXallen CcBedeHUW, COCTaBNALWINX rocyAapCTBEeHHYH
TalHy NpuKasbIBato:

Y1Bepantb VHCTpykumio o6 opraHusaumm n obecnevyeHnn 6e30MacHOCTU XpaHeHUus,
06paboTkn N nepegayn No KaHanam CBA3U C UCNOSIb30BaHMEM CPeACTB KpunTorpadmnyeckomn
3aWmTbl  MHOPMaUMM C  OrpPaHUYEHHbIM  OOCTYNOM, He coAepxalwen CBedeHun,
COCTaBMSAKLMX rOCYyAapCTBEHHYIO TanHy (npunaraeTcs).

"eHepanbHbIN anpekTop AreHTcTBa B.MaTtoxuH

* CobpaHue 3akoHogatensctBa Poccuinckon ®egepaunn, 1995, N 8, c1.609.

** BegomocTn Cbesga HapoaHbix genytatoB Poccuiickon depepaumm n BepxoBHoro
CoseTta Poccuinckon ®egepaunn, 1993, N 12, cT.423.

*** "Poccunckas raseta”, 2000, 26 aHBaps.

3apeructpuposaHo B MuHiocte PO 6 asrycta 2001 r.
PernctpauunoHHbin N 2848



MpunoxeHune
K npukasy PAINCU PP
oT 13 nroHs 2001 r. N 152

UHcTpyKuua
06 opraHusauumu n obecnevyeHnn 6e3onacHOCTU XpaHeHUs, 06paboTKuU M Nepepaym no
KaHaram CBSI3u C UCNOJSIb3OBaHUEM CpeACTB Kpuntorpacuyeckomn 3almThbl
MHdOpMaLUK C OrpaHM4eHHbIM AOCTYNOM, He cofiepXXallen cBefeHUN, COCTaBNAOLWMUX
rocyaapCTBEeHHYH TauHy

. O6wme nonoxeHus

1. Hactodwasa WHCTpykuua onpegenseTr eOuHbIn Ha TeppuTtopun Poccuinckon
depgepaumm nNopsaaok opraHmsaumm n obecnedeHns 6e30MacHOCTU XpaHeHusl, obpaboTkm un
nepegayv no kaHamnam CBsi3W C MCMNoONb3oBaHWeM cepTuduumpoBaHHbix PAMNCU cpencts
Kpuntorpadudeckon 3sawwmtbl (LMdpoBanbHbIX CPeacTB) Mnoafexallen B COOTBETCTBMM C
3akoHogaTtenoctBoM Poccuinickon depepauum obssatenbHon 3awmte uHdopmMauuu C
OrpaHNYeHHbIM OOCTYNOM, He coaepxallen CBeAeHU, COCTaBMSWNX rocyaapCTBEHHYHO
TanHy*(1).

[aHHbIM nopsaoKoOM pekoMeHOyeTCs PYKOBOACTBOBATbCS Takke Mpu opraHusauum u
obecneyveHnn 6e30nMacHOCTU XpaHeHud, obpaboTkm K nepegaym NO KaHanam CBA3N C
ncnonb3oBaHnem ceptuduuymnpoBaHHbix PAMNCU cpeacTts kpuntorpaduyeckon sawmntbi*(2)
He nognexawen obssaTtenbHOW 3awmTe KOoHuAeHUManbHOW WHdOpMauuK, AOCTyn K
KOTOpPOWN OrpaHM4YMBaEeTCs B COOTBETCTBUMM C 3akoHoAaTenbCcTBOM Poccuinckon depepaumm
UM no peweHuto obrnagatens KoHduAeHuuanbHOM WHopMauun*(3) (3a MCKNYeHnem
MHpopmauuK, cogepallen cBedeHUs, K KOTOPbIM B COOTBETCTBMM C 3aKOHOLATENbCTBOM
Poccunckon ®efepaumm He MOXeT ObITb OrpaHUYeH JOCTYynN).

2. HacTosiwasa VIHCTpyKuusa He pernaMmeHTupyeT nopsiaka opraHmsaumm n obecneyenuns
©es3onacHoCTM xpaHeHusi, obpaboTkm M nepegadn MO KaHanam CBHA3W C MUCMNOSIb30BaHUEM
CK3W koHdmaeHuuanbHOM uHbopMaumm B yypexaeHusax Poccuinckon degepaumm 3a
rpaHunLen.

Il. OpraHmsaumsa n o6ecnevyeHme 6€30NacHOCTMN XpaHeHUA, 06paboTkn N nepegaym no
KaHanam cBsi3u ¢ ucnosnb3oBaHnem CK3U koHdbunaeHumansHon nHdopmaummn

3. besonacHocTb xpaHeHusi, 00paboTkKm M nepegaym MNO KaHanmam CBSA3N C
ncnonb3osaHnem CK3WM koHdumaeHumanbHOM WHGOpMauMM B CeTAX KOHMAEeHUManbHOM
CBA3N*(4) opraHn3yloT 1 obecneunBatoT onepaTopbl KOHPUAEHUNanLHom cesa3n*(5).

besonacHOCTb xpaHeHust n 0bpaboTkm ¢ ncnonb3oBaHnem CK3W koHmaeHUnansHON
WHopMauuu, rnepegaBaemMon BHe ceTen KOH(UAEHUMarbHOW CBA3W, OPraHusyT W
obecneunBatoT nuua, nmetome nuueHsmno GANCH*(6).

Jlvua, okasbiBalOwme BO3ME3OHblE YCryrM MO opraHu3auumn un obecneveHuto
0e3onacHOCTU XpaHeHuss u obpaboTkm c ucnonb3oBaHnem CK3W koHumaeHUnanbsHON
nHdopmMauumn, nepegaBaemMon BHe ceTen KoHduaeHumanbHOW CBA3W, [OOSMKHbl UMETb
nnuensunto SAMNCU Ha gesaTenbHOCTb MO NpefocTaBneHuto ycnyr B obnactu wudpoBaHns
MHOpMaUUK.

4. besonacHOCTb XpaHeHusi, 06paboTkKm n nepegadn no KaHanmam CBS3U C
ncnonb3oBaHmeMm CK3W koHuaeHumanbHon nHpopmauumn, obnagareny KOTopon He UMEKT



nunueHsnn PAMNCU, nuueHsmatol PAMNCU opraHmsytoT n obecneumnatoT nmbo no ykasaHuto
BbILLIECTOSILLIEN OpraHM3aumMmM, NuMbo Ha OCHOBaHMM [OrOBOPOB Ha oOKasaHue ycnyr no
Kpuntorpadguyeckomn 3awmre KoHpUaeHUnanesHom nHpopmaumn.

5. NuueHsnatol PAMNCU HecyT OTBETCTBEHHOCTb 3a COOTBETCTBME MPOBOAUMbBIX UMM
MEpPONPUATUA MO opraHmsaumm mn obecnedeHnto 6e30nacHOCTU XpaHeHusi, obpaboTkn u
nepegaym no kaHanam cBsi3uM c¢ ucnonb3oBaHnem CK3W koHdumaeHumanbHon mHdopmaumm
NULUEH3NOHHbIM  TpebOoBaHUAM 1 YCNOBUAM,  SKCMSyaTaUMOHHOM U TEXHUYECKOM
AokymeHTauum k CK3W, a Takke NnonoXxeHnsm HacTosilwen MHCTpyKumnun.

Mpn atom nuueHsnatoel GAMNCU pomkHbl obGecneumBaTb KOMMIIEKCHOCTb 3aLUUThI
KOHMAeHUManeHoOM  MHoOpmMauuu, B  TOM  4YUcne  MNOCPeAcTBOM  MPUMEHEHUS
HeKkpunTorpaduyeckmx cCpeacTs 3aLuThbl.

6. [lna pa3paboTku 1 oCyLLeCTBEHNS MEPOMNPUATUI NO OpraHn3auum n obecneveHmnto
Oe3onacHoOCTU  XpaHeHusi, o0b6paboTkm w©n nepegadnm Cc  ucnonb3oBaHnem  CK3U
KOHpmnaeHumanosHon wuHdopmauum nuueHanat DPAMNCK cosgaeT ogvH MM HECKONBbKO
opraHoB KpunTorpadguyeckon 3awmTbl*(7), o 4em nucbmeHHo yBegomnsaeT GAMCU.

[onyckaetcsa BoanoxeHne QYHKUMW opraHa KpunTtorpadpuyeckon 3almnTbl Ha
cneumnanbHoe CTPYKTYpHOe nogpasgefieHMe no  3awuTe rocy4apCTBEHHOW  TaWHbl,
ncnonb3yoLlee Ans aToro WwudgposarnbHble CpeacTBa.

KonnyecTtBO opraHoB KpynTorpauyeckon 3awmnTbl U X YUCIIEHHOCTb YCTaHaBnMBaeT
nuuensmnat PAMCH.

7. OpraH kKpuntorpadn4eckon 3aLmTbl OCYLLECTBMLAET:

NPoOBEPKY rOTOBHOCTM  obnagatenen  KoHuAeHUManbHOM  MHoOpMauun K
camocTodaTeNnbHOMY uMcnosb3oBaHuio CK3W n coctaBneHue 3akrioyeHurn O BO3MOXHOCTU
akcnnyataumm CK3W (c ykasaHuem Tuna u HomepoB wucnonb3dyembix CK3W, Homepos
annapaTHbIX, NPOrpaMMHbIX M annapaTHO-NPOrpaMMHbIX CPenCTB, rae YCTaHOBMEHbI UMK K
KoTopbiM noakntodeHbl CK3W, ¢ ykaszaHnem Takke HoMepoB nevyaTten (NNoMoupos), KOTOPbIMU
oneyaTaHbl (onnombupoBaHbl) TexHuyeckne cpeacTtsa, Bkwodas CK3W, n pesynbtatoB
npoBepkn pyHkumoHmpoBaHus CK3N);

pa3paboTky MeponpuaTMin no obecnevyeHunto YHKLUMOHUPOBaHUS KM Be3onacHoCTn
npumeHsembix CK3M B COOTBETCTBMM C YCMOBUAMWU BblAaHHbIX HA HUX CepTMAUKATOB, a
Takke B COOTBETCTBMM C SKCMyaTaUMOHHOM W TEXHUYECKOM [JOKYMeHTauuMen K 3TUM
cpeacTBaw;

oby4eHune nuu, ncnonbayowmnx CK3U, npasunam paboTbl C HUMMU;

NO3K3EMNIIAPHLIN y4eT wucnonb3dyemblx CK3W, akcnnyaTauMOHHOM W TeXHU4eCcKom
AOKYMEHTaUUN K HUM;

yyeT obcnyxmBaembix obnagatenen KoHUAEHUManNbHOW WHOpMauun, a TaKke
PU3MYECKMX NNL, HENOCPEACTBEHHO AONYLEHHbIX K pabote ¢ CK3U*(8);

nogady 3assBok B OAMNCU wnu nuueHsnaty, mmerowemy nvueHsmio PAMNCU Ha
AeATeNbHOCTb MO M3roTOBMAEHWMIO KrtoveBbiX AoKymeHToB*(9) ansa CK3W, Ha usrotoBneHue
KNOYEBbIX [OOKYMEHTOB WM UCXOOHOW KnroyeBon wuHdopmauun. KsrotosneHne us
NCXOOHOM KMOYEBOM MHOPMaLUKN KITHOYEBLIX AOKYMEHTOB, UX pacnpeaeneHne, paccbifky u
yyer;

KOHTpONb 3a cobnogeHnem ycrnoBur ucnosnb3oBaHus CK3W, ycTaHOBMEHHbIX
3KCMNNyaTaunoHHON M TexHuyeckon AokymeHTaumen k CK3W, ceptudukatom PAMNCU n
HacTosawen VHcTpykumen;

paccrnefoBaHne W COCTaBfieHWe 3akryeHurM no daktaMm HapyleHus YCrioBum
ucrnono3oBaHnss CK3W, KkoTopble MOryT MpMBECTM K CHWKEHUIO YPOBHSA  3aLMThbl
KOH(MAeHUManeHoM WHgopmaumm; pa3paboTky M NpUHATME Mep Mo NpeaoTBpaLLEeHMUIO
BO3MOXHbIX OMACHbIX NOCeACTBMIA NOAOOHbLIX HapyLUEHWN;

pa3paboTKy Cxembl opraHusaumm Kpuntorpamyeckon 3awmuTbl KOHPUAEHLUMANbHON



MHoOpMauun (C yKasaHMEM HaMMEHOBaHUA W pasMeLleHUs] HWKEeCTOSALWMX OpraHoB
Kpuntorpaduyeckon 3alimnTbl, €CrN TakoBble MMeTCs, obnagatenen kKoHdMAEHUMansHOm
MHOpMaUnK, PeKBM3UTOB [OrOBOPOB Ha OKa3aHue YCnyr no Kpuntorpaduyeckon 3awuTe
KOH(pmnaeHumanbHon uHpopmMaumm, a Takke C ykasaHuem TunoB npumMeHsembix CK3U wu
KIIO4YeBbIX [OKYMEHTOB K HWM, BWOOB 3aliuwiaeMon WHopMaumn, UCNoSib3yeMblX
coBmectTHO ¢ CK3W TexHunyecknx cpeactB CBA3W, NPUKIAgHOro u  obLiecucTemMHoro
nporpammHoro obecnevyeHvss U CPeACTB BbIMUCIUTENBHOM TEXHUKKU). YKa3aHHYl CXemy
yTBepxaaet nuueHamat GAICH.

8. Obnapatenn koHMAeHUManbHOW MHGOPMaUMK, €CNN OHWU MPUHSNWU peLleHne o
HEeoBX0AMMOCTM KpUNTOrpaPu4eckon 3alimTbl TakOW WUHAOPMALUU WKW €CnU peLLUEHnE O
HeobxooMMOCTN ee KpunTorpaduyeckon 3awmtbl B cootBeTcTBMM ¢ MonoxeHuem [MK3-99
NMPUHATO rOCYAapCTBEHHbIMW OpraHaMy Unu rocyfapCTBEHHbIMU OpraHu3aumsamMmu, obs3aHbl
BbIMOMHATL YyKa3aHUs COOTBETCTBYHOLLMX OpPraHoB KpuntorpaduMyeckon 3alimtbl N0 BCEM
BOMpoOcam opraHmsauumn n obecneveHnsa 6e3onacHoOCT XpaHeHnsa, obpaboTkn u nepegayn no
KaHanam cBs3u ¢ ncnosnb3oBaHneM CK3W koHdumaeHUnansHom nHopmaumn.

9. [Ona opraHuM3auMm B3auMOAEWNCTBUS  obnagartenem  KoHmaeHumanbHom
MHdopMauumn, 6e3onacHOCTb XpaHeHUs, 00paboTKkn 1 Nnepegaym no KaHanam CBsi3v KOTOPOW C
ncrnonb3oBaHnem CK3W opraHuayoT n obecrneumnBaloT pasnuuHble nuueHsnatsl PAMNCU, na
CO34aHHbIX aTuMm  nuueHanatamn  DAMNCK  opraHoB  KpunTorpaduyeckon  3allmTbl
BblOenseTca  KOOPAMHUPYIOWMWIA OpraH Kpuntorpaduyeckon 3awmTtbl. Bce opraHbl
Kpuntorpadudeckon 3sawmtbl, obpasoBaHHble 3TuMu nuueHsnatammn DAMNCH, obssaHbl
BbINOSTHATb  YKa3aHUA  KOOPAMHMPYIOLLEro opraHa Kpuntorpaguyeckon 3awuTbl  NO
obecnevyeHunto Takoro B3anMoaencTaus.

10. WHCTpyKuMK, pernameHTUpylomMe npouecchl MNOAroTOBKW, BBOAa, 06paboTky,
XpaHeHns W nepedayn 3awmwaemon ¢ ucnonb3oBaHnem CK3W koHumaeHumanbHOW
MHdopMauuK, AO0SMKHbI cornacoBbiBatbCca € nuueHanatom ODAMNCU. Takme UMHCTpyKuum
noaroTaBnMBalOTCA  COMACHO  3KCnyaTauMOHHOM W TEXHUMYECKOM [OKYMEeHTauuMm Ha
COOTBETCTBYHOLUNE CETU CBA3WM, aBTOMATU3MPOBAHHbIE U WMHAOPMALMOHHbIE CUCTEMbI, B
KOTOpbIX nepenaetcs, obpabaTtbiBaeTCca UM XpaHUTCA KOHuaeHumanbHaa nHgopmaums, ¢
yyetom ucnonb3yembix CK3W n nonoxeHnin Hactoswen NHCTpyKumu.

11. JluuyeHsmatel PAMNCU ¢ yyeToM oOCOBEHHOCTEN CBOEW [OeATerbHOCTU MOryT
pa3spabaTtbiBaTb METOANYECKME PEKOMEHOAUUN MO NPUMEHEHUIO HacTosIWen NHCTPpyKLMK, He
npoTuBopevallne ee TpedboBaHUSM.

12. KntoueBble gokyMeHTbl ansa CK3W mnu ucxogHasi knoyeBasa uHdopmaumsa Ons
BblpaboTKN KNro4YeBbIX AO0KYMeHTOB mnsrotasnusatotcs PAMNCU Ha AOroBOpHON OCHOBE UIK
nugamn, umewowmmmn nuueHsnto PANCU Ha OeAaTenbHOCTb MO M3rOTOBMEHUIO KIHOYEBbIX
AokymeHToB anst CK3U.

N3rotoBnATb KMNtoYeBble OOKYMEHTbl M3 UCXOLAHOW KIOYEeBOW WHopmMaunm MoryT
KOOpOMHMPYIOLWMIA  OpraH  Kpuntorpaduyeckon 3awmtbl (NPU  €ro Hanuvyuu), OpraHbl
Kpyntorpaduyeckon 3awmtbl UM  HenocpencTBeHHO obnagaTtenu KoHduaeHUManbHON
UHopmMmauumn, npumeHaa wratHole CK3W, ecnn Takad BO3MOXHOCTb nNpenycMOTpeHa
3KCNNyaTauMoHHON N TEXHUYECKOW AoKkymeHTauunen k CK3U.

13. K BbINONHEHNIO 06A3aHHOCTEN COTPYAHMKOB OPraHoB KpUNTorpagouyeckon 3awmThbl
nmuensnatamn  PAMNCU  pgonyckaroTca  nuua,  WUMewmMe  Heobxoaumbii  YPOBEHb
KBanudpukaumm gna  obecneyeHus  3aWnMTbl  KOHUAEHUMANbHOW  MHOpMauun C
ncnonb3oBaHMeM KOHKpeTHoro Buaa (tuna) CK3U.

14. Jluy, opopmnaembix Ha paboTy B opraHbl KpunTorpagouyeckon 3allnTtbl, cnegyet
O03HaKOMWTbL C HacTosLwen NHCTpyKLMEen nog pacrmcky.

15. O6si3aHHOCTW, BO3Maraemble Ha COTPYOHUKOB oOpraHa Kpuntorpadguyeckon
3aWmTbl, MOryT BbIMNOMHATLCA LWTATHLIMUA COTPYOHUKAMW UMW COTPYOHUKaAMW  OpYrnx



CTPYKTYPHbIX NOAPa3aeneHnin, NnpmernekaemMbIiMmn K Takon paboTe No COBMECTUTENBCTRY.

16. MNpu onpegeneHnn o06s3aHHOCTEN COTPYOHMKOB OPraHoB KpunTorpaduyeckomn
3awuTbl nuueHsmnatbl PAMNCU gomKkHbl yunTbiBaTb, YTO 6€30MacHOCTb XpaHeHus, 06paboTkm
N nepefayun no KaHanam ceasn ¢ ucnosnb3osaHmem CK3W koHduaeHUmnansHon nHdopmaumnm
obecneunBaeTcs:

cobniogeHnem  COTpyaHMKaMu OpraHoB  Kpuntorpaduyeckon 3awuTbl  pexuma
KOHpnaeHUManbHOCTM nNpu obpalleHnn co CBeaeHUSIMU, KOTOPbIE UM OOBEPEHbI MU CTanu
M3BECTHbl Mo paboTe, B TOM 4MCfie CO CBEAEHUSAMU O (PYHKLMOHUPOBAHUN W MNOPSAKE
obecneyeHna 6esonacHocTn npumeHsieMbix CK3U 1 kntoveBbIX JOKYMEHTaX K HUM;

TOYHbIM  BbINOSIHEHUEM  COTPYLHMKAMW OpPraHoB KpunTorpauyeckon 3awuTbl
TpeboBaHun k obecneyeHnto 6e3onacHOCTM KOHpMAEHUMaNbHOM MHPOPMaLNK;

HaOEeXHbIM XpaHEeHMEM COTPyAHMKaMU OpraHoB Kpuntorpadudeckon sawmtbel CK3WU,
3KCnsyaTauMoHHOM U TEXHUYECKOM JOKYMEHTaUMN K HAM, KIoYeBbIX JOKYMEHTOB, HOCUTENeNn
KOHoMAeHUmanbHon nHgopmaunu;

CBOEBPEMEHHbLIM BbISIBIEHNEM COTPYAHUKaAMW OPraHoB KpunTorpaduyeckon 3aluThbl
NOMbITOK MOCTOPOHHMX ML MNONYYMTb CBEAEHUS O 3awumiaemMon KoHUAEHLMANbHON
nHdopmMauuu, ob ncnosnbdyembix CK3U nnn knroveBbIX AOKYMEHTaX K HAM;

HeMeasIEHHbIM NPUHATUEM COTPYAHUKAMU OpraHoB Kpuntorpadnyeckon 3alumtbl Mep
no npegynpexneHvuio  pasrnaweHns  3aluuiaemMblX CBeAeHUM  KOHUAEeHUMarbHOro
Xapaktepa, a Takke BO3MOXHOW YTEYKN Takux CBEAEHUIN NPpU BbiSBNEHUM (PakToB yTpaTbl N
HegocTaun CK3W, kntodeBbIX OOKYMEHTOB K HWM, YOOCTOBEPEHW, MPOMYyCKOB, Kr4venh oT
NOMELLEHNI, XpPaHUNULL, cendoB (MeTanIMYeckmx WKadoB), NTIMYHbIX NeYaTen m T.0.

17. Ob6yyeHune n NoBbILLEHNE KBanudukauum COTPYAHUKOB opraHoB
Kpuntorpadnyeckon 3almTbl OCYLLECTBNAIOT OpraHn3auumn, MMerLme nNMueH3nto Ha BegeHne
obpasoBaTtenbHON OeATEeNbHOCTN NO COOTBETCTBYOLUM NporpaMmMmam.

18. CoTpyaHUKMN opraHa kpuntorpadmnyeckon 3almTbl JOMMKHbI MMETb pa3paboTaHHble
B COOTBETCTBUM C HacTtosiwen WHCTpykumen wn ytBepxaeHHble nuueHsnatom PAMCU
dyHKUMOHanNbHble 06s3aHHOCTU. OObEM U NOPSLOOK O3HAKOMIIEHMSI COTPYLAHMKOB OpPraHoB
Kpuntorpadpuyeckon 3awuTbl C  KOHuUAeHUManLHOW WHGopMauuen onpegenseTcs
obnapartenem KoHUAEHUNaNbLHOM MHOPMaLMN.

O65a3aHHOCTM MexXay COTPyAHWKaMK opraHa Kpuntorpaduyeckon 3alimTtbl SOSMKHbI
OblTb pacnpefeneHbl C y4eTOM MNEepCOHanbHOM OTBETCTBEHHOCTU 3a coxpaHHocTb CK3W,
KNYeBOW JOKYMEHTaUMM N JOKYMEHTOB, a TakKe 3a NopyvYeHHble ydacTku paboThbl.

19. ®usmyeckme nuua pgonyckarotca Kk pabote ¢ CK3WM cornacHo nepedHto
nosib3oBaTtenemn CK3W, yTBEpPXKOaeMOMY COOTBETCTBYHOLLNM obnapatenem
KOHoMAeHUmnaneHoMm wuHdopmauun. [1o Takoro yTBepXOeHUs TexHUYeckad BO3MOXKHOCTb
ncnonb3osaHna CK3W nuuamu, BKNIOYEHHbIMM B AaHHbIA NepeyeHb, AOofkHa ObliTb
cornacoBaHa ¢ nuueHsnatom GAIMNCH.

JInueHsnatbl PAINCH B pamkax cornacoBaHHbIX ¢ obnagatensamMmm KoHUaeHUMansHon
MHOpPMaUUM MNONHOMOYMI NO AOCTYNY K KOHpmaeHumansHon uHdopmaumMm UMerT rnpaso
yTBEpPXAaTb TAakon NepeyeHb B OTHOLUEHNN NOSYNUHEHHBIX UM LOSMKHOCTHBIX JULL.

20. NMonb3oeatenn CK3W ob6sa3aHbI:

He pasrnawaTtb KOH(UAEHUManbHYO WHMOPMaLMO, K KOTOPOM OHU [LOMYyLUEHbI,
pybexu ee 3amThbl, B TOM YNCIE CBEOEHMS O KPUMTOKMIOYaX;

cobnogate TpeboBaHMss K obecneveHuto 6e3onacHOCTM  KOHdMAEHUManbHOM
nHdopMauum ¢ ncnonb3osaHmem CK3U;

coobLaTb B opraH Kkpmntorpadomnyeckomn 3awmTbl O CTaBLUMX UM U3BECTHLIMU MOMNbITKaX
MOCTOPOHHMX NUL, nonyuntb cBegeHnss 06 wucnonb3yembix CK3U  wunu  knro4eBbIx
DOKYMEHTaX K HUM;

caatb CK3WU, akcnnyaTauMOHHYIO M TEXHUYECKYH OOKYMEHTaUM K HUM, KIoYeBble



AOKYMEHTbI B COOTBETCTBUM C MOPSAKOM, YCTAHOBMEHHbIM HacToswen WHCTpykumnen, npwm
YBOSbHEHUN NN OTCTPaHEHUM OT UCMOMHEHUS 00A3aHHOCTEN, CBA3AHHbLIX C UCMOMb30BaHNEM
CK3WU;

HemMeaneHHO yBeOOMMSATb OpraH Kpuntorpaduyeckon sawmuTbl 0 dpaktax yTpaTtbl Unu
HepocTaun CK3W, kntoveBbIX JOKYMEHTOB K HUM, KITOMen OT NOMELLEeHUN, XPaHUMWLLL, JINYHBbIX
neyatem n o Apyrux cpakrax, KOTopble MOryT MPMBECTM K pasrnalleHuio 3aluuaeMbix
CBeEeHUN KOH(mMOeHUManbHOro xapakrepa, a Takke O MpuyYMHax U YCrOBUSIX BO3MOXHOM
YTEYKN TaKUX CBEOEHUN.

21. HenocpeacteeHHO Kk pabote ¢ CK3WM nonb3oBaTenu OonyckarTCs TOMbKO nocrne
COOTBETCTBYHLLEro 0byyeHus.

O6yyeHne nonb3oBaTtenen npasunam pabotel ¢ CK3WM ocyllecTBNSAOT COTPYOHWUKM
COOTBETCTBYIOLLEro opraHa Kpuntorpaduyeckon salmTbl. [JOKYMEHTOM, NoaTBepXaatoLwmnm
OOSDKHYIO  crleuunanbHyo MNoAroToBKY MoOnb3oBaTenen M BO3MOXHOCTb UX Jonycka K
camocrtodatenbHon pabote ¢ CK3W, saBnsetca 3akn4vyeHue, COCTaBMIEHHOE KOMMUCCUEN
COOTBETCTBYIOLLEro opraHa Kpuntorpaduyeckon 3awmTbl HA OCHOBAHWUW MPUHATBLIX OT 3TUX
Ny 3a4eToB MO nNporpamme oby4veHus.

lll. Mopspok obpaweHus c CK3U n kpuntoknoyamum K Hum. Meponpuatusa npu
KOMMNpomeTauum Kpuntoknoven*(10)

22. lNpegHasHayeHHble Ons obecneveHust 6e30MacHOCTM XpaHeHusi, obpaboTkm wn
nepegayum no KaHanam cBsisan KoHuaeHumanbHon nHgopmauum CK3U, a tTakke KnroyeBble
AOKYMEHTbl K HUM He AOSMKHbl COAepXaTb CBEAEHUN, COCTaBNALWMX rocyaapCTBEeHHYHO
TauHy.

23. B pbegepanbHbIX opraHax UCNOSTHUTENBHOW BNacTu KnoveBble AoKyMeHTbl, CK3U ¢
BBEAEHHbIMW KPUNTOKMNIOYaMN OTHOCATCS K MaTepuanbHbiM HOCUTENAM, CoAepKaluum
CNyXebHylo  MHopMauuio  OrpaHUYEHHOro  pacnpocTtpaHeHus. [lpu  3TOM  OOMXKHbI
BbINOSTHATLCA TpeboBaHUsA HacTosWwen VHCTPYKUMM U MHBIX AOKYMEHTOB, perfnameHTUPYLLNX
nopsAaok obpaueHuss co crnyxebHon uHdopmaumen OrpaHMYeHHOro pacrnpoCcTpaHeHus B
doefeparnbHbIX OpraHax UCNOSTHATESTbHOM BNacTM.

MHbiIM obnagatensm  KOHuAeHUManbHoM WHdopMauum npu  obpalleHun ¢
KntoueBbiMM  AokymeHTamn, CK3W ¢ BBedeHHbIMM  KPUNTOKMKOYaMM Heobxogmmo
PYKOBOACTBOBATLCA HacToswen NHCTpyKumnen.

24. [Ona opraHu3aumm wn obecnevyeHna 6e30nacHOCTU XpaHeHusi, obpaboTkm wn
nepegaym no KaHanam CBA3M KOHuAEeHUnanbHOW uHopMaumm crnegyeT Ucnonb3oBaTb
CK3W, nosBonswowme  peanu3oBatb  NpuHUMN  abOHEHTCKOro  WKUgpoBaHus U
npegycmaTpmBaloliMe 3anucb KPUMNTOKMOYEN Ha 3JMEeKTPOHHbIe KNkYeBble HOCUTENU
MHOrOKpaTHOro (4ONroBPEMEHHOro) WMCMNonb30oBaHUA (AuMckeTbl, koMnakT-auckn (CD-ROM),
Data Key, Smart Card, Touch Memory n T1.1.).

25. lMpn HeobxooMMOCTU nepefayn no TEXHUYECKMM CpeacTBam CBSA3WM CHYXeOBHbIX
coo0LLeHnI, KacalLwmxca opraHn3aumm n obecnevyeHuns 6e3onacHOCTM xpaHeHns, 06paboTkm
n nepefayn no kaHanam cBA3n ¢ ncnonb3oBaHnem CK3W koHuaeHumnansHOM nHgopmauuu,
COOTBETCTBYHOLLINE YKa3aHUA HeobxoaumMo nepepaBaTb, Tonbko npumeHas CK3W. MNMepepaya
No TEXHUYECKMM CpeacTBaM CBS3M KPUMTOKMNIOYENW He [ONyCKaeTCHd, 3a MWCKIYeHneM
crneuManbHO  OPraHM3OBaHHbIX  CUCTEM  C  OeueHTpanu3oBaHHbIM  CHabXeHuem
KpUNTOKIIOYamu.

26. Wcnonb3yemble wunu xpaHumble CK3W, akcnnyaTauumoHHas W TexHU4Yeckas
AOKYMEHTaUua K HWUM, KroYeBble [AOKYMEHTbl MNognexart Mno3dK3eMNIsapHOMY YyeTy no
yCTaHOBMEHHbIM (hopmam B cooTBeTCTBMM C TpeboBaHuamu MonoxeHuna MK3-99. MNpu atom



nporpammHble CK3WM [omkHbl y4nMTbiBaTbCA COBMECTHO C annapaTHbIMWM CpeacTBamu, C
KOTOpPbIMM OCYLLECTBMNSAETCA UX wWTaTtHoe yHKUMoOHnpoBaHue. Ecnn annapaTHble wunu
annapatHo-nporpaMmHble CK3W nogkmnoyalTca K CUCTEMHOW LUMHE WM K OOHOMY U3
BHYTPEHHUX WHTEpdENCOB annapaTHbiXx cpeactB, To Takne CK3U yuuTbiBalOTCS Takke
COBMECTHO C COOTBETCTBYIOLLMMWN annapaTHbIMX CpeacTBaMM.

EOnHULEn nosk3eMnnapHOro yyerta KrrYeBbIX AOKYMEHTOB CUYMTAETCH KNoYeBOM
HOCUTENb MHOrOKpPaTHOrO WCNOSb30BaHWs, KI4YeBOM ONMOKHOT. Ecnn oavH m TOT Xe
KNtOYEBON HOCUTENb MHOMOKPaATHO MUCMONb3YIT AN 3annucu KPUMNTOKITIOYEN, TO ero Kaxabln
pas cnefyeT permcTpupoBaTb OTAESbHO.

KypHanbl noaksemnnsapHoro yyeta CK3W, akcnnyaTauMOHHOM UM TEXHUYECKOW
AOKYMEHTaUUN K HUM, KOYeBbIX AOKYMEHTOB (npunoxeHus 1, 2 Kk WHCTpykuuun) BeayT
opraHbl KpunTorpaduyeckon 3awmTtbl n obnagartenu KoHUaeHUManbHON NHopMaLmn.

27. Bce nony4veHHble obnagaTtenemM KOHuaeHuMansHOM MHGOpMaLMM 9K3eMNNsSpbI
CK3W, akcnnyaTauMOHHOM M TEXHMYECKOW LOKYMEHTaUUW K HUM, KIHYEBbLIX AOKYMEHTOB
AOJIMKHbI ObITh BblAaHbl NOA PAcnMCcKy B COOTBETCTBYIOLLIEM XXYpHare Nnoak3eMnspHoOro yyeta
nonb3osaTenam CK3W, Hecylwmnm nepcoHarnbHyto OTBETCTBEHHOCTb 3a UX COXPAHHOCTb.

OpraHbl kpunTorpacuyeckon 3alimTbl 3aBOASAT WU BeAyT HA KaXQAoro nosib3oBaTens
CK3M nuueson cuyeT, B KOTOPOM PErUCTPUPYIOT uucndawmecs 3a Hum  CK3W,
3KCMNNyaTauNOHHYH U TEXHUYECKYH LOKYMEHTALMIO K HAM, KMoYeBble AOKYMEHTHI.

28. Ecnu akcnnyaTtaunoHHOW U TeXHMYECKon gokymeHTaumen k CK3M npegycmMoTpeHo
NpUMEHEeHNe pasoBbIX KIMKYEBbIX HOCUTENEN UM KPUNTOKITHOYM BBOOAT U XpaHAT (Ha BeCb
CPOK ux aencteus) HenocpeactBeHHo B CK3W, TO Takon pa3oBbiN KHOYEBOW HOCUTENb UMK
9NEKTPOHHasi 3anncb COOTBETCTBYIOLLEro KPUMNTOKMOYMA [OOSDKHbI  PErmcTpupoBaTbCs B
TEXHUYEeCKOM (annapaTHOM) >XypHane (npunoxeHue 3 K WHCTpykuuu), Beaywemcs
HenocpencTeeHHo nosnb3oBaTternieM CK3W. B TexHu4eckom (annapaTHOM) XypHarne oTpaxaroT
Takke pgaHHble 06 oakcnnyataumm CK3W wn  gpyrme cBegeHusi, nNpenyCMOTPEHHbIEe
3KCnryaTaumMoHHOM U TEeXHUYECKOW [JOKyMeHTauuen. B  uMHbIX criydyasix TexXHUYEeCKuin
(annapatHbIn) )xypHan Ha CK3W He 3aBoanTcsa (€Ccnu HeT NpsiMbIX YKa3aHU O ero BeAeHUN B
3KcnnyaTaunoHHOW UNu TexHudeckom aokymeHTauum k CK3U).

29. lNepepavya CK3W, akcnnyaTaumMoOHHOM M TEXHUYECKOW [OKYMEHTaAUMU K HUM,
KNOYeBbIX [OKYMEHTOB [OrnyckaeTcs TONbkKo Mexay nonb3oBaTtensmu CK3W w  (unn)
COTPYAHWKaMM opraHa Kpuntorpagu4eckon 3aliuTbl Mo pPacnucKy B COOTBETCTBYHOLLNX
XXypHanax noak3eMnngapHoro yyeta. Takas nepegada mexay nonssosatenamu CK3W gormkHa
ObITb CaHKUMOHMPOBaHa COOTBETCTBYOLLMM OPraHOM KpUNTorpadonuyecKkom 3amnThl.

Obnapatenb KOHJMAEeHUManbHom nHdopmauum c cornacus opraHa
Kpuntorpadudeckon 3awimtbl MOXET paspewunTb nepegady CK3W, gookymeHTauum K HumM,
KNYeBbIX [OKYMEHTOB Mexay JonyuweHHeiMn k CK3W nuuamm no aktam ©Oe3
o6a3aTenNbHOM OTMETKM B XKypHarne no3K3eMnasipHoro yyeTa.

30. Tlonb3osatenu  CK3W  xpaHat  uHctannupyowmne  CK3W  Hocutenwu,
3KCMNNyaTauNOHHYIO U TeXHUYECKYHO AoKyMeHTaumo kK CK3U, knoueBble AOKYMEHTbI B LUKadhax
(Swmkax, XxXpaHunuwiax) WHOUBMAOYaANbHOMO MOMb30BaHWS B YCMOBMUSAX, WCKITHOYaOLLMX
BGECKOHTPOIbHbBIM AOCTYN K HAM, @ TaKKe UX HeNpeaHaMePEHHOE YHUUTOXEHME.

Monb3osatenu CK3W npegycmaTpuBaloT Takke pasgenbHoe GesonacHoe xpaHenue
AENCTBYIOLUNX U Pe3EPBHbIX KMOYEBbIX AOKYMEHTOB, NpeAHa3Ha4YeHHbIX AN NPUMEHEHNS B
crny4yae KoMnpoMeTaunm AeNCTBYIOLLNX KPUMTOKITHOYEN.

31. AnnapatHble  cpencTBa, C  KOTOpbIMM  OCYLLEeCTBMseTCcs lwraTHoe
dyHKumMoHnposaHue CK3W, a Takke annapaTHble 1 annapaTHo-nporpaMmHblie CK3W oomkHbI
ObITb 060PYyAOBaHbI CPeACTBAMU KOHTPONSA 3a UX BCKPbITUEM (OneyaTaHbl, OnfioMOnpoBaHb!).
MecTo onevaTtbiBaHus (onnombupoBaHus) CK3W, annapaTHbIXx CpeaCcTB AOMKHO ObiTb Takum,
4yTobbl €ro MOXHO ©Oblo BM3yanbHO KOHTpoNuMpoBaTb. [lpyM HanNUuMmM TexHUYECKoWn



BO3MOXHOCTM Ha Bpemsa oTcyTcTBua nonb3oBaTenenn CK3W  ykasaHHble cpeacTsa
Heob6Xxo4MMO OTKMYaTb OT NIMHUM CBA3M M YOMpaTb B onevaTbiBaeMble XpaHunuua.

32. CK3N u knoyeBble OOKYMEHTbl MOryT AOCTaBnATbCA erbaberepckon (B TOM
yucre BeLOMCTBEHHOM) CBA3bI UMW CO CheuuanbHO BblAENEeHHbIMU HAapOYHbIMKU M3 Yucna
COTPYAHMKOB OopraHa Kpunrtorpaduyeckon sawmtel nnu nonb3osatenen CK3U, ana koTopbix
OHW NpefHasHayeHbl, Npu cobniogeHnn Mep, UCKYarwmx 6eCKOHTPOMNbHbIN AOCTYN K HUM
BO BpeMsi JOCTaBKM.

OKcnnyaTauMoHHYI0 N TeXHMYeckyto AokyMeHTauuio kK CK3WM MOXHO nepecbinartb
3aKa3HbIMW UITN LLEHHBIMU NOYTOBLIMU OTNPAaBIIEHUSIMUA.

33. Ona nepecbinkn CK3W knto4veBble AOKYMEHTbl AO0SMKHbI ObiTb MOMELLeHbl B
NPOYHYIO YNAKOBKY, UCKIMOYAIOLLYH0 BO3MOXHOCTb UX (PU3NYECKOro NOBPEXAEHUA U BHELLUHEro
BO3OENCTBMA, B OCODEHHOCTM Ha 3anucaHHyi KnrdeByr uHdopmauyuo. CK3N
nepecbinarT oTAeNbHO OT KMYEBbIX AOKYMEHTOB K HMM. Ha ynakoBkax ykasblBalOT opraH
Kpuntorpadudeckon 3awmtbl unu nonb3oatend CK3W, ans KOTopbIX 3TW  YNaKOBKU
npegHasHadveHbl. Ha ynakoBkax ans nonb3oBatens CK3W penatwot nometky "JlnyHo".
YnakoBKku oneyaTbIBalOT Taknm obpas3om, YTOObl UCKIOYanack BO3MOXHOCTb U3BMEYEeHUS 13
HUX cogepXnmoro 6e3 HapyLLeHMsT YNakoOBOK U OTTUCKOB NevaTtu.

OdopMneHHyt0 TakuM 00pa3oM YnNakoBKy, Npu NpeabsBreHun (enbacBsasbio
AONOSTHUTENbHBIX TpeboBaHUN, NOMELLAIOT BO BHELLUHIOK YNakoBKY, OOPMIIEHHYO COrflacHO
npegbssnseMbiM TpeboBaHusaMm. [0 nepBOHayanbHOW BbICLUIKA (UM BO3BpaLLEHUS)
agpecaTty coobuwalT OTAeSlbHbIM MUCbMOM OMUCAaHWEe BbICLISTAEMbIX €My YNakoBOK U
neyaTten, KOTOPbIMU OHU MOTYT BbITb ONeYvYaTaHsbI.

34. Ons nepecbinkn CK3W, akcnnyaTaumoHHON N TEXHUYECKOW OOKYMEHTaUUn K HUM,
KNOYeBbIX OOKYMEHTOB crefyeT MOAroTOBUTb COMNPOBOAUTENBHOE MUCLMO, B KOTOPOM
HeobXoaUMO YyKa3aTb, UYTO MOCHLIIAeTCs U B KaKOM KOMWYEeCTBE, YYeTHble HoOMepa uagenui
UNnU OOKYMEHTOB, a TaKke, Npy HeobBXOAMMOCTU, Ha3HavyeHue U MOPSAOK UCMONb30BaHUS
BbICblSTaeMoro oTnpasneHusi. ConpoBoanTeNbHOE NMCbMO BKNaabIBalOT B OOHY U3 YNakoBOK.

35. lNMony4yeHHble yNakoBKN BCKPbLIBAKT TOSIbKO B OpraHe Kpuntorpagpuyeckon sawmTbl
unu nuyHo nonb3oBatenim CK3W, ana KOTopbiX OHM npefHasHadeHbl. Ecnu cogepxumoe
NMOfy4eHHOW YMNaKOBKM He COOTBETCTBYET yKa3aHHOMY B COMPOBOAUTENBHOM MUCbME WK
cama ynakoBKa W nedatb - UX ONMcaHuo (OTTUCKY), a Takke eCcnu yrnakoBka noBpexaeHa, B
pesynbTate 4ero obpasoBancs cBOOGOAHbLIN AOCTYN K ee CoOepXMMOMY, TO nonydvaTtenb
COCTaBIISIET aKT, KOTOPbIN BbICbINAET OTNPaBUTESIO, a Npn HeobxoammocTn nHpopMmupyet ob
3TOM COOTBETCTBYIOLWMA OpraH Kpuntorpadpuyeckon 3awinTbl. [1OflyYEHHbIE C  TakUMM
otnpasneHnamu CK3U un knroyeBble AOKYMEHTbI 4O MNOMyYeHUs YKa3aHun OT OoTnpaBuTens u
opraHa Kpuntorpagu4eckomn 3alnTbl MPUMEHSITbL HE paspeLuaeTcs.

36. lMNpun obHapyXeHUn BGpakoBaHHLIX KNHOYEBLIX AOKYMEHTOB MW KPUNTOKIHOYEN
OOMH 9k3emnnap OpakoBaHHOrO w3genus crefyet BO3BPATUTb W3rOTOBUTENO 4vepes
COOTBETCTBYHOLWMIA OpraH Kpuntorpaguyeckon 3awmtbl OS  YCTAHOBIEHUS  MPUYMH
npoucLueawero U Ux ycTpaHeHus B AaribHenweM, a OCTaBLUMECS 3K3eMNNApbl XpaHUTb 00
NOCTYNNEHUs AOMNOMHUTENbBHbLIX YKa3aHUM OT oOpraHa Kpuntorpaguyeckon 3alinTbl WUNu
N3roToBUTENS.

37. JlvueHnsnat PAIMCKU, ponyctMBwMKM Opak npuM  M3rOTOBMAEHUN  KIHOYEBbLIX
AOKYMEHTOB, C LiefNblo BbISIBIIEHUS MPUYUH criyumBLlerocs moxeT obpatutecs B PAIMNCU ans
npoBeaeHnsi Ha AOrOBOPHON OCHOBE 3KCMEPTM3bl OpakOBaHHbIX KMOYEBbLIX JOKYMEHTOB.

38. lMonyyeHne CK3W, askcnnyatauuMoHHOW W TEXHUYECKOW [OOKYMEHTaUMU K HUM,
KNHOYEBbIX [OKYMEHTOB [OSMKHO OblTb MNOATBEPXAEHO OTNPaBUTENO B COOTBETCTBUM C
NopsiAKOM, yKa3aHHbIM B CONPOBOANTENBHOM NucbMe. OTnpaButens 06513aH KOHTPONMPOBATb
AOCTaBKy CBOMX OTnpasreHun agpecatam. Ecnmn ot agpecaTta cBOeBpeEMEHHO He NOCTYnuno
COOTBETCTBYIOLLErOo MOATBEPXAEHUS, TO OTNpaBuTeNb LOSMKEeH HanpaBuTb emMy 3anpoc U



NPUHATL MepPbl K YTOYHEHUIO MECTOHAXOXOEHUS OTNpaBnieHni.

39. 3aka3 Ha u3roToBrneHue ovepeHblX KITYeBbIX AOKYMEHTOB, UX WU3rOTOBMEHME U
paccblfiky Ha MecTa UCMOoNb30BaHUSA AS11 CBOEBPEMEHHOMN 3aMeHbl OENCTBYHOLMX KNHYEBbIX
AOKYMEHTOB crnefyeT npou3BoaAvTb 3abnaroBpeMeHHO. YKasaHue O BBOAE B [eWCTBUE
ovepeaHbIX KIHYEBbLIX JOKYMEHTOB MOXET ObiTb A4aHO TONbKO MOCrie MOCTYNMeHns B opraH
Kpuntorpaduyeckon 3alumTbl NOATBEPXKOEHUA OT BCEX 3aMHTEpPeCcOBaHHbIX Mofb3oBaTenen
CK3WM o nonyyeHun nmm ovepeHblX KNoYeBbIX JOKYMEHTOB.

40. Paccbinka wusrotaenmBaembix PAMNCU knoyeBbIX OOKYMEHTOB WU UCXOOHOW
KIro4yeBon MHopmMmaumum Ha MecTa UCMOoNb30BaHMUS MOXET NPOM3BOANTLCA dpeaeparibHbIMU
opraHamu nNpaBUTENbCTBEHHOW CBA3M U MHGOPMaumn. Takas paccbifika OCyLecTBNAeTcs no
3asiBKaM opraHa KpuntorpaduMyeckon 3awuTbl UMW 3asiBKaM KOOPAWHWUPYHOLLEro opraHa
Kpuntorpadudeckon 3awuTbl (Mpy1 ero HanM4ymMm) Ha 4OroBOPHOWM OCHOBE.

41. Hewucnonb3oBaHHble WNU BblBeAEHHbIE U3 OEVACTBUSA KIlOYeBble [AOKYMEHTbI
noanexar BO3BpalLleHVMI0 B OpraH Kpuntorpaduyeckom 3awmTbl UM MO €ero yKasaHuio
AOJTDKHbI BbITb YHNYTOXEHbI HA MecCTe.

42. YHWYTOXEHME KPUNTOKMYEN (MCXOLHOW KIHYEBOW UWHGOpPMaLMM) MOXET
NPoOn3BOAMUTLCHA NyTEM (PUNYECKOTO YHUYTOXEHUS KITIOYE€BOro HOCUTENS, HA KOTOPOM OHU
pacnonoXeHbl, UM NYyTEM CTUPaHMS (paspyLUeHUs) KPUNTOKIOYen (MCXOLHOWM KMo4eBOM
MHdopMauumn) 6e3 noBpexaeHust KIo4eBoro HocuTens (ans obecnevyeHnss BO3MOXHOCTU ero
MHOrOKPaTHOro UCMOMb30BaHWUS).

KpunTokmnoum (UCXOOHYIO  KITHOYEBYD UHAOPMAUUIO) CTUpalT MO TEXHOSOruu,
MPUHATON AN COOTBETCTBYIOLMX KIMHOYEBbLIX HOCUTENEN MHOMOKPaTHOrO MCMOMb30BaHUS
(ancket, komnakT-guckoB (CD-ROM), Data Key, Smart Card, Touch Memory un T.n.).
HenocpeacTBeHHble OENCTBMST MO CTUPAHUIO  KPUMNTOKMKOYEN (MCXOQHOW  KNHYeBOW
WHoOpMauuK), a TakkKe BO3MOXHble OrpaHMYEeHUs Ha JdanbHenwee MnpuMeHeHue
COOTBETCTBYHOLLMNX KITHOYEBbBIX HOCUTENEN MHOTOKPaTHOrO UCMNOMb30BaHNA pernameHTUpYyrTCS
3KCnsyaTauMoHHOM U TEeXHUYECKOW AoKyMeHTauuen k cootseTcTByowmnmMm CK3W, a Takke
yKasaHuaMu opraHusauumn, npou3BOAMBLLEN 3anUCb KPUMNTOKMHOYEN (MCXOOHOM KHOYEBOW
MHdopMauun).

KntoyeBble HOCUTENN YHUYTOXAKOT NYTEM HAHECEHUSA UM HEeYyCTPaHMMOro pr13nYeckoro
NOBPEXAEHNHA, UCKNIOYaLWeEro BO3MOXHOCTb UX UCMONb30BaHNA, a Takke BOCCTAHOBIIEHUS
KntoyeBon nHopmMauuun. HenocpencTBeHHble OENCTBUS MO YHUYTOXEHMIO KOHKPETHOro Tuna
KNKYEBOro HOCUTESNS pernamMeHTUPYTCS 3KCMyaTauMOHHON U TEXHUYECKON AOKYMEHTaunen
kK cootBeTcTBytowMMm CK3W, a Takke ykasaHMsiMu OpraHusauuu, npou3BOAMBLLEN 3anUCb
KPUNTOKNKYEN (MCXOOQHOWN KIto4eBOn MHopmaumm).

BymMaxHble 1 npoyne cropaemMble KIHYeEBbIE HOCUTENMW, a Takke aKCnyaTauMoHHas m
TexHu4eckasn gokymeHtauma Kk CK3U yHUUTOXaTCA NyTEM CXKUFAHUSA UK C NOMOLLIbIO JTHOObIX
OymaropesaTtenbHbIX MaLLVH.

43. CK3W yHuuTOXaloT (YTUNU3MPYIOT) B COOTBETCTBUM C TpebosaHuaMmun MNMonoxeHus
MNMK3-99 no peweHunto obnagatens KoHpuageHumansHon nHdopmaumm, snagetowero CK3U, n
no cornacoBaHuio ¢ nuuensnatom GAIMNCH.

HameueHHble K yHuuTOXEeHUO (yTunusauun) CK3U nognexart nsbatuio U3 annapaTHbIX
CpencTB, C KOTOpbIMU OHU pyHKunoHupoBanu. Mpu atom CK3W cuutaroTcs m3bsaTbiMU 13
annapaTHbIX CpeaCcTB, €Cnv  WUCMOSIHEHa MpedycMOTpPeHHas  3KCnsiyaTauuoHHOW U
TexHu4yeckon pokymeHTaumen k CK3W npouenypa yoaneHus nporpaMmmHoro obecneveHus
CK3W 1 oHM NONHOCTBLI0 OTCOEAMHEHDbI OT annapaTHbIX CPEACTB.

44. TpurogHble AN LanbHEWLWero WUcnonb3oBaHWA Y3nbl M AeTanu annapaTHbIX
cpeacTB o6LWero HasHayeHus, He npefHas3HavyeHHble chneuvanbHO And annapaTHOM
peanusauumn Kpuntorpaguyeckmx anroputmMoB unm nHeix yHkunn CK3W, a Takke COBMECTHO
paboTatowee ¢ CK3UM obopygoBaHne (MOHUTOPbI, NMPUHTEPBLI, CKAHepbl, KnasuaTypa u T.M.)



paspeluiaeTcs ucnonb3oBatb nocne yHuutoxeHmss CK3W 6e3 orpaHuyenun. [pu 3aTom
MHdopMaUUs, KOTopasi MOXET OCTaBaTbCA B YCTPOMCTBAX NamMaTn obopyaoBaHus (Hanpumep,
B MpUHTEpax, ckaHepax), oMKHa OblTb HaAeXHO yaaneHa (ctepTa).

45. KnwouyeBble [OKYMEHTbl A0SMKHbl OblTb YHUUYTOXEHbI B CPOKW, yKa3aHHble B
3KCnsyatauMoHHOM U TEXHUYECKOM LOKyMeHTaumm Kk cootseTcTByowmnM CK3W. Ecnu cpok
YHUYTOXEHUS 3JKCNSyaTauMOHHOM W TEXHUYECKOW [OKYMEHTauMen He YCTaHOBMEH, TO
KntoveBble JOKYMEHTbI AOSMKHbI ObITb YHUUYTOXEHbI HEe no3gHee 10 CyTOK nocne BbiIBOAa UX M3
aencteust  (OKOHYaHMsA  cpoka  gencteus). DPakT  YHUUTOXEHUs  odopMnsieTcss B
COOTBETCTBYIOLLMX XypHanax MO3K3eMmnnspHoro yyeta. B aTm e CpokM C OTMETKON B
TEXHUYECKOM (anmapaTHOM) JXypHane nognexaT YHUYTOXEHUIO pasoBble KIYeBble
HOocUTENn W paHee BBeAeHHas U XxpaHswasca B CK3W wmnu uHbIX OONOMAHUTESNbHbLIX
YCTPOMCTBAX Kro4yeBas WHcpopMaUmMAa, COOTBETCTBYHOLAs BbIBEAEHHbIM W3 OENCTBUSA
KPUNTOKNIOYaM; XpaHAWMecs B KpunTorpadmyeckn 3sallueHHOM BuAe AaHHble crenyet
nepewngpoBaTb Ha HOBbIX KPUNTOKITHOYAX.

46. PasoBble Knro4yeBble HOCUTENU, a TaKkKe OJfIeKTPOHHbIE 3anucu KIlo4YeBOW
MHdopmMaLuu, COOTBETCTBYHOLLEN BbiBE€OEHHbIM n3 JencTBus KpUNTOKMtoYam,
HenocpeacteeHHO B CK3WM wmnuM uHbIX OOMONHUTENBHBLIX YCTPOMCTBAX YHUYTOXAaKTCSA
nonb3oBatensammn aTnx CK3W camocTtosaTenbHO nog pacrnmcky B TEXHMYECKOM (annapaTHOM)
XypHane.

KnioueBble [OOKYMEHTbl yHuMYTOXawTca nmbo nonb3oBatensamu CK3U, nubo
COTPpyOHVKaMKU oOpraHa KpunTtorpaguyeckon 3alimTbl Nog pacrnucky B COOTBETCTBYIOLLNX
XypHanax Mo3K3eMMNMsipHOro y4veta, a YHUYTOXEHWe Oonbworo obbema KIYeBbIX
AOKYMEHTOB MOXeT ObITb ochopmsieHO akToMm. [pu aTom nonb3osaTtensm CK3W paspeluaetca
YHUYTOXaTb TOSIbKO MUCMOSIb30BaHHbIE HENOCPEACTBEHHO UMW (MpeAHa3HaAYeHHble ONS HUX)
Kpuntokntoun. lMocne yHuutoXeHus nonb3oBatenu CK3W gomkHbl yBegoMUTb 06 3TOM
(TenedoHoOrpamMmon, yCTHbIM cOObBLLEHNnEM NO TenedoHy U T.M.) COOTBETCTBYHLUMA OpraH
Kpuntorpadpuyeckon 3awmTtbl A1 CAUCAHUS YHUYTOXEHHbIX OOKYMEHTOB C WX NUUEBbIX
cyetoB. He pexe ogHoro pasa B rog nonb3oBaTenu CK3WM gomkHbl HanpaBnATb B opraH
Kpuntorpadpuyeckon 3awuTbl  MUCbMEHHbIE OTYeTbl 00  YHUYTOXEHHbIX  KITHYEeBbIX
AokymeHTax. OpraH kpunTtorpaduyeckon 3alimTbl BrpaBe yCTaHaBnMBaTb MNEPUOANYHOCTb
npeacTaBneHns ykasaHHbIX OTHYETOB Yalle OAHOro pasa B rof.

YHUYTOXEHNE MO aKTy NPOU3BOAUT KOMUCCUS B COCTaBe HE MEHee OBYX YeriOBEK U3
yucrna COTPYOHMKOB oOpraHa Kpuntorpaduyeckon 3awmtbl. B akTe ykasbiBaeTcs, 4TO
YHUYTOXaEeTCsl U B KaKOM KonnyecTBe. B KOHUe akTa genaetcsa utoroeas 3anncb (Lmdpammn m
NPOMUCbID) O KOMWYEeCTBE HAMMEHOBAHUMA U  3JK3EMMSISAPOB YHUYTOXAEMbIX KIHYEBbIX
AOKYMeHTOB, uHcTannmpyowmx CK3W HocuTenen, akcnmyaTauMOHHOWM U TEXHUYECKOW
AOKyMeHTauuun. MWcnpasneHna B TeKCTe akTta [AOSDKHbl OblTb OrOBOPEHbI M 3aBEPEHBLI
noanncaAMM BCEX YSIEHOB KOMUCCUM, MPUHUMABLLMX yYacTue B YHUYTOXeHun. O npoBegeHHOM
YHUYTOXEHUN AeNnarTCca OTMETKM B COOTBETCTBYHOLLMX XKYpHanax noak3eMnaspHoro yyeTa.

47. KpunToKnioyn, B OTHOLLEHUM KOTOPbIX BO3HUKITO NO4O3PEHNE B KOMMpoMeTaumu, a
Takke OENCTBYIOLNE COBMECTHO C HUMMU ApYyrue KpUNTOKIYM HeobxoaMmo HeMenneHHO
BbIBECTU U3 JENCTBUS, €CI MHOW MOPSIAOK HE OrOBOPEH B 3KCMyaTaUMOHHOW U TEXHUYECKON
AokymeHTauum kK CK3W. O BbiBoge KpunToknwyen w3 gencteus  coobuiawoT B
COOTBETCTBYHOLLMIA OpraH Kpuntorpaduyeckon 3awmtbl. B 4ypesBbl4anHbIX criydasix, Korga
OTCYTCTBYIOT KPUMATOKIMOUN AS151 3aMEeHbl CKOMNPOMETUPOBAHHbIX, LOMYCKaeTCs, MO peLleHunto
nuueHsmnata PAMNCU, vcnonb3oBaHWe CKOMMNPOMETUPOBAHHBLIX KPUNTOKMOYen. B atom
cnyyae nepuvog WCNofb30BaHUS CKOMMPOMETUPOBAHHLIX KPUMATOKMOYEN [OMKEH ObiTb
MakCuMarbHO KOPOTKMM, a nepefaBaemas MHPoOpMaLnsa Kak MOXXHO MeHee LIeHHOWN.

48. O HapyweHnsax, KOTopble MOryT MPUBECTM K KOMMPOMETALMN KPUNTOKITHOYEN, UX
COCTaBHbIX YacTem WnNn nepegaBaBlIenicA  (XpaHAWENCA) C  UX  UCMOSib30BaHUEM



KOHpmaeHumanbHom  unHdopmauun, nonb3oBatenn CK3WM  o6sa3aHbl  coobwatb B
COOTBETCTBYHOLLMI OpraH Kpuntorpadudeckon 3awmtbl. OCMOTP KIKOYEeBbIX HOcUTeneun
MHOIFOKPaTHOro MCMNOJSIb30BaHUA MOCTOPOHHMMUM fMUaMuW He criegyeT paccmaTpuBaTb Kak
noJo3peHne B KOMMNpoMeTaumm KpUMNTOKITOYEN, eCcnn Npu 3TOM UCKNoYanacb BO3MOXHOCTb
MX KOMMPOBaHWA (YTEHUS, pasMHOXeHus). B cnydyadax Hegoctauu, HenpenobsBrieHUs
KNoYeBbIX AOKYMEHTOB, a TaKkke HeonpeaeneHHOCTU UX MeCTOHAXOXAEHUS NPUHUMAKOTCS
CPOYHbIE MepPbI K NX PO3bICKY.

49. Meponpuatma no po3bICKYy W fokanusauum nocneactsMm  KoMmnpomMmeTaumm
KOH(pmnaeHumansHon uHopmaumm, nepenaBaBLUENCH (XpaHSALWENCS) C UCNONb30BaHWEM
CK3W4, opraHusyeT n ocyLiecTBngeT obnapatenb CKOMMNPOMETUPOBAHHOWN
KOH(pmnaeHUmansHoOn nHopmauuu.

50. Mopsagok onoselleHnst nonb3oBaTenenn CK3W o npegnonaraemon komnpomeTaumm
KPUNTOKNKOYEN M MX  3aMeHe  yCTaHaBNUBaeTCs  COOTBETCTBYIOLWWM  OpraHoMm
Kpuntorpadudeckon aawmntsl unm GAMNCH.

IV. PasmeweHue, cneumnanbHoe obopyaoBaHue, oxpaHa U opraHMsauus pexuma B
nomeLleHunsX, rae yctaHoBrneHbl CK3U unu xpaHAaTcsa Kno4veBble JOKYMEHTbI K HUM

51. Pa3meleHune, crneunanbHoe obopyaoBaHWe, oXpaHa WM OopraHusauust pexuva B
nomewleHnsx, rge yctaHoBneHol CK3U mvnu xpaHAaTca KnioyeBble OOKYMEHTbl K HUM*(11),
AOSMKHbI  obecnevnmBaTb COXPaHHOCTb  KOHuAeHumanbsHon uHgopmaumn*(12), CK3W,
KNtoYeBbIX JOKYMEHTOB.

Mpn obopynoBaHun cneunoMeweHnn [LOSMKHblI  BbIMOMNHATECA  TpeboBaHua K
pasmeLleHnto, MoHTaxy CK3W, a Takke pgpyroro obopyaoBaHusi, OYHKUMOHUPYHOLLErO C
CK3W.

MNepeuncneHHble B HacTodAwen NHCTpykumm TpeboBaHus K cneunomMeLleHnam MoryT He
npegbsaBnaTbLCS, €cnuM  3TO  NpeaycMoTpeHo  npaBuvnamu  nonb3oBaHna  CK3W,
cornacoBaHHbiMu ¢ PAINCI.

52. CneuynomMelleHns BbIAENAKT C Y4€TOM pasMepoB KOHTPONMPYEMbIX 30H,
pernameHTUPOBaHHbIX 3JKCMAMyaTauMoOHHOM W TEeXHUYecKon aAokymeHTaumen k CK3WU.
CneuynomMeLleHna OOMKHbI MMETb NPOYHblE BXOAHbIE OBEpU C 3aMKamMu, rapaHTUpyoLWuMn
HageXxHoe 3aKkpbliTue crneunomelleHnn B Hepabodee Bpemsa. OkHa cneunomMeLLeHun,
pacnonoXeHHbIX Ha NepBbIX UMW MOCMEeAHUX ATaxax 34aHUKW, a TakKkKe OKHa, Haxoadlimecs
OKOIMO MOXapHbIX mecTHUL, W OpYyrnx MecCT, OTKyAa BO3MOXHO TMPOHWKHOBEHME B
cneunomMeLleHnss  MOCTOPOHHUX  nuy, Heobxogumo obopyaoBaTb  MeTannM4yeckumm
peweTkamu, WUNU CTaBHSAMW, UMW OXPaHHOW CuUrHanusauuen, unv Apyrumm cpencreamu,
NPenATCTBYOLLMMU HEKOHTPONMPYEMOMY NPOHUKHOBEHUIO B CMELINOMELLEHMS.

53. Pa3smelleHne, cneumanbHoe obopyaoBaHWE, OXpaHa M OpraHusaumsa pexuma B
crneunoMeLLeHNsIX OpraHoB KpunTorpaduieckon 3almTbl OOSTKHbI UCKNHOYNTL BO3MOXHOCTb
HEKOHTPONMPYEMOrO MPOHUKHOBEHMS UNU NpebbiBaHNA B HWX MOCTOPOHHMX MWL, a Takke
NPOCMOTpa NOCTOPOHHUMM NULaMKN BegyLLumMxcs Tam pabor.

54. Pexum oxpaHbl crneuynoMelleHUn opraHoB KpunTorpaduyeckon 3awuTbl, B TOM
yucrne npasuna Aonycka COTPYOHMKOB WM noceTuTtenen B pabodee n Hepabouyee Bpems,
yctaHaBnmBaeT nuueHsnat PAMNCK no cornacosaHuio, npn HeobxoaumocTtu, ¢ obnagaTtenem
KOHoMAeHUmanbHou MHdOpMaLnu, B nomMeLLeHnaAx KOTOpOro pacnonaraeTcs
COOTBETCTBYIOLLUNM OpraH Kpuntorpadouyeckon 3awuTbl. YCTAHOBIIEHHbIN PEXUM OXPaHbI
AOJDKEH npegycMmaTpuBaTb NEPUOANYECKUI KOHTPOSb 3@ COCTOSIHMEM TEXHUYECKUX CPeacTB
OXpPaHbl, ECNN TaKOBblE UMEIOTCH, a TakkKe YYNTbIBaTb MOMNOXeHUs HacTodAwen VIHCTpyKumnn.

55. [Bepn cneuynomeweHnin opraHoB Kpuntorpaduyeckon 3awuTbl OOSMKHbI ObiTb



NOCTOSIHHO 3aKPbITbl HA 3aMOK M MOTYT OTKpbIBATbCA TOSIbKO SIS CaHKLMOHWUPOBAHHOIO
npoxofa COTPYAHWKOB U noceTtutenen. Knoum oT BXOOHLIX ABEPEN HYMEPYIOT, YYUTLIBAKOT U
BblalOT COTPYAHUKAM OpraHoB KpunTorpauyeckon 3awunTbl NO4 pPacrnunucky B XXypHane yyeta
xpaHunuwy,. [OybnukaTtbl KAo4enm OT BXOOHbIX OBEPEN TakMx CheunoMeLleHnn cnepyet
XpaHUTb B cende pykoBoauUTeNa opraHa Kpuntorpaduyeckon 3awmtbl. XpaHeHue
AybnunkaToB KnoYen BHE NOMELLEHNI OpraHa Kpuntorpadnyeckon 3awmTbl HE 4OMNYyCKaeTCA.

56. [Ona npepoTBpaweHna nNpocMoTpa UM3BHE  CMEUnoOMELLEHUMA  OpraHoB
Kpuntorpadnyeckon 3awmnTbl UX OKHA AOSTKHbI ObITb 3aLLMLLEHbI.

57. CneuynomMelwieHnsa opraHoB Kpuntorpaduyeckon 3awuTbl, Kak NpaBuio, LOSMKHbI
OblTb OCHaLlEeHbl OXPaHHOW CUrHanmMsauuen, CBS3aHHOW CO CNy>XOOW OXpaHbl 34aHuUs Unu
AEXYPHbIM NO opraHm3aumn. KMcnpaBHOCTb CUrHanusauuMm nepuogmyeckn Heobxogmmo
NPOBEPATL PYKOBOAUTEMIO opraHa Kpuntorpaduyeckon 3almtbl UM MO ero nopyYeHuto
APYromy COTPYOHUKY 3TOrO OpraHa COBMECTHO C npeacraBuTeneM cnyxbbl OxpaHbl unn
AEXYPHbIM MO OpraHM3auum ¢ OTMETKOW B COOTBETCTBYHOLLMX XXypHanax.

58. Kaxablh opraH Kpuntorpaduyeckonm 3awmTbl AN XPaHEHUs1  KIH4YeBbIX
DOKYMEHTOB, 3KCMiyaTauMOHHON N TEXHUYECKOW AOKyMeHTauuu, MHcTannupyowmx CK3U
HOCUTENnen [OOMMKEH MMEeTb HeobxoauMoe YUCMO HaOEeXHbIX MeTanfIMYyeckux XpaHunuuy,
0060opyaoOBaHHbIX BHYTPEHHUMWU 3aMKaMuM C ABYMSI 3K3EMMNNsipaMu KIoYerm U KoOOBbIMU
3aMKaMun unu npucnocobneHnamMmn ons onevatbliBaHUs 3aMOYHbIX CKBaXMH. OONH aK3eMnnap
Kftoya OT XpaHunuvia OOSMKEeH HaxXOAUTbCHA Yy COTPYAHMKA, OTBETCTBEHHOrO 3a XpaHunuuie.
Aybnukatbl KNYen OT XpaHuUNUW, COTPYAHWKN XpaHAT B cerde pykoBoaUTENA opraHa
Kpuntorpadunyeckon 3aLmTbl.

AybnukaT Kkroya oT XpaHunuia pykoBoauTens opraHa Kpuntorpauyeckon 3awmuTbl B
onevyaTaHHOM YMNakoBKe [AOSMKEH ObITb nepedaH Ha XpaHEeHWe [OOSMKHOCTHOMY nuvuy,
HasHa4Yaemomy nuueHamatom GPATCU, nog pacnucky B COOTBETCTBYIOLLEM XypHarne.

59. o okoH4YaHuu pabovero AHA ChNeunoMELLEHUSs OpraHa Kpuntorpaduyeckomn
3aWMTbl N YCTAHOBMEHHbIE B HUX XpaHunuwia AOSMKHbl ObiTb  3aKpbIThbl, XpaHunMLLa
onevaTaHbl. Haxogswmecsa B NoOnb30BaHUM KINHOYM OT XPaHUMULL, AOSMKHbI ObiTb cAaHbl nog
pacnucky B COOTBETCTBYIOLLLEM XypHane pyKoBOOUTEMO opraHa Kpuntorpadpuieckon 3awmThbl
Unn nuuy, UM ynoriTHOMOYEHHOMY (AEXYPHOMY), KOTOPbIE XPAHAT 3TU KIOYM B JIMYHOM UMK
cneumanbHO BblAENTIEHHOM XpaHUILLE.

Kntoun oT cneunomMelleHuMn, a Takke KY OT XpaHumuvLlia, B KOTOPOM HaxoOsTCs
KINKOYKM OT BCEX APYrMX XpaHUIULL, opraHa Kpuntorpadguyeckon 3awmTbl, B one4yaTaHHOM Buae
AOIMKHbI ObITb COaHbl NOL4 PacnUCKy B COOTBETCTBYIOLLEM XXypHane cnyxbe oxpaHbl unu
AEXYPHOMY MO OpraHu3aumMm OOHOBPEMEHHO C nepedaden nog OXpaHy camux
cneynomelieHnn. [lleyaTn, npefHasHayeHHble A5 OnevaTblBaHUS XpaHWUNUL,, OOJTKHbI
HaxoAMTbCA Y COTPYAHUKOB OpraHa Kpuntorpadouyeckon 3alumTbl, OTBETCTBEHHbLIX 3a 3TU
XpaHunuuia.

60. MNpun yTpaTte KknwYa OT XpaHUNUWa UM OT BXOAHOW ABEPWU B cCheunoMeLleHune
opraHa kpunrtorpadumyeckon 3awmTbl 3aMOK HEOBXOAMMO 3aMeHUTb UnWM nepepenaTtb €ro
CEKPET C U3FOTOBMEHMEM K HEMY HOBbIX KMHOYEN C LOKYMeHTarnbHbIM ochopmneHnem. Ecnu
3aMOK OT XpaHunuwa nepegenatb HEBO3MOXHO, TO Takoe XpaHunuuwe Heobxoaumo
3aMeHUTb. [1opagoK XpaHeHUs KYEBBIX U APYrMX OOKYMEHTOB B XpaHuUMuLLE, OT KOTOPOro
yTpayeH KoY, OO W3MEHEHUsI CeKkpeTa 3aMKa YyCTaHaBnMBaeT PYKOBOAMTESb oOpraHa
Kpuntorpaduyeckon 3aLmTbl.

61. B 0OblYHbIX YCrOBUAX cCreunoMeLleHns opraHa KpunTtorpacuyeckon 3alumThbl,
HaxoAdALMECS B HUX OrneYyaTaHHble XpaHunua MoryT ObiTb BCKPbITbl TOMBbKO COTPYAHUKaMMU
opraHa KpuntorpagomM4eckon 3aLnThl.

Mpn obHapyXeHUn NpuU3HaKoB, yKasblBalOLLMX HA BO3MOXHOE HECAHKLWOHMPOBaAHHOE
NPOHUKHOBEHNE B 3TU CNeunoMeLLEHNA UM XpaHUnmLLa NOCTOPOHHMX Nul, O CryYMBLUEMCS



AOIMKHO OblTb HEMEAMNEeHHO COOBLEHO PYKOBOAMTEMO OpraHa Kpuntorpauyeckon 3almnTbl.
MpubbiBLLUME  COTPYAHWKM OpraHa KpuntorpaduMyeckon  3alimTbl  [OSDKHbI  OLEHUTb
BO3MOXHOCTb KOMMPOMETaLMN XPaHALLMXCA KNOYEBbIX U APYTMX JOKYMEHTOB, COCTaBUTb aKT
N NPUHATb, NpU HeobXoAMMOCTW, Mepbl K JiokanmMsauuu nocneacTBui KOMNpomMeTaumm
KOHpnaeHUmManbHONn MHOPMaLUumM 1 K 3aMeHe CKOMMNPOMETUPOBAHHBLIX KPUNTOKITIOYEN.

62. PasmeweHne wn moHTax CK3W, a Takke pgpyroro obopynoBaHus,
dpyHkumoHupytowero ¢ CK3W, B cneunomelteHnsx nonb3oBaTtenen CK3U gomkHbl cBeCTu K
MUHUMYMY BO3MOXHOCTb HEKOHTPONMPYEMOro AO0CTyna MOCTOPOHHUX 5L, K YKa3aHHbIM
cpeactBam. TexHuyeckoe o6CnyxvMBaHMe Takoro oOOpPYAOBaHUS M CMEHa KPUNTOKMOYEN
OCYLLECTBMAOTCA B OTCYTCTBME NAL, HE AONYLLEHHbIX K paboTe ¢ AaHHbIMKM CK3W.

Ha Bpems otcytcTBus nonb3oBatenen CK3U ykaszaHHoe obopyaoBaHue, Npyu Hanmyunm
TEXHUYECKON BO3MOXHOCTW, AOIMKHO ObITb BbIKMIOYEHO, OTKITHOYEHO OT JIMHUN CBA3K N YOpaHo
B onedvaTbiBaemble XxpaHunuwa. B npotumBHom cnyyae nonb3oBatenun CK3WM  no
COornacoBaHMO C OpraHoM Kpuntorpadmyeckon 3awmTbl 0653aHbl  NpeaycMOTpeTb
OpraHn3aumoHHO-TEXHMYECKME MEPbI, UCKMoYalLwme BO3MOXHOCTb uMcnonb3oBaHus CK3U
NOCTOPOHHUMU L AMK B UX OTCYTCTBUE.

63. Pexum oxpaHbl crneynomMmewieHnin nonb3osatenen CK3W, B Tom uncne npasuna
Aonycka COTPYAHWKOB WM noceTutenen B paboyee u Hepabouyee Bpems, ycTaHaBnuBaeT
obnapatenb KOHMUAEHUManbHOM WHGOPMaUMM MO COrfacoBaHMD C COOTBETCTBYHOLMM
opraHoMm KpunTtorpadpuyeckon 3awmTbl. YCTAHOBSIEHHbIA  PEXUM  OXpaHbl  [OSDKEH
npegycmaTpmBaTtb NEPUOANYECKUIA KOHTPOSb 3a COCTOSIHUEM TEXHUYECKUX CPEACTB OXpaHbl,
€CNnn TaKkoBble WMEKTCS, a TaKKe Y4uuTbiBaTb MNOSMOXEHUA HacToswen WHCTpyKumm,
cneunduky n ycrnoeusi paboTbl KOHKPETHbIX nosib3oBaTerien CK3U.

64. B cneuynomelleHnsax nonb3oBatenen CK3WM ana xpaHeHus BblAaHHbIX UM
KNOYeBbIX  AOKYMEHTOB, 3KCnnyaTaLMoHHON n TEXHUYECKON  AOKYMEeHTauum,
nHctannupyowmnx CK3WM Hocutenem HeobXxoouMMo WMMETb [LOCTaTOYHOE YUCIIO HaAeXHOo
3anMpaembix lwkadoB (AwmKos, XpaHunmLy) NHONBMAYANbHOIO nonb3oBaHus,
0060pyaoBaHHbLIX NPUCMOCOBNEHNAMM ANS OneYaTbiBaHUSA 3aMOYHbIX CKBaXKMH. Kntoum oT aTux
XPaHUIULL, AOSDKHbI HAXOAUTBCS Y COOTBETCTBYHOLWMX Nofib3oBaTenen CK3U.

65. lMpn yTpate knNYa OT XpaHunuia UM OT BXOLHOW [BepU B CneunoMelleHune
nonb3oBatens CK3WM 3amMok HeobxoauMo 3aMeHUTb WNu nepegenatb ero CekpeT C
N3roTOBIIEHMEM K HEMY HOBbIX KMOYEN C AOKYMEHTanbHbIM odopmMneHnemMm. Ecnm 3amok ot
XpaHmnuuia nepegenatb HEBO3MOXHO, TO Takoe XpaHunuuie HeobXoaMmMO 3aMEeHUTb.
[MopsaoK XpaHEHUs KIHYEBLIX U OPYMMX OOKYMEHTOB B XPaHUMMLLE, OT KOTOPOro yTpadeH
KN4, 0O U3MEHEHUS CEKpeTa 3aMKa YCTaHaBMBaEeT OpraH Kpuntorpadguyeckon sawmTsl.

66. B 0Obl4HbIX yCrnoBMSX ornevyaTaHHble xpaHunuwa nonb3oBaTtenen CK3W moryt
ObITb BCKPbITbl TONTbKO CaMUMM NONb30BaTENSAMM.

Mpn obHapyXeHUn NPu3HaKoB, yKasblBalOLMX HA BO3MOXHOE HECAHKLMOHMPOBAHHOE
NPOHNKHOBEHME B 3TW CMELNOMELLEHNS WU XPaHUNULLA NOCTOPOHHMX NUL, O CryYMBLUEMCS
AOIMKHO OblTb HemeaneHHo CcoobLleHO pyKoBOACTBY obnagjatens KOHUAeHUManbHOW
WHpopMauun 1 pykoBOAMTEND opraHa kpuntorpadmyeckon 3awuTbl. [MpmbbiBline
COTPYOHVKM OpraHa kpuntorpadmyeckon 3awmTbl  OOIMKHbI  OLUEHUTb  BO3MOXHOCTb
KOMMNpOMETaLUN XPaHALLUMXCA KNIOYEBbIX U APYrnMX OOKYMEHTOB, COCTaBUTb aKT U MPUHATD,
npu HeobxoanmMocCTH, Mepbl K  Jokanusauuu nocneacTeumn KomnpomMeTauum
KOHpmnaeHUManbLHOM MHopMaL MM 1 K 3aMeHe CKOMNPOMETUPOBAHHbLIX KPUNTOKIIOYEN.

V. KoHTponb 3a opraHmM3auuen n obecnevyeHmnem 6e3o0nacHOCTU XpaHeHUsA, o6paboTku n
nepenaym nNo KaHanam cBfA3u ¢ ucnonb3osaHnem CK3U koHdmaeHumanbHomn
MHcpopmauum



67. KoHTponb 3a opraHusaumen n obecnevyeHnem 6e3onacHoOCTM XxpaHeHusi, 06paboTku
1 nepegayu rno KkaHanam ceasu ¢ ucnonb3oBaHnem CK3W koHpuaeHUnansHom nHopmaumm -
rocydapCTBEHHbIN KOHTPOMb OCYLLECTBAAT defeparibHble OpraHbl MpaBUTENbCTBEHHOM
CBS3M U NHpopmaumn*(13). B xoage rocyaapCTBEHHOrO KOHTPONSA U3y4aroTCHa N OLEHUBAOTCS:

opraHmsaumnsa 6e3onacHOCTU XpaHeHusi, o00paboTkn 1 nepegayvn no KaHanam CBSA3N C
ncrniono3osaHnem CK3W koHpmaeHumansHon nHdopmauuu;

OOCTUTHYTBIN ypOBEHb KpunTtorpagouyeckon 3awmnTol KOHMAEeHUMarnbHOM
MHdopMauuu;

ycnoBust ucnosnb3oBaHus CK3N.

68. MNMpu opraHmnsauum 6e3onacHOCTU XpaHeHusl, 06paboTkn KU Nepegayn No KaHanam
cBaA3n ¢ wucnonb3oBaHnem CK3W nognexawewm B COOTBETCTBUM C 3aKOHOOATENbLCTBOM
Poccuinckon depepauum obgasaTenbHOW 3awmuTe  KOHMAeHumanbHOM  MHpopmMauum
rocygapCTBEHHOMY KOHTPOM NoAnexuT geaTtenbHocTb nuueHsnatoB PAMNCU, a Takke
obnapatenen KOHpuaeHUMansHOM nHpopmMaumm, ecrnm HeobxXoANMOCTb KpunTorpaduyeckomn
3awmTbl Takoh WHgopmaumm B cootBeTcTBUM C [MonoxeHmem [MK3-99 onpepensetcs
rocygapCTBeHHbIMU OpraHaMun unm rocyaapcTBEHHbLIMU OpraHM3aumsiMu.

Mpwn opraHusaumm 6e3onacHOCTU XpaHeHus, 06paboTkm 1 Nnepegayn nNo KaHanam CBs3u
¢ ucnonb3oBaHnem CK3W He noanexawen obaszaTenbHOW 3awmuTte KoHdumaeHumanbHOWM
MHdOpMaLUKM rocygapCTBEHHOMY KOHTPOSO NOANEXUT AeATeNbHOCTb nuueHanatos GAINCHA.
Ob6napgatenu KoHpuaeHuManbHOW MHpOpMauMm B 3TOM criydae MoryT OblTb MpPOBEpEHbI
deneparnbHbIMX OpraHaMmn NPaBUTESNbCTBEHHOW CBA3M U MHOPMaLUKM N1LWb MO UX npocbbe
WS C UX cornacus.

BoamoxHoCTb ¥ opMy [oCTyna rocyAapCTBEHHbIX KOHTPOSbHbIX OPraHoB K
cogepXXaHuio KOHmaeHuMansHOM MHpopMaummn onpenensieT pykoBoauTenb NpoBepsemMon
opraHusauumn.

CpoKkn 1 nepnoanyHOCTb rocyaapcTBeHHOro KoHTpona onpegenset ®AMNCH.

69. JluueHsnatol PAMNCU ob6sa3aHbl KOHTPONMPOBATHL BbINOMHEHME obnagatenamm
KOH(pmnaeHUmansHoOn MHpopMaumMn OaHHbIX UM YKasaHui Nno opraHusauum n obecneyeHuro
6e3onacHoOCTM XxpaHeHusi, 0bpaboTkm M nepegavm No KaHanam CBA3W C MCMNOSIb30BaHUEM
CK3W koHMuaeHumanbHOM WHGOpMauuK, a Takke cobniogeHue Takumu obnagatensamu
ycnoBuii  mcnonb3oBaHus CK3W, ycTaHOBMEHHbIX SKCANyaTauMOHHOM W TEeXHUYECKOM
AokymeHTauuen k CK3U, ceptudpmkatom GAIMNCU n HacTosiwen VIHCTpyKunen.

70. B uenax KoopAuHauMW rocygapCTBEHHONO KOHTPOSS M KOHTPOSS, NPOBOAMMOro
nnuensnatamn PAINCU, cdenepanbHble opraHbl NPaBUTENbCTBEHHOW CBA3W U MHGOPMaL MK
MOryT MNfaHMpoBaTb M NPOBOAUTL MPOBEPKM COBMECTHO C 3aUHTEPECOBAHHbIMW OpraHamu
Kpuntorpaduyeckon 3awmuTbl, pekomeHgoBaTb nuueHsnatam GAIMNCKH obbekTbl NpoBEPOK.

71. HenocpeAcCTBeHHbIN [J0OMNYCK K MpOBEpKe KOMUCCUW UMW YNONTHOMOYEHHOrO
degepanbHbIX OpPraHoOB MPaBUTENbCTBEHHOW CBA3M UM MHOpMauMm ocyllecTBnsieT
PYKOBOLCTBO TMpPOBEPSEMbIX nNUL, Npu MNpeabaBleHnn MNpoBepPSOWMM  YOOCTOBEPEHNS
(NpegnucaHns) Ha NpaBo NPOBEPKMK, 3aBEPEHHONO NevaTbto, N JOKYMEHTOB, YAOCTOBEPSIOLLMX
NNYHOCTb.

YpoctoBepeHus (NpegnucaHnd) Ha npaBo MNPOBEPKM MOAMUCHLIBAIOT reHeparnbHbIN
anpektop PAMNCU, ero 3amectutenn, a Takke MO WX YKA3aHUIO - PYKOBOAUTENMU
doefepanbHbIX OpraHoOB MNPaBUTENLCTBEHHOMW CBSA3M U MHGoOpmauuu. [onyck K npoBepke
BO3MOXEH Ha OCHOBaHUW yKa3aHUW 3TUX Nny, nepefaHHbIX Mo TEXHUYECKMM KaHariam CBSA3MU.

72. o pesynbTataMm rocy4apCTBEHHOro KOHTPOMsS COCTaBnsieTCA MNoApPOOHbIA Mnn
KpaTkum akTt, crnpaBka. C aKkTom npoBepku (CnpaBKoOW) Mo pacnucky [OIMKHO ObiTb
O3HAKOMIIEHO  PYKOBOACTBO  MpoBepsemblx  nuy.  AKT  (crnpaBky) BbICbinawT B
COOTBETCTBYKOLWMIA  OpraH  Kpuntorpaduyeckon  3alimTbl,  KOOPAWHUPYIOLLMA  OpraH



Kpuntorpaduyeckon 3awmTbl (Mpy ero HannumMm) n degepansHbii opraH NpaBUTENbCTBEHHON
CBSA3M 1 HopMauun. Ecnv B xofe NpoBeEpPKM BbiSIBIIEHbI HAPYLUEHUSA TpeboBaHMU N YCIIOBUN
nnueHsun n ceptndukatos GPAIMNCU, To denepanbHble opraHbl NPaBUTENbCTBEHHOW CBA3U U
nHdopMmauumn coobuwiatoT B JIMLEH3NOHHBbIN U cepTUdUKaunoHHbIn LeHTp PATCU o6 aTtmux
HapYyLUEHMSX N NPUHATBLIX Mepax.

Ecnn B mncnonbsosaHmm CK3WM obHapyxeHbl HepocTaTku, TO nuueHamatbl PAIMCH,
obnagatenun koHduaeHUManbHon nHopmaumm oba3aHbl NPUHATL GesoTnaraTenbHble Mepbl
K YCTPaHEeHWIO BCKPbITbIX MNPOBEPKOM HELOCTAaTKOB W  BbIMOSIHEHUIO peKkoMeHOauun,
N3NOXEHHbIX B akTe npoBepkn. CoobLLeHns 0 NPUHATLIX Mepax A0SMKHbI ObiTb NpeacTaBneHbl
B YCTaHOBIEHHbIE MPOBEPSALWLNMU CPOKU. [1pn He0BXoAMMOCTU MOXET ObiTb COCTaBIEH NnaH
MepOonpuUATU, rae npegycMmaTpuBaeTcs pelleHne COOTBETCTBYOLNX BOMPOCOB.

73. OpraHbl KpunTtorpadguyeckomn 3awmnThl (koopAnHUpYytoLne opraHbl
Kpuntorpaduyeckon 3awmTbl) AOSMKHbI 0bobwwaTte pesynbTtaTtbl BCEX BWOOB KOHTPONS,
aHanuaupoBaTb MNPUYMHBLI  BbISIBIEHHbIX HEeOOCTaTKOB, paspabaTbiBaTb Mepbl MO UX
nNpodunakTuke, KOHTPONUPOBaTb BbLINOSIHEHME peKoMeHAauun, COAepKalMxcs B akrtax
NpOBEPOK.

74. Ecnn B ucnonb3oBaHun CK3W BbisiBNEHbI Cepbe3Hble HapyLlleHUsl, U3-3a 4ero
CTaHOBUTCSA pearibHOM yTeyka KoHUMAeHUManbHoOM WHdopMauun, 6e3onacHOCTb KOTOPOW
obecneuvnBaeTtcsa ¢ ucnono3osaHnem CK3W, To denepanbHble opraHbl NpaBUTENbCTBEHHOM
cBA3nM 1 uHbopmaumn, nuueHsmatel PAMNCK BnpaBe [aTb ykaszaHMe O HEMEASIEHHOM
npekpatleHun mncnonb3oBaHus CK3W 0o ycTpaHeHust NpUYMH BbISBMEHHbIX HapylleHun. B
3TOM cnyyae defeparnbHble OpraHbl MPaBUTENIbCTBEHHOW CBA3WM U MHGOPMauMM MOryT
HanpasuTb B JIMLEH3MOHHBIN U cepTuduKaunoHHbin ueHTp PAMCU npenctasneHne o6
0T3blBe (MpuocTaHoBneHun genctens) nuueHann GAMNCH.

75. O6Gnapatenb KOHumaeHumanbHon uHGOpPMaLuMmM BrnpaBe oOpaTUTbCA B
denepanbHble opraHbl NPaBUTENLCTBEHHOM CBA3N U MHGOpMaL MM ¢ npocbbon 0 npoBeaeHUN
Ha [OOroBOPHOW OCHOBE rOCYAAPCTBEHHONO KOHTPOSIS C UESbI0 OUEHKM A0CTaTOYHOCTU U
0060CHOBaHHOCTU NpUHUMaembIx nuueHanatom GAIMNCU mep 3awmThl ero KoHdMAeHUMansHOM
MHopMaUUK.

*(1) WHdopmauuss € oOrpaHMYeHHbIM OOCTYNOM, He cojepxallas CBeOeHun,
COCTaBMSALWMX rOCYQApPCTBEHHYIO TanHy, B HacToswen WHCTpyKuun unmeHyeTcs -
KOHoMAeHuUmaneHas nHopmaums.

*(2) CeptudumumpoBaHHole PAICKN cpeactBa  kpuntorpadmMyeckon  3awuThbl
KOHpmnaeHumanbHon nHgopmMaummn B Hactosiwen UHcTpykumn nmeHytotcs - CK3U. K CK3U
OTHOCATCS:

- peanuaylowmne Kpuntorpaduyeckme anroputmbl npeobpasoBaHnsa MHGopMaumnn
annapaTHble, NpPorpaMMHbIE M annapaTHO-NMPorpamMMHbIe CPeACcTBa, CUCTEMbI M KOMIMMEKCHI,
obecneunBatome 6e3onacHOCTb MHoOpMauun npm ee obpaboTke, XxpaHeEHUN 1 Nepegaye no
kaHanam cBaA3un, Bkntodaa CK3U;

- peanuaylowmne Kpuntorpaduyeckme anroputmbl npeobpasoBaHnsa MHGopMaunm
annapaTHble, NporpamMmMHbie U annapaTHO-NPorpaMMHbIE CPeACcTBa, CUCTEMbI U KOMIMIEKCHI
3aLWmMThl OT HECAHKLMOHMPOBAHHOIO AOCTYNa K MHpopMauumn npu ee obpaboTke n xpaHeHuu;

- peanusylolme kpuntorpadmyeckne anroputmbl npeobpasoBaHUss WHGOPMaLMK
annapaTHble, NporpaMMHbIE M annapaTHO-NporpaMMHbIE CPeACcTBa, CUCTEMbI U KOMIMIIEKCHI
3aWmMTbl OT HaBA3bIBAHUA JOXHOW MHAOpPMaLMK, BKMOYas CpPeAcTBa MMUTO3AWMUTbl U
"9NEeKTPOHHOM nognucn®;

- annapaTtHble, MporpaMMHbie K annapaTHO-NPorpaMMHbIE CPeAcTBa, CUCTEMbI W
KOMMMEKCbl U3roTOBIIEHUS W pacnpeferieHs Kr4veBbiX AoKymMeHToB aAnd CK3U



He3aBMCMMO OT BMAa HOCUTENS KNHYeBOW MH(popMaLmu.

*(3) ObnagaTensMun KoHpuaeHUMansHOM NHopMaumnmn MoryT ObiTb rocy4apCTBEHHbIE
OpraHbl, rocyAapCTBEHHble OpraHuM3auunm W [pyrve opraHmsaumm He3aBMCUMO OT KX
OpraHM3aumoHHO-NpaBoBO  GOpPMbl M POPMbl  COBCTBEHHOCTW,  MHAMBUAYASbHbIE
npeanpuHuMmaTenu n pmsmnyeckue nuua.

*(4) CeTn KOH(pmMaeHUManbHOM CBA3N - CETU CBA3W, NpeaHa3HayYeHHble Ons nepegayn
KOH(pmnaeHUmansHoOn nHopmMmauuu.

*(5) OnepaTtopbl KOHGUAEHUMANBHON CBA3M - onepaTopbl CBA3W, NpefocTaBnsoLmne
Ha ocHoBaHuu nuueHsun PATICU ycnyrn KoHpuaeHUManbHOM CBSA3W C UCMONb30BaHUEM
CK3W.

*(6) OnepaTopbl KOHUAEHUNANbHOM CBA3U U nNuua, umerowme nuueHsuto PAINCU n
He sABndOWMeca onepatopaMmn KOHUAeHUnansHONn cBA3W, B HacToswen WHCTpyKuum
nmenytotes nuueHsnatel PAMNCU.

*(7) OpraHom kpuntorpadmnyeckon 3awuTbl MOXET ObITb OpraHu3auusi, CTPYKTYpHOe
nogpasgeneHne opraHmsaumm - nuueHanata PAMNCU, obnagatena KoHduAeHUManbHOM
nHopMauumn. PyHKUMKM opraHa Kpuntorpadudeckon 3awmTbl MOryT ObiTb BO3MOXEHbl Ha
dusnyeckoe nmuo.

*(8) ®duamyeckme nuua, HenocpeacTBEHHO AonyuweHHble K pabote ¢ CK3U, B
HacToswen VHCTpyKLMM nmeHytoTcs - nosnb3oBatenv CK3U.

*(9) B HacToswen HCTpyKuMn Ncnonb3yoTcs CrieayroLwme NoOHATUS U onpeaeneHns:

- Kpuntorpachmyeckum  KnwY  (KPUNTOKMKY) -  COBOKYMNHOCTb  [AaHHbIX,
obecneunBatollaa BbIOOP OAHOrO KOHKPETHOro Kpuntorpadumyeckoro npeobpasoBaHus u3
yucrna Bcex BO3MOXHbIX B @aHHON KpUNTorpadonyeckom CUCTEME;

- KnroyeBas UHcpopmauma - crneumanbHbiM 06pasoM opraHM3oBaHHAs COBOKYMHOCTb
KPUNTOKIIOYEN, NpeaHasHaydeHHass Ansa  OCYWECTBNEHUA KpunTorpaduyeckon 3almThbl
MHpopMaLUKN B TeYEHNE ONpeaerieHHOro Cpoka;

- UCXOoAHaA KniouveBasa MHhopMaumusa - COBOKYMHOCTb AaHHbIX, NpefHa3Ha4YeHHbIX
ANs BbIpaboTKM NO onpeAeneHHbIM npasunamM KpUnToKmoyen;

- KIHO4YeBOM [JOKYMEHT - (M3MYECKMA HOCUTENb ONpeaeneHHOW CTPYKTYpbl,
cogepxalimin  KndeByto MHGOpMaLMilo  (MCXOOHYH KM4YeBYyH MHGOpMauuMio), a npu
HEeo6XO04MMOCTU - KOHTPOJIbHYIO, CYXKEOHYIO 1 TEXHOMNOMMYECcKyto MHPOpPMaLmIo;

- KNHYeBOM HocuTenb - U3NYECKMA HOCUTEMb ONpPeaeneHHONn CTPYKTYpbl,
npefHasHa4YeHHbIN A48 pa3MeLleHnst Ha HeM KNYeBOW MHGOopMaLmMn (MCXOOHOW Ko4eBomn
nHdopmauumn). PasnuualoT pas3oBbLIM  KNHOYEBOM HocuTenb (Tabnuua, nepdoneHTa,
nepcokapta 1 T.N.) U KIOYEBON HOCUTESNb MHOrOKPaTHOrO WCMONb30BaHUA (MarHUTHas
neHTa, guckeTta, komnakt-guck, Data Key, Smart Card, Touch Memory n 1.n.);

- KNYeBOW ONOKHOT - Habop OyMaHbIX Kr4YeBbIX [LOKYMEHTOB OAHOro BuAa
(tabnuu, nepdoneHT, nepdokapT WU T.n.), COPOLWIOPOBAHHLIX W YNAKOBAHHbLIX MO
YyCTaHOBIEHHbLIM NMpaBuiam.

*(10) MNMog komnpomeTaumen KpPUNTOKMYEN B HacToswen WNHCTpyKUMM NOHMMaeTCs
XvleHne, yTpaTa, pasrnaweHne, HeCaHKUMOHMPOBaHHOE KOMupoBaHue W apyrue
npoucWecTBUsl, B pe3ynbTaTe KOTOPbIX KPUNTOKMOYM  MOryT CTaTb  AOCTYMHbIMU
HEeCaHKLMOHMPOBaHHbIM NMuam u (Mnn) npoueccam.

*(11) MomeweHuns, raoe yctaHoBneHol CK3U munn xpaHATCA KntoveBble LOKYMEHTbI K
HUM, B HacTosiLLen NHCTPYKLMM MMEHYIOTCS - CneunoMeLLeHns.

*(12) TpeboBaHuna Kk obecnevyeHnto COXpaHHOCTU KOHUAEHLMANbHON MHOPMaLMM B
crneynoMeLLeHnaX aHanornyHbl TpeboBaHMaM K MOMELLEHMAM, rae BbINOMHAKTCA paboThl,
CBsi3aHHble C XpaHeHwem (0b6paboTkon) TakoM WHOpMauUK, U YCTaHaBMMBAKOTCS
obnapgaTtenem KOHUAEHUMANbHOM NHAOPMaLNN;

*(13) lMop denepanbHbIMM OpraHamMu NPaBUTESNTbLCTBEHHOW CBA3W UM MHGOpPMauuu B



HacToswen NHCTpyKkuun noHnmatrotcs rnasHble ynpasneHus ®AMNCHU, ynpasnenus ®AMNCU B
denepanbHbIX  OKpyrax, pervMoHasnbHble YynpaBfieHUst NPaBUTENbCTBEHHOW CBA3N U
nHdopMaUuKn, LeHTPbl NpaBUTENbCTBEHHOW CBA3N.



MpunoxeHue 1

K MHCTpYyKUMM (NYHKT 26),
yTBepxaeHHoOU npukasom PAIMNCU
ot 13 utoHsa 2001 r. N 152

TunoBas c¢opma
XXypHana noaksemnnspHoro ydyeta CK3U, akcnnyaTauMOHHON N TEXHUYECKOWN AOKYMEHTAaL MU K HUM, KIoYeBbIX JOKYMEHTOB (Ans
opraHa Kpuntorpacdnyeckon 3awmThbl)

N o/ HammeHOBaHUE CepuyHEIE HOMEpPa Homepa OTMeTKa O MNOJIyUeHUU OTMeTKa O pacCcCHIJIKE
I CK3H, CK3H, DK3EMIJIS— (nepenaue)
SKCIJIyaTalMOHHOM | 9KCIIJTyaTalMOH— pPoOB
Y TeXHUYECKOM HOM U (kpunror- |OT xoro noJiydeHel| JaTa u HoMep [Kowmy HDaTa u HDaTa u
OOKYMEHTalUuM K TeXHUUEeCKOM padnueckue i ©.1.0. CONpPOBOOUTEJIE— [ paso- HOMEP HOMEP
HUM, KJIIOUEBEIX IOOKyMEeHTaluuu K [HomMmepa) COTPYIOHMKA HOT'O MNMCbMa CJIaHEL CONPOBO— | IOOTBEPX—
OOKYMEHTOB HUM, HOMepa KJIIOUEBBIX opraHa Uiy npara (nepe- |ouTenb- |DeHMsa WK
cepull KJIOUEBEIX |INOKYMEHTOB |KpulTOoI'padmuuec-— U3TOTOBJIEHUS IaHBI) HOT'O pacnmucka
OOKYMEHTOB KOM 3allUTH], KJIIOUEBBIX omucbMa B
M3TOTOBMBIIETO OOKYMEHTOB U HIOJIyYEeHUN
KJIOUEeBEIE pacnomucka B
IOOKYMEHTEL U3TOTOBJIIEHUN
1 2 3 4 5 6 7 8 9
OTMeTKa O BO3BpaTe IlaTa BBOIA B IaTa BemBOma |OTMeTka 00 yHuuToOxeHum CK3I, [lpumMeuaHne
oeyicTBUE u3 OeMCTBUSA KJIIOUEBEIX IOOKYMEHTOB
JaTa m HOMep JaTa m HOMep JaTa Homep akTa wmiam
conpoBoOOIUTE— NOOTBEPXIEHUS YHUUTOXEHMSA pacnucka o6
JIBHOT'O YHUUTOXEHUU
nmMcbMa
10 11 12 13 14 15 16




MpunoxeHue 2

K MHCTpYyKUMM (NYHKT 26),
yTBepxaeHHou npukasom PAMNCU PP
ot 13 utoHsa 2001 r. N 152

TunoBas ¢opma
XXypHana noaksemnnspHoro ydyeta CK3U, akcnnyaTauMOHHON N TEXHUYECKOWN AOKYMEHTAaL MU K HUM, KIoYeBbIX JOKYMEHTOB (Ans
obnapatens koHchuaeHUManbHOM nHdopmauumn)

N n/|HammenosaHme CK3M, |CepwmitHeie nHomepa CK3U, Homepa OTMeTKa O MNOJIyUYeHUU OrTMeTka O BHIOAUE
int DKCIIJIYyaTaluMOHHOM U DKCIIJIYyaTauMOHHOM U SK3EMIJIAPOB
TeXHUUYEeCKOM TeXHUYEeCKOM (kpunrorpaduuec-| Or xoro |Hata m HOoMep| .U.O. IDaTa u
OOKYMEHTaUUM K OOKYMEHTAUUM K HUM, Kye HoMepa) [IOJIYYEHEl |COoNpoBOOMTE- [[IOJIb30BAa- [pacnucka B
HMM, KJIIOUEBEIX HOMepa CepuM KIIYEeBHX KJIIOUEBBEIX JIBHOT'O Tesnia CK3lU|nonydYeHUn
IOOKYMEHTOB OOKYMEHTOB IOOKYMEHTOB nmMcbeMa
1 2 3 4 5 6 7 8
OrTMeTka O MNomOkJueHur (ycTaHoBke) CK3U OrmMeTka 00 m3bBATMM CK3U M3 annapaTHBX [lpumMeuaHne
CPeInCTB, YHMUTOXEHMUM KJIOUEBEX IOKYMEHTOB
®.11.0. COTPYIOHMKOB JaTa HomMmepa amnmnapaTHEX JaTa ®.M.0. corpynHukoB |Homep akTa
opTraHa NOOKJIOYEHMS |CPenCTB, B KOTOpPHE| U3BATUA opTraHa ZN)eZ8
Kpunrorpadpmuueckon (yCcTaHOBKM) YCTaHOBJIEHE UJIU K (yHMUTOXEe- | KpunTorpadmueckoym |pacnmucka oo
3alUTH, U TIOONUCHU KOTOPHEIM I[1OOKJIIOUEHE HUS) BaUMUTH, YHUUTOXEHUNU
noJyib30oBaTensa CK3U, JINLL, CK31 noJyib30oBaTensa CK3U,
NpOM3BEeOMX NpOM3BEeOMX IPOM3BOOMBIINMX
NOOKJIIOUEHKE NOOKJIIOUEHKE U3BATUE
(ycTaHOBKY) (ycTaHOBKY) (YyHUUYTOXEeHMe)
9 10 11 12 13 14 15




MpunoxeHue 3

K MHCTpYyKUMM (NYHKT 28),
yTBepxaeHHoOU npukasom PAIMNCU
ot 13 nroHna 2001 r. N 152

TunoBas ¢popma TexHUYECKOro (annapaTHOro) XxypHana

N n/| Hara Tun u 3anucu 1o VcrioJsib3yeMbele KPUIITOKJIIOUM OrmeTka 0O [Mpumeua—
I CcepuMHHE |oBcayxmuBa-— YHUUTOXEHUN HUe
HOMEepa Huio CK3U (cTupauum)
VICIOJIB 3y~
eMelx CK3I Tun CepuHEH, Homep pasoBoro JaTa Moonuce
KJIOUEBOI'O |KpuITOI'padmuecKum KJIIOYeBOTI'O IOoJIb30Ba-—
OOKYyMEeHTa HOMEP U HOMEP HOCUTEJA WM Teyna CK3U
SK3eMIJIgpa 30HEl CK3lM, B
KJIOUEBOT'O KOTOPYK BBEIEHEH
OOKYMEHTa KPUIITOKJIOUN
1 2 3 4 5 6 7 8 9 10




