MeToanyecknmn AOKYMEHT
"Mepbl 3aWwmTbl NH(pOpMaLMKM B rocyaapCTBEHHbIX
nHdopMaUNOHHBbIX cuctemax"
(yTB. PepepanbHOM Cry>X60M N0 TeXHNYECKOMY U IKCMOPTHOMY
koHTpornto 11 deBpans 2014 r.)

1. O06wWwme nonoxeHus

HacTtoawun metogudeckun gokymeHT ®CTIK Poccun "Mepbl 3awuTbl MHpopMauumn B
rocygapCTBeHHbIX WHOPMAUMOHHBLIX cuctemax" (ganee - MEeTOAMYECKUA  OOKYMEHT)
paspaboTtaH M yTBEpPXAEH B COOTBETCTBMM C noanyHKTOM 4 nyHkTa 8 [lonoxeHus o
depnepanbHon cnyxbe No TEXHNYECKOMY U SKCMOPTHOMY KOHTPOSO, YTBEPXKAEHHOrO YKasom
Mpe3ngeHTta Poccuinckon depepaumm ot 16 asrycta 2004 r. N 1085.

MeToan4yeckuin OOKYMEHT AeTanuaupyeT OpraHuM3alMOHHble U TEXHWYEeCKMe Mepbl
3awuTbl  MHGoOpMaumm (ganee - Mepbl  3awuTbl  MHOpMauun), NpUHUMaemMble B
rocyaapCTBEHHbIX WH(OPMALMOHHbIX cuctemax (ganee - MHEPOPMAUMOHHbIE CUCTEMbI) B
cootBeTcTBMM Cc TpeboBaHMAMM O 3awmuTe WHPOPMaUUW, HE  COCTaBMSAKOLLEN
rocyaapCTBEHHYIO TalHy, coAepKallencs B rocyaapCTBEHHbIX MH(OPMALMOHHBIX cCUcTeEMaX,
yTBepxaeHHbiMn npukaszom ®CTIK Poccun ot 11 dpespansa 2013 r. N 17 (3apermctpupoBaH
Munioctom Poccum 31 mas 2013 r., per. N 28608), a Takke onpegensiet cogepxaHue mep
3aWuTbl MHOPMaLMK 1 NpaBuna nx peanmsaumu.

B meTogmMyeckoMm OOKyMEHTE He paccMmaTpuBalOTCA coepXkaHue, npasura Bblbopa u
peanu3auun mep 3awuTbl MHPOPMaLUMK, CBA3AHHBIX C NPUMEHEHMEM KpunTorpaduyecknx
METOAOB 3alnTbl MHopMauun n wndgpoBanbHbiX (KpunTorpaduyecknx) cpeacTs 3alumThl
nHpopmauuu. MNMpuHATUE Takux Mep 3aunTbl HOpMaL MM obecrnednBaeTcsl B COOTBETCTBUM
C 3aKkoHoaaTenbcTBOM Poccunckon denepauum.

MeTogmyecknin JOKYMEHT npefHasHayvyeH ans obnagatenen nHdopmMmauumn, 3aKa3ymnkos,
3aKITHYUBLUMX FOCYAAPCTBEHHbLIN KOHTPAKT Ha co3fgaHue WHGOPMaLMOHHOM CUCTEMbI
(nanee - 3akas4yvku), onepaTtopoB MHAOPMALMOHHLIX CUCTEM (danee - onepartopbl), Nuu,
obpabaTbiBalOWmx WMHGOPMaLUNIo, SBNSAIOWYIOCA rOCYy4apCTBEHHbIM  MHAOPMAaLUMOHHbIM
pecypcom, No nopyyeHuto obnagartens uHdopmauum (3akasyuka) unm onepartopa u (unwm)
NpeaoCcTaBNAOLWNX UM BblYUCIIUTENBbHbIE PECYPCbl (MOLLHOCTK) Ans 06paboTkn MHopmaLmm
Ha OCHOBaHMM 3aKMNOYEHHOro AO0roBopa (Janee - ynorIHOMOYEHHblEe nuua), a Takke nuu,
npusBnekaemMblx B COOTBETCTBUM C 3akoHogaTenbcTBoM Poccuickon Pepepaumm nns
nposegeHnss paboT no cos3gaHuio  (MPOEKTUPOBaAHMIO) WHAOPMALMOHHBIX CUCTEM B
3aLULLEHHOM UCMONMHEHUN U (MNN) NX CUCTEM 3almnTbl MHGOPMaUmMK (aanee - pa3paboTymku
(NPOEKTUPOBLUUKN)).

MeToanyecknii JOKYMEHT NpuMeHsieTcs ans Bbibopa 1 peanusaumm B COOTBETCTBUM C
nyHkToMm 21 TpeboBaHun O 3awmuTe UHGOPMaUUN, HE COCTaBMSKOLEN FOCYyAapPCTBEHHYHO
TaWHy, CoAepXallencsi B rocygapCTBEHHbIX MHOPMALMOHHbIX CUCTEMAX, YTBEPXKOEHHbIX
npukazom PCTIK Poccum ot 11 cpeBpana 2013 r. N 17, mep 3awmTbl MHGPOPMaLUMM B
MHOPMAaLMOHHBIX CUCTEMAX, HanpaBreHHbIX Ha obecneyeHune:

KOH(puAeHUManbLHOCTM MHdOpMauun (UCKNIOYEHME HENpPaBOMEPHOro A0CTyna,
KOMMpOBaHWSA, NpeaoCTaBreHNst U pacnpoCcTpaHeHnst MHopmaLmm);

LEenoCcTHOCTU  MHGOpMaumMm  (UCKIIOYEHNE  HENPABOMEPHOrO  YHUYMTOXEHUS UK
MoanduumMpoBaHns nHopmaummn);

OOCTYNHOCTU  MHdoOpmMauunm  (UCKNIOYEHNE  HenpaBOMepHOro  GnokMpoBaHus



MHdopMauun).

Hactoawmm metoguyeckum  OOKYMEHT  MOXeT NPUMEHATbCA  ONnA  3aluThbl
obwenocTynHon uHopMauun, coaepXkallencs B roCy4apCTBEHHbIX MHGOPMaUMOHHbIX
cuctemMax, Ona OOCTUMXKEeHUs uenen, ykasaHHblXx B nyHktax 1 u 3 yactm 1 cratbu 16
®epepanbHoro 3akoHa ot 27 uona 2006 r. N 149-03 "O6 nHdopmaumm, MHHPOPMaLMOHHBIX
TEXHOMNOrMsaX 1 o 3awuTte nHopmMauumn”, a Takke Ans sawmTtbl MHOOPMaUuK, cogepxallemncs
B HErocyaapCTBEHHbIX MHAPOPMALMOHHbLIX CUCTEMAX.

Mo peleHuto onepaTtopa NepcoHasnbHbIX aHHbIX HACTOALLMN METOANYECKNN OOKYMEHT
npumeHsieTca ana obecneveHnss 6€30NacHOCTM NepPCcoHarbHbIX AaHHbIX Npy UX 0bpaboTke B
MHPOPMALMNOHHBIX CMCTEMAaX NepcoHarnbHbIX AaHHbIX, 3aluTa KOoTopbix obecneyvsaeTcs B
cootBeTcTBUM C CoCTaBOM U copepXaHUEeM OpraHU3auUMOHHbBIX U TEXHUYEeCKUX Mep no
obecneyveHnto 6e30MacHOCTN NEPCOHarbHbIX AAaHHbLIX NPU X 06paboTke B MHOPMALMOHHbIX
cucTteMax nepcoHasibHbIX [aHHbIX, YTBepXAeHHbIX npukazom PCTOK Poccum ot 18
despans 2013 r. N 21 (3apernctpupoaH MuHioctom Poccumn 14 maa 2013 r., per. N 28375).

[na uenen HacTosWero MeToOMYEeCcKOro [OOKYMEHTa MWCMNOSb3yTCA TEPMUHbI U
onpegeneHnsi, YCTaHOBMEHHbIE 3aKoHopaTenbCTBOM Poccuickon degepaumm 06
MHOpMaUUK, WMHAPOPMALMNOHHBLIX TEXHOSOMMSX W O 3alnTbl MHpOpMaunn, TEPMUHbI W
onpeferneHns, YCTaHOBIIEHME HauMOoHamnbHbIMM  CcTaHgapTamm B obnactu  3awuTbl
WHOpMaUUK, a Takke TEepPMUHbI W ornpegenieHusi, npuseneHHble B npunoxeHunm N 1 K
HaCTOosILLLEMY METOANYECKOMY JOKYMEHTY.

2. Bbi6op mep 3awmtbl MHOpMauun AnNA peanMsaumm B MH(poOpMaLMOHHON cucTeMe B
pamMKax cucTembl 3aWmTbl UHoOpMaLmum

Bbibop mMep 3awmTbl MHGOPMaLMK ons Ux peanumsauum B MHOOPMALMOHHOM CUCTEME
OCYLLEeCTBNAETCA B X04e NMPOEKTUPOBaAHNA CUCTEMbI 3aLLMTbl MHpopMaLnn MHPOPMaLMOHHOM
CUCTEMbl B COOTBETCTBMU C TEXHUYECKMM 3aJaHMeM Ha co3gaHuve MHGOopMaLMOHHOM
cUCTEMbl U (MNK) TEXHUYECKMM 3adaHueM (YacTHbIM TEXHUYECKUM 3adaHWEM) Ha co3gaHue
CUCTEMBI 3aLLNTbI MHPOPpMaLNN NHPOPMALMOHHON CUCTEMBI.

Bbibop Mep 3awwmTbl MHGOPMaLMM OCYLLECTBNAETCA UCXOAA U3 Knacca 3aLlULLEHHOCTH
WHOPMALNOHHOM  CUCTEMbl, onpegensowero Tpebyemblin ypoBEHb  3alMLLEHHOCTU
cogepxallenca B Hel MHdopmauumn, n yrpo3 6e30nacHOCTM MHOPMaLNUK, BKITHOYEHHBLIX B
Moaernb yrpo3 6e3onacHOCTM MHOPMALMOHHON CUCTEMBI, @ TakKe C YY4EeTOM CTPYKTYpPHO-
PYHKUMOHAIbHbIX XapaKTepUCTUK WHAPOPMALNOHHOM CUCTEMbI, K KOTOPbIM OTHOCATCS
CTPyKTypa UM  cOCTaB  WH(POPMAUMOHHOW  CUCTEMbI,  (PU3N4eckne,  formyeckume,
yHKUMOHArbHbIE n TEXHOsIormyeckme B3aMMOCBS3U Mexay cermeHTamu
MH(pOPMALMOHHOMN CUCTEeMbI, B3aUMOCBA3N C UHbIMU MHGOPMALMOHHLIMU CUCTEMaMU U
NHPOPMALNOHHO-TENEKOMMYHUKALUMOHHBIMU CETAMU, pexmnmbl 06paboTkn wnHpopmaumn B
MHOPMALNOHHOM CUCTEME U B €€ OTAENbHbIX CErMEHTaX, a TaKKe MHble XapaKTepPUCTUKM
MH(POPMALNOHHON CUCTEMbI, MPUMEHSAEMbIE UH(POPMALMOHHbIE TEXHONOIMM U OCOBEHHOCTM
ee PYHKLUNOHUPOBaHUSI.

MpaBuna n npoueaypbl NO peanu3auun TpeboBaHMi O 3awmTe MHpopmMauum n mep
3aWnTbl  MHoOpMaLUMNn B KOHKPETHOW WH(OPMALMOHHOM CUCTEMe OnpeaensTca B
3KcnryaTauMoHHOM OOKYMEHTauun Ha cucTemy 3alimtbl MHOpPMauMM M OpraHu3aumoHHO-
pacnopsanTenbHbIX AOKYMEHTax no 3awuTte nHopmaumn.

OKcnnyaTaunMoHHas  OOKyMeHTauums Ha  cuctemy  3awWuThbl MHopMauun
paspabaTtbiBaeTCAd C Yy4eTOM HauMOHasnbHbIX CTaHOAPTOB W, KakK npaBwuio, BK4YaeT
PyKOBOACTBA nonb3oBaTeniem u agMUHUCTPATOPOB, WHCTPYKUMIO MO  3KChfyaTauuu
KOMMrekca cpeAacts 3awuTbl MHAOPMALMM U UHBIX TEeXHUYEeCKUX CpenctB, onucaHue



TeXHonornyeckoro npouecca obpaboTkm nHopmaumm, obwee onvcaHme MHPOPMALMOHHOWM
cuctemsbl, popmMmyndap 1 nacnoptT NHPOPMaLMOHHON CUCTEMBI.

OpraHusaumoHHoO-pacnopaguTenbHble  OOKYMEHTbl MO 3awmte  MHgopmaumm
BKIMIOYAIOT, Kak NpaBumo, NonvMTUKW, CTaH4apTbl OpraHm3aumnmn, nonoXKeHUs, nnaHbl, NepeyHu,
WHCTPYKUMM WM WHble BUObl OOKYMEHTOB, paspabaTtbiBaemble onepaTopom  Ans
pernaMmeHTaummn npoueayp 3alunTbl MHPopMauMm B MHPOPMALMOHHOW CUCTEME B XOe ee
aKcnnyaTauum.

2.1. Knaccudmkauma nHdpopmMaLMOHHON CUCTEMbI MO TPeO6OBaHUAM 3aLMUTbI
uHdopmauumn

OnpefeneHve knacca 3alMLWEHHOCTU MHPOPMAaUMOHHOW CUCTEMbl MPOBOAMUTCH B
COOTBETCTBUM C NYHKTOM 14.2 TpeboBaHuW O 3awmTe WHMOPMaUUW, HE COCTaBrsOLEN
rocyaapCTBEHHYIO TaiHy, coaepallencs B rocyaapCTBEHHbIX MH(OPMALUMOHHBIX cucTemax,
yTBepXaeHHbIX npukazomMm ®CTIK Poccum ot 11 cbespansa 2013 r. N 17.

YcTaHaBnuBalTCsa 4eTblpe Knacca 3aliUWeHHOCTM WHGOPMaUUOHHOW CUCTEMBbI
(nepBbin knacc (K1), Btopon knacc (K2), tpetun knacc (K3), 4etBepThin knacc (K4)),
onpeaensiowme ypoBHU 3aLUMLLIEHHOCTM coaepkalencsa B Hern nHdopmauumn. Cambiin HA3KUINA
Knacc - 4eTBepTbli, CaMbliA BLICOKUI - MNEPBLIN.

Knacc sawmuweHHOCTM MHOPMaUMOHHOW CUCTEMbI onpeaenseTcs B 3aBUCUMOCTU OT
YPOBHA 3Ha4YMMocTn uHpopmaumm (Y3), obpabaTbiBaemon B 3TONM MHGOPMALVNOHHOM
cucteme, n  Macwrtaba WHOPMAUMOHHOM cUCTEMbIl (beaeparnbHbI, pPerMoHanbHbIN,
0OBHEKTOBbLIN).

Knacc 3awmeHHocTu (K) = [ypoBeHb 3Ha4YMMOCTU MHpopMaLmn; maclitTab cuctemel].

YpoBeHb 3HA4YMMOCTM WH(pOpMaLMK onpedenseTca CTeneHbld BO3MOXHOMo yuiepba
ana  obnagatensa  wHgopmauum  (3akasdmka) wn  (unnM) onepaTopa OT  HapyLlUeHUS
KOH(PMAEHUMANBHOCTM, LLENIOCTHOCTU UM OCTYNHOCTU MHopMaLnn:

Y3 = [(KoHunaeHUmnanbLHoOCTb, CTeNeHb yulepba) (LenoCTHOCTb, CTeNeHb yulepba)
(oocTtynHocTb, cTeneHb yuiepba)l,

roe creneHb BO3MOXHOro yulepba onpegensetca obnagatenem unHdopmauum
(3akasunkoM) n (Unun) onepaTtopomM CaMOCTOATENbHO IKCMEPTHbIM WA MHBIMW MEeTOAaMu U
MoXxeT BbITb:

BbICOKOW, €CnvM B pe3yfnbTaTe HapyleHns OoOHOro u3 CBOWCTB Ge3onacHOCTM
NHopmaLun (koHbMaeHUnanLHoCTH, LeNOCTHOCTN, AOCTYMHOCTHN) BO3MOXHbI
CyLLEeCTBEHHbIE HEeraTMBHbIE MOCMEACTBUSA B COLMANbHOMW, MOSUTUYECKON, MEXOYHapOOHOW,
9KOHOMUYECKOWN, (DUHAHCOBOWN UMW UHbIX 0BnacTax OeATenbHOCTU U (MnK) MHAOPMaLMOHHAsA
cuctema u (unu) onepatop (obnagarens MHpopMaunmn) He MOTyT BbINOMHATL BO3MNOXEHHbIE
Ha HUX OYHKLUMK;

cpegHen, ecnv B pesynbTaTe HapyLleHus OogHoro w3 CcBoWCTB 6GesonacHocTu
NHopMaLun (KoOHPMAEHUNANbHOCTU, LENOCTHOCTU, AOCTYMHOCTU) BO3MOXHbI YMEPEHHbIe
HeraTuBHblE MOCNEACTBMS B COLMANbHON, NOMIMTUYECKOW, MEXAYHAPOLHON, SKOHOMUYECKOW,
MHaHCOBOW UIKN MHbLIX 0BNacTax AeATeNbHOCTU U (UNKU) MHPOPMaLMOHHasa cuctema u (unu)
onepatop (obnagatens MHopMaLMn) He MOryT BbINOMHATL XOTS Obl O4HY U3 BO3MOXEHHbIX
Ha HUX OYHKLUNA;

HU3KOW, ecnu B pesynbTaTe HapylweHns oJHOro w3 CcBOWCTB 6HesonacHocTu



NHopMauuu (koHMAaEeHUManBHOCTH, LEenoCTHOCTN, AOCTYMNHOCTU) BO3MOXHbl
He3HauyuTerbHble HeraTMBHbIE NOCNEACTBUS B COLManbHON, NOMUTUYECKON, MeXOyHapOoL4HOMN,
9KOHOMWYECKON, (PUHAHCOBOW MMM MHbIX 06NacTsax AesaTenbHOCTM U (M) MHOPMaLUMOHHas
cuctema u (unu) onepatop (obnagatens MHpOPMaLMN) MOTYT BbIMOMHATE BO3M0XEHHbIE Ha
HUX (PYHKUUM C HeJoCTaTOMHOM 3PAEKTUBHOCTLIO UMW BbINOMIHEHNE (PYHKLMW BO3MOXHO
TONbKO C NpUBReYeHneM AOMNOMHUTENBbHbIX CUM N CPeaCTB.

ans onpeaeneHus cTeneHn BO3MOXHOIO ywepba oT HapyLleHus
KOH(MAEHUMANbHOCTH, LEeNOCTHOCTU UNN AOCTYNHOCTU MOMYT MPUMEHATLCS HauMOHarnbHbIe
cTaHgapTbl U (M) MeToanYecKkne OOKYMEeHTbl, pa3paboTaHHble n yTBepXaeHHble PCTIK
Poccuun B cootBeTCTBUM C noanyHKTOM 4 nyHkTa 8 lNonoxeHnsa o ®eaepansHon cnyxde no
TEXHUYECKOMY U 3KCNOPTHOMY KOHTPOMIO, yTBepXaeHHoro Ykasom [lpesvgeHTta Poccuickon
depepaumm ot 16 aBrycta 2004 r. N 1085.

MacwTab MHOPMaLNOHHOM CUCTEMDI onpegensaeTcd Ha3Ha4yeHnem n
pacnpefeneHHOCTb CErMeHTOB MHAOPMAaLIMOHHON CUCTEMBI.

MHpopmaumoHHaa cuctema umeeT  pbedepanbHbiM - MacwTab, ecnm OHa
dyHKUMOHMPYET Ha Tepputopun Poccunckon Pepepauumn (B npegenax deaepanbHOro
okpyra) M umeeT cerMeHTbl B cybbektax Poccuiickon ®Pepepauuun, MyHULMNASNbHBIX
obpasoBaHusX u (MnNn) opraHM3aunsx.

MHpopmaumoHHaa cuctema uMMeeT  pernoHanbHblM  MacwTtab, ecnm  OHa
YHKUMOHMPYET Ha Tepputopum cybbekta Poccuinckon degepaumm M MMeEET CErMeHTbl B
OLHOM WITY HECKOSNbKNX MYHUUMNAanbHbIX 06pa3oBaHnAX U (MnNn) NoABEAOMCTBEHHbIX U UHbIX
opraHusaumsx.

NHpopmaumoHHasa cuctema nmeet 06beKTOBbLIM MacliTad, ecnv oHa YHKUMOHUPYeET
Ha oObekTax opfHoro dedepanbHOro oOpraHa rocygapCTBEHHOM  BRacTu, opraHa
rocygapcTtBeHHOM BriacTn cybbekta Poccuickon degepaumm, MyHULMNansHOro obpasoBaHus
n (MnNn) opraHu3auMm W He WUMeeT CerMeHTOB B TeppuTOpuanbHbIX —OpraHax,
npegcTaBUTeNbCTBax, unuanax, NnogBeAOMCTBEHHbBIX U UHbIX OpraHn3auusix.

Mpn obpaboTke nepcoHanbHbIX AaHHbLIX B MHOPMALMOHHOW CUCTEME onpeaeneHue
Knacca 3awmueHHOCTU MHOPMaLMOHHON CUCTEMbI OCYLLECTBNSAETCS C y4eToM Tpebyemoro
YPOBHS  3aLUMLLEHHOCTM MNEepPCOHarbHbIX AaHHbIX, YCTAHOBMEHHOIO B COOTBETCTBUM C
Tpe6boBaHUAMM K 3aluMTE NEepPCOHarnbHbIX AaHHbLIX NpU Ux obpaboTke B MHEMOPMALMOHHBIX
cUCTeMax MepcoHasribHbIX [aHHbIX, YTBEPXOEHHbIMW nocTaHoBreHuem [lpaBuTenncrea
Poccunckon degepaumm ot 1 HoA6psa 2012 r. N 1119. NMpn 3TOM B COOTBETCTBMM C NYHKTOM
27 TpeboBaHuin, yTBEpXAEHHbIX npukazom PCTIK Poccum ot 11 deBpana 2013 r. N 17,
AOMKHO ObITb obBecrneyeHO COOTBETCTBYHOLLEE COOTHOLIEHWE Kracca 3aluLeHHOCTH
rocyaapCTBeHHOM MH(OPMALMOHHOW CUCTEMbI C YPOBHEM 3aLLMLLEHHOCTU NEepPCOHanbHbIX
AaHHbIX. B criyvae, ecnu onpefeneHHbln B yCTaHOBNEHHOM Nopsiake YPOBEHb 3aLMLLEHHOCTU
nepcoHanbHbIX JAaHHbIX Bbllle YeM YCTaHOBJIIEHHbIM Kracc 3allMLLEHHOCTU rocyaapCTBEHHON
MHOPMALNOHHOMW CUCTEMbI, TO OCYLLECTBNSETCS MNOBbILEHME Krnacca 3alluLeHHOCTU [0
3HadeHusi, obecneumBaroLlero BbINOMHEHWE nyHkTa 27 TpeboBaHwui, YTBEPXOEHHbIX
npukazom ®CTIK Poccum ot 11 doeBpans 2013 r. N 17.

2.2. OnpeneneHue yrpo3 6e3onacHocTu nHpopmaumm B MHPOPMaLMOHHON cucTemMe

Yrpo3sbl 6e3onacHocTn nHdopmaumm (YBW) onpegensatotca no pesynbtatamMm OLEHKU
BO3MOXHOCTEN (MOTeHuMana, OCHALLEHHOCTU W MOTMBAUMKM) BHELWHUX W BHYTPEHHMUX
HapylwmTenen, aHanmsa BO3MOXHbIX YSA3BMMOCTEN UH(POPMALMOHHOM CUCTEMbI, BO3MOXHbIX
crnocoboB peanusaumm yrpo3 6e3onacHoOCTM UHgOpMaUMM U NOCNeACTBMIA OT HapyLUEHUS
cBOMNCTB 6e3onacHoCTM MHopMaLmm (KOHPUAEHLMANBHOCTU, LLENOCTHOCTU, OCTYMHOCTH)



YBW = [BO3MOXHOCTM HapyLUMTENS; yA3BUMOCTU MH(POPMaALIMOHHON CUCTEMDbI;
cnocob peanusauum yrposbl; NOCNEACTBUSA OT peanusaunm yrposbl].

Mpn onpegeneHun yrpo3 6e30NacHOCTM WHMOPMALMKM YYUTBIBAKOTCS CTPYKTYPHO-
PYHKUMOHANbHbIE  XapakTepUCTUKK NHPOPMaLIMOHHOM CUCTEMBI, npuMeHsaemble
WH(POPMAUUNOHHbIE  TexHormormm  n ocobeHHocTn  (ycnoBus))  OYHKLMOHMPOBAHMSA
MHGOPMaLNOHHOW CUCTEMDI.

OPPEKTUBHOCTL MPUHMMAEMbIX Mep 3awuTbl UHpOpMaunMm B MHEOOPMALMOHHON
cUcTeMe 3aBUCUT OT KayecTBa ornpefeneHus yrpo3 6esonacHoCTM uHopMauuuM Ons
KOHKPETHON MH(POPMALIMOHHOM CUCTEMbI B KOHKPETHbIX YCNOBUSX €€ (PYHKLMOHMPOBAHNS.

Mogenb yrpo3 6e3onacHoOCTM MHopMauun npeactasnset cobon gopmanmsaoBaHHOE
onucaHuve yrpo3 6e3onacHoOCTM UHOPMaUUU ANS KOHKPETHOWM MH(OPMAaLUMOHHON CUCTEMbI
UKW rpynnbl MIHPOPMALIMOHHBLIX CUCTEM B OMNpedeNieHHbIX YCNOBUAX UX PYHKLMOHUPOBAHWS.
Mogenb yrpo3 6e3onacHocTn UHdopmMauuun paspabaTbiBaeTcsa obnagatenemMm MHgopmMaumm
(onepaTtopom, paspaboTtuMkom  (NPOEKTUPOBLUMKOM)) M  OOSKHA NO  COAEPXaHWUK
cooTBeTcTBOBaTb TpeboBaHuMsAM O 3awmTte  uHOpMaUMM, He  cocTaBnswowen
rocy4apCTBEHHYIO TaiHy, coaepXallencs B rocyaapCTBEHHbIX NMH(POPMALNOHHbBIX CUCTEMaX,
yTBepxaeHHbIM npukazomMm ®CTIK Poccum ot 11 cbepana 2013 r. N 17.

Ana onpepeneHus yrpo3 6e3onacHOCTM MHAGOpMaLMM U pa3paboTkm Moaenu yrpos
B6e3onacHoCT MHOPMaLMK NPUMEHSIOTCA MeTogMyeckme JOKYMEHThI, pa3pabaTtbiBaeMble n
yrBepxaaemble PCTIOK Poccum B cooTBeTCTBMM C NnogNyHKTOM 4 nyHKTa 8 [lonoxeHus o
depepanbHon cnyxbe MO0 TEXHUYECKOMY U SKCMOPTHOMY KOHTPOJSO, YTBEPXKAEHHOro YKasom
MpesnaeHTa Poccuickon ®epepaumm ot 16 asrycta 2004 r. N 1085.

2.3. Bbi6op mep 3awmtbl MHOpMaLUm Ans ux peanusauum B MH¢popmMaLMOHHON
cucTeMe B paMKax ee CUCTeMbI 3almTbl Hopmauum

Mepbl 3awmThl UHOPMaLUKN peanuayTcs B MIHGPOPMaLMOHHOM CUCTEME B paMKax ee
CUCTEMBI 3alLnTbl MHOPMaLMK B 3aBUCMMOCTM OT KNnacca 3almLeHHOCTU MHOPMaLMOHHON
cUCcTeMbl, yrpo3 6e3onacHoOCTM MHOPMaLUMK, CTPYKTYPHO-(PYHKLUNOHAMbHbLIX XapakTepucTuK
MHAOPMALNOHHON CUCTEMBI, MPUMEHSEMbBIX UHAPOPMALMOHHBLIX TEXHOSOIMA 1 OCOBEHHOCTEN
PYHKLUMOHNPOBAHUSA UHAOPMALMOHHON CUCTEMBI.

B uH(popmauMoHHOM cucTeMe nognexar peanu3auuu cregylowmne Mepbl 3aluThbl
MHdOpMaLUK:

noeHTunkaums n ayreHTudmkaumsa cyobLeKkToB 4OCTyna n 06bekToB AOCTYNa;

ynpaBneHne 4oCTyrnoMm cybbekToB JOCTyna K o6bektam 4ocTyna;

orpaHuyeHue nporpamMmmMHoOn cpeabl;

3almTa MalKnHHbIX HocuTenen nHpopmaumm;

pernctpauus cobbiTnin 6€3onacHoOCTH;

aHTMBMPYCHas 3aLmTa;

obHapyxeHue (NpeaoTBpaLleHne) BTOPXKEHWUN;

KOHTPOSb (aHanu3) sawuweHHoCTN nHopMauuu;

obecneyeHne LenoCTHOCTM MHPOPMAaLIMOHHON CUCTEMbI 1 MHbopMauui;

obecneyveHne OCTYNHOCTN MHOPMaLNW;

3awmTa cpefbl BUpTyanusauuu;

3almTa TEXHUYECKUX CPEACTB;

3awmrTa MHPOPMaLMOHHON CUCTEMBI, €e CPEeACTB U CUCTEM CBA3U U Nepefaydn JaHHbIX.

Mepbl 3awmTbl MHPOpMaumn, Bblbupaembie OnNs peanu3aumm B MHGOPMaLMOHHON



cucteme, OOMmkHbl obecneymBaTb 6NOKMPOBaAHNE OLHOM UMM HECKONbKUX Yrpo3 6e3onacHoCTu
NMHopMaUUK, BKIOYEHHbIX B MOAerb yrpo3 6e3onacHoCT MHopMaLmu.

CogepxaHue mep 3awMTbl MHOpMaUMM Ona Ux peanusauum B UHPOPMALMOHHbBIX
cuctemax npumBedeHo B npunoxeHun N 2 K HacTodweMy MeToOudecKOMY [OOKYMEHTY.
OnucaHne npeacTtaBneHHbIX B npunoxeHnn N 2 mep 3awmTbl MHGOPMauMM NpuBEAEHO B
paspene 3 HacTOSALWEro METOAMYECKOro JOKYMEHTA.

Bbibop mMep 3awmTbl MHGOPMaLMM ANg UX peanu3auun B UHOPMALMOHHOW cucteme
BKMNtOYaeT (CM. PUCYHOK):

onpegeneHme 6GasoBoro Habopa Mep 3awWmMTbl UMHOpMaUUW ONs YCTAHOBMEHHOrO
Kracca 3awmLeHHOCTN MHOopMaLMOHHON CUCTEMBI;

ajantaunio 6as3oBoro Habopa mep 3awmTbl MHOPMaUMU NPUMEHUTENBHO K
CTPYKTYPHO-PYHKUNOHANBHbBIM XapakTepucTukam NHPOPMaLMOHHOM CUCTEMBI,
MHPOPMALMOHHBIM  TEXHOMNOMNSIM, OCOBEHHOCTAM  (PYHKUMOHMPOBAHUSA MHGAOPMAaLMOHHON
CUCTEMBI;

YyTOYHEHWe agantupoBaHHoro 6aszoBoro Habopa mep 3awwmTbl MHPOPMaLUN C Y4ETOM
He BblOpaHHbIX paHee Mep 3awmTbl MHopMaunn ans 6rokMpoBaHna (HEMTpanusauum) BCex
yrpo3 6e3onacHOCTU  MHGOPMaLMK, BKIKOYEHHbIX B MOAenb Yyrpo3 ©HesonacHocTu
UHdopmMaLunu;

AOMNOSIHEHNE YTOYHEHHOro adanTUPOBaHHOrO 6as3oBoro Habopa Mep 3awmTbl
WHpopmauun  Mepamu, obecneymBalOWMMKU  BbINOfIHEHWE  TpeboBaHUM O  3awuTe
WHpopmauuK, yYCTaHOBMEHHbIMU MHLIMA HOPMAaTMBHLIMW MPaBOBbIMW akTamMn B obnactu
3aWnTbl MHOpPMaLMn, B TOM Yucine B 06nacTu 3almTbl NepcoHarbHbIX AaHHbIX.

Knacc 3ammmenHoctu ::> bazoBblit HAOOP Mep 3aIUTHI
a .
UH(POPMALIMOHHON CHCTEMBI uHbpOopMauH

CrpykTypHO-(YHKIIHOHATbHBIE
XapaKTEPUCTHKH

0 HHPOPMAILMOHHOW CHCTEMBI,

UH(POPMAILHOHHBIE TEXHOJIOTHH, ::>

AnantupoBaHHBIN 0a30BbIH
HaOOp Mep 3aIUThI

uHpOpMaLUH
0COOEHHOCTH (PyHKIIMOHUPOBAHHUS
Yrpo3sl Oe3omacHOCTH Y TOYHEHHBIN aNaNTHPOBAHHBIH
B MH(OpMaLKH, BKIIOYEHHbIE B I:{> 0a30BbIH HAOOP Mep 3aIIUTHI
MOJIeNb yIpo3 0e30macHOoCTH uHpOpMaLUH
uHbOpMaLUU

JlonomHeHHbIN yTOYHEHHBIN
aJanTUPOBaHHBIA OA30BbIN
Ha0Op Mep 3alUThI
uHpOpMaLIUU

TpebGoBaHuUsI HOPMATUBHBIX |:||>
MPaBOBBIX aKTOB (MHBIX)

PucyHok - O6wun nopsagok AencTeui No BbIBOPY Mep 3almTbl UHOpMaUUK ans mnx
peanusayuu B UHPOPMALVOHHOM cucTeme

[Mpn HEBO3MOXHOCTUK peanu3aumm B UHPOPMALMOHHOM CUCTEME B paMKax ee CUCTEMbI
3aWnTbl MHOpMaUUN OTAENbHbIX BblIOPAHHBIX Mep 3aluTbl MHOPMaUMM Ha aTanax
aganTauuun 6asoBoro Habopa mep 3awuTbl MHGOPMALMM NN YTOYHEHUA adanTUPOBAHHOIO



6asoBoro Habopa Mep 3awuMTbl  UHOpmMauunm  MOryT  paspabaTbiBaTbCA  UHblE
(komneHcupylowmne) Mepbl  3awmuTbl  MHGOpMauun, obecneuyvBalolmMe  afekBaTHoe
GnokupoBaHue (HenTpanuaauuio) yrpo3 6e3onacHoOCTN nHpopmauun.

a) onpepeneHve 6azoBoro Habopa mMep 3awWmnTbl MHpOpMaLKn

OnpepeneHve 6as3oBoro Habopa mep 3awmMTbl MHOpPMaUUM ANa YCTaHOBIEHHOrO
Knacca 3alumieHHOCTM NMHPOPMaLMOHHOM CUCTEMBI SIBISIETCS NepBbIM LWarom B Bblibope mep
3aWnTbl  MHOpMaLMK, Noanexawmx peanusaumm B MHAPOPMALMOHHOM  CUCTEME.
OnpepeneHne 6asoBoro Habopa Mep 3awmTbl MH(OpPMaUMM OCHOBbIBAETCS Ha Knacce
3aLULLEHHOCTN MHPOPMALNOHHOW CUCTEMBI, YCTAHOBNIEHHOM B COOTBETCTBUMN C NYHKTOM 2.1
HacTosiLLero meTtogudeckoro gokymeHta. B cootBetctBUM C TpeboBaHMAMM O 3awiute
WHpopMauuKn, He COCTaBnALWEN rocyAapCTBEHHYK TaWHy, coaepxallenca B
rocyaapCTBEeHHbIX MHPOPMAaLUMOHHBIX CUCTEMAX, YTBEPXAEHHbIMM npukazom PCTIK Poccum
oT 11 depana 2013r. N17, n npunoxeHnem N 2 K HacTosweMy MeTOAMYECKOMY
AOKYMEHTY B KayecTBe HayarnbHOro BblOMpaeTcs oauH M3 4YeTbipex 6a3oBbIXx HabopoB Mep
3aWnTbl  MHGOPMALMKM, COOTBETCTBYIOLMA  YCTAHOBMEHHOMY Kraccy 3alyULEHHOCTM
MHOPMAaUNOHHOM cucTeMbl. Mepbl 3awuTbl MHpopMaunn, obo3HaYEHHble 3HakoMm "+" B
npunoxeHnn N 2 BkodeHbl B 0asoBbii  Habop Mep 3awmTbl  UMHGOPMauun  Ans
COOTBETCTBYIOLLEro Kracca 3awMleHHOCTU WHGOPMAaUMOHHOW cucTeMbl. Mepbl 3awmTbl
MHopMauuKn, He obo3HayYeHHbIe 3HakoM "+", k 6a3zoBoMy Habopy Mep HEe OTHOCATCS, U MOTyT
NPUMEHATBCH NPU Nocneaywmx AeNCTBUSX MO ajanTauuun, YTOYHEHUIO, LOMOSTHEHUIO Mep
3aWwnTbl MHPOpPMaUMK, a Takke pa3paboTke KOMMEHCUPYIOLWMX Mep 3aLunTbl MHGPOPMaLUUK.

basoBbin Habop Mep 3awwmTbl MHGOPMaLMK, BbIOPaHHLIM B COOTBETCTBUM C KNaccoMm
3aLMNLLEHHOCTN WH(OPMALNOHHOW CUCTEMbI, MNOANEXUT aganTauunm nNPUMEHUTENbHO K
CTPYKTYPHO-(PYHKLUMOHANbHBIM  XapakTepuctukaMm U 0COBEeHHOCTAM  PYHKLWMOHUPOBAHUS
WH(POPMALMOHHON CUCTEMbI, YTOYHEHMIO B 3aBUCUMOCTM OT yrpo3 6Ge3onacHoCTM
WHpopMauunm ©“ npu  HeoBXOAMMOCTM [OOMOSIHEHUIO MepaMu  3awWnTbl  MHGOPMAaLMMK,
BKMOYEHHbIMW B WHbIE HOPMATUBHbIE MPaBOBbIE aKTbl, HOPMATUBHbIE W METOAUYECKME
AOKYMEHTbI MO 3auTe nHopmaumm.

0) apanTaunsa 6azoBoro Habopa mep 3awmTbl UHDOpMaLUn

BTopbiM warom aABngeTca namMeHeHne n3HadanbHo BbibpaHHoro 6azoBoro Habopa mep
3aWnTbl MHOPMaLMM B YacTU ero MakCuManbHOW agantauumn NpUMEHUTENBHO K CTPYKTYpE,
peanuaauumn n ocCobeHHOCTAM 3KcnnyaTaumMm MHAPOPMaLMOHHON CUCTEMBI.

Mpu aganTtaumm 6a3oBoro Habopa mMep 3aLmTbl UHOPMaLMKN YYNTBIBAKOTCS:

uenn (obecneyeHme KOHPUOEHUMANBHOCTM, ULENOCTHOCTU U (MAM) [OCTYNHOCTU
MHopMaUuUKn) 1 3agayun 3awmnTbl MHGPOPMaLUK B MHOPMALMOHHOM CUCTEME;

nepeyvyeHb MeponpusaTM NPOBOAUMbBIX onepaTopom no obecneveHnto 6es3onacHoOCTU B
pamMKax opraHu3auumn B LIENom;

NpUMEHseMble  UH(POPMALNOHHbIE  TEXHOMOMMW U CTPYKTYPHO-PYHKLUNOHASNbHbIE
XapaKTepPUCTMKN MHPOPMALMOHHON CUCTEMBI.

Apantauma 6GasoBoro Habopa Mep 3awuTbl  MHGOPMauUMM, Kak  npasBwuno,
npegycmaTpuBaeT UCKIOYEHNE Mep, HEeNOoCPeACTBEHHO CBSA3aHHbIX C MHGOPMALMOHHbIMU
TEXHOMOrMSIMWU, HE UCMONb3yeMbIMW B WHOPMALMOHHOM CUCTEME, WU  CTPYKTYPHO-
yHKLUMOHANbHLIMW XapaKTepPUCTUKAMN, HE CBOMCTBEHHBIMU MHPOPMALMOHHOWN CUCTEME.

B kauyectBe npumepa agantauum MOXHO pPacCMOTPETb WCKNoYeHue u3 6a3oBoro
Habopa mMep 3awwmnTbl MHOPMaLMM Mep NO 3auTe cpeabl BUPTyanusaumu, B cryyae ecnm B
MH(POPMALNOHHON CUCTEME HE MPUMEHAETCHA TEXHOMNOMMA BUPTYanusauun, Unm UCKoYeHue
n3 6asoBoro Habopa mep 3alMTbl UHpOPMALMK Mep MO 3awmnTe MOOMMbHBLIX TEXHUYECKNX
CPEeACTB, ecnu Takme MoOunbHble YCTPOMCTBA HE MNPUMEHSIOTCA WM UX MPUMEHEHMEe
3anpeLLeHo.

B) yTO4YHEeHMe aganTMpoBaHHOIro 6asoBoro Habopa mep 3awmTbl UHopmaLumn



YTouHeHMe ajanTMpoBaHHOro 6asoBoro Habopa wMep 3awutbl MHGOpPMaUun
NPOBOAUTCA C YYeTOM pe3ynbTaToOB OLEHKM BO3MOXHOCTM afanTMpoBaHHOro 6a30Boro
Habopa Mep 3aWwmTbl MHpOPpMaLMK ageKkBaTHO BnokMpoBaTb (HEWTpanu3oBaTb) BCE Yrpo3bl
6esonacHoOCTM MHPOPMaLMK, BKIOYEHHbIE B MOAENb Yrpo3 6e3onacHoCTM MHopMaLnn, unm
CHU3NTb BEPOSATHOCTb WX peanu3aumm UCXoAd U3 YCIoBUM  (PYHKLMOHMPOBAHUSA
MHGOPMaLNOHHOW CUCTEMDI.

McxogHbiMM  gaHHBIMM MpU YTOMHEHWW ajanTupoBaHHOro 6GasoBoro Habopa mep
3aWunTbl MHpopMauun SABNAKOTCA NepeyvYeHb Yrpo3 ©esonacHoCTM WHopmauum u  unx
XapaKkTepucTukM (noteHumarn, OCHaLWEeHHOCTb, MOTMBAUMWS), BKIIOYEHHblE B MOAENb Yrpos
B6e3onacHoCTM nHopmaumn.

Mpu yTOuYHEHMM agjanTupoBaHHOro 6asoBoro Habopa Mep 3awmTbl UHCpOpMaUuK ans
KaXkgown yrposbl 6e3onacHOCTM MHGOPMaLUUK, BKNKOYEHHON B MOAENb Yrpo3, CONocTaBnsieTcs
Mepa 3awuTbl WHPOpMauun wn3 aganTupoBaHHoro 6asoBoro Habopa Mep 3awWuThl
nHdopmauumn, obecneymBarowas 6GrokMpoBaHMe 9TOM  yrpo3bl  6GesonacHoCcTM  Unu
CHWXawLwas BepoOATHOCTb €€ peanusaumm UCXOAA U3  YCNnoBUK  (PYHKLMOHMPOBAHUSA
MHdOpPMaLUNOHHOM cucTeMbl. B cniyyae, ecnu agantupoBaHHbIN 6a30BbI HAbop Mep 3aLMThl
MHopMauumn He obecrneymBaeT GnoknpoBaHue (HenTpanusauuio) Bcex yrpo3 6esonacHoOCTU
WHpopMauun B Hero [JOMNOSIHUTESIbHO  BKMKOYAKTCA Mepbl  3aWuTbl  UHGOpMauuu,
npueefeHHble B pasaerne 3 HacTOALWEro MeTogMyeckoro AokymeHTa. [pu aTom cogepkaHue
AAHHOW Mepbl 3awWnTbl MHGOPMaLMM onpefenseTca C y4eTOM Knacca 3aluLEeHHOCTH
WHPOPMALNOHHOM CUCTEMbI U MOTEHUMaria HapywuTensa B COOTBETCTBMM C pasgenom 3
HaCTOSILLLEro MeToaN4YEeCKOro AOKyMeHTa.

B kayecTBe npumepa npouenypbl N0 YTOYHEHUIO aganTupoBaHHoro 6asoBoro Habopa
Mep 3almTbl MHPOPMaLMM MOXHO pacCMOTPeTb AOMNOMHEHNE afanTUPOBaHHbLIX Mep 3aLLMThbl
WHoOpMaUUM B MHAOPMAUMOHHOM cucTeMe 3 Knacca 3allMLLEHHOCTM Mepon no
obecnevyeHnio [OBEPEHHOW 3arpy3kuM B Crnyyae, ecnm B Mogenun yrpo3 6GesonacHocTu
MHOpMaUUN NPUBELEHbI YrPO3bl, CBA3aHHbIE C BO3MOXHOCTbIO 3arpyskm ornepauuoHHON
CUCTEMbI C HELTaTHOro MalUMHHOIO HOCUTENSA UM HapyLUEeHUst LenoCTHOCTU NPOrpamMmMHON
cpeabl u (Mnu) coctaBa KOMMNOHEHTOB annapaTHOro obecnevyeHnsa CpeacTB BbIMUCIIUTENBHOM
TEXHUKM B NHPOPMALIMOHHON CUCTEME.

YTOYHEHHbIN aganTUpoBaHHbIM 6a30BbI HABOP Mep 3alnTbl MHPOPMaLUN NOONEXUT
peanu3auun B MHAPOPMALMOHHOM CUCTEME B COOTBETCTBUM C pasgerioMm 3 HacTosLero
MeTOANYECKOro AOKYMEHTA.

B nogpasgenax "tpeboBaHus K peanusaunm mepbl 3amTbl MHpopmMaumn" ons Kaxaomn
Mepbl, NpuvBedeHHON B pasfgenie 3 HaCTOSAWEro MEeTOAMYECKOro [AOKYMEHTa, yKa3aHo
TpeboBaHne K TOMy, Kaknm obpa3om u B kKakoM ob6beme OOMmKHa ObiTb peanu3oBaHa Kaxxagas
Mepa 3awmtbl MHpopmaumn. TpeboBaHna K peanus3aumMm Mep 3awWuTbl UHGOpMaLMK
ABNAIOTCA MUHUMATTbHBIMW TPEOOBAHUAMM, BbINOSIHEHNE KOTOPbIX AOMKHO OblTb 06ecneyeHo
B MHPOPMALMOHHOM CUCTEME COOTBETCTBYHOLLErO Krnacca 3aluLeHHOCTH, B Crly4ae ecnu aTa
Mepa BblbpaHa Ons peanu3auuuM B KayecTBe YTOYHEHHOW aganTupoBaHHOW 6a3oBOM Mepbl
3aWnTbl MHOpMaLUN.

B 3aBuMcumMoCTM OT Kracca 3awuweHHOCTU MHPOPMAaLMOHHON CUCTEMbI MUHUMaTSbHbIE
TpeboBaHna K peanu3auuMM YTOYHEHHOM ajanTupoBaHHOM 6a3o0BOM Mepbl  3alUTbI
MHOpMauuKn nognexaT YCUNeHUo AN MNoBbllEeHUs YPOBHS 3aLlMLLEHHOCTU UHdOopMauuu.
Bce BO3MOXHble ycuneHuss Mep 3awmTbl MHOpMaumm npuBedeHbl B nogpasgenax
"TpeboBaHMs K YCUNEHWO Mepbl 3awmtbl MHGOpMaumn", npuBeOEHHbIX B pasgene 3
HacTOsILLLEero MeTOANYECKOro AOKYMEHTa ANSA KaX4on Mepbl 3amThl MHpopMaunn. YcnneHus
Mep 3awuTbl MHOPMaUMM MPUMEHSIOTCSA AOMOMHUTENBHO K TpeboBaHMAM no peanusaumm
Mep 3aLmTbl MHOPpMaLMK, NpMBeAeHHbIM B nogpasaenax "TpeboBaHns K peanusauun mepbl
3awmTbl MHopmaumm".



NToroBoe cogepxaHne Kaxgowm yTOYHEHHOW aganTMpOBaHHOW 6a30BOM Mepbl 3aLMThbI
MHdopMaUUK, KOTOpoe, Kak MWHUMYM, OAOSMPKHO OblTb peanuM3oBaHO B WMH(OPMaLMOHHON
cucteme, npuBedeHo B Tabnuue nogpasgena "copgepxaHve ©0a30BOM  Mepbl  3alUTh
nHdopmauumn”.

YcuneHns mep 3awuTbl MHpOpMauuun, npuBedeHHble B noapasgene "tpeboBaHus K
YCUNEHUIO Mepbl 3awmTbl MHOpMauun" M He BKMOYEHHble B Tabnuuy C cogepxaHuem
6a3oBon Mepbl 3awWwmTbl MHPOPMaUMn B nogpasgene "cogep)xaHne 6asoBon Mepbl 3almThl
MHdopMauumn"”, NPUMeEHsIETCA MO pelueHnto obrnagatens uHdopmauuu, 3akasdmka n (unu)
onepartopa ANs MNOBbIWEHUS YPOBHA 3alUULWLEHHOCTU WHOpMaumn, coaepxawencs B
WH(OPMAUNOHHON cucTemMe, UM Npyu agantauun, YTOYHEHWUW, OOMNOSIHEHUMM Mep 3aluTbl
MHpopmauun, a Takke npu paspaboTke KOMMNEHCUPYIOLWNX Mep 3aLnTbl MHGPOPMaLUN.

r) AONOJSIHeHMe YTOYHEHHOro aganTupoBaHHOro 6asoBoro Habopa mep 3awWMTbl
nHdopmaummu

[ononHeHne yTOYHEHHOro aganTupoBaHHoOro 6asoBoro Habopa Mep 3aWuThbl
MHOPMaUUKN OCYLLECTBNSETCH C LeSibio BbINOMHEHNA TpeboBaHui O 3awmTe MHdopMauuu,
YCTAQHOBMEHHbIX WHBbIMW  HOPMaTMBHbLIMW MPaBOBbIMW akTamMm B obnactu  3awuTbl
MHpopmauum, B TOM ymcne B 0bnactu 3awmtbl NePCOHanNbHbIX AHHbIX.

[ononHeHne yTOYHEHHOro aganTupoBaHHOro 6asoBoro Habopa Mep 3aWuThbl
MHdopMauum MoxeT noTpeboBaTbCs B CrieaytoLwmx criyvasx:

a) ecnn enepanbHbiM 3akoHOM, Yykaszom [lpeaumgeHta Poccuickon depepaumn,
noctaHoBneHnem [lNpasutensctea Poccurckon degepaummn, HOpMaTUBHBIMK akTaMu opraHa
rocydapCTBEHHOM BracTW, oOpraHa MeCTHOrO CaMOynpaBfieHUs WM OpraHuMsauumu,
onpeaensrwuMn  MOpsiAOK  CO34aHus M 3KcnnyaTauMM  MHAOPMAUWOHHOMW  CUCTEMB,
yCTaHaBNMBAOTCHA AOMOMHUTENbHblE TpeboBaHUA K 3awuTte MHGOpPMauUn, BbINONIHEHNE
KOTOpbIX He npegycMmoTpeHO TpeboBaHMAMMK O 3almuTe MHGOPMaUUKW, HE COCTaBMsOLWEN
rocy4apCTBEHHYIO TaiHy, coaepiKallencs B rocyaapCTBEHHbIX NMH(POPMALUNOHHbBIX CUCTEMaX,
yTBepXaeHHbIX npukazom ®CTIK Poccum ot 11 cbespansa 2013 r. N 17,

0) nonutukamm obecneyeHnss MHopMaumoHHonm 6e3onacHocTn obnagartens
MHdopMauum (3akas4vmka), onepartopa u ynoriHOMOYEHHOro nuua, paspabotaHHbiMmn no FOCT
P UCO/M3K 27001 "MHdopmaumoHHaa TexHonorus. Metoabl u cpeactBa obecneyeHus
©e3onacHocTn. Cuctembl MeHegXmeHTa uHdopMauuoHHon 6esonacHocTu. TpebosaHua",
npeabsBreHbl OONoNHUTENbHble TpeboBaHMA K 3awmuTe UHopMauum B MHAOPMaLMOHHOM
cucteme.

Mpn A[ONOMHEHMM YTOYHEHHOro aganTupoBaHHOro 6GasoBoro Habopa Mep 3aWuThbl
MHOpPMaUUKN BO3MOXHbI criegytolime enCTBuS:

1) MoxeT OblTb 0BOCHOBAHO, YTO Mepbl 3aWuUTbl UHGPOPMALUUKN, BKITHOYEHHbLIE B
YTOYHEHHbI aganTUpoBaHHbIN 6a30BbIN HAbop Mep 3awunTbl MHpOPMaLMK, OCTAaTOYHbI AN
BbINOSTHEHUSA  AOMONHUTENbHbLIX TpeboBaHWA, YCTAHOBMEHHbIX defeparnbHbIM  3aKOHOM,
yka3owm [NpesnaeHTta Poccuiickon degepaumm, noctaHosneHnem lNpasutensctea Poccumnckon
depgepaumm, HOpMaTMBHLIMW akTaMW OpraHa rocydapCTBEHHOW BracTu, opraHa MeCTHOro
camoynpasfneHuss wnu opraHmsauun. B a3TOM cnyydae  OONOSHEHWE  YTOYHEHHOrO
aganTupoBaHHoro 6asoBoro Habopa mep 3awmnThl MHPOpPMaLMK He TpebyeTcs;

2) MOryT ObITb ycuneHbl (yKecTodeHbl) TpeboBaHWA K HEKOTOpbIM MepaM 3aliuTbl
WHpopMauuKn, paHee BKMOYEHHbIM B YTOYHEHHbIN aganTMpoBaHHbIM 6a3oBbi HAabop mep
3aWmTbl MHOpMauMM, OO0 YPOBHs, obecneymBalroLlero BbIMNOMHEHNE AOMNONHUTENBHbIX
TpeboBaHMn, YCTaAHOBMNEHHbLIX (heaepanbHbIM 3akoHOM, Yyka3om [lpeaumageHta Poccunckon
depepaumn, noctaHoBneHuem [lpaButenbctBa Poccunckon depepaumn, HOpMaTUBHBLIMU
aKkTamMy opraHa rocygapCTBeHHOW BfacTu, oOpraHa MEeCTHOro camoyrnpaBneHus wunu
opraHusauuu;

3) MoXeT OblTb OMNOMHEH YTOYHEHHbIN afanTUPOBaHHbLIN 6a30BbIi HAOOP Mep 3alnThbl



WHpopMauun  Mepamu  3alWuTbl  MHpOpMaUUK  ANs BbINOSIHEHUS  AOMOMHUTENbHbIX
TpeboBaHW, YCTaAHOBMNEHHbLIX heaepanbHbIM 3akoHOM, Yyka3om [lpeauageHta Poccunckon
depepaummn, noctaHosneHnem [lpaButensctea Poccunckon Pepepauuun, HOpMaTUBHbIMU
akTamu opraHa rocygapCTBEHHOW BriacTW, OpraHa MeCTHOro CaMOynpaBfeHus Wunu
opraHusauum B Cnyyae, €Cnu Takme Mepbl He YyCTaHOBIeHbl TpebGoBaHMsAMM O 3awuTte
WHOpMaUuKM, He  COCTaBnsAlLWEN rocygapCTBEHHYK  TaWHy, coepXXallemcs B
rocy4apCTBeHHbIX MHPOPMALMOHHBIX CUCTEMaXx, yTBepXaeHHbIX npukazom OCTIOK Poccum
oT 11 despansa 2013 r. N 17.

A) NpMMeHeHne KOMNEeHCUPYHLLUX Mep 3almnTbl MHopMauum

CdopmumpoBaHHbii Habop Mep 3awuTbl MHGpOPMaUMM MOXET coaepxaTb Mepbl
3aWnTbl MHGOPMaLUMK, KOTOpble NO KakKMM-NMBOo nNpuymHam (BbiCOKas CTOMMOCTb, OTCYTCTBUE
anpobupoBaHHbIX TEXHUYECKUX peanu3auui, Henpuemnemo 6ornbluvMe CpPoKM peanusauuu,
OTCYTCTBME KOMMNETEHUMM ONs 3KCnnyaTtaumm u apyrue) genaet HEBO3MOXHbIM MK KpanHe
3aTpPyAHUTENbBbHBIM MX peanu3auuio B UH(POPMALMOHHON CUCTEME B paMKax ee CUCTEMbI
3aWwmnTbl MHoOpMaLnn.

B Takux cnydasax y 3akasudmka, onepaTtopa v paspaboTyumka (MPOEKTUPOBLUMKA) €CTb
BO3MOXHOCTb ~ 3aMEHUTb  COOTBETCTBYWLME  Mepbl  3aWuTbl  MHOpPMauMM  Ha
KOMMNeHcupyoLwme Mepbl 3alimTbl MHGOOPpMaLUK.

B kayectBe WCXOAHbIX OaHHbIX ANA pas3paboTKM KOMMNEHCUPYHOLWMX Mep 3aluThbl
WMHopmauuu, B NepByto odepenb, HeobxoauMo paccMmaTtpuBaThb:

npunoxeHne N 2 k TpeboBaHusM O 3awmute UHGPOPMAUUK, HE COCTaBMSOLEN
rocyfapCTBeHHYH TauHy, CcoAepXalencs B roCyAapCTBEHHbIX WHIOPMAaLMOHHbIX
cuctemax, yteepxgeHHoiM npukazom PCTIK Poccum ot 11 cpespana 2013 r. N 17, n
paspen 3 HacToOALWEro MeToAMYECKOro AOKYMEHTA;

MeXayHapoaHble, HauuoHanbHble CTaHgapTbl, CTaH4apTbl OpraHusauun B obnacTu
MHdOpMaLUNOHHOM Be30nacHOCTY;

pesynbTaTtbl COBCTBEHHbIX pa3paboTok (Hay4yHO-uccregoBaTesibCkMe W OMbITHO-
KOHCTpYKTOpCKue paboThbl).

Mpun aTOM JOMKHO BbITb NPOBEAEHO 0O60CHOBaHME NPUMEHEHUST KOMMEHCUPYIOLLIMX Mep
3aWnTbl MHOPMaLMK, BKIHOYatoLLee:

N3NOXEHNEe NPUYMH UCKIMOYEHUS Mepbl (Mep) 3awmTbl MHGOPMaLUnK;

COMOCTaBIIEHMNE UCKNOYaemMon Mepbl (Mep) 3awmTbl MHopmaumm ¢ Bnokupyemon
(HenTpanuayemom) yrposom (yrposamm) 6e3onacHocT MHpopmMauuu;

onucaHue coaepXXaHusi KOMNEHCUPYIOLWMX Mep 3allnTbl MHOPMaLM;

CPaBHUTESNbHbIA  aHanM3  KOMMEHCUPYOLMX Mep  3awmTbl  WMHopmauum C
NCKIIDYaeMbIMM MepamMu 3aLLmTbl MHpopmauuu;

apryMeHTauuo, 4YTo npegnaraemble KOMMNEHCUpyrLmne mepbl 3awmuTbl MHOPMaL MK
obecneunBaloT ageksaTtHoe 6GrnokumpoBaHue (HemTpanu3auuio) yrpo3 6HGesonacHocTu
MHGopMaLunu.

PaspabotaHHoe o6ocHOBaHWe AOMKHO ObiTb NpeacTaBneHO npu  NpPoBEOEHUN
aTTeCTaLMOHHbIX UCMbITaHUIA. [1pn aTTECTALMOHHbIX UCMbITAHUAX C Y4€TOM NpeacTaBNeHHOro
0B6OCHOBaHUA [OIMKHbI OblTb OLEHEHbl LOCTAaTOMHOCTb M afeKBAaTHOCTb KOMMEHCUPYHOLLNX
Mep ans 6noknpoBaHuna (HeMTpanuaaumm) yrpos 6e3onacHoCT MHGoOpMaLmK.

3. CopepxxaHue mep 3awmuTbl MHPOpMauum B UHhopMaLMOHHOM CUCTEME

3.1. UpeHTudukauma n ayteHTupukauma cyobLeKToB 4OCTyNa U 06 bEKTOB AocTyna
(MAD)



UAD.1 UpeHTUpUuKauma n ayteHTUdPUKaLMa nonb3oBaTesien, ABNAIOLWMXCSA
paboTHMKamu onepatopa

TpeboBaHua k peanusauum WUAD.1: B wuHpoOpmMaunMoOHHON cucTeMe [OMKHA
obecrneunBatbCs wuAeHTU(PUKALUMA U ayTeHTUdUKaUUA nonb3oBaTenen, SABMSLWUXCH
paboTHMKaMn onepaTopa.

Mpu gocTtyne B MIHPOPMALIMOHHYIO CUCTEMY AOSMKHA OCYLLECTBNATLCA UAEHTUdMKauus
N ayTeHTMduKauna nonb3oBaTtenen, ABNSALWMXCA paboTHMKamMK onepartopa (BHYTPEHHWUX
nonb3oBaTernien), M MpoLeccoB, 3arnyckaemblX OT MMEHW 3TUX Mofnb3oBaTernien, a Takke
npoLeccoB, 3anyckaemMblX OT UMEHWN CUCTEMHbIX Y4ETHbIX 3anucen.

K BHYTpeHHMM nonb3oBaTensM B LUensaX HacTosAwero [JOKYMeHTa, OTHOCATCA
OOJDKHOCTHbIE NMua onepartopa (nosib3oBaTesiv, agMUHUCTPATOPbI), BbIMOMHAOLWMNE CBOU
AOIMKHOCTHbIE 0693aHHOCTU ((PYHKUMM) C UCNONb3oBaHMEM MHAOPMaLMU, MHEOPMALMOHHbBIX
TEXHOSIOMMA U  TEXHUYECKUX CPeacTB MHMOPMALMOHHON CUCTEMbI B COOTBETCTBUM C
AOIMKHOCTHLIMU pernameHTamun (MHCTPYKUUAMKM) YTBEPXKOEHHBIMU ONepaTopoM M KOTOPbIM B
MHOPMALNOHHOM CUCTEME NPUCBOEHBI YY4ETHbIE 3arnucu.

B kayecTBe BHYTpPeHHWX nonb3oBaTenen AOMNOSHUTENbHO paccMaTpuBalrTCs
AOJDKHOCTHbIE Nuua obnagatena uHdopmauum, 3akasyumka, YNofHOMOYEHHOro nivua u (1unu)
ornepaTtopa MHON MHAPOPMALIMOHHOM CUCTEMBI, @ Takke nuua, NnpuBfiekaemMbole Ha 4OrOBOPHOMN
ocHoBe [Ans obecneyeHus YHKUMOHUPOBAHUSA MHEPOPMALMOHHON CUCTEMbl  (PEMOHT,
rapaHTumHoe obcnyxunBaHue, perfiameHTHble U  UHble paboTbl)) B COOTBETCTBMM C
OpraHM3auMoHHO-pacnopsaanTENbHBIMM - JOKYMEHTaMM  onepatopa W KOTOpPbIM B
MH(POPMAaLNOHHON CUCTEME TaKKe NPUCBOEHbI YY4ETHbIE 3annCH.

Monb3oBaTenu NH(OPMaLIMOHHON cUcTeMbI OOJTKHbI OAHO3HA4YHO
NoeHTUUUNPOBaTLCA N ayTEeHTUULMPOBATLCA ANS BCEX BUOOB A0CTYNa, KPOMe Tex BMOOB
AO0CTyna, KOTOpble OnpeaensitoTca Kak OeWCTBUs, paspelleHHble 0 uAeHTUuKauum wn
ayTeHTuUumKaLmm B COOTBETCTBUN C Mepon 3amTbl tHopmauum YNA.11.

AyTeHTUdVMKauna nonb3oBaTensd OCYLWeCTBAAeTCsa C WCMNofb30BaHMEM Maposien,
annapaTtHblX CpeacTB, OMOMETPUYECKMX XapaKTepUCTUK, WHbIX CPeaCcTB WM B Ccryvyae
MHOroakTopHOMN  (OBYX(pakTOpHOW) ayTeHTUpukauum - onpegeneHHon KoMbuHaumm
YKa3aHHbIX CPEACTB.

B nHdpopmaumnmoHHon cucteme gormkHa 6biTb obecnedeHa BO3MOXHOCTb OAHO3HAYHOIO
cornoctaeneHns upeHTUdUKaTopa nonb3oBatend C 3anyckaemblMM OT €ro  MMEHU
npoueccamu.

MpaBuna wn npoueaypbl UAEHTUDUKAUMM U ayTeHTUdukaumMm nonb3oBaTterien
pernameHTUpyTCca B  OpraHM3auuoOHHO-pacnopsauTenbHbIX  OOKYMEeHTax Mo  3awure
MHdOpMauuK.

Tpe6oBaHus kK ycunennro MUAD.1:

1) B WH(opmMaumoHHOW cucTeme JofmbkHa obecnevmBaTbCa  MHOrogakTopHas
(oByxcbakTtopHas) ayTeHTudukauus Ona yaaneHHoro AocTyna B CUCTEMY C  npaBamu
NPUBUNErMPOBaHHbIX YYETHbIX 3anucen (a4MUHUCTPATOPOB):

a) C UCNosib30BaHNEM CETU CBSA3M OBLLErO NOMb30BaHUS, B TOM Yucne cetn MIHTepHeT;

6) 6e3 ncnonb3oBaHUsA ceTn cBA3N ObLLEro NoNb30BaHUS;

2) B MH(MOPMALMOHHOM cUCTeMe [OrfkHa obecneumBaTtbCsl MHOroakTopHas
(BByxdhakTopHasa) ayteHTuduKauua Ons  yganeHHoro [ocTyna B CUCTEMY C  MpaBamu
HenpUBUMErMpoBaHHbIX YYeTHbIX 3anucen (NosibaoBaTenen):

a) C UCnonb3oBaHMEM CETU CBA3M OBLLEro NoNb30BaHMs, B TOM YMcne cetn IHTepHeET;

0) 6e3 ncnonb3oBaHUsA ceTu CBA3N 0BLLEro Nofb30BaHUS;



3) B WH(MOpPMaAUMOHHOM cucTemMe [JofbkHa obecneumBaTbCAa  MHOrogakTopHas
(OByxdakTopHasa) ayTteHTudMKauma Ons foKanbHOro AocTtyna B CuUCTeMy C MpaBamu
NPUBUIIErMPOBAaHHBIX YYETHbIX 3anucen (agMMHUCTPaToOpPOB);

4) B WH(OPMAUMOHHON cucTeMe [AofmkHa obecneunmBaTbCAa MHOrodakTopHas
(oByxdbakTtopHas) ayTeHTUdUKauus aOna JokanbHOro Joctyna B CUCTEMY C NpaBamu
HenpuBMMerMpoBaHHbIX y4eTHbIX 3anucen (nonb3osaTenen);

5) B wH(oOpMaumoHHOM cucTemMe [JofbkHa obecnevmBaTbCAa  MHOrogakTopHas
(OBYxdhakTopHas) ayTeHTMduKauma npu goctyne B CUCTEMY C NpaBaMy NPUBUNENMPOBaAHHbIX
yYeTHbIX 3anucen (aAMUHUCTPATOPOB), rae oAnH U3 hakTopoB obecnevnBaeTcs annapaTHbIM
YCTPOMCTBOM ayTeHTUdMKauMn, OTAENEHHbIM OT MHGOPMALMOHHOW CUCTEMbI, K KOTOPOW
ocyLlecTBnsgeTca JOCTyn,

6) B MH(MOPMALMOHHOM cCUCTEME [OrfbkHa obecneumBaTtbCsl MHOroakTopHas
(oByxcbaktopHast)  ayTeHTMdMKauma  npu  Joctyne B CUCTeMy C  MpaBamu
HenpMBUNErMpoBaHHbIX YYeTHbIX 3anucen (nonb3oBaTenen), rae oOavH U3  (aKToOpoB
obecne4nBaeTcs YCTPOMUCTBOM, OTAESNIEHHbIM OT WHJOPMALMOHHOW CUCTEMbI, K KOTOPOM
OCYLLIeCTBNAETCHA A0CTYn,

7) B MHOPMALNOHHOM CUCTEME [OOSHKEH MCMNOSIb30BaTbCA MEXaHu3M OAHOPa30BbIX
naponen npu ayTeHTUUKauMm nonb3oBaTenen, OCYLLECTBNAKLWMX YyOaneHHbIn unm
noKanbHbIA JOCTYN;

8) B uWHGOpMaLMOHHOM cuCcTeMe Ans ayTeHTMduKaumm nosib3oBaTenen OOSKHO
obecneunmBaTtbCA MpUMEHEHME B COOTBETCTBUM C 3aKoHoaaTenbCTBOM Poccuickon
depepaumm kpuntorpamnyeckux MeTO40B 3alUUTbl MHOpMaLn.

CopepxaHue 6azoBou mepbl UAD.1:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
NAD.1 + + + +
Ycunenne NAD.1 1a, 2a, 3 1a, 24, 3, 4

NAD.2 UpeHTUpUKauma n ayteHTMdPUKaLma yCTPOMCTB, B TOM YUCIe CTaLMOHAPHbIX,
MOOUIbHbLIX U NOPTAaTUBHbIX

Tpe6oBaHua k peanusaumm UAD.2: B unHpoOpmaumoHHOM cCUCTEME OO0 Hadvana
MHOPMALNOHHOIo B3auMoAeNCTBUSA (Nepegaym 3almiiaemMon nHpopmaumm oT yCTponcTea K
YCTPOWCTBY) [OSMKHA OCYLWECTBAATbCA WAEHTUUKaAUMS U ayTeHTMdUKaums YCTPOWCTB
(TexHUYeCcKnx cpeacTs).

Onepatopom gomkeH ObiTb onpeaenieH nepeyeHb TUNOB YCTPOWMCTB, UCMONb3yeMbIX B
MHOPMALNOHHOM cuUcTemMe 1 noanexawmx ngeHTuukaumm n aytTeHTuukauum 0o Havana
MHOPMALMOHHOIO B3aMMOLENCTBUA.

NpeHTndurkauma ycTpoMCTB B  UH(OPMaUMOHHOW cucTteme obecnedmBaeTcs no
nornyeckum umeHam (uma ycrtpomctea u (unum) ID), normdecknum agpecam (Hanpumep, IP-
agpecam) u (unun) no dwmsndeckum agpecam (Hanpumep, MAC-agpecam) ycTponctea nnu no
KOMOMHaLUUM MMEHMU, NTOrMYECcKoro n (Mnn) pmsanyeckoro agpecos yCTpomncTea.

AyTeHTU(MKaLMa YCTPOMCTB B WHMOPMAUMOHHOW cucteme obecnednBaeTcs C
NCNoNnb30BaHMEM COOTBETCTBYIOLIMX MPOTOKOSIOB ayTEHTUMMKAUMN UK C MPUMEHEHMEM B
COOTBETCTBMM C 3aKoHopaTtenbCTBOM Poccunckon dPegepauum Kpuntorpaduyeckux
METOAOB 3alUnTbl MHOPMAaLMK.

MpaBuna w  npouedypbl  uAeHTUdUKaALMM UM ayTeHTUdUKaumMmM  YCTPOMUCTB
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHblX OOKyMEHTax onepatopa o



3awmrTe nHpopmaumn.

Tpe6oBaHus Kk ycunenmro UAD.2:

1) B MIHPOPMALMOHHOM cucTemMe AofmkHa obecnevmBaTbCa ayTeHTUDMKALMA YCTPOUCTB
[0 Havana MHgopMaLMOHHOIro B3anMOgeNCTBUSA C HAMMU:

a) B3anMHasi ayTeHTUduKaLmsi yCTporMCcTBa U CpeacTBa BblYNCINTESNTbHON TEXHUKN (NN
Apyroro B3aMMoAenCTBYHOLLEro YCTPOMUCTBA);

6) ayTeHTUMKaLMa NO YHMKaNbHbIM BCTPOEHHbIM CpeACTBaM ayTeHTUdUKaLnn.

CopepxaHue 6azoBoun mepbl UAD.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOM CUCTEMBI

4 3 2 1

NAD.2 + +
Ycunenne NAD.2

MUA®D.3 YnpaBneHue nageHtucpukaTtopamm, B TOM Yucre cosgaHue, npmcBoeHue,
YHUUTOXEeHue naeHTudmkaTtopoB

Tpe6oBaHusa k peanusauumm UAD.3: OnepaTopoM [OOMMKHbI ObiTb YCTaHOBMEHbI U
peanu3oBaHbl cnegywowime GyHKUMM YNpaBreHus uaeHTMdukaTtopamm nonb3oBaTenen u
YCTPOWCTB B MH(POPMaLIMOHHON cUCTEME:

onpegerneHne OOSMKHOCTHOIO Nuua (aaMUHUCTpaTopa) onepatopa, OTBETCTBEHHOMO 3a
co3gaHue, NPUCBOEHNE N YHUUTOXEHNE NOEHTUMKATOPOB NONb3oBaTENEN N YCTPONCTB;

dopmupoBaHMe  naeHTUUKaTopa,  KOTOPbIM  OAHO3HAYHO  MAeHTUUUMpYyeT
nosnb3oBaTens U (M) yCTPOUCTBO;

NpUCBOEHNE naeHTudmrKaTopa Nonb3oBaTento 1 (Mnn) yCTpOMUCTBY;

npegoTBpalleHne MOBTOPHOMO WMCNOMb30BaHUSA WAeHTUMKaTopa nonb3oBaTens wu
(vnn) ycTponcTBa B TeYeHME YCTAaHOBNIEHHOMO ONepaTopoM nepnoga BpeEMeEH!;

GnokmpoBaHne MaeHTMdUKaTopa Nosib3oBaTens Nocne yCTaHOBIEHHOrO OnepaTopoMm
BPEMEHWN HENCMNONb30BaHUS.

MpaBuna v npoueaypbl ynpaeneHuss uaeHTUdMKaTopamMu pernaMmeHTUpyoTca B
OpraHn3aunoHHO-pacnopaanTeNbHbIX JOKYMEHTaxX onepaTtopa no 3awimMte MHopMaLlmu.

Tpe6oBaHue Kk ycunenunro NAD.3:

1) onepatopoM  OO/MKHO  OblTb  WCKMOYEHO  MOBTOPHOE  MCMOSb30BaHWE
noeHTumkaTopa Nnonb3oBaTens B TeYEHNe:

a) He MeHee OHOro roaa;

0) He MeHee Tpex neT;

B) B TEYEHME BCEro nepmoaa akcnnyaraumm nHpopMaumoHHOM CUCTEMBI;

2) onepatopoM [OOMKHO OblTb obecneyeHo 6GrnokupoBaHve wuaeHTUdUKaTopa
nonb3oBaTens Yepes3 nepnog BpeEMeHN HENCNONb30BaHUS:

a) He 6onee 90 gHen;

0) He Bonee 45 gHen;

3) onepatopoM OO/MKHO  ObiTb  obBecnevyeHO  MCNOMb30OBaHWE  Pa3NIUYHOM
ayTeHTUUKALMOHHOM MHOpMaLMK (pasnUYHbIX CPeACcTB ayTeHTMdMKauumn) nonb3oBaTens
ANna BxoAa B WH(MOPMAUMOHHYHO CUCTEMY M [OCTyna K MpUKIagHoOMy (cneuuanbHOoMy)
nporpaMmmHoMy obecneveHumto;

4) onepatopoM OOMKHO OblTb MWCKMIOYEHO UCMONb30BaHWE uMAeHTUdUKaTopa
nonb3oBaTens WMHMPOPMALMOHHOW CUCTEMbI MPU CO3J4aHUM YY4ETHOW 3anvcu norib3oBaTtens
Ny6rIMYHON 3NEKTPOHHOWN MOYTbI UM UHBIX NYBNMYHBIX CEPBUCOB;

5) onepaTopom OOMKHO ObITb 06ecneyeHo ynpasneHne naeHTUuKaTopaMmm BHELLHMX



nonb3oBaTenen, y4€THbIE 3alnCn KOTOPbIX UCNONb3YKOTCA AOJ1d OOCTyMNa K O6LL|,€£I,OCTyI'IHbIM

pecypcam MHPOpMaLUUOHHON CUCTEMDI.

CopepxxaHue 6asoBoun mepbl UAD.3:

Mepa 3awmTbl MHpopmaLmm

Knacc 3awmieHHoCT MHPOPMaLMOHHOW CUCTEMbI

4

3

2

1

NAD.3

+

+

+

+

Ycunernne MAD.3

1a, 2a

1a, 2a

16, 26

UAD.4 YnpaBneHue cpeacTtBamm ayTeHTU(pUKaLIMK, B TOM YUChe XpaHeHue, Bblaaya,
MHULManuM3sauusa, 6nokMpoBaHue cpeacTB ayTeHTUMKaLuMmM U NpUHATUE Mep B cnyyvyae
yTpaTbl U (UNM) KOMNpoOMeTaLumn cpeacTB ayTeHTUdMKaumm

Tpe6oBaHusa kK peanusauumm UAD.4: OnepaTopoM [OOMMKHbI ObiTb YCTaHOBMEHbI U
peanu3oBaHbl  crnegywwmne  (PyHKUMM  ynpaBreHus  cpeacTBaMu  ayTeHTUdukaumm
(ayTeHTUdUKaLMOHHON MHGOPMaLMen) nonb3oBaTesien U yCTPOUCTB B MH(OPMaLNOHHON
cuUcTeme:

onpeaeneHne OOMKHOCTHOrO nuua (agMuMHUCTpaTopa) onepaTtopa, OTBETCTBEHHOrO 3a
XpaHeHue, Bblgady, vHuuManmsaumio, 6rokuposaHme cpeacts ayTeHTUdUKaUnMm n NpuHaTne
Mep B criydae yTpaThbl U (M) KomnpomeTaumm cpeacTB ayTeHTudumkaumm;

N3MEHEHNE  ayTeHTMMUKALUMOHHON  WHopmMaumn (cpeacts  ayTeHTudmkaumn),
3afaHHbIX UX NPOU3BOAUTENAMWU N (UNIM) UCTMONBb3YEMbIX MPU BHEOPEHUN CUCTEMbI 3aLUUTbI
MHdopMaLUnn NHPOPMALMOHHON CUCTEMDI;

BblJada cpeAcTB ayTeHTUMUKauum nonb3osBaTenswu;

reHepaumMsi U Bblgaya HavanbHOW ayTeHTUdUKALMOHHOW MHGOpPMauuKM (HayvanbHbIX
3Ha4YeHun cpencTB ayTeHTUdMKaunn);

YCTaAHOBIEHME XapaKTEPUCTUK napons (Npu WMCNonb3oBaHMM B WMHEMOOPMALMOHHOM
cUCTEME MEXaHU3MOB ayTeHTUdUKaL MM Ha OCHOBE Napons):

a) 3ajaHMe MWHUMAarbHOW CROXHOCTM Napons C onpeaensdeMbiMU  OnepaTopoMm
TpeboBaHNAMM K PErucTpy, KoOmmMyecTBy CUMBOSOB, COYETaHUO OYKB BEPXHEro M HWXHEro
perncTpa, unudp 1 cneymnanbHbIX CUMBOSIOB;

0) 3agaHve MUHMMAsbHOIO KONiMYecTBa U3MEHEHHbIX CUMBOSOB Mpu CO34aHUMN HOBbIX
naponewu;

B) 3a4aHne MakCMMasnbHOro BpeMeHu AeNCTBUS Napons;

r) 3agaHne MMHUManbLHOro BpeMeHU AEeNCTBUS Napons;

A) 3anpeT Ha MCMNonb30BaHWE MNONb30BaTENSAMM OMpeaeneHHOro onepaTtopomM yucna
nocrnegHuUX NCNofb30BaHHbIX Napofen Npu co3gaHnm HOBbIX Naposien;

GnokupoBaHue (npekpalueHne AEencTBunS) n 3aMeHa
CKOMMNPOMETUPOBAHHbLIX NI MOBPEXOEHHbIX CPEeACTB ayTeHTUMKaLUMN;

Ha3HayeHne HeobXoOAMMbIX XapaKTepUCTUK CPencTB ayTeHTudukaumm (B TOM 4ucne
MexaHu3Ma napons);

oBGHOBNEHNEe ayTeHTUMKALMOHHON NHopMaumMn (3aMmeHa CpeacTB ayTeHTudurKauun)
C NepNOLNYHOCTbBIO, YCTAaHOBEHHOW ONepaTopoMm;

3awmrTa ayTeHTUPUKaLUMOHHON WHJOpPMauuM OT HenpaBOMEpPHbIX OOCTyna K Herl u
MOANMLMPOBAHUS.

MpaBuna n npouenypbl yrnpaBneHus cpencrteamu ayTeHTudmkaumm
(ayTeHTUdUKaLMOHHOM NHopMaumen) pernameHTupyrTCA B OpraHu3aumoHHO-
pacrnopsanTeribHbIX JOKYyMEeHTax oneparopa no 3awmre nHgpopmaumn.

Tpe6oBaHue Kk ycunenuro NAD.4:

YTEPSIHHbIX,



1) B cnyyvyae wucCnonb3oBaHNUA B  WHAPOPMAUMOHHOM CUCTEME  MEXaHU3MOB
ayTeHTUdUKaLMm Ha OCHoBe naporns (MHOW nocneoBaTenlbHOCTY CUMBOJIOB, UCNOSb3yeMOM
Ana ayteHTMduMKaumm) unuv nNpuUMEHeHus napons B KayecTBe OAHOro M3 (akTopoBs
MHorocakTopHOW ayTeHTUUKaLUK, ero XapakTePUCTUKN LOMKHbI OblTb CrieayoWwmmun:

a) OnNuHa napond He MeHee LWeCcTU CUMBOMOB, andasuT napona He MeHee 30
CMMBOJSIOB, MaKCMMaribHOEe KOMMYEeCTBO HeycCrellHbIX MOMbITOK ayTeHTudgukaumm (BBOAa
HenpaBunbHOro napons) Ao 6nokvpoBkn ot 3 Ao 10 nonbiToK, 6NOKMpPOBKa MPOrpaMmHO-
TEXHUYECKOro CcpeactBa WM y4eTHOM 3anucu nonb3oBaTens B cnyyae [OOCTUXKEHWUS
YCTaHOBJIEHHOrO0 MakKCMMasibHOro KONMYyecTBa HeycnellHbIX MOMbITOK ayTeHTUudukauumn ot 3
Ao 15 MnHyT, cmMeHa naponen He 6onee 4Yem Yepes 180 aHen;

6) onvMHa napons He MeHee LWeCTU CUMMBOMOB, andaeBuT napons He MeHee 60
CMMBOJSIOB, MaKCMMaribHOE KOMMYeCTBO HeyCrnelHbIX MOMbITOK ayTeHTudukaumm (BBoAa
HenpaswuIibHOro naposs) Ao 6rokMpoBkn oT 3 Ao 10 nonbITOK, GNokMposka NporpaMmmHoO-
TEXHMYECKOro CcpeactBa WM y4eTHOM 3anucu nonb3oBaTenss B Clyyae AOCTUXKEHWUS
YCTaHOBIIEHHOIO0 MaKCMMalibHOro KOSiM4YecTBa HeycCnellHbIX MOMbITOK ayTeHTudukauum ot 5
Ao 30 MnHyT, cmMeHa naponen He bonee 4Yem Yepes 120 aHen;

B) ANMHA nNaponsi He MeHee LWecTU CUMBOSIOB, andasuT napond He MeHee 70
CMMBOJSIOB, MaKCMMaribHOE KOMMYEeCTBO HeyCrnelHbIX MOMbITOK ayTeHTudurkaumm (BBOAa
HenpaswuIibHOro napond) oo 6nokupoBkn OT 3 A0 8 NonbITOK, 6GS0KMpOBKa MPOrpamMmMHO-
TEXHUYECKOro CcpeactBa WM y4eTHOM 3anucu nonb3oBaTenis B Clyyae LOOCTUXKEHUS
YCTaHOBJIEHHOIO MaKCMMaribHOro KONM4ecTBa HeycrneLHbIX NonbITOK ayTeHTudukaumm ot 10
Ao 30 MnHyT, cMeHa naponen He Bonee 4Yem yYepes 90 aHen;

r) AnvHa napons He MeHee BOCbMW CUMBOSOB, andgasuT napona He meHee 70
CYMBOJSIOB, MaKCUMaribHOE KOMMYEeCTBO HeyCneLwHbIX MOoMbITOK ayTeHTudukaumm (BBoAA
HenpaswuIibHOro napond) oo 6nokupoBkn OT 3 A0 4 NONbITOK, 6S0KMpOBKa MPOrpamMMHO-
TEXHMYECKOro CpeactBa WM y4eTHOM 3anucyu nonb3oBaTens B Clyyae AOCTUXKEHUS
YCTaHOBJIEHHOIO MaKCMMaribHOro KOSIM4eCcTBa HeyCneLwHbIX NoNbITOK ayTeHTudmkaumm ot 15
Ao 60 MnHyT, cMeHa naponen He bonee 4Yem Yepes 60 aHen;

2) B WVH(MPOPMALMOHHON cuUCTEME [OO/MKHO OblTb obecneyeHO UCNONb30BaHWME
aBTOMaTM3NPOBAHHbIX CPeacTB AN POPMUPOBAHUA ayTEeHTUUKALMOHHON MHGOopMaLmn
(reHepaTopoB naponen) ¢ TpebyemMbiMM XapakTepPUCTUKaMU CTOMKOCTU (CUMbl) MexaHu3ma
ayTeHTUdUKaLMnM 1 Ans OLEHKN XapaKTepUCTUK 3TUX MEXaHU3MOB;

3) B MHPOPMALIMOHHON cucTemMe OOMMKHO BbITb 0becnevyeHo UcnonbL30BaHNE CEPBEPOB
n (M) nporpamMHOro obecnedyeHuss ayTeHTUdUKaumm Ons eOuHOW ayTeHTudukaumm B
KOMMOHEHTax MH(POPMAaLMOHHON CUCTEMbI 1 KOMMOHEHTax NporpaMmMHoOro o6ecne4veHus,
npegycmaTpmBaroLLero CO6CTBEHHYO ayTeHTUMKALMIO;

4) onepaTop A0SMKEH obecnevnTb nosiydyeHre (3anpocuTb) Y NOCTaBLUMKA TEXHUYECKUX
CPeAcTB M nNporpammHoro obecnevyeHmss MHPOPMALMOHHON CUCTEMbI ayTEHTUMPUKALNOHHYHO
WHOPMaUUIO, 3a4aHHYH0 MNPOM3BOAUTENEM 3TUX TEXHUYECKUX CPEeACTB U NPOrpaMMHOro
obecneyeHna N He yKasaHHYH0 B 9KCMnyaTaunmoHHOM AOKYMEeHTauuu;

5) onepaTopoM A0SKHbI ObiTb OnNpefeneHbl Mepbl MO WUCKIHYEHUIO BO3MOXHOCTMU
NCMONb30BaHWA  Momnb3oBaTendAMM  UX  MOEHTUUKATOPOB W Naponied B OPYrux
MHAPOPMALMOHHBIX CUCTEMAX.

CopepxaHue 6aszosoun mepbl UAD.4

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMbI
4 3 2 1
NAD .4 + + + +
Ycunenve NAD®.4 1a 16 1B 1r




MA®.5 3awumTta o6paTHON CBA3M Npu BBOoAE ayTEHTU(PUKALIMOHHON MHpopMaLMm

Tpe6oBaHua k peanusaumm WUAD.5: B wunHPoOpmaLMOHHON cCUCTEME [LOSKHA
OCYLLIECTBMNATLCA 3aliMTa ayTeHTMUKALUMOHHOM MHGOpMauMM B npouecce ee BBoda Ans
ayTeHTUdUKauMm OT BO3MOXHOIO MWCMOMb30BaHUA NULAMW, He UWMEKLMMU Ha 3TO
NOSTHOMOYUIA.

3awwmTa obpaTHom cBA3M "cuctema - cybbeKT gocTtyna" B npoiuecce ayTeHTudumkaumm
obGecneunBaeTca WUCKNIOYEHMEM OTOOpakeHus [Ons  nonb3oBatensa OeNCcTBUTENbHOro
3HayeHUss  ayTeHTUUKauMOHHONW  uHopMaumm K1 (UnNn)  Konmuyectea  BBOAMMbIX
nonb3oBaTenieM CUMMBOSIOB ayTeHTUUKALUMOHHON WHGopmauun. Beoanmble CUMMBONMGI

napons Moryt oTobpa)aTbCsl YCNOBHbIMM 3HaKammn™*", "* " N MHbIMM 3HaAKaMW.
Tpe6oBaHus kK ycunenmnro UAD.5:
He ycTaHoBNEHbI.
CopepxaHue 6azoBoun mepbl UAD.5:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTU HpopMaLMOHHOW CUCTEMBI
4 3 2 1
NAD.5 + + + +
Ycunenne NAD.5

UAD.6 UgeHTUpUKauma n ayteHTUdUKaLMA nonb3oBaTesien, He ABNAIOLWUXCA
paboTHMKamu onepartopa (BHELWHNX nonb3oBaTenen)

Tpe6oBaHusa k peanusaumm WUAD.6: B wuvHPOpMaLMOHHON cCUCTEME [LOSPKHA
OCYLEeCTBMNATbCA OAHO3Ha4yHas wuaeHTUUKauma u ayTeHTUdUKauma norib3oBaTenen, He
ansowmxcsa  paboTHukamu onepatopa (BHEWHWMX nofib3oBaTenen), unm npoueccos,
3arnyckaeMbIX OT UMEHN 3TUX NoSib3oBaTesien.

K nonb3oBatensMm, He 4gBngawowmmca paboTHukam  onepaTtopa  (BHELHUM
nonb3oBaTesisiM), OTHOCATCA BCE NOfb30BaTENN MH(POPMALNOHHON CUCTEMBI, HE YKa3aHHbIe B
MADP.1 B KadecTBe BHYTPEHHUX Monb3oBatenen. [lpMmepoM BHELHUX MOMb3oBaTeNemn
ABIAOTCA rpaxjaHe, Ha 3aKOHHbIX OCHOBaHUAX Yyepe3 ceTb VIHTepHeT nonyyarowme OOoCTyn K
MHOPMAaUNOHHBIM pecypcamM nopTana [ocygapcTBeHHbIX ycnyr Poccuinckon ®egepauuu
"OnekTpoHHOro npasuTenscTBa” unuM oduumnanbHbiM cantam B cetu WHTepHeT opraHoB
rocygapCTBeHHOW BNacTu.

Monb3oBatenu MHOPMaLIMOHHON CUCTEMbI OOIKHbI OAHO3Ha4HO
naeHTunumnpoBaTbCa 1 ayTeHTMdMUMPOBaTLCA AN BCEX BUAOB A0CTYyMNa, KpOMe Tex BUOOB
AOCTyna, KOTOpble OnpefensiTcd Kak OeUCTBUSA, paspelleHHble OO0 uaeHTudukaumm u
ayTeHTUunKauum B COOTBETCTBUN C Mepou 3awmTbl Hopmaumm YNA.11.

NpeHTudukaums wn  ayTeHTUdUKaUMS  BHEWHWX Monb3oBatenenM B Uensax
npefoCTaBeHNs roCy4apCTBEHHbIX YCNYr OCYLLECTBNAETCS B TOM YMCMEe C UCMONb30BaHNEM
edVHON CUCTEMbl UAeHTUdUKaumMm u ayteHTUukaumm, co3gaHHOM B COOTBETCTBUM C
nocrtaHoBrneHuem [pasutensctea Poccuinckon degepaumm ot 28 Hoa6psa 2011 r. N 977.

MpaBuna wn npoueaypbl UAEHTUDUKAUMM W ayTeHTudukaumMm nonb3oBaTerien
pernameHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauTenbHbIX AOKYMEHTax onepaTtopa Mo
3awmrte nHpopmaumn.

Tpe6oBaHus Kk ycunenunro UAD.6:

He ycTaHoBnNEHLI.

CopepxaHue 6azoBon mepbl UAD.6:



Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMBI

4 3 2 1

NAD.6 + + + +

Ycunenve NAD.6

NAD.7 UgeHTndMKauma n ayteHTMdMKaumsa o6beKToB (panoBON CUCTEMDI,
3anycKaeMbIX U UCMOJTHAEMbIX MoAayren, 06 bLEKTOB CUCTEM yrnpaBrneHusa 6azamu
OaHHbIX, 06 bEKTOB, CO34aBaeMbIX NPUKIAaAHbLIM U cneuuanbHbIM NPOrpaMMHbIM

obecne4vyeHneMm, NHbIX OOBLEKTOB AOCTyNa

Tpe6oBaHua k peanusaumm WUAD.7: B wuvHdPoOpMaLMOHHON cuUCTEMe [OSbKHA
OCYLLECTBMATbCA MAEHTUDUKALUMA W ayTeHTUdukaumss o6BHLEKTOB (anroBOW CUCTEMBI,
3anyckaeMblX WU UCMOMHSAEMbIX MoAgyrnen, oObekToB CUCTEM ynpaBneHus 6asamn OaHHbIX,
06BbEKTOB, co3gaBaeMbIX NPUKNaAHbIM U crelmanbHbIM NporpaMMHbiM obecnedyeHmem, UHbIX
o6beKToB gocTyna.

Tpe6oBaHus Kk ycunenmro UAD.7:

1) B UHPOPMALMOHHOW cUCTeMe LOSKHa obecrneymBaTbCs ayTeHTUMKaUNa 0O beKToB
¢annoBon CUCTEMbl C MUCMONb30BAHNEM CBUAETENBLCTB MNOANMHHOCTU WMHdOpMauun (B TOM
Yucre dNeKTPOHHOW NOANUCKU UITU UHBIX CBUAETENLCTB NOLAMMHHOCTM MHbopMaLumn);

2) B WH(OpMaUMOHHOM cucTeMe JdormkHa obecneynBaTbCa ayTeHTUMKaumus
3anyckaemMblX U WUCMOMHAEMbIX MOAyfnen C WCNoNb30BaHMEM CBUAETENbCTB MNOLMMHHOCTU
mMoaynen (B TOM uucrie UUPPOBLIX CUrHATYp MNPOU3BOAMTENS WAN WUHbIX CBUAETENbCTB
NOASIMHHOCTU MOAyren).

CopepxaHue 6azoBoun mepbl UAD.7:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTU MHhopMaLMOHHOM CUCTEMBI
4 3 2 1
NAD.7
Yceunexvne NAD.7

3.2. YnpaBneHue JocTynom cy6bLekToB focTtyna K oobektam goctyna (YINA)

YNA.1 YnpasneHue (3aBegeHue, aktTuBaumsi, 6J1I0KMpoBaHME U YHUUYTOXEHUE) y4eTHbIMMU
3anucsamMu nosnb3oBaTesien, B TOM YUCHe BHELWHUX nonb3oBaTtenen

TpeboBaHua k peanusauum YMNO.1: Onepatopom [OMKHbI GbITb YCTAHOBMEHbLI U
peanu3oBaHbl cregylolime yHKUMM ynpaBrneHus y4yeTHbIMK 3anucsMy nonb3oBaTenen, B
TOM YMCne BHELIHUX NOSb30BaTeNen:

onpeaeneHve Tuna YYeTHOM 3anucu (BHYTPEHHEro nonb3oBaTens, BHELUHEro
nonb3oBaTens; CMCTeMHas, NPUMOXeHUs; rocteBas (aHOHMMHas), BpeMeHHas 1 (Mnu) uHble
TUMbI 3anucen);

o6beanHeHne y4eTHbIX 3anucen B rpynnbl (Npy He06Xo4MMOCTH);

BepuduKaLmnio nonb3oBartens (NpoBepka NIMYHOCTU NONb30BaTenNs, €ro AOMMKHOCTHbIX
(dbyHKLMOHanNbHbBIX) 06513aHHOCTEN) NPY 3aBEe4EeHMM YYETHOW 3anMcu NoNb3oBaTenNs;

3aBefeHue, aktuBauus, 6NoKMpoBaHME W  YHUYTOXEHUE YYeTHbIX 3anucen
nonb3oBartenemu;



nepecMoTp U, NpM HEOHBXOAMMOCTUN, KOPPEKTUPOBKA YHETHBIX 3anncen nonb3oBaTenen
C NepUoOaMYHOCTLIO, OnpeaenseMon onepaTopom;

nopsaoK 3aBeleHNA U KOHTPOIS UCNOJSTb30BaHUS rOCTEBbLIX (AHOHUMHbIX) U BPEMEHHbIX
YYeTHbIX 3anuMcen nonb3oBaTenen, a Takke MNPUBUNErMPOBaHHbIX YYeTHbIX 3anucewn
alIMUHUCTPATOPOB;

onoBeLleHne agMUHUCTPAaTopa, OCYLLECTBNAIOLWEro ynpasneHne y4eTHbIMU 3anucsamm
nonb3oBaTenen, o6 M3MEHEeHUW CBEAEHWA O MNONb3oBaTEnNaAX, MX ponsax, 0053aHHOCTSAX,
NMOSTHOMOYUSIX, OFPAHUYEHUSIX;

YHUYTOXEHNE BPEMEHHbIX YYEeTHbIX 3anvcen nosib3oBaTerien, npeaocTaBrieHHbIX AN
OLHOKpATHOro (OrpaHMYeHHOro no BpPEMEHW) BbINOSHEHUA 3ajad B  WH(OpPMaLNOHHOM
cucTeme;

npegoctaBneHne  nonb3oBaTenam npaB  [ocTyna K  obbektam  gocTyna
WHOPMALNOHHOM CUCTEMbI, OCHOBbLIBasICb Ha 3ajadax, pellaembiX Mnosib3oBaTensMm B
MHGOPMaLMOHHOW cucTemMe N B3auMoLENCTBYOLLMMU C HEN MHOPMALMOHHBIMU CUCTEMaMMU.

BpemeHHaa y4yeTHaa 3anucb MoOXeT ObiTb 3aBedeHa AnNa nonb3oBaTens Ha
OrPaHNYEHHbIN CPOK AN BbINOMHEHUS 3adad, TPebyrowmnx pacluMpeHHbIX NOSIHOMOYUIA, UINn
ANs NpoBefeHUst HAaCTPOMKN, TECTUPOBAHUA MH(POPMAaLMOHHON CUCTEMbI, s opraHM3aumm
rocTeBOro goctyna (nocetuTtensam, CoTpygHMKamMm CTOPOHHUX OpraHu3auun, ctaxepam U UHbIM
nosib3oBaTesisiM ¢ BpeMEHHbIM JOCTYNOM K MH(POPMaLMOHHOW CUCTEME).

MpaBuna wn npouedypbl YynpaBneHUs Yy4yeTHbIMW  3anucsaMuM  Mofb3oBaTenemn
pernamMeHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauTenbHbIX [AOKYMeHTax ornepartopa no
3awmTe nHopmaumn.

Tpe6oBaHus kK ycunenuro YMNQ.1:

1) onepaTopoM AOSMKHbI UCNOSIb30BaTbCA aBTOMaTU3NPOBaHHbIE CPeacTBa NOAAEPKKM
ynpaBneHus y4eTHbIMW 3annucsiMmn nosib3oBaTesnen;

2) B WHPOPMALUMOHHOM CUCTEME [OOIMPKHO OCYLLECTBNATLCA aBTOMaTU4ECKOE
OnoknpoBaHne BpeMEHHbIX YY4ETHbIX 3anMcen nonb3oBaTtenen No OKOHYaHUN YCTaHOBIIEHHOIO
nepvoga BpeMeHu Ans nx nCnosib3oBaHus;

3) B WHPOPMAUMOHHOM CUCTEME [AOSPKHO OCYLEeCTBNATLCA aBTOMaTU4ecKoe
OGrnokupoBaHMe HeakTUBHbIX (HEUCNONb3yeMblX) YYEeTHbIX 3anuMcen nonb3oBaTenen nocrne
nepuoga BpeMeHU HeEMCNONb30BaHNA:

a) 6onee 90 gHew;

0) 6onee 45 gHewn;

4) B WHQPOPMALMOHHOM CUCTEME [OJDKHO OCYLLUECTBMATLCSA aBTOMaTU4ecKoe
OMNoOKMpoBaHWE YyYeTHbIX 3anMcen nonb3oBaTenen:

a) Npu npeBbIlEHUN YCTAHOBMEHHOrO OMNepaTopoM 4Yucra HeyChnellHbIX MOMbITOK
ayTeHTUMKauumn nonb3oBaTens;

6) Npy BbIABNEHUN NO pe3ynbTataM MOHUTOPWUHra (NPOCMOTpa, aHanmsa) >XypHaroB
permctpauum cobbiTMU 6Ge3onacHOCTU [OeWCTBUA MOfb30oBaTesfien, KOTOPble OTHECEHbI
onepaTtopom K cobbITUsIM HapyLLieHMst 6e3o0nacHOCTN MHdOPMaLNK;

5) B MHGOpMaALMOHHOM CUCTEME LOSMKEH OCYLLECTBATLCSA aBTOMATUYECKUIA KOHTPOSb
3aBefeHus, akTmBaLumm, 6NOKMPOBAHUSA U YHUMTOXEHUSA YYETHbIX 3anncen nornb3oBaTtenen u
onoBeLleHne agMMHUCTPATOPOB O pe3yrbTatax aBTOMaTUYECKOro KOHTPOSIS.

CopepxxaHue 6asoBou mepbi YIMNO.1:

Mepa 3awuTbl MHOpMaLmn Knacc 3auwmieHHoCTV MHhopMaLMOHHOW CUCTEMBI

4 3 2 1

yra.1 + + + +
Ycunenue Y. 1 1,2 1, 2, 3a 1, 2, 36




YNQA.2 Peanusauma Heo6xoaMMbIX METOAOB yNpaBreHUs AOCTYNOM (AUCKPELIMOHHbIN,
MaHAaTHbIW, POSIEBOM UITU MHOM MeToA), TUNOB (YTeHue, 3anucb, BbINONHEHUEe UNKU
WHOM TVN) U NpaBun pasrpaHuyYeHus gocryna

Tpe6oBaHusa k peanusauuun YMNMO.2: B nHdpopmaumoHHon cucteme ansa ynpasneHus
AOCTYynoM CyOGbEeKTOB [ocTyna K oObektam [JocTyna [AOfKHbl ObiTb  peannsoBaHbl
YyCTaHOBIEHHbIE OnepaTopoM MeTOAbl ynpaBrieHUA AOCTYNOM, Ha3HayeHbl TuMbl AOCTyna
cybbektoB Kk oObbekTaM [JocCTyna W peanu3oBaHbl NpaBuiia pasrpaHMyeHns [octyna
cybbeKkToB AOCTyNna K o6bekTam gocTtyna.

MeToabl ynpaBreHus OOCTYNOM peanu3ylTca B 3aBUCMMOCTM OT OCOBEeHHOCTen
PYHKUMOHUPOBAHUA  MHPOPMALMOHHOM CUCTEMBI, C Yy4eTOM yrpo3 ©GesonacHocTu
NMHpopMaLUKN 1 OOIMKHbI BKIOYATb OAUH UM KOMOMHALMIO Cnegyowmx MeToa0B:

ANCKPELUMNOHHbBIM MeTof ynpasfeHus AOCTynoM, npefycMmaTpuBarolmi ynpasrneHue
AOCTYyNoM CybbekToB AocTyna K obbektam [OCTyna Ha OCHOBE WOEHTU(OUKALMOHHOWN
MHopMauumn cybbekTa M ans Kaxgoro obbekTa OOCTyna - CnuUcKa, coaeplkawero Habop
cybbekToB goctyna (rpynn cy6bekToB) M aCCOLUUMUPOBAHHBLIX C HUMW TUMOB A0CTYNa;

pofieBon MeTo ynpasreHus JOCTYNOM, npegycMaTpuBaloLwWnii ynpasneHme OCTYNoOM
cybbekToB [Joctyna K obbektam [oCcTyna Ha OCHoBe poried CcyObekTtoB poctyna
(COBOKYNHOCTb OEWCTBUM U 0OA3aHHOCTEW, CBSA3AHHbIX C  ONpeAdeneHHbIM  BUOOM
AeATesNIbHOCTH);

MaHOaTHbIN  MeTof YMpaBreHus [JOCTynoM, npefycMaTpuBarowmMm yrnpasrieHue
AOCTynoM cyObekToB pfocTyna K oOb6bekTam [oCcTyna Ha OCHOBE COMnocTaBreHud
KnaccuuKaunoHHbIX METOK Kaaoro cybbekta Joctyna u kKaxgoro obbekta gocTyna,
OoTpaxarwLlmx KnaccuuKkaumMoHHble YPOBHW CyObekToB JocTyna M OB6bLEeKToB [OCTyna,
ABNAOLLMECA KOMOUHALNAMUN NepPapPXMYECKUX N HEMepapXMYECKNX KaTeropum.

Tunbl OocTyna [LOMMKHbI BKAOYATb Onepauun Mo  YTEHWH, 3anucu, yaaneHuio,
BbIMOSTHEHUIO U WHblEe Onepaunn, paspelleHHble K BbIMNOMHEHUIO Monb3oBaTenem (rpynne
nosib3oBaTenien) unuM 3anyckaemomy OT €ero MMeHu npoueccy npu goctyne K obbekram
aocTyna.

MpaBuna pasrpaHMyeHns [JocTyna peanu3yloTcss Ha OCHOBE  YCTaHOBMEHHbIX
onepaTtopoM CMMCKOB OOCTyna unu maTpuy, AoCTyna M AOSMKHbI obecneunBaTth yrnpaBreHve
AOCTyrnoM nofb3oBaTtesien (rpynn norib3oBaTenen) n 3anyckaemMbliX OT MX UMEHU NPOLEeCCOoB
npy BXxoOe B CUCTEMY, OOCTyne K TeXHUYeckuM CcpeacTtBaM, yCTpoucTtBam, obbekTam
(bannoBoOM CUCTEMbI, 3anyckaemMblM W UCMOSIHAEMbIM MOAYNSAM, oOObekTam cuctem
ynpaeneHus 6asamu AaHHblX, OObekTam, co3gaBaeMbiM MNPUKNaAHbIM U cneynarnbHbIM
nporpaMmHbIM obecnevyeHnemM, napameTpam HaCTPOWMKM CPencTB 3awuTbl UHdOpMaLnu,
MHOPMaUUN O KOHUrypaumm cuUCTEMbl 3awWuTbl MHPOPMaUUM U MHOW WHGOPMaUUU O
PYHKLUMOHNPOBAHUN CUCTEMBI 3aLLNTBI MHPOpMaLUnK, a Takke MHbIM OB6beKkTam JocTyna.

MpaBvna pasrpaHvyeHus OocTyrna  pernaMmeHTUpyrTca B OpraHu3auMOHHO-
pacnopsanTenbHbIX AOKYMEHTax onepartopa no 3awmre nHgpopmaumn.

TpeboBaHus k ycunenuto YMNA.2:

1) B WHMOPMALMOHHOM CUCTEME npaBufia pasrpaHNYeHns [O0CTyna  OOSKHbI
obecneunBaTtb ynpasneHne JOCTYNOM CyObEKTOB npu BXoAe B MHADOPMALMOHHYHO CUCTEMY;

2) B WH(MOPMaAUMOHHOW CUCTEME nNpaBuna pasrpaHNYeHnss [0CcTyna  OOSKHbI
obecneunBaTtb ynpaBneHue JOCTYNOM CyObEKTOB K TEXHUYECKMM CpeacTBaM, YyCTPOMCTBAM,
BHELLHMM YCTPOMCTBAM,;

3) B WH(OpPMALMOHHOW cCUCTEME MpaBuna pasrpaHNyeHns OocTyna AOSKHbI
obecneunBatb  ynpaBreHue OOCTYNOM CyObektoB K obbektam, co3gaBaeMbiM
obLecncTemMmHbIM (06LLMM) NnporpaMmMHbIM 0becneyeHnem;

4) B WHOPMAUMOHHOM CUCTEME nNpaBuna pasrpaHUYeHns [octyna  LOSMKHbI



obecneunBatb yrnpaerneHue AOCTYrNoM cybbekToB k 06bekTam, co3gaBaeMbiM NPUKNAAHbLIM U
cneumarnbHbIM MporpaMMHbIM 06ecrneyeHnem.
CopepxxaHue 6asoBon mepbl YINO.2:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
yrna.2 + + + +
Ycunenune YIa.2 1,2,3 1,2,3 1,2,3,4

YNA.3 YnpaBneHue (punbTpaums, MapLUpyTU3auusa, KOHTPONb COeaUHEHUN,
ofHOHanpaBfieHHas nepeaaya v UHble CNOCOoObI ynpaBneHusi) MHPOPMaLUOHHbIMU
NnoToKaMu Mexnay yCTpoucTBaMu, cermeHTaMmm MH(POPMaLIMOHHOWN CUCTEMBI, a TaKKe

Mexay uHdopmMauuoHHbIMU CUCTEMaMK

Tpe6oBaHua k peanusaumn YIMO.3: B uvHOOPMAUMOHHON CUCTEME [LOSMKHO
OCYLLEeCTBNATbCA YyrnpaBneHne WHPOPMaUVOHHLIMKU MOTOKaMW Mpu nepegade uvHgopmaumm
MeXay YCTponcTBamMm, cermeHTaMmm B paMkax MH(POPMaLMOHHOM CUCTEMBI, BKITOYatoLLee:

dunbTpaunio MHPOPMAaLIMOHHBIX MOTOKOB B COOTBETCTBUM C MpaBuiiaMu yrnpaBreHus
NOTOKaMu, yCTaHOBMEHHbIMW ONepaTopoM;

paspelleHne nepegadm WHgopmMaumm B WHGPOPMALMOHHOW CUCTEME TOSIBLKO MO
MapLIpyTy, YCTaHOBMEHHOMY ONepaTopoM;

n3MeHeHne (NepeHanpasBneHne) Maplipyta nepegadm WHopMauunm B cryyasx,
YCTaHOBIEHHbIX ONepaTopoM;

3an1cb BO BPEMEHHOE XpaHunuuie nHpopmaumm gna aHanmsa u NpUHATUS peLleHns o
BO3MOXHOCTU ee farnbHenLen nepegaym B cnyyasax, yCTaHOBIIEHHbIX OnepaTopomM.

YnpasneHne WHPOPMALNOHHLIMKM MOTOKaMU AOSMKHO obecneymBaTb paspeLleHHbIN
(ycTaHOBMNEHHbIN onepaTopom) MapLpyT  NPOXOXAEHUS NHopmauun Mexay
nosib3oBaTenisiMn, YCTPOMCTBaAMUM, CErMeHTamu B pamMkax WMH(POPMaLMOHHOM CUCTEMbI, a
TaKke Mexgy MWHPOPMaUMOHHBIMKM CUCTEMaMM WM NpU  B3aUMOLEWCTBUM C  CETbIO
NHTepHeT(nnn Apyrumun MHPOPMALNOHHO-TENEKOMMYHUKALVNOHHbLIMN ceTamu
MEeXAyHapoaHoro  MHOpMauMoHHOro obmeHa) Ha OCHOBe npaBui  ynpaBrieHus
MHPOPMALNOHHBIMU NOTOKaMMU, BKMHOYAKOLWMNX KOHTPOSIb KOHGMrypaumum MHOPMaLnoHHON
CUCTEMBbI, UCTOYHMKA 1 NosyyaTensa nepegaBaemMon nHopMaumm, CTPYKTYpbl nepegaBaemMon
MHOpMaUUK, XapakTepUCTUK WH(POPMALMOHHBLIX MOTOKOB M (MnNKn) KaHana csaAsn (6es
aHanmsa cogepXaHus nHpopmaumn). YnpasneHme WHAPOPMAUVNOHHLIMU MOTOKAMW AO0SIKHO
GnokupoBaTb nepedadvy 3awuwiaemMon UHgopmauumn yvepes ceTb WHTepHeT (unu gpyrue
MHPOPMALNOHHO-TENEKOMMYHUKALUMOHHBIE  CETU  MEXOYHapOOHOro  UMHAOPMaLNOHHOIo
obMeHa) MO He3awuWeHHbIM JMHUMAM  CBA3KW, CeTeBble  3anpocbl U Tpadiuk,
HECaHKUMOHUPOBAHHO ucxoaswme u3 MHEPOPMALMOHHOW cucTeMbl M (Mnn) Bxoadwme B
MHPOPMALNOHHYIO CUCTEMY.

MpaBuna n npoueaypsl ynpaBneHus MHOPMALNOHHBIMM noToKamu
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbiX [OOKyMeHTax orepartopa no
3almTe nHopmaumu.

TpeboBaHusa k ycunenuto YMNA.3:

1) B WH(pOPMaAUMOHHOM cuUCTeMe [OOIMKHO  obecneymBaTbCs  yrnpaBrieHue
MH(POPMALNOHHBIMX NMOTOKAMM Ha OCHOBE aTpubyTOB (MEeTOK) 6e30nacHOCTM, CBS3aHHbIX C
nepegasaemMoun MHopmaLmen, UICTOYHMKaMU 1 nosiydaTenamMmm nHdopmaunu,

2) B UH(pOPMALMOHHOW CUCTEME LOMKHO obecnevnBaTbCa AMHaMNYeCKoe ynpaBneHme
WH(POPMAUNOHHBIMX  MOTOKaMK,  3anpellawwee U (unu) paspewarwollee nepegady



WHOPMaUUM Ha OCHOBE aHanmMsa WU3MEHEHUA TeKyLero COCTOSIHUS WH(OpMaLMOHHON
CUCTEMbI NI YCNOBUN €e PYHKLUMOHNPOBAHWUS;

3) B MH(OPMALUMOHHOM CUCTEME [OOSDKEH WUCKMYaTbCa 00xon npaBun ynpasneHus
MHOPMAaLMOHHBIMM MOTOKaMK 3a cHeT npeobpasoBaHnsa nepegaBaeMon MHopMauuu;

4) B WH(POPMALNOHHOW CUCTEME [OOIMKEH UCKMYaTbCca 006xon npaBun ynpasneHus
WH(POPMALNOHHBIMX MOTOKaMM 3a CYET BCTpauMBaHWA OOHWX [aHHbIX B Apyrve AaHHble
MHAOPMAaLNOHHOIO MNOTOKA;

5) B WMH(popmMaUMOHHON cucTeEMe [OMmKeH obecneuMBaTbCsl KOHTPOSb COeOMHEHUN
Mexay TexHUYeckumn cpeactsamu (YCTPOWUCTBaMK), WUCMOMb3yeMbiMW A5 OpraHvsaumm
MH(OPMAaLNOHHbBIX MOTOKOB;

6) B MH(POpMaLMOHHON cUCTEMe Npu nepefade uMHoOpMaUMM Mexgy cermeHTammu
WH(POPMALNOHHON cuUCTEMbI U (MNN) WH(OPMAUNOHHBIMW CUCTEMaMM pPasHbIX KraccoB
3alMmLLEeHHOCTN OofmkHa obecneymBaTbCs OAHOHaNpaBfieHHas nepegada WMHgopmMauum ¢
NCNosfib3oBaHMEM annapaTHbIX CPEACTB;

7) B VH(MOpPMaUMOHHOW cucTeMe [OO/MKHO  obecneynBaTbCa  ynpaBrieHue
WH(POPMAUNOHHBIMX MOTOKAMW Ha OCHOBE CTPYKTYpbl MnepedaBaeMblX [AaHHbIX (TEKCT,
Tabnuubl, BUAEO, ayamonHgopmMaums);

8) B uvH(MOpMaUMOHHOW cucTeMe AOMKHO  obecneumBaTbCa  ynpaBrieHue
NHOPMALNOHHBIMU MOTOKaMKN Ha OCHOBE UCMOSb3YeMbIX CETEBbLIX NPOTOKOMOB;

9) B VH(MOPMaAUMOHHOW cuUCTEME [OOIMKHO obecneymBaTbCA  yrpaBrieHWe
WHPOPMALUNOHHBIMA MOTOKaMM Ha OCHOBE TUMOB (paclMpeHun) cansoB uU (Unn) MMeH
drannos;

10) B MH(OpPMaLMOHHON cucTeme [OMmKHa obecneymBaTbCs BO3MOXHOCTb 3arnpeTa,
paspeLLeHns 1 U3MeHeHNa MapLupyTa nepegayn MHopmaLumm ToNbKO aAMUHUCTPaTopamMu;

11) B WH(OPMaAUMOHHOW cucTeMe [O/MKHO obecneunBaTbCa  pasgeneHue
MH(POPMALMNOHHBIX MOTOKOB, COAEpXalUuMX pasfnuyHble BuAbl (Kateropumn) uHgopmauun, a
Takke oTaeneHne nHpopmMmauumn yrnpaeneHnsa oT nosib3oBaTeNbCkon MHpopMaumu;

12) B WHMOPMAUMOHHOM cucTeMe [ofmkHa obecneumBaTbCsl  BO3MOXHOCTb
aBTOMaTU4eCKoro BOKMpoOBaHNA nepefayn MHpopMaumn Npu BbISBIEHUN B nepegasBaemMon
NMHpopMaunn BPeAOHOCHbIX KOMMbIOTEPHBIX NPOrpamMM;

13) B MHPOPMaAUMOHHOMW CUCTEME [OSKHO  OCYLLEeCTBMATLCA  yrnpasrieHue
MH(POPMALMNOHHBIMX NOTOKaMW Npu nepefade MHoOpMauMm Mexagy WHPOPMaLUMOHHbIMU
cucTtemamu;

14) B WHMOPMAUMOHHOM cucTeMe JofmkHa obecneymBaTbCs  BO3MOXHOCTb
unbTpaunMm  UHAPOPMALUOHHBLIX MOTOKOB Ha YPOBHE MPUKAAQHOMo  NPOrpamMmMHOro
obecneyveHns (NPUNOXeHUNn).

15) B WH(OPMaAUMOHHOW CUCTEME [OOSMPKHA  OCYLWEeCTBAATbCA  HaKOMfeHue
CTaTUCTUYECKMUX OaHHbIX, MPpOBepKa N urnbTpaums ceTeBbIX NakeToB MO UX COAEPXUMOMY
(TexHonorus DPI);

16) HapeneHue Tpaduka KOHKPETHbIMW NapameTpamMn (B YACTHOCTM BKIHOYEHME
yBEOMNEHUN Monb3oBaTenien, WCKNIYEeHe WM 3aMeHa dfneMeHToB Tpadwuka) B
3aBMCUMOCTU OT nony4vartesns nHgpopmaumu.

CopepxaHue 6azoBou mepbl YINLA.3:

Mepa 3awwuTtbl HpopmaLum Knacc 3awmieHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1
yna.3 + +
Ycunenue YIA.3




YNA.4 PasgeneHve nosiHoMo4un (poneun) nonb3oBaTesien, agMUHUCTPATOPOB U NuL,
obecneynBaroWmx PyHKLMOHUPOBaAHNE UH(HOPMALMOHHOWN CUCTEMBbI

TpeboBaHua k peanusauum YIMO.4: OnepatopoMm [OmMKHO ObiTb 0becneyeHo
pasgeneHne  nonHomouun  (ponen)  nonb3oBaTenen,  agMUHUCTPATOPOB M nuu,
obecneunBaromx YHKLMOHMPOBAHNE MHEAOPMALMOHHOMW CUCTEMbI, B COOTBETCTBUM C WX
OOIMKHOCTHLIMKM ~ 06A3aHHOCTAMKU  (PYHKUMAMK),  PUKCUMPOBaHME B  OpraHm3aumoOHHO-
pacnopaguTenbHbIX JOKYMEHTax no 3awmte nHdpopmauumn (4OKyMeHTMpPOBaHNE) NOTHOMOYMIA
(ponen) nonb3oBaTtenen, agMMHUCTPATOPOB U nuu, obecneynBarowmnx OYHKLUMOHUPOBaHUE
WH(POPMALMNOHHON CUCTEMbI, U CaHKUMOHMPOBaHWE p[ocTtyna K obbekTtam pJoctyna B
COOTBETCTBUW C pasgerieHMeM NosTHOMOYN (ponen).

Jdoctyn Kk ob6bektam p[Joctyna C Yy4yeTOM pasgeneHuss MnofHoOMouYun (ponemn)
obecneumBaeTcs B cootBeTcTBMM ¢ YIMA.2.

Tpe6oBaHus k ycunenuto YINa.4:

1) onepaTtopom OOMKHO ObiTb 06ecneyeHo BbINOSIHEHME KaXaon ponv no obpaboTke
WHpopmauun, agMUHUCTPUPOBAHMIO WMH(OPMALMOHHOM CUCTEMbI, €€ CUCTEMbl 3aluThbl
MHOpMaUUK, KOHTPONo (MOHUTOPUHTY) 3a obecneyeHMeM YpPOBHA  3aLUMLLEHHOCTU
nHpopmauumn, obecnedeHnto PyHKUMOHMPOBAHUA WH(OPMALMOHHON CUCTEMbI OTAENbHbIM
AOIMKHOCTHBIM NULIOM;

2) onepatopoM [AO/MKHO ObITb 06ecneyYeHo WCKNYEeHWe HageneHuss OAHOro
AOJDKHOCTHOIO Nnua nosiHOMoYnAMK (ponbto) No obpaboTke MHGOopMaLMM 1 NOSTHOMOYUSIMA
(ponbo) N0 agMUHUCTPUPOBAHWUIO MHGOPMALMOHHOMN CUCTEMBI U (MNKN) ee CUCTEMbI 3aLUUThbI
WHoOpMaUUK, KOHTPOMto (MOHUTOPUHIY) 3a obecneyeHMeM YPOBHSA  3aLUULLEHHOCTU
MHdopMauuun, obecneveHnto PyHKLMOHNPOBAHNA NHPOPMALIMOHHON CUCTEMBI;

3) onepatopoM [OO/MKHO ObiTb 06ecneyeHo WCKNYEHNE HaOeneHus OAHOro
AOIMKHOCTHOIO Nnua NOSTHOMOYUAMM (POSIbI0) MO KOHTPOMO (MOHUTOPUHIY) 3a obecnedeHnem
YPOBHS 3aLUMLLEHHOCTU MHopMauum 1 NONHOMOYUAMU (POSbI0) NO aAMUHUCTPUPOBAHUIO
WHOPMALNOHHOM CUCTEMBI U (UNN) ee CUCTEMbl 3alnTbl MHpopMaumn 1 obecneyeHuro
YHKUMOHNPOBAHNA NHAOPMALIMOHHOWN CUCTEMBI,

4) onepatopoM AOMKHO O6bITb ob6ecrneyeHO UCKNKYEHUEe HageneHuss OAHOro
AOIMKHOCTHOIO nvua MOfIHOMOYNAMKU (PONblo) NO aAMUHUCTPUPOBAHUIO CUCTEMbI 3aLLMThbI
MHopMauun MHGPOPMALNOHHOM CUCTEMBI U MOMIHOMOYMSMU (PONbK) Mo  obecneyeHuto
YHKUMOHNPOBAHNA NHAOPMALIMOHHOWN CUCTEMBI,

5) onepaTtopom pomkeH ObiTb onpegeneH agMUMHUCTPATOpP, MMEKLWU npaBa Mo
nepegade MNOAHOMOYMMA MO aAMUHUCTPUPOBAHUIO MHAPOPMALMOHHON CUCTEMbI U CUCTEMBI
3aWnTbl MHOPMALMM OPYrUM NMLAM M OCYLLECTBISIOLWMNA KOHTPOSb 3@ UCNOSb30BaHMEM
rnepegaHHbIX NOIHOMOYMI (CynepBu3op).

CopepxaHue 6azoBou mepbl YINO.4:

Mepa 3awwuTtbl HpopmaLum Knacc 3awmeHHOCTU MHOPMaLMOHHOW CUCTEMDI
4 3 2 1
yra.4 + + +
Ycunenue YI[.4 1

YNA.5 HasaHayeHne MMHUMaNbHO HEOOXOAUMbIX NPaB U NPUBUNErMnu NONb30BaTeNAM,
agMuUHUCTpaTopam v nuuam, obecnevymBarowmM PyHKLMOHMPOBaHME
MHpOPMALMOHHOWN CUCTEMBI

TpeboBaHua k peanusauum YIMO.5: Onepatopom [omkHO 6biTb o0becneyeHo



Ha3Ha4yeHne npas U NPUBUIENMIA NONb30BaTENAM M 3anyckaemMbiM OT MX MMEHW npoueccam,
agMuHUCTpaTopaM M nuuam, obecneymnBaloWwnM  (YHKLUNMOHMPOBAHME MHGOPMALMOHHOM
CUCTEMbI, MWHUMaNbHO HeobXOoAMMbIX AN BbINOSIHEHUA WMKM  CBOUX AOSMKHOCTHbIX
obsizaHHOCTEN (PYHKUMIA), M CaHKUMOHMpOBaHWE [ocTyna K obbekram pgocTtyna B
COOTBETCTBUN C MUHMMANbHO HEOBXOANMbIMM NPaBaMn U NPUBUNETUSAMM.

OnepaTopomM [OMKHbl 6bITb OOHO3HA4YHO onpegeneHol UM 3adUKCMpPOBaHbl B
OpraHn3aumoHHO-pacnopaanTeNbHbIX AOKyMeHTax no 3awuTe NHpopmaLmm
(3ag0KyMeHTUPOBaHbI) ponu 1 (UNn) JOMKHOCTHbIE 00513aHHOCTU (CPYHKLMK), TakKe OObEKTbI
AOCTyna, B OTHOLLUEHMM KOTOPbIX YCTAHOBIEH HAMMEHbLUMI ypOoBEHb NpuBunermin. Joctyn K
obbektTam pgocTyna C y4eTOM MWHUMAaNbHO HeobxoauMbIX npaB W NpUBUIIErnn
obecneumBaeTcsa B cootBeTcTBMM ¢ YI[.2.

Tpe6oBaHus Kk ycunenuro YILO.5:

1) onepaTtopoM AOMKHO GbITb obGecrnedyeHO nNpefoCTaBneHne npaB U NpUBUNErnn MNo
poctyny K dyHKumam ©6e3onacHocTM (NnapamMeTpamM HaCTPOWMKW) CpeactB  3aliuTbl
WHpoOpMaLUN  UCKNIOYUTENbHO  agMUHUCTPATOpPy, HaA4eneHHOMY  MOSIHOMOYMSIMW MO
a4MWHUCTPUPOBAHMUIO CUCTEMbI 3aLLUMTbl UHPOpMaLUK (aaMUHUCTpaTopy Be3onacHoCTH);

2) 3anpeT nNpefoCTaBfeHMs pacLUMPEHHbIX MNpaB W MNPUBUMENMA  BHELUHUM
nonb3oBaTeniaM (Nonb3oBaTeNsaM, He ABNALWMMCA BHYTPEHHUMN NOMNb30BaTENAMM).

CopepxaHue 6azoBou Mepbl YI[.5:

Mepa 3awuTbl MHpopMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
yna.s + + +
Ycunenue YI14.5 1

YNA.6 OrpaHnyeHne HeycneLwHbIX NONbITOK BXoAa B MHPOPMAaLMOHHYIO CUCTEMY
(moctyna Kk MHcpopmaLMOHHOMU cUcTeMe)

Tpe6oBaHua k peanusaummu YIMN[O.6: B mHdopmaumoHHOM cucTeMe OOMKHO ObITb
YCTAHOBMEHO U 3aMKCUPOBAHO B OpraHM3auMOHHO-PacnoOPSANTESNbHBIX  OOKYMEeHTax
onepatopa no 3awmte WHgopMauun (3agOKyMEHTMPOBAHO) OrpaHuMyeHne Konuvectsa
HeycCneLwHbIX MOMbITOK BXoA4a B MHAOPMAUMOHHYKO cCUCTEMY (OocTyna K MHGOPMaLUOHHON
cucTemMe) 3a Nepuoad BPEMEHW, YCTAHOBMEHHbIA OMnepaTtopoM, a Takke obecnedyeHo
OnoKMpoBaHWe YCTPOWMCTBA, C KOTOPOro npeanpuHMMalroTcs MonbITKKM gocTtyna, v (unu)
Y4EeTHOM 3annMcu nosib3oBaTenst Npu nNpesBbIlWEeHNN NoNb3oBaTeNeM OrpaHNnYeHns KonmyecTea
HeycrneLHbIX NOMbITOK BXOA4a B MHAOPMALMOHHYK cucTeMy (4OocTyna K MHGOPMauMOHHON
cucteme).

OrpaHunyeHne KonmyecTBa HeyCneLHbIX MNOMNbITOK BXOA4a B MHADOPMALMOHHYKO CUCTEMY
(oocTtyna K MHopMaLMOHHON cucTeMe)aomKkHO obecneunBaTbcsa B cootTBeTcTBUMM ¢ UAD.4.

TpeboBaHusa k ycunenuto YMNA.6:

1) B WHGopMaunoHHOM cucteMe obecneymBaeTcsi aBToMaTuyeckoe OnoknmpoBaHue
YCTPOWCTBA, C KOTOPOro npeanpuUHUMAalOTCs MNOMbITKM AoCTyna, U (Mnu) y4yeTHOW 3anucu
nosib3oBaTens Npu MNpeBbILLEHNUN MOMb30BaTeNeM OrpaHUYEHUs1 KonmnyecTBa HeyCneLHbIX
MonbITOK BXOA4a B MH(OPMALMOHHYK CUCTEMY (ZoCTyna K MH(OpMauMOHHOW cucteme) 3a
YCTAHOBMEHHbIA  NepuoJ  BPEMEHM C  BO3MOXHOCTbIO  pas3briokMpoBaHUS  TOSbKO
a4MWHUCTPATOPOM USIN UHBIM JIULLOM, MMEIOLLIMM COOTBETCTBYIOLLME NOSIHOMOYUS (POnb);

2) B WH(MOPMaUMOHHON cucteme obecneymBaeTca aBTOMaTUYECKOE YyaarneHue
WHpopmauum ¢ MOBMNBHOrO  TEXHMYECKOrOo  CpeacTBa, BXOAsWeEro B COCTaB
MH(POPMALNOHHON CUCTEMBI, NPU NPEBbILLEHUM OOMYCTUMOrO Yucna HeycrnewHbIX MNOMnbITOK



BXoda B MWH(MPOPMAaUMOHHYIO cucTeMy (gocTyna K MH(MOPMAaUMOHHOW cucteme) 3a
YCTaHOBIEHHbIN Nepuog BpeMeHU, OCyLLLECTBASEMbIX C MOBUNBHOIO YCTPOMCTBA;

3) B MHdOpMaLVOHHON cucteme obecneunBaeTcs npoTMBOAENCTBUE
aBTOMaTU3NpoBaHHOMY noabopy mnaponerh C MCNOMb30BaHWEM OLHOKPATHbIX KOAOB,
TpeObyoLwmx BU3yanbHOro pacno3HaBaHWA (B TOM 4uMCie C MCMOMb30BaHWEM TEXHOMOrmu
CAPTCHA).

CopepxxaHue 6asoBon mepbl YIN[.6:

Mepa 3awwuTbl MHpOopMaLmn Knacc 3awmieHHoCTH MHopMaLMOHHOW CUCTEMbI
4 3 2 1
Yra.e + + + +
Ycunenue YI[.6 1

YNA.7 NMpeanynpexaeHne nonb3oBaTens Npu ero Bxoae B UHPOPMaALMOHHYHO CUCTEMY
O TOM, YTO B MH(POPMALIMOHHOWN CUCTEME peanim3oBaHbl Mepbl 3aWnTbl MH(popMaLmm, U
0 Heob6xoauMoCTH cobNAEHNA UM YCTAaHOBIEHHbIX OnepaTopoM npaBun o6pabdboTkm
nHdopmaumumn

Tpe6oBaHua k peanusaumu YMO.7: B vHdopmauMoOHHON cuCTeEME LOSMKHO ObiTb
obecneyvyeHo npeaynpexaeHne nonb3osatensa B Buge coobuleHna ("okHa") npu ero Bxoge B
MHOPMAaLMOHHYO CUCTEMY (OO0 npouecca ayTeHTMdurKaumm) o0 TOM, YTO B MHGOPMaLMOHHOM
cucTeMe peanusoBaHbl Mepbl 3alimTbl MHGOPMaLMKU, a Takke O TOM, YTO npu paboTte B
WH(POPMALMNOHHON cuUCTEME nofb3oBaTesieM AO0SMKHbl ObiTb COBNIOAEHbI YCTAHOBMEHHbIE
onepaTopoM npasusia U orpaHNYeHns Ha paboTy ¢ MHopMaumnen.

Bxon B MHGOPMaUMOHHYI0 CUCTEMY U NpeaoCTaBfieHne Nosib30BaTesito BO3MOXHOCTH
paboTbl B WMHOPMALWOHHOM CUCTEME OCYLLIECTBASIOTCA TOSMbKO MOCMAe MNOATBEPXOEeHUS
nonb3oBaTerieM 03HaKOMIIEHUS C NpeaynpexaeHnem.

Tpe6oBaHus k ycunenuro YMNA.7:

He ycTaHOBNEHDI.

CopepxaHue 6azosou mepbl YINA.7:

Mepa 3awuTbl MHPOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
ynn.7
Ycunewwne YIAQ.7

YINA.8 OnoBeleHne nonb3oBaTens Nocrie ycnewHoro Bxoaa B MHOpMaLMOHHYIO
cucTeMmy O ero npeabiaylem Bxoge B UHOOPMaLMOHHYIO CUCTEMY

Tpe6oBaHua k peanusaumu YIMO.8: B mHdopmaumoHHOM cucTeMe [OMMKHO ObiTb
obecrneyeHO nocne ycnewHoro Bxoda nonb3oBatens B MHAOPMAUMOHHYID CUCTEMY
(3aBeplueHMs npouecca ayTeHTUdUKaumMm) OonoBeLLeHMe 3TOro nonb3oBaTens o garte u
BpeMeHU npeapiayLiero Bxoga B MHOOPMALMOHHYIO CUCTEMY OT MMEHU 3TOro Nosb3oBaTens.

Tpe6oBaHus kK ycunenuro YIN[.8:

1) B MH(pbOpMaUMNOHHOM cucTeme obecrneynBaeTca OMNOBELLEHNE Nonb3oBaTens nocne
yCnewHoro Bxoaa B MHPOPMALIMOHHYIO CUCTEMY O KOSNIMYECTBE HeYCMNeLUHbIX NMOMbITOK BXxoaa
B MHPOPMALMNOHHYIO CUCTEMY (OOCTyna K MHAPOPMaLMOHHON cucTeme), 3addMKCUPOBaAHHBIX C
MOMEHTa nocnegHero ycrnewHoro Bxoaa B UHPOPMaLNOHHYO CUCTEMY;



2) B MHOpMaLUMOHHOM cucteme obecnednBaeTcsl ONoBeLLEHME NOMb3oBaTeNns nocre
yCrnewHoro Bxoda B WHPOPMAUMOHHYID CUCTEMY O KOSNMYECTBE YCMELWHbIX U (1nn)
HeycCneLHbIX MOMbITOK BXxoa B MHAOPMALMOHHYO cuUcTeMy (gocTyna K MHGOpMauUoOHHON
cucTemMe), 3aPMKCUPOBAHHBIX 3a NEPUOS BPEMEHM HE MeHee 7 OHEN;

3) B MHopMauUmMoHHOM cucteme obecnednBaeTcsl ONoBeLLEHME NOMb3oBaTeNns nocre
yCMneLwHoro Bxoga B MHOPMAaLMOHHYO cuctemy o6 M3MEeHeHUM CBeOeHUN, OTHOCALUMXCH K
Yy4eTHOM 3anucu nonb3oBartens (B TOM YMcrie U3MeHeHUN rnpas JOCTyna), NPoM3BeeHHbIX 3a
nepuog BpPEMEHW He MeHee, 4eM C MOMeHTa npebiaylero ycnewHoro Bxoda B
MHPOPMALNOHHYIO CUCTEMY.

CopepxaHue 6azoBou mepbl YIN[.8:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHoCT MHPOpPMaLMOHHON CUCTEMBI
4 3 2 1
yna.s
Ycunenwne YIa4.8

YNA.9 OrpaHnyeHune Yyncna napannenbHbIX CeaHCOB A0CTyNna ANA KaXAon y4yeTHOMU
3anucu nonb3oBaTens MHOPMaLMOHHOW CUCTEMbI

Tpe6oBaHusa k peanusaumn YINO.9: B unHpoOpmMauMoHHON cuctemMe [OOSMKHO
obecneunBaTbCs OrpaHMYeHne Ynucna napannenbHbIX CeaHCOoB AO0CTyNna AN KaXaon y4eTHON
3anucu nosb3oBaTernis MHPOPMaLMOHHON CUCTEMBI.

B nHdopmaumoHHon cucteMe gormkHa 6bITb NpeayCMOTpPeEHa BO3MOXHOCTb 3aJaBaTtb
OrpaHMyeHust Ha Yncno napannenbHbliX (O4HOBPEMEHHLIX) CeaHCOoB (Ceccun), OCHOBLIBASACH
Ha naeHTuukaTopax nonb3oBaTenen n (MNn) NPUHALNEXHOCTM K ONpeaenieHHON ponu.

3HavyeHne 4ucna napannenbHbiX CeaHcoB f[ocTyna MoxeT 6bITb 3agaHo Aangd
WHOPMALMOHHON CUCTEMbI B UENoM, Ans OTAefNbHbIX CErMEHTOB WH(OPMaLMOHHOM
CcUCTEeMbI, A58 rpynn nonb3oBaTenien, OTAEeNbHbIX NoSfib3oBaTenen Unu nx KOMOMHaLUuN.

OrpaHuyeHns u4ucna napannenbHbIX CeaHCoB [JOCTyna pernameHTUpyrTcs B
OpraHM3auUMoHHO-pacnopsaANTENbHbBIX JOKYMEHTax onepaTopa no 3awure nHpopmaumn.

Tpe6oBaHus kK ycunenuro YMNA.9:

1) B WH(MPOPMaAUMOHHON cCUCTEME ANA MPUBUMEMMPOBAHHbLIX YYETHbIX 3anucen
(agMnHMCTPaTOpPOB) KONMMYECTBO NapanfienbHbiX (OQHOBPEMEHHbLIX) CEAHCOB (CECCUIN) OT UX
UMEHN C pasHbIX YCTPOWUCTB (CPEACTB BbIMUCIUTENBHON TEXHUKW) HE LOSMKHO MNpeBblaTth
cnefyoLwmnx 3Ha4YeHU:

a) He bonee 2;

0) He Gonee 1;

2) B MHOPMALMOHHOM CUCTEME B Crlydae MOMbITKM BxOAa MNOA4 YYeTHOM 3anucbio
nosib3oBaTens UNM agMUHUCTpaTopa, A8 KOTOpPbIX LOCTUMHYTO MaKCMMaribHOE 3HayeHue
AONYCTUMbIX MapansienbHbIX CeaHCoB, MPU YCMNEeLWHOW ayTeHTUduKauum nonb3osBaTens unm
aAMUHUCTpaTopa OOMMKHO BblAaBaTbCA COOOLEHWE O MPEBbILEHUM YUcra napanenbHbIX
ceaHCOB pAocCTyna, mecte (MecTax) uMx npegbigywero Bxoga (nNpedplaylinx BXOAOB) C
aKTUBHbIMU CECCUAMM U NPEOSTIOKEHNEM OTKMIOYEHNSA 3TOM CECCUN (ITUX CECCUN);

3) B WH(POPMAUMOHHON cCUCTEME [OSMKHbl OblTb MNpPeayCcMOTPEHbI MPOrpaMmHO-
TEXHUYECKME CpencTBa, MO3BOMSOLIME KOHTPONUPOBaTb M OTobpaxaTb agMuHUCTpaTopy
YNCIO aKTMBHbIX NapannenbHbiX (O4HOBPEMEHHbIX) CEaHCOB (Ceccuir) AN Kaaon y4eTHOM
3anucu nosb3oBarterneu,

4) B WH(OPMALNOHHON cuUCTEME [OMKHbl ObiTb NPegyCMOTPEHbl MNpPOrpamMMHO-
TeXHUYeckue cpeacTBa, MO3BONAWLWME onoBewartb aaMuHUCTpaTopa O  MOMbITKax



npeBbILLEHNS yucrna  YCTAHOBMIEHHbIX  OONYCTMMbIX  a@KTUBHbBIX  NapannenbHbIX
(oQHOBpPEMEHHbBIX) CeaHCOB (Ceccuin) Ans KaXxkaon y4eTHOW 3anucu nonb3oBaTensi.
CopepxxaHue 6azoBon mepbl YINO.9:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHpopMaLMOHHOW CUCTEMBI
4 3 2 1
yna.o +
Yceunenwne YI14.9 1a, 3

YNA.10 bnokupoBaHue ceaHca AocTyna B UH(popMaLUOHHYIO CUCTEMY nocre
YCTaHOBJIEHHOIro BpeMeHu 6e3aencTBusA (HeakTMUBHOCTU) NoNb3oBaTens U no ero
3anpocy

Tpe6oBaHua k peanusauun YIMNA.10: B wuHdopmaumMoOHHOM cuUCTEME [LOSMKHO
obecneunBatbCs BGNOKMpOBaHME ceaHca AOCTyna nofnb3oBaTens nocfne YCTaHOBMEHHOro
onepaTtopoMm BpemMeHu ero 6e3genctems (HeakTMBHOCTM) B MHGOPMALMOHHOW CUCTEME UNKU
no 3anpocy nonb3oBaTens.

BnoknpoBaHne ceaHca [foctyna nonb3oBatens B UMHMOPMALUMOHHY CUCTEMY
obecrneunBaeT BpeMEHHOEe MpPUOCTaHOBIEHME paboTbl Monb3oBaTend Cco CpeacTBOM
BbIYNCIIUTENBHON TEXHUKN, C KOTOPOrO OCYLLECTBNAETCA JOCTYN K MHAPOPMALMOHHON CUCTEME
(6e3 BbIxoga 13 MHPOPMALIMOHHOW CUCTEMBI).

[na 3abnokMpoBaHHOrO ceaHca [OOJMKHO OCYLLECTBNATbCS OnokMpoBaHue nobbix
AENCTBMIA NO OOCTyny K MHOpMauMm 1 yCTPOMCTBaM OTOOpaXkeHus, Kpome HeobXoammbix
Ans pasbnoknpoBaHusa ceaHca.

BnoknpoBaHue ceaHca [OCTyna nonb3oBatensd B UH(POPMALNOHHYHO CUCTEMY LOSHKHO
COXpPaHATbLCA A0 MNPOXOXAEHWUS UM MOBTOPHOW uAeHTMdMKaAUUM 1 ayTeHTudpumkaumm B
cootBetcTBUN C UAD.1.

MpaBuna wn npoueaypbl OGNOKMPOBAHWUS CeaHCOB [0CTyna pernameHTUpyrTcs B
OpraHn3aunoHHO-pacnopaauTenbHbIX JOKYMEHTax onepaTtopa no 3awuTte uHopmaumu.

Tpeb6oBaHus k ycunenuro YINA.10:

1) B MHGOpMauUnoHHOM cucTeme obecneumBaeTcs OGrOKMpOBaHME ceaHca OocTyna
nonb3oBaTens nocrne BpemMeHn 6e3nencTBmsa (HeakTMBHOCTI) NOSb30BaTENS:

a) 0o 15 MUHyT;

0) 00 5 MUHYT;

2) B WMHGOPMAUMOHHOMW CUCTEME Ha YCTpOMCTBE OTObpaxkeHust (MOHUTOpE) nocne
OGrNOKMPOBKM CeaHCa He AOfMKHa OTobpaxaTbCca MHGOpMauna ceaHca nonb3oBaTens (B TOM
4Yucre Ucnonb3oBaHWe "XpaHUTenNs akpaHa", raleHne aKkpaHa unm nHble cnocobbl);

3) B nHopMaumoHHon cucteme obecnevmBaeTcsa 3aBepLUeHe ceaHca Nnosib3oBaTens
(BbIxOO@ W3 cCUCTEeMbl) MNocre MNPEeBbIWEHNA YCTAHOBMIEHHOrO OMNepaTopoM BpeMEeHU
6e3gencTBums (HeaKTMBHOCTM) NoMb3oBaTeNs.

CopepxaHue 6azoBoun mepbl YMNA.10:

Mepa 3awuTbl MHOpPMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
Yra.10 + + +
Ycunenue YIQ.10 1a, 2 16, 2

YNQA.11 Pa3peweHue (3anpeT) AeNCTBUM Nonb3oBaTeneun, pa3pelleHHbIX A0



M,EleHTVI(bVIKaLIMVI n ayTeHTM(bVIKaLIMVI

Tpe6oBaHua k peanusaumm YIMO.11: Onepatopom AofmkeH ObiTb YCTaHOBMEH
nepeyeHb [AOENCTBUA MONb3oBaTENen, paspeLlleHHbIX A0 MPOXOXAEeHUA UMK  npouenyp
naeHTUdMKauum n ayteHTndukaummn, n 3anpet JencTBum nonb3oBaTenen, He BKINIOYEHHbIX B
nepeyeHb paspelleHHbIX OEeNCTBUN, OO0 MPOXOXAEHUS UMK Npouenyp naeHTUukaumm u
ayTeHTudukaumm.

PaspeweHne pgenctBui  nonb3oBaTenenm OO NPOXOXAEHUS UMW npoueayp
noeHTUUKaumMm 1 ayTeHTMduKaumum ocyLecTBnseTcs, B TOM 4Yucne, npu npegoctaBreHnm
nonb3oBaTenaM AocTyna K obuieaocTynHon uHgopmauumn (Beb-carWtam, nopranam, MHbIM
obuwenoctynHeiM pecypcam). Takke agMUHUCTpPATOpy paspeluarTca OencTBua B 00xon
YCTaHOBIEHHbIX Npoueayp naeHTudmnkaumm n ayteHTudukaumm, Heobxoammble TOMbKO AN
BOCCTaHOBMNEHNA PYHKLMOHUPOBAHNS MHPOPMALMOHHON cuctemMbl B cnyyae cboes B paboTte
UNKN BbIXO4e U3 CTPOS OTAENbHbBIX TEXHUYECKMUX CpeacTB (YCTPOMCTB).

MpaBuna n npouenypbl onpeaeneHna OenUcTBUM Nonb3oBaTenen, paspelleHHbIX a0
NMPOXOXAEHMA UMW npouenyp maeHTudukaumm 1M ayTeHTudumkaumm, pernameHTupyoTcs B
OpraHn3auUmoHHO-pacnopaanTerbHbIX JOKYMEHTaxX onepaTtopa no 3awmTte uHopmaumu.

Tpe6oBaHus k ycunenuro YNA.11:

He ycTaHOBNEHDI.

CopepxaHue 6azoBou mepbl YMNA.11:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMBI
4 3 2 1
yra.11 + + + +
Ycunewune YIMNaQ.11

YNA.12 Nopnepxka n coxpaHeHMe aTpMbyToB 6e3onacHOCTU (MeTOK 6e3o0nacHoOCTH),
CBfAi3aHHbIX C MH(hOpMaLIMen B NpoLiecce ee XpaHeHUs1 u 06paboTku

Tpe6oBaHua k peanusauum YIMO.12: B wuHPOpMAUMOHHOW CUCTEME AOSDKHbI
obecneunBatbcsi noagdepxka (obHOBMNEHME, Ha3Ha4YeHne, W3MEHEHME) U COXpaHeHue
aTpmbyTtoB 6e3onacHocTn (MeTok 6e30NacHOCTH), YCTAHOBNEHHbIX ONepaToOpoM, CBSA3aHHbIX C
MHdopMauuen B npoLecce ee xpaHeHusi 1 06paboTku.

ATpubyTbl 6e3onacHocTn (MeTku 6Ge3onacHoOCTM) npeacTaBnalT cobon cBOMCTBA
(xapakTepuctukn) ob6bekToB M (Mnn) CcyObeKToB A0CTyna, KOTOpble WCNOMb3ylTCa Ans
KOHTpONs AocTtyna cybbekToB K oObekTam JocTyna M ynpaBneHust MHGOPMaLMOHHbIMMI
NMOTOKaMMU.

MpaBuna wn npouenypbl NOOAEPXKKM W CcOXpaHeHust aTpubyTtoB 6Ge3onacHoCcTu
pernaMeHTUpyoTCaS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKYMEHTax onepatopa Mo
3almTe nHopmaumu.

TpeboBaHus k ycunenuro YINA.12:

1) B WHQOpPMaALMOHHON cucteme obecneymBaeTcs AMHAMUYECKOE W3MEHEHMEe
aTpubytoB 6e3omacHOCTM B COOTBETCTBMM C  OpraHuM3auMOHHO-pacnopsaauTernbHbIMN
AOKYMEeHTaMuM no 3awmuTe MHopmauumn onepaTtopa B 3aBMCUMOCTK OT npouecca o6paboTku
nHpopmauum (bopmmpoBaHue, obbeanHeHne, pasgeneHne NHPOPMaLMOHHBLIX PECYPCOB);

2) B MHOPMALUMOHHOM cCUCTEME AonyckaeTcs u3amMeHeHue aTpubytoB Ge3onacHOCTM
TONbKO aBTOPM30BAHHLIMM MOMbL30BATENSAM UK NpoLEeccamu;

3) B vH(popmMaumMoHHON cucteme obecrneynmBaeTcd aBTOMATU3NPOBAHHBIA KOHTPOSb
cBA3n aTpnbyToB 6e30nacHOCT C MHOpMaLmen;



4) B WHdOpPMaLMOHHOM cucteme obecnevmBaeTcss BO3MOXHOCTb OTOBpaeHus
nonb3oBatensamMm B ygobountaemom Buae atpumbyTtoB 6e3onacHocTM (MeTok ©Ge3onacHoCTM)
Ana kaxgoro n3 obbektoB goctyna (otobpaxeHwe aTpubytoB 6Ge30nMacHOCTM Ha 3SKpaHe
MOHUTOpA U (MNKn) Npu BbIBOAE MHPOPMAaLMK Ha NeYaTb Ha NPUHTEpPE).

CopepxxaHue 6asoBon mepbl YINO.12:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
yrna.12
Ycunenue YI[0.12

YNA.13 Peanusauma 3awmilueHHOro yaaneHHoro Aoctyna cyobekroB goctyna K
o6bekTaM aocTyna Yepe3 BHeWHUEe UHPOPMaLMOHHO-TENIEKOMMYHUKaLUUOHHbIE CeTn

TpeboBaHusa k peanunsauum YMNO.13: Onepatopom gormkHa obecnevmBaTtbecs 3awmra
WHoOpMauuM npu  Joctyne nonb3oBatenen (NpoueccoB 3anyckaemblX OT  UMEHU
nonb3oBaTenen) n (M) UHbIX CyOBLEKTOB AOCTyna K obbektam gOCTyna MHAOPMaLNOHHON
cUCTEMbl Yepe3 UHPOPMALNOHHO-TENEKOMMYHUKALUNOHHbLIE CEeTU, B TOM 4uCfe CeTu CBS3U
obLero nonb3oBaHMs, C UCMOSb30BaHMEM CTaUMOHAPHbIX U (MNN) MOBUITbHBIX TEXHUYECKNX
cpeAcTs (3awuTa yaaneHHoro gocryna).

3awmrta yganeHHoro Joctyna JormkHa obecnedmBaTtbCa MpuM BCeX Buaax AocTyna
(6ecnpoBoaHOM, NMPOBOAHON (KOMMYTUPYEMbIN), LUIMPOKOMOSIOCHBIM U MHble BUAbI JOCTYNa) U
BKIOYaeT:

yCTaHOBeHNe (B TOM 4ucre LOKYMeHTarnbHOe) BMOOB A0CTyNa, paspelleHHbIX Afis
yAaneHHoro goctyna K o6bektam AocTyna MHPOpPMaLMOHHON CUCTEMBI;

orpaHvyeHne Ha UCMnonb30BaHWE yAdaneHHOro AocTyna B COOTBETCTBUM C 3agjadvyamu
(byHKUMAMM) NHPOPMALIMOHHOW CUCTEMbI, OS5 PELLEHNSA KOTOPbLIX Takon AOCTyn Heobxoamm,
WU npegocTaBfieHne yaaneHHoro AoCTyna AN KaXaoro paspelleHHOro Buga yaaneHHoro
poctyna B cootBeTcTBun ¢ YN[.2;

npefocTaBfieHMe yganeHHoro AoCTyna TOSMbKO TeM Mnosib3oBaTesiiM, KOTOPbIM OH
HeobXxoauM Onsi BbINOSTHEHNS YCTAHOBIIEHHbIX AOMKHOCTHbIX 06s13aHHOCTEN (PYHKLUMIA);

MOHUTOPWUHI M KOHTPOSlb  yAaneHHOro [ocTyna Ha npeaMeT  BbisiBIEHUA
HEeCaHKUMOHMPOBAHHOIO YyAaneHHoro aoctyna kK obbektam Joctyna MHAOPMaLMOHHON
CUCTEMBI;

KOHTPOSb yAaneHHoro Aoctyna nonb3oBaTtenien (NpoueccoB 3anyckaemMblX OT MMEHU
nonb3oBaTenen) K oObektam JocTyna MHPOPMAaUMOHHOMW CUCTEMbl A0 Hadvana
WHPOPMALMNOHHOIO  B3aMMOAENCTBUMS C  MHOPMAUMOHHOM  cucTemMon  (Nepepaudn
3awuaemMon nHopmaumn).

MpaBuna wn npouenypbl NPUMEHEHUS1 yOaneHHOro AocTyna pernameHTUpyrTca B
OpraHuM3auUnoHHO-pacnopsaNTENbHbBIX JOKYMEHTax onepaTopa no 3awure nHpopmaumn.

Tpe6oBaHus k ycunenuro YNA.13:

1) B MHPOPMALIMOHHON CUCTEME AN MOHUTOPUHIA U KOHTPONS yAaneHHOro AocTyna
AOJTDKHbI MPUMEHATLCS aBTOMATU3NPOBaHHbIE cpeacTBa (4OMOMHUTESNbHbIE MNPOrpaMMHbIE
NN NPOrpamMmMHO-TEXHUYECKME CPeacTBa);

2) B WH(POPMALMOHHOM CUCTEME UCMONb3yeTCs OrpaHMyeHHoe (MUHUMAarbHO
HeobXo4MMOE) KONMMYEeCTBO TOYEK MOAKMIOYEHMS K  MHAOPMALMOHHOW CUCTEME Mpu
opraHusauum yganeHHoro Joctyna K obbekram Joctyna MHPOpMaLumMOHHON CUCTEMBI;

3) B WHAQOPMALMOHHON CUCTEME WCKNIYaeTCca YyAaneHHbIn [OCTYyn OT WUMEHMU
NPUBUNErMPOBaHHbIX YYeTHbIX 3anucen (agMUHUCTPATOPOB) AN  aAMUHUCTPUPOBAHUS



MHOPMALMOHHOM CUCTEMBI N ee CUCTEMbI 3aLUMTbl MHhopMaumi;

4) B WH(OpMaAUMOHHOW cCUCTEME nNpW YyaaneHHoOM aocTtyne obecnednBaeTcs
npMMeHeHne B COOTBETCTBMM C 3aKoHomaTenbcTBOM Poccuiickon ®Pegepaummn
Kpuntorpadunyecknx MeToaoB 3amTbl MHpOpMaLUmu;

5) B uvHGpOpMaumMoHHOM cucteme obecneynBaeTCa MOHUTOPUHT WU KOHTPOSlb
yOaneHHoro Aoctyna Ha npeaMeT BbISIBIEHWST YCTAHOBMEHUS HECaHKUMOHWPOBAHHOMO
COeVHEHUsI TEXHUYECKUX CpeacTB (YCTPOMUCTB) C UHAPOPMALNOHHOM CUCTEMON;

6) B WH(OPMALMOHHON cUCTEME [OIKeH obecneumBaTbCs 3anpeT yAareHHoro
AocTyna C WUCNonb30BaHMEM CETEBbIX TEXHOMOrMA U MNPOTOKOMOB, ONpedeSieHHbIX
onepatopom Mo pesynbTataM aHanu3a 3allulieHHocTM B cooTBeTcTBMM ¢ AH3.1 kak
Hebe30nacHbIX.

CopepxaHue 6aszoBoun mepbl YMNA.13:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOpMaLMOHHON CUCTEMBI

4 3 2 1

yna.13 + + + +
Ycunenwne YINAa.13 2,3 2,3,5 1,2,3,5

YMNA.14 PernameHTauuAa U KOHTPOSb UCNOSIb30BaHUA B UH(hOpPMaLMOHHOU cUcTeMe
TexHonornm 6ecnpoBOAHOro AoCTyna

Tpe6oBaHusa k peanusaumm YIA.14: Onepatopom [JomKHbl obecneymBaTbCs
pernaMmeHTaumMs M KOHTPOSlb WUCMOSb30BaHUS B WH(OPMALMOHHON CUCTEME TEXHOSIOrMNn
BecnpoBogHOro JocTyna nosb3oBaTtenen K 00bektam JocTyna (CTaHgapTbl KOPOTKOBOMHOBOM
paguocBa3n, CAYyTHUKOBOW W MNAKETHOW paaMocBA3v), HamnpasBfieHHble Ha  3awuTy
MHdopMauumn B MIHGPOPMALNOHHOM CUCTEME.

PernameHTauma n KOHTPOSMb WCMOMb30BaHWUS TexHonormn 6ecnpoBOAHOro AOCTyna
AOJIMKHbI BKIOYaTh:

orpaHMyYeHne Ha Ucnonb3oBaHMe TeXHoNormn GecnpoBogHoro goctyna (becnposoagHom
nepefayv AaHHbIX, 0ecnpoBO4HOrO MNOAKNKYEeHUs obopyaoBaHus K ceTu, 6ecnpoBogHOro
NOAKNIOYEHNS YCTPONCTB K CPEACTBY BbIYMCNUTENBHOM TEXHUKN) B COOTBETCTBUM C 3aa4amu
(CbyHKUMAMM) NHPOPMALIMOHHOW CUCTEMbI, OS5 PELUEHNSA KOTOPbLIX Takon AOCTyn Heobxoanm,
n npegocTasneHne 6ecnpoBoaHoro goctyna B coorsetcraum ¢ YMNA.2;

npegocTaBfieHMe TeEXHONOormn 6ecnpoBOHOrO AOCTYMNa TOMbKO TeM MOSib30oBaTesisaMm,
KOTOpPbIM OH HeobxoAum Ans BbINOMHEHUSA YCTAHOBMEHHbLIX LOMKHOCTHbIX 00si3aHHOCTEMN
(chyHKLMR);

MOHUTOPUHT WU KOHTPOSIb MPUMEHEHUST TexHorormm GecnpoBOgHOMO AOCTyna Ha
npegmMeT BbISIBIEHNA HECaHKUWOHUPOBAHHOIO WUCMONb30BaHUS TexHonornn 6ecnpoBOAHOro
AocTtyna K obbektam goctyna MHpoOpMaLnMOHHON CUCTEMBI;

KOHTpOnb ©ecnpoBO4HOro [OCTyna nonb3oBaTenen (MpoueccoB 3anyckaemblX OT
UMeHN nonb3oBaTenen) K obbektTam Joctyna MHEAOPMALMOHHOM CUCTEMbI [O Havana
MHOPMALNOHHOIO B3auMoLenCcTBUA ¢ MIHPOPMaLVMOHHOM CUCTEMOWN.

MpaBuna 1 npouenypbl NPUMEHEHMs TexHomnormm GecnpoBogHOro  [OcCTyna
pernaMmeHTUpyoTCS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKYMEHTax onepatopa no
3almTe nHopmaumu.

TpeboBaHus k ycunenuro YIa.14:

1) B MH(popMaLUMOHHON cucTeMe obecnevmBaeTca ayTeHTMdMKaUns NOAKNI0YaeMbIX C
ncnonb3oBaHMeM TeXHOMNorMm 6ecnpoBO4HOIO AOCTYNa YCTPOMCTB B cooTBeTCTBUN ¢ UAD.2;

2) B MHOpPMaLMOHHON cnucTteMe obecnevmBaeTcss MOHUTOPUHI Toyek 6ecnpoBOAHOrO



NOOKIMOYEHUST  YCTPOUCTB K  WHAOPMAUUOHHOM CUCTEME Ha nNpegMeT  BbISBIIEHUS
HeCaHKLUNOHNPOBaHHOIO 6ecnpoBOAHOMO MNOAKMYEHUS YCTPOUCTB;

3) B VH(MPOPMaAUMOHHOW CUCTEME  MUCKMNIYaeTCss  BO3MOXHOCTb  U3MEHEHUs
nonb3oBaTesnieM Toyek 6ecnpoBoOAHOro 4oCTyna MHPOPMaLUNOHHOM CUCTEMBI,

4) onepatopoMm oforkeH 6bITb npegycMoTpeH 3anpeT GecnpoBogHOrO AocTyna K
MHOPMaLNOHHOWN cUCTEME U3-3a NPeaesioB KOHTPOSNIMPYEMOM 30HbI;

5) B nHbopmaumoHHoOM cucteme OormkeH ObiTh 3anpelwieH 6ecnpoBoAHbIM 4OCTYN OT
UMEHWN MPUBUNENMPOBAHHbIX YYETHbIX 3anMcen (aaMUHUCTPATOPOB) ANA agMUHUCTPUPOBAHMUSA
MHOPMALNOHHOM CUCTEMBI N ee CUCTEMbI 3aLLnTbl MHpopMaLunw;

6) B WH(MPOPMAUMOHHON CUCTEME  MWCKNIYaeTCsl  BO3MOXHOCTb  M3MEHEHUs
nonb3oBaTenemM yCTPOMCTB U HAaCTpPoek 6ecnpoBOAHOMO AOCTYNa;

7) onepaTopom obecneumBaeTcs onpeaeneHue MECTOHaxX0oXaeHus
HeCaHKLMOHNPOBaHHOIro 6ecnpoBoHOro YCTPOMCTRA;
8) onepaTtopom obecneunBaetcs BGnoknpoBaHue P YHKUMOHNPOBaHUS

HEeCaHKLMOHNPOBaHHOIo 6ecnpoBOAHOrO yCTPOMCTBA.
CopepxaHue 6aszoBoun mepbl YINA.14:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV HpopMaLMOHHOM CUCTEMBI

4 3 2 1

yna.14 + + + +
Ycunenue YIN[.14 1 1,3 1,3,4,5

YNA.15 PernameHTauusa u KOHTPOSb UCNOSIb30BaHUA B UHPOPMaLMOHHOW cUcTeme
MOOMSIbHbIX TEXHUYECKMUX CPeaAcTB

Tpe6oBaHusa k peanusaumm YINA.15: Onepatopom [AomkHbl obecrneymBaTbCS
pernaMmeHTaumMs M KOHTPOSflb WUCMOMb30BaHUS B WH(OPMALMOHHON cucteMe MOBUSbHbIX
TEXHMYECKMX CPeacTB, HanpaBneHHble Ha 3awuTty uHdopMaumm B WHGOPMaLNOHHOM
cucTeme.

B kauectBe MOOWNBbHBLIX TEXHWYECKMX CPeacTB paccMaTpuBalOTCA CbeMHble
MaLUNHHbIE HOCUTENU UHOopMaLMK (PnaLll-HaKoNUTENN, BHELUHWE HAKOMUTENWN Ha >KeCTKUX
ANCKax N MHble YCTPOWCTBA), NMOPTATMBHbIE BbIYUCINUTENbHbIE YCTPOWCTBA M YCTPOMCTBA
CBSI3M C BO3MOXHOCTbIO 06paboTkm nHdopmauum (HOyToyku, HETOYKM, NNaHLWETbl, COTOBbLIE
TenedoHbI, UNPPOBLIE KaMepbl, 3ByKO3anuncbiBaloLmMe YCTPONCTBA U MHbIE YCTPOUCTBA).

PernameHTaumMa n KOHTPOMb WCMNOMb30BaHMS MOOWIbHbLIX TEXHUYECKMX CPeacTB
AOJIMKHbI BKIKOYaTh:

yCTaHOBMeHNe (B TOM 4ucne AOKyMeHTanbHOe) BMAOB pJoctyna (bGecnpoBogHowm,
NPOBOAHOM (KOMMYTUPYEMbIN), LUMPOKOMNOSIOCHBIN U MHbIE BUAbI AOCTYNa), pa3peLlleHHbIX A5s
pocTtyna Kk obbektam gocTtyna MHGOPMAaLMOHHOW CUCTEMbI C UCNOMb30BaHMEM MOBUITbHBLIX
TEXHUYECKUX CPeACTB, BXOOALWNX B COCTAB MH(POPMALNOHHON CUCTEMBI;

ncnonb3oBaHMe B COCTaBe WH(OPMALMOHHOW CUCTEMbl AN AOCTyna K obGbekrtam
AocTyna MOBUIbHbIX TEXHUYECKUX CPEeACTB (CNy>XeOHbIX MOBUNBHBIX TEXHUYECKUX CPEeacTB),
B KOTOPbIX peanu3oBaHbl Mepbl 3aLwnTbl MHdpopmMaumm B cootBeTcTBumn ¢ 3UC.30;

OrpaHNYeHne Ha UCMNONb30BaHNE MOBUNbHBIX TEXHUYECKUX CPEACTB B COOTBETCTBMM C
3agadvamm (PYyHKUMAMM) MHPOPMALMOHHON CUCTEMbI, AN PELUEHUS KOTOPbIX MCMOMb30BaHME
Takux cpenctB HeobxoouMmo, M NpedocTaBreHne OCTyna C UCMOSb30BaHMEM MOOUNBbHbIX
TexXHn4eckux cpeacts B cootseTcTeum ¢ YINA.2;

MOHUTOPUHT N KOHTPOSb NMPUMEHEHUS MOBUNBbHBIX TEXHUYECKUX CPEACTB Ha nNpeameT
BbISIBNIEHNA HECaHKLUWOHUPOBAHHOIO MUCMNONb30BaHNA MOOUIMbHBLIX TEXHUYECKUX CPEeaCcTB OIS



Aoctyna Kk obbektam gocTyna MHPOPMaLMOHHOW CUCTEMBI;

3anpeT BO3MOXHOCTW 3arnycka ©0e3 KomaHObl nornb3oBatend B WHMOOPMaLNOHHOM
cucteMe nporpaMmmHoro  obecneyeHus  (MporpamMHOrO  Koga), WUCnonb3yemoro Ans
B3aMMOOENCTBUSA C MOBUIbHLIM TEXHUYECKUM CPEACTBOM.

MpaBuna u npoueaypbl MPUMEHEHUST MOOMUMBbHBbIX TEXHUYECKUX CPencTB, BKMAKOYas
npouenypsbl Bbigadyn n Bo3BpaTa MOOUSbHBLIX TEXHUYECKUX CPEACTB, a Takke UX nepefayn Ha
TexHuyeckoe obcnyxuBaHue (npouedypa gomkHa obecneuyvBaTb ydaneHue  wnu
HeJOCTYMHOCTb WHAOpMaLMK), pernaMmeHTUPYITCS B OpraHU3auuoHHO-pacnopsanTenbHbIX
AOKYMeHTax ornepaTopa no 3auTte nHdopmauum.

Tpe6oBaHus kK ycunenuro YINa.15:

1) onepaTtopom obecneunBaeTca 3anpeT WUCNONb3oBaHUS B WHEPOPMAaLUNOHHON
CUCTEME, HEe BXOAAWMX B €e CcOoCTaB (HaxXOoAsWUXCH B JIMYHOM UCMOMb30BaHUKN) CbeMHbIX
MaLUNHHbBIX HOCUTENEN MHopmauuu;

2) onepaTtopom obecneymBaeTcs 3anpeT UCNOoNb30BaHUSA B UHOPMALMOHHOM CUCTEME
CbEeMHbIX MalUMHHbIX HOCUTEeNnen WHdopmauun, Ons KOTOpbIX He onpedeneH Bnagenew
(nonb3oBaTtenb, opraHn3auuns, OTBETCTBEHHbIE 3a NPUHATUE Mep 3aLLMTbl UHOpMaLMK);

3) onepatopom  obecnednBaeTtcs (8 cooTBeTcTBMM  C  npouegypamu,
3aUKCUPOBAHHBIMA B OpPraHU3aumMoOHHO-pacnopsaaMTENbHbIX — JOKYMEHTax)  OuvuUCTKa
MaLUMHHOIO HocuTens WHdopmMauMnm MOBWUBHOrO TEXHWYECKOro cpeacTBa, nepeycTaHoBKa
nporpamMmmMHoro obecneyeHns 1 BbINOSTHEHUE MHbIX Mep MO 3almnTe MHoPMaLMM MOBUMBbHBIX
TEXHUYECKNX CPEeACTB, NOCMe UX UCNOSb30BaHNA 3a Npeaenamm KOHTPONMPYEeMOM 30HbI;

4) onepatopom obecrnedynBaeTca NpeadocTaBrieHne [JocTyna C UCNoSfib30BaHWEM
MOOMMBbHBIX TEXHUYECKMX CPeacTB K 06bekTam JOoCTyna UH(POPMALMOHHON CUCTEMbI TOSMBbKO
TeM nonb3oBaTendMm, KOTOpbIM OH HeobxoaMm [Ons  BbIMNOfHEHUS  YCTAHOBMEHHbIX
AOIMKHOCTHbLIX 06s3aHHOCTEN (PyHKUMIA);

5) B HpopMaUNOHHOM cucTeMe obecneunBaeTcs 3anpeT UCNOSb30BaHUA MOOUNbHBIX
TEXHUYECKUX CPEACTB, Ha KOTOpPble B UH(POPMAaLIMOHHOW CUCTEME MOXET BblTb OCYyLLIECTBIIEHA
3anucb MHopmauun (nepesanmncbiBaeMblX CbEMHbIX MalUHHbIX HOCUTENEN HopmaLmm).

CopepxaHue 6azoBoun mepbl YMNA.15:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
Yna.15 + + + +
Ycunenune YINAa.15 1,2 1,2

YNA.16 YnpaBneHue B3ammoaencTtemeM ¢ UHPOPMaLMOHHbLIMU CUCTEMAMU CTOPOHHUX
opraHusaumm (BHeWwWHWe NH(POPMaLMOHHbIE CUCTEMbI)

TpeboBaHua k peanusauumn YIMNO.16: Onepatopom [omkHO ObiTb obecnevyeHo
ynpaBrneHne  B3aMMOOEWNCTBMEM C  BHEWHUMMW  MH(OPMAUMOHHBIMA  CUCTEMaMMW,
BKMNOYAOLWNMN  MH(POPMALIMOHHbIE CUCTEMbI U BbIYUCINTESbHBIE pPECYPCbl  (MOLLHOCTW)
YNOSTHOMOYEHHbIX  Nul, WHAOPMAUUOHHbIE  CUCTEMbI, C  KOTOPbIMM  YCTaAHOBJIEHO
MHOPMaLNOHHOE B3aMMOLENCTBUE HA OCHOBAHNM 3aKSTlO4EHHOro AoroBopa (cornaileHust), a
Takke C WHbIMA MH(OPMALMOHHBIMKM CUCTEMaMKM, WHAOPMALMOHHOE B3auMOAEWCTBUE C
KOTOpbIMM HEOBX0AMMO AN PYHKLMOHNPOBAHNSA NHPOPMALIMOHHON CUCTEMBI.

YnpasneHne B3aMmMoaencTBUEM C BHELLHUMU MHAOPMALMOHHBIMU CUCTEMAMU SOSMKHO
BKNtoYaThb:

npegocrasneHMe Aoctyna K WMHAPOPMAUMOHHOW CUCTEME TOSbKO aBTOPU3OBaHHbLIM
(ynoniHomMmo4eHHbIM) nonb3oBaTtenam B cootseTcTBum ¢ YMNA.2;



onpegeneHve TUMNOB MPUKIA4HOMO NPOrpamMmMHOro obecneyeHns WMHGOPMaLMOHHOM
CUCTEMbI, K KOTOPbIM  paspelweH [JOCTyn  aBTOPM3OBAHHbIM  (YNOSTHOMOYEHHbIM)
nonb3oBaTeNAM U3 BHELLUHMX MHPOPMALMOHHBIX CUCTEM;

onpegerieHne CUCTEMHbIX YYEeTHbIX 3anucen, WUCMonb3yeMblX B pamMKax [AaHHOro
B3aUMOOENCTBUS;

onpegerieHne nopsaka npefoctaBrieHns JocTyna K WMHGOpPMauMOHHOW cucteme
aBTOPU30BAHHbIMU (YNOSTHOMOYEHHbBIM) MOfb30BaTENAMM U3 BHELHUX MHGOPMAaUMOHHbIX
CUCTEM,;

onpegeneHve nopsgka o06paboTkn, XpaHeHua W nepegadn  UHgopmauumn  C
NCNOJSIb30BaHMEM BHELLUHNX NMH(POPMALMNOHHBIX CUCTEM.

YnpasneHne B3anMoAeNCTBMEM C BHELLUHUMW MHGOPMALMOHHBIMU CUCTEMAMU B LIeNAX
MEXBELOMCTBEHHOIO 3JIEKTPOHHOIO B3aMMOLENCTBUS, WCMOMHEHUS TOCYAApPCTBEHHbLIX W
MYHUUMNANbHbIX YHKUURA, hopMupoBaHms 6a3oBbIX FOCYAapPCTBEHHbLIX UH(OPMALMOHHbBIX
pecypcoB OCyLLEeCTBMSETCS B TOM 4uCfe C  WUCNOSb30BaHMEM €4UMHOW  CUCTEMbI
nageHTumkaumm 1 ayTeHTudukaumm, CO34aHHOW B COOTBETCTBUM C MNOCTaHOBMEHUEM
MpaeutenbcTBa Poccuiickon ®epepauum ot 28 Hos16pa 2011 r. N 977.

MpaBuna wn  npouenypbl  ynpaBfeHWss  B3aMMOOENCTBMEM  C  BHELUHUMW
MH(POPMALNOHHBIMU CUCTEMAMMU PErfamMmeHTUPYIOTCA B OpraHU3aunoHHO-pacnopaanTenbHbIX
AOKyMeHTax oneparopa no 3awute nHdopmMauuu.

Tpe6oBaHus Kk ycunenuro YINa.16:

1) onepaTop NpegocTtaBnaeT A0CTYyN K MHAPOPMALWOHHOM CUCTEME aBTOPU30BaHHbLIM
(ynONMHOMOYEHHbIM) NONb30BaTENSAM BHELUHUX WH(OPMAUUOHHbIX CUCTEM WNU paspeluaeT
00paboTKy, XpaHeHWe U1 nepegavyy MHPOpPMAUUM C  UCMNOSIb3OBAHMEM  BHELLHEN
MHGOPMAaLMOHHOW CUCTEMbI MPY BbINOSTHEHUN CREAYOLLNX YCNOBUN:

a) npu Hanu4mm gorosopa (cornaweHns) o6 UHPOPMALNOHHOM B3aMMOLENCTBUN C
onepatopom (obnagatenem, BnagenbuemM) BHELWHEN NHAOPMALMOHHON CUCTEMBI;

0) npu HanuuMn nNOATBEPXAEHUS BbINOSIHEHUS BO BHELWHeNW WHMOOPMaLMOHHON
cUCTEME NPeabsBIIEHHbIX K Hel TpeboBaHUM O 3awimTe MHopMauuu (Hanuuve attectarta
cooTBeTCTBUA TpeboBaHUAM No 6e30nacHOCTU MHGOPMALUKM UM UHOTO NOLTBEPXKOEHUS).

CopepxaHue 6aszoBoun mepbl YINA.16:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

Yra.16 + + + +
Ycunenue YI[4.16 1a 1a, 16 1a, 10 1a, 16

YNQO.17 O6ecneyeHne AOBEPEeHHOWN 3arpy3Kkn CpeAcTB BbIYUCTIUTENbHON TEXHUKN

Tpe6oBaHua k peanusaumn YMNA.17: B wvHdopmauMoHHOM cCUCTEME [OSMKHO
obecneunBaTbCs WUCKMIOYEHWE HECaHKUMOHUPOBAHHOIMO [0CTyna K NporpamMHbiM 1 (Mnn)
TEXHUYECKUM pecypcam CpeacTBa BbIYUCIUTENBHON TEXHUKN MHAPOPMALMOHHOW CUCTEMBI Ha
aTane ero 3arpysku.

[loBepeHHas 3arpyska aosmkHa obecneymBaThb:

GnokmpoBaHMe MOMbITOK HECAHKLMOHUPOBAHHOW 3arpy3ku HewTaTHOW onepaunoHHOM
cuctembl (cpedbl) WM HEAOCTYMHOCTb MH(OPMALMOHHBIX PEecypcoB [Ofs YTEeHUs wunu
Moandukaumm B cnyyae 3arpyskm HeluTaTHOW onepaumMoHHON CUCTEMBI,

KOHTPOJSIb JOCTYMNa nornb3oBaTernen K npoueccy 3arpy3ku onepauyuoHHON CUCTEMBI;

KOHTPOSb LIENOCTHOCTU NPOrpamMHOro obecrneyeHnsa M annapaTHbIX KOMMOHEHTOB
CpPeacTB BbIYNCINTENBHOW TEXHUKMW.



B nHdopmaumMoHHOM cucteme nNpuMeHsieTcs JoBepPeHHas 3arpyska Ha pasHbiX YPOBHAX
(ypoBHA 6asoBoM cucTeMbl BBOAA-BblBOAA, YPOBHSA NnaTbhl paclUMPEHUs W YPOBHS
3arpy3oyHomn 3anucm).

MpaBuna u npouenypbl obecneyeHns OBEPEHHOW 3arpy3kn CPeACTB BblYNCINTESTbHON
TEXHUKN perfiaMeHTUpYoTCa B OpraHn3aLMOHHO-pacnopsaamTenbHbIX JOKYMEHTax onepatopa
no 3awmnte nHpopmaumm.

TpeboBaHus k ycunenuro YINA.17:

1) B MH(pOPMALMOHHON CUCTEME [AOSMKHA OCYLLUECTBNATLCSA [OOBEepeHHasi 3arpyska
YypOBHS 6a30BOM CUCTEMbI BBOAA-BbIBOAA UMW YPOBHS NMNaThl PacLUMPEHNS;

2) B VH(MOPMALMOHHON CUCTEME [OOSMPKHA OCYLLECTBNATLCA AOBEPEHHas 3arpyska
ypoBHS 6a30BOM CUCTEMbI BBOAA-BbIBOAA UMW YPOBHA MAaThl pacLUMPEHUsl, peann3oBaHHble
Ha OCHOBEe MporpaMMHo-anmnapaTHOro Moayns;

3) B MH(OpPMaLMOHHON CUCTEME [OOSPKHA OCYLLEeCTBNATLCA [AOBEPEHHas 3arpyska
nporpamMmHoro obecnevyeHusi TeNeKOMMYHUKaLMOHHOro obopyaoBaHus;

CopepxaHue 6azoBoun mepbl YNA.17:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

ynQo.17 + +
Ycunenwne YINQ.17 1 2

3.3. OrpaHu4eHue nporpammHon cpeabl (OlC)

OINC.1 YnpaBneHue 3anyckom (obpalleHnssMu) KOMMNOHEHTOB NPOrpaMMHOro
obecneyeHuns, B TOM Yucrne onpeaernieHne 3anyckaeMbiX KOMMOHEHTOB, HACTpoMkKa
napameTpoB 3anycka KOMMNOHEHTOB, KOHTPOJIb 3a 3aNyCKOM KOMMNOHEHTOB
nporpamMmHoro o6ecnevyeHus

Tpe6oBaHua k peanusaumm OIIC.1: OnepaTopoM AO0MMKHbI ObiTb peanvM3oBaHbl
cnegyrowme  QYHKUMM N0 ynpaBneHuto  3anyckoM (obpalieHuMsamMu)  KOMMOHEHTOB
nporpaMmmHoro obecneveHuns:

onpeaeneHne nepeyHs (Cnmucka) KOMNOHEHTOB NporpamMmmMHoro obecnedenuns (cannos,
06bekToB 6a3 [aHHbIX, XpaHWMbIX Mpoueayp M WHbIX KOMMOHEHTOB),3anyckaeMblX
aBTOMaTUYECKM NpK 3arpy3ke onepaumMoHHON CUCTEMbI CPeACTBaA BbIMUCIUTENBHON TEXHUKN;

paspelleHne 3anycka KOMMOHEHTOB MPOrpaMMHOro obecneyeHusl, BKIHOYEHHbIX B
nepeyeHb (CMMCOK) NporpaMmMHoOro obecneveHunsi, 3anyckaeMoro aBToMaTU4eCKn Npu 3arpyske
onepaunoHHON CUCTEMbI CPEACTBA BbIYUCITUTESNTbHOW TEXHUKW;

OrpaHu4yeHMe 3anycka KOMMOHEHTOB MporpaMmHoro obecnevyeHuss OT  MMEHU
agMunHUcTpaTopoB 6e3onacHOCTU (Hanpumep, paspelleHne Takoro 3anycka TOnbKo Ans
nporpamMmmHoro obecneyeHns cpeacTB 3almTbl MHOPMaLUUN: CEHCOPbI CUCTEM OBHapPYXeHMUs
BTOPXXEHWUW, areHTbl CUCTEM MOHUTOPUHIra COObLITUA WH(OPMaLNOHHON Ge3onacHoCTH,
CpeAcTBa aHTMBUPYCHOW 3aLunThbl);

HacTpoWnka napamMeTpoB 3anycka KOMMOHEHTOB MPOrpaMMHOro obecneyeHns OT UMeHM
YYETHOM 3anncu agmuHucTpaTopa ©e3onacHoOCTM TakMm o0pasom, 4YTOObl  Tekywmi
nonb3oBaTeNb CPeacTBa BbIMUCIUTENbHOM TEXHUKM HEe MOr MnoSyunTb 4Yepe3 AaHHble
KOMMOHEHTbI AOCTyn K obbekTam AOoCTyna, Ha [OCTYN K KOTOPbIM Yy HEro HeT npaB B
cootBeTcTBmKn ¢ YINA.2;

KOHTPOSb 3a 3arnyckoM KOMMOHEHTOB nporpaMmMHoOro obecneyeHus, obecnevmsaroLLnin



BbISIBNIEHNE KOMMOHEHTOB NPOrpamMMHOro obecneyeHns, He BKIIOYEHHbIX B NepeYveHb (CMCoK)
KOMMOHEHTOB, 3anyckaeMblX aBTOMaTMyeCcKku npu 3arpyske ornepaLyoHHON CUCTEMbI CpeacTBa
BblYNCIUTENBHON TEXHUKMN.

MpaBuna v npouenypbl ynpaereHUst 3arnyckom MporpaMMHoOro obecrneyeHns (B TOM
4yucrne CnMcKM nporpaMmMHoro obecneyeHus, OrpaHMyYeHus 3anycka, napameTpbl 3anycka
KOMMOHEHTOB NporpamMHOro obecneyeHus) pernameHTUpyrTCs B  OpraHU3auuoHHO-
pacrnopsauTeribHbIX JOKyMeHTax oneparopa rno 3awmre nHgpopmMaumn.

Tpe6oBaHus kK ycunenuro OlNC.1:

1) B MHopMauUnoHHOM cucteme obecnevmBaeTCca paspelleHue 3anycka TOMbKo Tex
NPOrpaMMHbIX KOMMNOHEHTOB, KOTOPbIE SIBHO paspeLleHbl agMUHUCTpaTopoM 6e30nacHOCTY;

2) B MHJOpMauMoOHHOM cucteme obecneynmBaeTca MCMNOMb30OBaHWE CPEACTB
aBTOMaTU3NPOBAHHOINO  KOHTPONA  nepeyHs  (Cnucka) KOMMOHEHTOB  NpOrpamMMHOro
obecnevyeHnsa, 3anyckaemMoro aBTOMaTMYeCKM [Mpu 3arpyske ornepaunuoHHOM CUCTEMbI
CpeAcTBa BbIYUCIIUTENTbHOW TEXHUKMW;

3) B MHOPMALMOHHOM cucrteme obecne4vnBaeTcs ncrnonb3oBaHne
aBTOMaTU3NPOBAHHbLIX MEXaHW3MOB YynpaBreHus 3anyckoM (obpalleHnsiMn) KOMMOHEHTOB
nporpaMmmHoro obecnevyeHus;

4) B nHoOpmMaLMOHHOM cucTeMe obecrneymBaeTcs ynpaBreHne yaaneHHbIM 3amnyckom
KOMMOHEHTOB MporpaMMHoro obecneyeHus (Hanpumep, 3anpeT 3anycka KOMMOHEHTOB
nporpamMmmHoro obecrnevyeHuss Ha OLHOM CPeAcTBE BbIYUCMUTENBbHON TEXHUKM KOMaHOOW C
ApYyroro cpeacTBa BblYUCNUTENBHOM TEXHUKN);

5) B MHopmauunoHHOM cucteme obecneumBaeTcsl yrnpaBrieHNe BPEMEHEM 3arnycka u
3aBeplueHnss paboTbl KOMMOHEHTOB MporpaMMHoro obecrneyvyeHuss (Hanpumep, orpaHuYeHue
3anycka TonbKo B TedeHne paboyero aHs);

6) B WH(popmMaumoHHOM cucteme obecneynBaeTCsl KOHTPOSb  LeNOCTHOCTH
(cocTosiHMsI)3anyckaeMbiX KOMMNOHEHTOB NporpaMmmMHoro obecneyeHus (pannos (B Tom ymcne
KOH(UIypaUMOHHbIX), O06bekTOoB 6a3 [faHHblX, noaknvaemblx ©6ubnuvotek u  gp.) B
cootBeTcTBUM ¢ OLJ1.1;

7) B uvH(OpMaUMOHHON cucteme obecneynBaeTcsl KOHTPOSiIb  OOHOBMEHUSA
3anyckaeMblX KOMMNOHEHTOB NPOrpaMmMHoOro obecneveHus;

8) B UHpopMaunoHHOM cucteme obecneunBaeTcs permcTpaumsi CoobITUI, CBA3AHHbIX C
KOHTPOMEM COCTOSIHUA U OOHOBiEHMEM 3anyckaeMblX KOMMOHEHTOB NPOrpamMHOro
obecneyveHus;

9) B mMHopmauMoHHON cucteme obecneumBaeTcs 3anpeT (b6rnokmpoBaHue) 3anycka
onpeaeneHHbIX OonepaTtopoM KOMMOHEHTOB MPOrpaMMHOro obecnevyeHuns, He npoLllegmnx
ayTeHTuukaumo B cootsetctaum ¢ UAD.7.

CopepxaHue 6azoBoun mepbl OlNC.1:

Mepa 3awwuTtbl Hpopmauum Knacc 3awmeHHOCTU MHOpMaLMOHHOW CUCTEMBI

4 3 2 1

Oric A1 +
Ycunenue OlC.1 1,2,3

OlNC.2 YnpaBneHue ycTaHOBKOW (MHCTannsiLen) KOMNOHEHTOB NPOrpamMMHOro
obecneyvyeHus, B TOM 4YUcrie onpeaerieHMe KOMNOHEHTOB, Noanexalwmx ycTaHoOBKe,
HacTpoWKa napamMeTpoB YCTaHOBKN KOMMNOHEHTOB, KOHTPOJSIb 32 YCTaHOBKOW
KOMMOHEHTOB NporpaMmMHoro oéecne4veHus

TpeboBaHua k peanusauum Ol1C.2: OnepatopoM AOMKHbI ObiTb peanuM3oBaHbI



cnegywowme  QyHKUMM MO YrpaBfeHUto YCTAHOBKOW  (MHCTannsiunmen) KOMMOHEHTOB
nporpaMmmHoro obecnevyeHns HPOPMaLNOHHON CUCTEMBI:

onpegerneHme KOMNOHEHTOB NporpammMHoOro obecrnedeHns (coctasa u KoHduUrypaumm),
noanexatwuux yCcTaHOBKE B MH(OPMALMOHHOM CUCTEME T[OcCre 3arpys3ku onepaumoHHOn
CUCTEMBI;

HacTpoWka napamMeTpoB YCTaHOBKM KOMMOHEHTOB nporpammMHoro obecneveHus,
obecneunBatoLLas UCKIMOYEHNE YCTaHOBKN (€CNN OCYLLLECTBMMO) KOMMNOHEHTOB NPOrpaMMHOro
obecrneyeHns, Ncnonb3oBaHUe KOTopblX He Tpebyetca Oons peanusaumm MHAPOPMaLUMOHHON
TEXHOSIOrMM UHAPOPMALNOHHOM CUCTEMbI (Hanpumep, MNpu 3arnycke YCTaHOBLUMKA MOXHO
BblOpaTb nnNu He BbliOpaTb onpefeneHHble onunn 1, TEM CaMbiM, pa3peLnTb Un 3anpeTuTb
YCTaHOBKY COOTBETCTBYHOLLMX KOMMOHEHTOB NPOrpaMmMHoOro obecneveHms);

BbIOOp KOH(pMrypaumm yctaHaBnMBaeMbIX KOMMOHEHTOB MporpaMmHoro obecneveHus
(B TOM Yncne koHdUrypaumm, npegycMmaTpuaroLmne BKIIOYEHNE B JOMEH, UMK He BKIKYEeHne
B JOMEH);

KOHTPOSIb 3@ YCTAHOBKOM KOMMOHEHTOB MporpammMmHoro obecnevyeHna (coctas
KOMMOHEHTOB, NapameTpbl YCTAHOBKM, KOH(PUrypauns KOMMOHEHTOB);

onpegeneHve N nNpUMEHeHWe napamMeTpoB HACTPOWKM KOMMOHEHTOB MPOrpaMmMHOro
obecrneyeHnsa, BKNOYas MNPOrpaMMHbIE KOMMOHEHTbl CpPeacTB  3awuTbl  MHGOPMaLUuWK,
obecneyvnBaoLLnX peanusaumio Mep 3aWwmnTbl MHPOPMaLMK, a Takke YCTpaHEHNE BO3MOXKHbIX
YA3BUMOCTEN  UH(OPMALMOHHON  CUCTEMbI, MNPUBOOALMX K  BO3HMKHOBEHWUIO  Yrpo3
6e3onacHoCTU NHhopmaumn.

MpaBuna v npouenypbl YyNpaBneHUs YCTAHOBKOW (MHCTannsumen) KOMMOHEHTOB
nporpaMmmHoro obecneyeHust (B TOM 4uUCre YyNpaBfeHUs COCTaBOM W KOHdwurypauuen
nognexawux YCTaHOBKE KOMMOHEHTOB MporpaMMHOro obecneveHusi, napameTpamu
YCTAHOBKKW, napaMeTpamMuM  HaCTPOMKM  KOMMOHEHTOB MpOrpamMHoOro obecneyeHus)
pernaMmeHTUpyoTCS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepatopa no
3awmTe nHpopmMaumm ¢ y4eToM 3KCnyaTaumoHHON AOKYMEHTaLNu.

Tpe6oBaHus kK ycunenuro OINC.2:

1) B MHOPMALMOHHON cUCTEME [OSMKHO obecneynBaTbCs MUCMNOSb30BaHUE CPeacTB
aBTomMaTM3auum Ana NPUMEHEHUA W KOHTPONS napamMeTpoB HACTPOMKM KOMMOHEHTOB
nporpaMmmHoro obecneveHuns, BNUAKOLWKMX Ha 6e30nacHOCTb MHGOpMaLuu;

2) B UH(POPMALMNOHHON cUCTEME AOSMKHbI OblTb peann3oBaHbl aBTOMAaTU3MPOBAHHbIE
MeXaHU3Mbl pearMpoBaHuUsi Ha HECaHKUMOHWPOBAHHOE W3MEHEHWe napamMeTpOB HACTPOWKMU
KOMMOHEHTOB MporpaMMHoro obecneyeHus, BRAMSOWUX Ha 6e30MacHOCTb MHOopMaLmK,
npegycMmatpusatoLine 6okmpoBaHmMe OCTyna K CpeacTBY BbIYUCAUTENBHON TEXHUKU U (UNK)
nHdopMauum, aBTOMATMYECKOE BOCCTAHOBMIEHWE MapaMeTpoOB HACTPOMKM WNu apyrue
AENCTBUS, NPEenaATCTBYHOLME HECAHKUMOHUMPOBAHHOMY AOCTYNYy K WH(OpMauun, KOTOPLIN
MOXeT ObITb MNONy4eH BCNeACTBME HECAHKUMOHMPOBAHHOIO W3MEHEeHUs napamMeTpoB
HaCTPOWKW;

3) B MHOPMALMOHHON cCUCTEMEe OOIMKHO obecneymBaTbCA UCMONb30BaHWE CPEenCTB
aBTOMaTM3auuM AONs  MHCTanNAsauMm U LEeHTpanuM30BaHHONO  ynpasfieHus npoueccamu
WHCTannsuMmM, B TOM 4YUCre C NPUMEHEHMEM MNAKeTOB COOTBETCTBYHOLUMX OUCTPMOYTMBOB
nporpaMmmHoro obecneveHums.

CopepxxaHue 6asoBon mepbl OMNC.2:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

Qric.2 + +
Ycunenume OlC.2 1




OrC.3 YcTtaHOBKa (MHCTannALumsl) TONbKO pa3pelleHHOro K UCnosib30BaHUIo
nporpamMmmHoro o6ecrne4yeHus u (MUnM) ero KOMNOHEHTOB

TpeboBaHua k peanusaumm OIC.3: Onepatopom pommkHa 6bITb obGecnedeHa
yCTaHOBKa (MHCTanNNsauMs) TOMbKO paspeLlleHHOro K UCNosib30BaHU B WH(OpMaLNOHHON
cucTeme nporpammMHoro obecnedeHnst n (MNKn) ero KOMMNOHEHTOB.

YcTtaHoBKa (MHCTannsaumsl) B MHPOpMaLUMOHHON cUCTEME NporpamMmMHoro obecnedeHus
(ewga, TunNa, knacca nporpamMmHoro obecneyeHud) wn  (MnNK)  ero  KOMMOHEHTOB
OCYLLIECTBMNHAETCA C y4eTOM NepeyHs nporpaMMHoro obecneyeHuns n (Unm) ero KOMMOHEHTOB,
paspeLLeHHbIX onepaTopom K yctaHoBke ("6enbi cnucok"), n (Mnu) nepevyHeM NporpamMmmMHOro
obecnevyeHnsa n (MnNn) ero KOMMNOHEHTOB, 3anpeLleHHbIX onepaTopoM K yctaHoBke ("4epHbii
cnucok"). YkasaHHble nepevyHu nporpammHoro obecnedeHnss U (MnM) €ro KOMMOHEHTOB
paspabaTtbiBaloTCA onepaTopomMm Afis MHAPOPMALMOHHON CUCTEMbI B LIENIOM UInu AN BCEX ee
CEerMEHTOB WKW YCTPOWUCTB B OTAENbHOCTM WU (PUKCUPYIOTCA B  OpraHM3aumoOHHO-
pacnopsaguTenbHOM AOKYMEHTauun onepatopa no 3awmte nHpopmaumm (AOKYMEHTUPYIOTCS).

YcTaHoBKa (MHCTannsaumsl) B MHpOpMaLUMOHHON cucTemMe nNporpamMmmMHoOro obecnedeHuns
n (MNKN) ero KOMMOHEHTOB [OSKHA OCYLLECTBMASATLCA TOMbKO OT UMEHUM agMUHUCTpaTopa B
cootBeTcTBumM ¢ YMNA.5.

OnepaTtopom fomkeH obecneymBaTbCA MEPUOLAMYECKUIA KOHTPOSb YCTAHOBMEHHOrO
(MHCTanNNMpoBaHHOrO) B WHAOPMAUWOHHOW CUCTEME MporpaMMHOro obecnevyeHns Ha
npegmMeT COOTBETCTBUSA €ro nepeyvHio nporpaMMHOro obecneyeHus, paspelleHHOMY K
yCTaHOBKe B MHGOpMauMoHHOM cucteme B cootBeTcTBuM ¢ AH3.4, a Takke Ha npegmeTr
OTCYTCTBMSI NPOrpaMMHOro obecneyeHus, 3anpeLeHHOro onepaTopom K yCTaHOBKe.

Tpe6oBaHus k ycunenuro OINC.3:

He ycTaHOBNEHDI.

CopepxaHue 6azoBoun mepbl OINC.3:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

oric.3 + + + +
Ycunenune OlC.3

OIlNC.4 YnpaBneHue BpeMeHHbIMU (hannamu, B TOM YUCHie 3anpeT, paspeLueHume,
nepeHanpasneHue 3anucu, yaaneHne BpeMeHHbIX hannos

Tpe6oBaHusa k peanusauum OINC.4: B wHPOpPMAUMOHHOM CUCTEME [LOSMKHO
OCYLLEeCTBNATbCA ynpaBrieHe BpeMeHHbIMU (hannamn, B TOM 4Yucne 3anpeT, paspelleHue,
nepeHanpasreHne 3anncu, yaaneHne BpeMeHHbIX hannos.

YnpaBneHne BpeMeHHbIMW parnamn [JomkHO obecneuvBaTb nepexsaT  3anucu
BPEMEHHOMN WHopMaumm B pansibl Ha CUCTEMHOM (3arpy3o4yHOM) pasfene MallMHHOro
HOocUTEeNns WHJOpMauuu cpeacTBa BbIYUCIUTENBHOM TEXHUKW U ee NepeHanpasrieHne B
onepaTtuMBHYyO NamMATb U (MNK) B ApPYrorM pasgen MawWHHOMO HOCUTENs WHdopMauumn ¢
nocreayoLlen O4MCTKON (CTUPaHNEM).

OnepaTtopom pformkeH OblTb onpegeneH U 3adUKCUMpPOBAH B OpPraHM3auMOHHO-
pacnopaguTenbHOW AOKYMEHTauuM No 3awmuTe nHgopmauumn (3agoKyMEHTUPOBAH) NOPSIAOK
OYUCTKM (CTUPAHNA) BPEMEHHbIX (hanoB.

TpeboBaHusa k ycunenuto OlNC.4:

1) B MHPOPMALIMOHHOM CUCTEME LOMKHbI OCYLLECTBNATLCS:

a) KOHTPOSIb JOCTYNa K BpeMeHHbIM dhannam;



0) yoaneHve BpeMeHHbIX hannos No 3aBepLleHnn ceaHca paboTbl C HAMMN.
CopepxaHue 6aszoBoun mepbl OlNC.4:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMBI
4 3 2 1
ornc.4
Ycunenue OlNC .4

3.4. 3awmTa MaWMnHHbIX HocuTenen uHdopmauum (3HN)

3HU.1 YyeT MaWMHHbIX HOCUTeNen nHpopmaumm

Tpe6oBaHua k peanusaumm 3HW.1: OnepaTtopom formkeH ObiTb obecnedeH yyer
MaLUMHHBIX HOCUTEenenm MHOPMauMK, UCMNONb3yeMbIX B WH(OPMALMOHHOW cucTeMe Ans
XpaHeHus n 06paboTkn NHpopmauuu.

YyeTy nognexar:

CbeMHble MAallUHHble HOocUTenn WHpopmauun  (raww-HakoNUTeNn, BHELUHWE
HaKOMUTENM Ha XXEeCTKMUX ANCKAX N UHble YCTPOMCTBA);

nopTaTMBHbIE BbIYUCIUTENbHbIE YCTPOWCTBA, MWMeEOLWMEe BCTPOEHHbIE HOCUTENN
UHopMauun (HoyToykn, HeTOyKku, nnaHweTbl, COTOBble TenedoHbl, UMdpPOBLIE Kamepbl,
3ByKO3anucblBaloLme YCTPOMCTBA U MHblEe aHanornyHble no pyHKUMOHaNbHOCTU YCTPONCTBA);

MaLUNHHbIE HOCUTENW MHAOPMALMK, BCTPOEHHbIE B KOPMYC CPEACTB BblMUCANTENBHON
TEXHUKN (HAKOMUTENN Ha XXECTKUX ANCKaXx).

Y4YyeT MalUMHHbIX HOCUTenen MHOopMaumMm BKNOYaeT NPUCBOEHUE PErncTpaumoOHHbIX
(yy4eTHbIX) HOMepoB HocuTenam. B kayecTBe perncTtpauuoHHbIX HOMEPOB  MOTyT
NCronb30BaThCd  UMAEHTUMPUKAUNOHHBbIE (CEPUNHBLIE) HOMEpa MAaLUMHHbLIX  HOCUTESEWN,
NMPUCBOEHHBbIX MPOM3BOOUTENAMM 3TUX MaLLUMHHBLIX HOcUTenen WHdopmauun, Homepa
WHBEHTAPHOro y4eTa, B TOM YMCIe MHBEHTApPHbIE HOMEpPA TEXHUYECKUX CPEenCTB, MMEKLLNX
BCTPOEHHbIE HOCUTENN MHOPMaLUN, U NHblE HOMEPa.

Y4YyeT CbEMHbIX MAaLUMHHBIX HOcCuTenem uHdopMauMM BedeTCsl B XKypHanax ydeTta
MaLUWHHBIX HOCUTenen nHpopmawmu.

Y4yeT BCTPOEHHbIX B MOPTATMBHbIE WKW CTaUMOHapHble TEeXHUYECKNe CpeacTBa
MaLWWHHBIX HOCUTENEeN WHgOopMauMnM MOXeT BEeCTUCb B >XypHanax maTepuarbHO-
TEXHUYECKONO Yy4yeTa B COCTaBe COOTBETCTBYKOLMX TexHudeckux cpeacts. [lpwu
NCMoNnb30BaHMN B COCTaBe OOHOIM0 TEXHUYECKOro cpeactBa MHEOPMALMOHHOW CUCTEMDI
HECKONIbKMX  BCTPOEHHbIX  MalUMHHbIX  HOCUTEenenW  WHOopMaLMKM,  KOHCTPYKTUBHO
06beanHEHHbIX B €4MHbIN pecypc Ans XpaHeHust nHdopmMaummn, OONnyckaeTcsi NPUCBOEHME
perncTpaunoHHOro Homepa TeXHN4YeCKOMY CpeiCTBY B LIENOM.

PernctpaunoHHble MM WHblE HOMepa MoAnexaT 3aHeCeHU0 B XKypHanbl yyeTa
MAaLUMHHBIX HOCUTENen MHAOPMALMM UMK XKypHamnbl MaTepuarnbHO-TEXHUYECKOrO y4yeTa C
yKkasaHnemM nonb3oBaTens wunv rpynnbl nosib3oBaTenen, KOTOpbIM paspelleH AocTyn K
MaLUNHHBIM HOCUTENAM MHAOPMaLIUN.

PasgenbHOMy ydeTy B XypHanax yyeTa noanexar CbeMHble (B TOM 4ucne
nopTaTMBHbIE) Nepe3anncbiBaemble MaLUMHHbIE HOCUTENN MHAOPMaLUK (naLl- HaKoNUTENMW,
CbEMHbIE XXEeCTKNEe OUCKN).

Tpe6oBaHus kK ycunenmro 3HNU.1:

1) onepatopom obecneynmBaeTcsi MapKMpOBKa MaLUMHHBLIX HOCUTENnen WHdopMauum
(TexHnyecknx cpeacTs), AONOMHUTENBHO BKMNOYaoLWas:



a) NHpopMaLnio 0 BO3MOXHOCTU UCMOMNb30BaHNA MALUMHHOIO HOCUTENSA MHopMaLmnm
BHE MH(POPMaALMOHHON CUCTEMBI;

6) nHopMaumo O BO3MOXHOCTM MUCMOSMb30BaHWUS MAalMHHOIO HOCUTENS MHAOpPMaLun
3a npegenamm KOHTPONMPYEMOW 30HbI (KOHKPETHBIX NOMELLEHNN);

B) atpubyTbl 6e30macHOCTK, ykasbiBaloLMe Ha BO3MOXHOCTb WMCMOMb30BaHUSA 3TUX
MaLUMHHbIX HOCcUTEenen uHdopmauum ansa obpaboTkn (XpaHeHusl) COOTBETCTBYHOLLMX BUOOB
MHdopMaLuu;

2) onepatopom obecnevymBaeTcs MapKMpOBKA MaLLUMHHbBIX HOCUTENEN WMHgopMaunn
(TexHu4eckux cpencTtB), AOMOMHUTENBHO BKOYaKWaa HeoTTopraemMylo UMPPOBYHO METKY
HocuTensa nHdopMmaumm onsa obecnedeHnss BO3MOXHOCTU pacrno3HaBaHusa (naeHTudgukaumm)
HOCUTENSA B CUCTEMAaX ynpaBrieHUst 4OCTYMNOM;

3) onepatopom obecneumBaTbCs MapKMPOBKA MaLUMHHbLIX HOCUTENEen WHgpopmaunm
(TexHu4eckux cpencTB), AOMOMHUTENBbHO BKKOYaKLWAs WUCMNOMNb30BaHNE MEXaHW3MOB
pacno3HaBaHus (MAeHTUdMKaUUKn) HocuTens MHopMaLmMm No ero YyHuKanbHbIM U3nyecknm
XapaKkTepucTmkam.

CopepxaHue 6aszoBoun mepbl 3HU.1:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

3HW.1 + + + +
Ycunenne 3HW.1 1a 1a, 16

3HWU.2 YnpaBneHue AOCTYNOM K MallMHHbIM HOCUTENAM UHhopMaLunmn

Tpe6oBaHua k peanusauum 3HWU.2: Onepatopom [OMKHbI OblTb peanv3oBaHbl
cnegyrowme yHKUMM MO YNpaBfeHUo OOCTYNOM K MaLUMHHBIM HOCUTENSM MHOpMaumu,
NCcnosib3yemMblM B MH(POPMALIMOHHON CUCTEME:

onpegeneHne [OOSMKHOCTHBLIX Nul, UMerwmnx GU3NYeCckMin [OCTyn K  MalUMHHbIM
HoCcUTEnaM nHopMaumm, a UMEHHO K CreaytoLnM:

CbEeMHbIM MalUMHHLIM HOCUTENsIM  MHopMaunn  (GnaLll-HaKoNUTEeNn, BHELIHWE
HaKOMUTENM Ha XXeCTKMUX ANCKaX U UHble YCTPONCTBA);

NMOpTaTUBHbLIM BbIYUCIUTENBHLIM YCTPONCTBaAM, MMEILWNM BCTPOEHHbIE HOCUTENN
nHpopmauun (HoyTOyKM, HEeTOyKM, NnaHLWeTbl, COTOBble TenedoHbl, ungpoBble Kamepbl,
3ByKO3anucbIBaloLme YCTPONCTBA U MHbIE aHaNorn4Hble No yHKLUMOHANbLHOCTN YCTPOMCTBA);

MaLUMHHBIM HOCUTENSIM MHOPMaLMK, CTaUMOHAPHO YCTaHaBnMBaeMblM B KOpMyC
CPEACTB BbIYUCIIUTENbHON TEXHWUKM (HAanpumMep, HAaKOMUTENW Ha XXEeCTKMUX ANCKaXx);

npegocTaBneHne uM3MyYeckoro AocTyna K MalUMHHbIM HOCUTENAM WHGOpMaL MK
TONbKO TeM Jfnuam, KOTOpbIM OH Heobxoaum [Ans BbINOMHEHUA CBOUX OOJTHKHOCTHbIX
obazaHHOCTEN (PYHKLMI);

MpaBuna wn npouedypbl [[OCTyna K MAWWHHBIM  HOCUTENAM  MHopmauun
pernaMmeHTUpyTCsS B OpraHM3auMOHHO-pacnopsauTenbHbiX OOKYMEHTax onepartopa Mo
3awmrte nHpopmaumn.

Tpe6oBaHus k ycunenuro 3HN.2:

1) NpUMeHeHne aBTOMAaTU3MPOBAHHOW CUCTEMbl KOHTPONSA (hU3MyYeckoro JOcTyna B
NMOMEeLLIEHNS, B KOTOPbIX OCYLLECTBNSETCA XpaHeHNe MaLUMHHbBIX HocuTenen nHpopmauuu;

2) onevaTbiBaHMe Kopryca CpeacTBa BbIYUCIIUTENBbHON TEXHUKW, B KOTOPOM
CTauUMOHapPHO YCTaHOBMEH MALLMHHbLIA HOCUTESNb MHopMauuu;

3) B MHPOPMaLMOHHON CUCTEME AOSMKHO ob6ecneynBaTbCsl MPUMEHEHNE NPOrPaMMHbIX
(NporpaMMHO-TEXHUYECKUX) aBTOMATU3NPOBAHHbLIX CPeacTB  yrnpaBreHus  (PU3MYecKum



AOCTYNOM K MalUWHHBbIM HOCUTENAM MHGOPMaLnK;
4) KOHTPOMb (PU3NYECKOro AOCTyna nuL K MalWHHbIM HOCUTENAM WHdopMauun B
COOTBETCTBUM C aTpubyTamm 6€30MacHOCTHN, yCTAHOBNEHHBIMW OS5 3TUX HOCUTENEN.
CopepxaHue 6azoBoun mepbl 3HN.2:

Mepa 3awuTbl MHoOpMaLmn Knacc 3awmieHHoCT MHPOpMaLMOHHOM CUCTEMBI

4 3 2 1

3HWN.2 + + + +
Ycunenue 3HN.2

3HW.3 KoHTponb nepemMelleHUs MallMHHbIX HOcUTernen nHdopmauum 3a npegenbl
KOHTPONMUPYEMOMN 30HbI

Tpeb6oBaHua k peanusauumn 3HWU.3: Onepatopom gomkeH obecneymBaTbCsa KOHTPOSIb
nepemelleHnss ucnonb3yemblx B MHPOPMALMOHHOMW CUCTEME MAaLUUHHBIX HOCUTenen
MHdopMauuKn 3a npegenbl KOHTPONMPYEMOWN 30HbI. [pn KOHTpOSie NnepeMeLLeHns MaLlNHHbIX
HocuTenen MHopMaLmMm AOMKHbI OCYLLECTBNATHCS:

onpegeneHne AO0SDKHOCTHBLIX UL, MMeLWMX fNpaBa Ha nepeMelleHne MalUMHHbBIX
HocuTenen nHpopmaumm 3a npeaenbl KOHTPONMPYEMOW 30HbI;

npefocTaBfieHMe rnpaBa Ha nepemelleHne MalUMHHbBIX HocuTenen MHgopmaumm 3a
npegenbl KOHTPONMPYEMOW 30Hbl TOMBbKO TEM JfiMuaM, KOTOPbIM OHO Heobxoanmo Ans
BbINOJSTHEHUA CBOUX OOMKHOCTHbIX 06A3aHHOCTEN (DYHKLUUN);

y4eT nepemeLlaemMbiXx MallMHHbIX HocuTenen nHgopmaumm B cootsetctaum ¢ 3HU.1;

nepuoanyeckasa NnpoBepka Hannuna MallnHHbIX HocuTenen nHopmMauuu.

MpaBuna n npoueaypbl KOHTPONSA NepeMeLLeHns MalLMHHbLIX HocuTenen nHgpopmauum
pernamMeHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauTenbHbiX [AOKYMeHTax ornepatopa no
3awmTe nHpopmaumn.

Tpe6oBaHus k ycunenmro 3HNU.3:

1) onepaTopoM WH(MpOPMALMOHHON CUCTEMbI ONpeaensalTcs 3agjayn (BuAabl
AeaTenibHOCTN, (OYHKUUK), ONS pelleHUs KOTopbIX HeobxoauMmo nepemelieHve MalUMHHbBIX
HocuTenen nHpopmaumm 3a npeaenbl KOHTPONMPYEMOW 30HbI;

2) NpyuMeHeHne B COOTBETCTBMM C 3aKoHopaTenbcTBOM Poccuiickon ®Pepepauuu
Kpuntorpadpmyecknx MeToaoB 3almTbl  UMHOpMaUMK, XPaHUMOW Ha HocuTene, npu
nepemMeLLeHnn MallMHHbIX HocuTenen nHopmMmauumn 3a npeaensl KOHTPOSIMPYEMOW 30HbI;

3) onepaTtopoM ornpeaensieTcs AOMMKHOCTHOE NULO, OTBETCTBEHHOE 3a NepeMelleHne
MaLUWHHbIX HOCUTenen nHpopmaumm;

4) onepaTopoM WH(POPMALMOHHON CUCTEMbI OCYLLECTBASAETCA nepuognyeckas
npoBepka MalUMHHBIX HOcuTenenm wuHdopmauMM mnocre wux BO3Bpata B npegesnobl
KOHTPOSIMPYEMOW 30HbI.

CopepxaHue 6asosoun mepbl 3HN.3:

Mepa 3awuTtbl HpopmaLuunm Knacc 3awmueHHOCTU MHGOPMaLNOHHOW CUCTEMDbI
4 3 2 1
3HWN.3
Ycunenue 3HN.3

3HW.4 UcknioyeHne BO3ZMOXKXHOCTU HECAHKLUMOHMPOBAHHOIO O3HAaKOMIIEHUA C
coaepxaHmem MHcopMaLMm, XpaHSALWENCA Ha MalMHHbIX HOCUTENAX, U (Unun)



MCnosib30BaHUs HOCUTenNen I/IH(*)OpMaLWIVI B UHbIX I/IH(bOpMaLIVIOHHbIX cuncremax

Tpe6oBaHua k peanusaumm 3HWU.4: Onepatopom [OmMKHO obecneymBaTbCs
UCKMIOYEHNEe BO3MOXHOCTU  HECaHKLUMOHMPOBAHHOIO O3HaKOMSIEHUSI C  cogepXaHuem
NMHopMaUUK, XpaHALWENCAa HA MaLIMHHBIX HOCUTENSAX, U (MNK) MCNONb30BaHUSA HOCUTENen
MHOPMaLUUKN B UHBLIX MHPOPMALIMOHHBIX CUCTEMAX.

WcknovyeHne BO3MOXHOCTU HECAHKLUMOHWPOBAHHOIO O3HaKOMMEHUS C COAepKaHWeM
MHOPMaUUK, XpaHALWENCS Ha MaLUUMHHBLIX HOCUTENsX, U (UNK) UCNOoSb30BaHUA HOCUTENEN
NMHopMauun B MHbIX MHPOPMALIMOHHBLIX CUCTEMaXxX AOSPKHO npeaycmMaTpuBaTh:

onpeaeneHne TUMNOB MaLUUHHBLIX HOCUTENen MHopmaumm, nognexalmx XxpaHeHuo B
NMOMELLEHNsX, crneuvanbHO npefHa3HadYeHHbIX A1 XpaHeHUs MaLUMHHBIX  HocuTernen
MHopMauuKn (XpaHunuilie MalvHHbBIX HocuTenen nHdgopmaumm);

PU3NYECKUA  KOHTPOSNb W  XpaHeHMEe MaLUMHHbLIX HocuTenem wuHdopmauum B
noMeLLeHnsax, cneuuanbHO npedHasHavyeHHbIX ANA  XpaHeHUs MaLUWHHBLIX  HOcUTeNneu
MHdopMauuKM (XpaHnnuLle MalLMHHbBIX HocUTenen nHopmawmm);

3aWmTa MalUHHBLIX HOcUTenen WHGOPMauun A0 YHUMTOXEHUSA (CTUPaHUS)) C HUX
AaHHBIX M OCTaTOYHOM WMHpopmauun (MHpopMaunn, KOTOPYH MOXHO BOCCTAHOBUTb Nocne
yOaneHns C MOMOLLbI HewTaTHbIX CpeacTB M MeToAoB) C MCMONb30BaHWEM CpPencTB
CTUPaHNA JaHHbIX U OCTaTOYHOW MHpopMaL K.

MpaBuna w©n  npouedypbl  ynpaereHWd,  HanpasfeHHble  Ha  WUCKIYeHue
HECaHKLUMOHUPOBAHHOIO O3HAKOMSIEHUS C cogepXaHueM WHJOpMauMu, XpaHsWwencs Ha
MaLUMHHBIX HOCUTEnsiX, W (MNN) WCNOSb30BaHUA HOCUTENENW WHOPMauUM B  WUHBbIX
MH(POPMALMNOHHBIX CUCTEMAX, PEerfnameHTUpPYyTCA B OpraHM3aLMOHHO-pacnopsanTenbHbIX
AOKyMeHTax oneparopa no 3awute nHdopmMauuu.

Tpe6oBaHus kK ycunenmro 3HNU.4:

1) onepaTopoM AOSMKHbI MPUMEHSATBCA CPeacTBa KOHTPOMS CbEMHbIX MalUMHHbIX
HocUTEenen nHpopmaumm;

2) onepatopoM AOSPKHbl MPUMEHSTLCS B COOTBETCTBUM C 3aKOHOAATENIbCTBOM
Poccuinckon depepauumn kpuntorpadpudeckme mMetonbl 3awmTbl MHOPMaLNK, XpaHSLencs
Ha MaLLMHHbIX HOCUTENSX;

3) onepaTopoM [JOfKeH OblITb onpegeneH mnepeyb MalUMHHBIX  HOCcUTenen
MHOpMaUUK, Noanexawmx XpaHeHUIo B NOMeELLEHUsX, cneymansHO npegHasHavyeHHbIX Ong
XpaHEHUs MAaLUUHHbIX HOCUTENEen WHMoOpMauun (XpaHWnuuie MalUMHHBIX HOcuUTenemn
MHdopMauunn).

CopepxaHue 6aszoBoun mepbl 3HU.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3HN.4
Ycunenve 3HN .4

3HW.5 KoHTponb ucnonb3oBaHus nHTepgencos Besoaa (BbiBoaa)

Tpe6oBaHua k peanusaumm 3HWU.5: B wnHMpopmMauMOHHON cucTemMe [OSMKeEH
OCYLLIECTBMATLCA KOHTPOSb MCNOSMb30BaHNA MHTEPdENCOB BBOAA (BbIBOAA).

KoHTponb ucnonb3oBaHus (paspelleHne nnu 3anpeT) nHtepdencos Beoga (BbiBoAA)
OOJDKEeH nNpegycMaTpuBaThb:

onpegeneHne onepartopoM UHTEPdENCOB CPEACTB BbIHUCIIUTENBHOM TEXHUKW,
KOTOpble MOryT MCNonb30BaTbCA AN1s BBOAA (BblBOAA) MHAOPMALMK, paspeLlleHHbIX 1 (unu)



3anpeLUeHHbIX K MCMOMb30BaHMIO B MHEPOPMALMOHHON CUCTEME;

onpegerieHMe onepaTtopoM KaTeropui nonb3oBaTenen, KOTopbIM MpeaocTaBneH
AOCTYN K paspeLLeHHbIM K MCNOMb30BaHUIO MHTepMencoB BBoAa (BbIBOAA);

NPUHATME  Mep, UCKYalWwmnx BO3MOXHOCTb  MCMOMb30BaHUS  3anpeLLeHHbIX
MHTepdencoB BBoAa (BbIBOAA);

KOHTPOSNb AO0CTyrna nosib3oBaTenen K paspelleHHbIM K UCMOSb30BaHMIO NHTep(encoB
BBOAA (BbIBOAA).

B «kadectBe Mep, MCKNYaKOWMX BO3MOXHOCTb WUCMOMb30BaHUS 3arnpeLeHHbIX
NMHTepdencoB BBoAA (BbIBOAA), MOTYT NPUMEHATLCA:

onevaTbiBaHWEe UHTepdencoB BBoAA (BbIBOAA);

NCNoNb30BaHME MEXaHNYECKMX 3anmparoLmnx YCTPONUCTB;

yaaneHue gpareepoB, obecnednarolmnx paboty nHtepdencos Beoga (BbiBOAA);

NpUMEHeHne CpeacTB  3awutbl  MHoOpMaumn, obecnedmBalOWnMX  KOHTPOSb
ncnonb3oBaHus nHTepdencos Beoaa (BbiBOAA).

MpaBuna u npouenypbl KOHTPONA WCNOMb30BaHUS MHTepdencos BBoaa (BbiBOAA)
pernaMmeHTUpyTCaS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKYMEHTax onepatopa Mo
3awmrte nHpopmaumn.

Tpe6oBaHus k ycunenmro 3HU.5:

1) B uWHGOpPMaLMOHHOM cucteme [OikHa ObiTb obecrneyeHa perncTpauus
ncnonb3oBaHus nHTepdencos Beoaa (BbiBoaa) B cootsetcteum ¢ PCB.3;

2) onepatopom obecrneymBaeTCa KOHCTPYKTUBHOE (PU3NYECKOoe) MUCKNIYeHne u3
CpeAcTBa BbIYMCNNTENBHOM TEXHUKN 3anpeLleHHbIX K MCMOoNb30BaHUIO MHTepdencos BBoAa
(sbIBOAA);

3) onepatopoM MHGPOPMALMOHHON CcuUCTEMblI obecneymBaeTcss NpPoOrpamMmmMHoe
OTKNIOYEHME 3anpeLLeHHbIX K UCMOoMb30BaHMIO MHTEPdENCOB BBOAA (BbIBOAA).

CopepxaHue 6aszoBoun mepbl 3HW.5:

Mepa 3awuTbl MHOpPMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

3HWN.5 + +
Ycunenne 3HW.5 1

3HWU.6 KoHTtponb BBOAA (BbIBOAA) MH(pOPpMaALIMM HA MAaLLMHHbIE HOCUTENU MHoOpMaLumn

Tpe6oBaHusa k peanusaumm 3HWU.6: B wnHMpoOpmMauUMOHHON cucTeMe [OSMKeH
OCYLLIECTBNATLCA KOHTPONb BBoAa (BbiBOAA) MHGMOPMaUMM Ha MaLIWHHbIE HOCUTENU
MHGopMaLunu.

KoHTponb BBOAa (BbiBOOA) MHGOPMauMM Ha MalUMHHbIE HOCUTENW WHOpMaumnn
AOJTKEH NpegycMmaTpuBaThb:

onpegerneHve onepatopoM TUMNOB HOCUTENEW WHgopmauun, BBOA (BbIBOA)
MHOPMaLUUKN Ha KOTOPbIE NOAMNEXUT KOHTPOSIO;

onpegeneHve onepatopoM KaTeropum nornb3oBaTenen, KOTOpbIM MNpeaoCTaBMeHbl
nosiHoMo4Yna no BBoAy (BblIBOAY) UHGOPMAUUM HA MalUMHHbIE HOCUTENW B COOTBETCTBUWN C
ynpg.2;

3anpeT genCcTBUI No BBOAY (BbiBOAY) MHbOpMaUMn ANd nofib3oBaTenen, He NMELLNX
MOMIHOMOYMA Ha BBOA (BbIBOA) WH(POPMaLUN HAa MaLUWHHbIE HOCUTENW WHOpMaLUKU, U Ha
HOCUTENM MHOPMaLLMK, Ha KOTOpble 3anpeLleH BBO (BbIBOA) MHGDOPMaLUK;

perucTpauusa genctesmm nonb3osatenen u cobbituin No Beoay (BbIBOAY) MHOpMaLUK
Ha MallWHHbIE HOCUTENn nHdopmauum B cootsetcTeum ¢ PCB.3.



MpaBuna wn npouenypbl KOHTpona BBoda (BbiBOAA) MHGOpPMaUMM Ha MalUUHHbIE
HOCUTENW  WMHOPMaUUK  PerfnameHTUpyTCa B OpraHM3aunoHHO-pacnopaguTenbHbIX
AOKyMeHTax orneparopa no 3awiute nHdopmMaumu.

Tpe6oBaHus k ycunenumro 3HN.6:

1) B WHQOPMaAUMOHHOW CUCTEME [OrfbKHa co3daBaTbCa Konusa  MHdopMauuu,
3anMcbiBaemMon nosb3oBaTeNSAMM HA CbEMHbIE MaLUMHHbLIE HOCUTENW MHGOPMaUuK (TEHEBOE
KonnpoBaHue);

2) onepaTopoM AOSMKHbI NPUMEHATBCA CPeacTBa KOHTPONSA MOAKMIOYEHUS CbEMHbIX
MaLUWHHBIX HOCUTenen nHpopmaumu.

CopepxaHue 6azoBoun mepbl 3HN.6:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHOCT MHPOpMaLIMOHHOM CUCTEMBI
4 3 2 1
3HWN.6
Ycunenune 3HW.6

3HW.7 KoHTponb NOAKMIOYEeHNUA MaWMHHBIX HOCUTenen nHcpopmaumm

Tpe6oBaHusa k peanusaumm 3HW.7: B wnHMpOpMaUMOHHON cUCTEME OOSMKEH
obecneunBaTbCs KOHTPOSIb MOAKITIOYEHNS MALLUNHHBLIX HOCUTENen nHpopmaumn.

KoHTposb noaKtoYeHusd MaLLUWHHbIX HocuTenen MHd opMaLmnm JOImKeH
npegycMmaTpusaTb:

onpeaeneHne onepaTtopomM TUMOB HOCUTENEN MHGOPMaLMK, NOOKITHOYEHME KOTOPbIX K
MHdOpMaLUNOHHOW cnucteme paspelleHo B cootsetctBum ¢ YMNMO.2,

onpeaeneHne onepatopoM KaTeropui nonb3oBaTenien, KOTOpbIM MNpPeaoCTaBreHbl
NOSIHOMOYMA MO MOAKMOYEHUID HOCUTENEN K MH(POPMALMOHHOW CUCTEME B COOTBETCTBUM C
ynp.2;

3anpeT  MNOOKMYEHUs HocuUTenenm  MHpopmaumn, MNOAKIOYEHNE  KOTOPbIX K
MHGOPMAaLMOHHOW CUCTEME HE pa3peLLEHO;

perMcTtpauusi OencTBuM  nonb3oBaTenem n  coObITUA MO MNOAKMKYEHUD K
MHdOpPMaLUNOHHOM cucteme Hocutenen B cooteetcTeumn ¢ PCB.3.

MpaBuna u npouenypbl KOHTPONSA NOAKMOYEHUS MALUUMHHBLIX HOCUTENen UHGopMauum
pernameHTUpyoTCa B OpPraHM3auMOHHO-pacnopsavMTenbHbIX [AOKYMEHTax ornepartopa no
3awmTe nHpopmaumn.

Tpe6oBaHus k ycunenuro 3HU.7:

1) onepaTopom JofmkeH obecneymBaTbCA KOHTPOSb MOAKMIOYEHMST  MaLLMHHbIX
HocuTenenm uHdopmMauum C WUCMNONbL3OBaHMEM CPEACTB KOHTPONS MOAKMNIYEHUS CbEMHbIX
MaLUMHHBIX HOCUTENen MHOPMaLMK, NO3BOMAIOWNX YCTaHaBNMBaTb paspeLleHHble U (Mnn)
3anpeLueHHble TUMbl N (MNKN) KOHKPETHbIE CbeMHbIE MAaLUWUHHbIE HOCUTENW MHpopMaumn ons
pasrnuyHbIX KaTeropuin nonb3oBaTtenewn;

2) 3anpeT NogKoYeHns K MHPOPMALMOHHON CUCTEME HOCUTENEN MOoNb3oBaTeNisiMu,
HE UMEKLLUMM NOSTHOMOYNI Ha NOAKNYEHNE HOCUTENEN.

CopepxaHue 6azoBoun mepbl 3HW.7:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
3HN.7
Ycunenne 3HN.7




3HWU.8 YHuuTOXKEeHUue (cTupaHue) nHcpopmaLmm Ha MaWMHHbIX HOCUTENAX NPU UX
nepepayve Mmexay nofib3oBaTesiiMU, B CTOPOHHUE opraHu3auum Ansa peMoHTa unu
YTUNN3aLmm, a Takke KOHTPOJb YHUUYTOXEHUS (CTUpaHus)

Tpe6oBaHua k peanusauumm 3HW.8: Onepatopom [omkHO obecneymBaTbCs
YHUYTOXEHUe (CTupaHue) nHopmaumMm Ha MalIMHHBIX HOCUTENSX Mpy uUx nepegadvye mexay
nonb3oBaTensMui, B CTOPOHHWE OpraHusauum Ang pemMoHTa Wnu yTunusauum, a Takke
KOHTPOJSIb YHUMTOXEHNSA (CTUPaHUS) MHpopMaLnin.

YHUYTOXEHME (CTUpaHne) NHpopMaumm Ha MaLUMHHBIX HOCUTENAX OOMKHO UCKITYaTb
BO3MOXHOCTb BOCCTAHOBMEHUS 3aluuaeMon uHdopmMauuu npu nepegade  MalUHHbIX
HOocuTenenm wMexay nonb3oBaTtendamu, B CTOPOHHME oOpraHv3aumMvM Ans peMoHTa unu
yTunmnsauum.

YHUUTOXEHNIO (CTUPAHWUIO) MOANEXUT MHGOPMaUMS, XpaHAWAsaca Ha UMGPOBbLIX U
HeUNMPpPOBLIX, CbEMHbIX 1 HECbEMHbIX MALUMHHBIX HOCUTENAX MHpopMaLnK.

Mpoueaypbl YHUYTOXEHUS (CTUpaHus) MHOPMaUUM Ha MaLUWHHBIX HOCUTEnsX, a
TaKkKe KOHTPONSA YHUYTOXEHUA (CTUpaHus) uHdopmaumm [O0SmkHbl ObiTb  paspaboTaHsbl
onepaTopoM U BKNIOYEHbI B OpraHU3auuoHHO-pacnopsauTenbHble OOKYMEHTbl MO 3awute
MHOpMaUuK.

Tpe6oBaHus k ycunenmro 3HN.8:

1) onepaTopoM AOMMKHbI BbITb 0becneveHbl perucTpaumsi 1 KOHTPOSMb AENCTBUM MO
yOaneHuio 3almiaeMon MHpopmaumm n YHUHTOXEHUIO MaLLMHHBIX HOCUTESNEeN MHGopMaLnu;

2) onepaTopoM [AOSPKHbI NPOBOAUTBLCA Mepuoguyeckas npoBepka npoueayp W
TeCTUpOBaHUe CPeACTB CTUPaHUS MHAOPMALMK U KOHTPONA yaaneHus nHpopmauuu;

3) onepaTopoM nepea MNOAKNHYEHUEM K MHGOPMALMOHHON cUcTeMe AOSMKHO ObiTb
obecnevyeHo YHUYTOXEHUEe (CTupaHue) mHdopmaumm ¢ HocuTenenm UHdopmMauum nocrne ux
npuodpeTeHns u npu MNEepBUYHOM MOAKMOYEHUN K MHMOPMALMOHHON cucteme, npu
MCNONb30BaHMM B MHbIX MHPOPMALMOHHBLIX CUCTeMax, Npu nepedadye Ans MOCTOSIHHOrO
NCMonb30BaHMS OT OOHOro Mofb3oBaTesia ApPYroMy nosib3oBaTernto, nocne BO3BpaLLeHUs U3
PEMOHTA, a TakKe B UHbIX Cry4asix, onpeaensemblx onepaTopom;

4) onepaTopoM [OMMKHO ObiTb O6ecrneyeHo YHUYTOXEHWE MaLUMHHBLIX HOCUTENewn
MHopMauuK, KOTopble He nNoanexaTt O4nCTKe (HenepesanucbiBaemble MalUMHHbIE HOCUTENU
MHopMauuK, Takue Kak ontudeckune guckm tmna CD-R);

5) onepatopoM [OOSMKHbI MPUMEHATBCS cnefylwme Mepbl MO0 YHUYTOXEHUIO
(cTUpaHuo)  uMHOpMaUMM Ha MaLUMHHBIX HOCUTENSX, WCK4Yalwme BO3MOXHOCTb
BOCCTaHOBNEHMS 3amLaeMon nHdopMauunu:

a) yganeHue ¢annoB LWTATHbIMWU CpeacTBaMm OnepauyMoHHOM CUCTEMbI U (MNK)
dopmaTupoBaHMe  MaLIMHHOIO  HOcUTeNnda  MHopMauuu  WTaTHbLIMA  CcpeAacTBamMu
onepauynoHHON CUCTEMBI;

06) nepes3anncb YHMYTOXaeMblX (CTUpaemblx) pannoB cryvanMHouM OGUTOBOW
nocrnegoBaTenbHOCTbIO, yaaneHue 3anucn o annax, OBHyneHue XypHana dannoBou
CUCTEMbI UMW MOfHasa nepesannucb BCEro agpecHoro NpoCTpaHCTBa MALUMHHOIO HOCUTens
nHopmauunm cny4yaniHou outoBoMn nocneaoBaTenbHOCTbIO o] nocrnegyroLwmm
dopmMaTnpoBaHMEM;

B) O4YMCTKa BcCero (hmM3mMyeckoro npoCTpPaHCTBaA MAaLLUMHHOIO HocuTenst uHdopmaumu,
BKMOYas COOMHbIE N pe3epBHbIE ANIEMEHTbI NaMSATU CneuManm3vpoBaHHbIMU NporpaMmamm
UNn yTUnMTamm npousBoanTens;

r) nomHas MHOroKpaTHas nepesaniCb MALIMHHOIO  HOCUTENA  MHopmauuu
crneumanbHbIMKU BUTOBBLIMU MOCNEAOBATENbHOCTAMU, 3aBUCALLMMU OT TUMA HaKoOMUTens u
ncrnonb3yeMoro MeTtoga KoAMpPOBaHWA MHOpMaUMK, 3aTeM OuYUCTKa Bcero gu3nyeckoro
NpOCTpPaHCTBA HaKoNuUTens, BKMAYas COOWHble W pe3epBHble 3NeMEeHTbl  NaMsAaTu



crneunanmsavpoBaHHbIMU NporpaMmMamMn Unu yTunmtamm npousBoanTens;
A) pasMmarHmynBaHve MallMHHOIO HOCUTErNS UHopMauuu;
e) (PM3MYecKoe YHUYTOXEHWE MaLUMHHOIO HocuTenss WHgopmMauum (B TOM 4ucne
CXuraHve, usmenbyeHne, NnaeneHne, pacllenneHme, pacnbifieHne u gpyroe).
CopepxxaHue 6asoson mepbl 3HN.8:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHoCTV MHopMaLMOHHOW CUCTEMbI

4 3 2 1

3HI.8 + + + +
Ycunernune 3HN.8 5a 1, 56 1, 58 1,2, 3, 5r

3.5. Pernctpauus cobbitn 6esonacHoctu (PCB)

3.5.1. PCB.1 OnpegeneHune cobbiTU 6e30MacHOCTH, Nognexawmx permcTpaumm, n
CPOKOB UX XpaHEeHUA

Tpe6oBaHua k peanusaumm PCB.1: OnepatopoM AOfMKHbI OblTb OnpeaeneHsb
cobbITna 6e3onacHoOCTM B MHPOPMALMOHHOW cucTeMe, nognexawme pernctpaummn, n Cpoku
NX XpaHeHus:.

CobbiTua GesonacHoOCTM, noanexawime pernctpaumm B MHGOPMAaLMOHHOW CUCTEME,
AOSDKHbI  ONpefensaTbCss C yyeToM cnocoboB peanu3auumn yrpo3 6GesonacHocTn Ongd
nHdopmMaunoHHon cuctembl. K cobbiTnam ©e3onacHocTW, noanexawum perucrpauum B
MHOPMALMOHHOM CUCTEME, AOIMKHbI OblTb OTHECEHbI MObble MNPOSABIEHNA COCTOSIHUS
WH(POPMALMOHHON CUCTEMbI U €€ CUCTEMbl 3alnTbl WHGOpPMauUUK, yKasbiBatolMe Ha
BO3MOXHOCTb  HapyLleHusi  KOHuMOeHUManbHOCTM, LENOCTHOCTM UM AOCTYMHOCTU
WHpopmauuKn, AOCTYNHOCTU KOMMOHEHTOB MH(OPMALUMOHHOW CUCTEeMbl, HapyLUeHUs
npoueayp, YCTaHOBMEHHbLIX OpraHn3aunoHHO-pacnopaanuTenbHbIMU AOKYMEHTAMM MO 3aluTe
MHpopmauumn onepaTopa, a Takke Ha HapylleHMe LUTAaTHOro yHKLUMOHUMPOBAHUS CPeacTB
3aLWnTbl MHopMaLmn.

CobbITua 6esonacHoCTW, nognexawme pernctpaumm B MHGPOPMaLMOHHON cUCcTeME, U
CPOKM WX XpaHEHUS COOTBETCTBYHOLLMX 3aNUCEN PErucTPaLMOHHBLIX >KYPHANoB AOJIKHbI
obecneunBatb BO3MOXHOCTb OOHapyXeHusi, MaeHTUdMKauunm M aHanuM3a MWHUUAEHTOB,
BO3HUKLLMX B MH(popMauUMoHHON cucteme. NMoanexart permcrpauum cobbitusi 6e30nacHoOCTH,
CBsI3aHHbIE C MPUMEHEHMEM BbIOpPaHHbLIX Mep Mo 3awuTe nHpopmMaumm B MHOOPMaLMOHHOM
cucteme.

MepeyeHb cobbITUn 6e30MacHOCTU, PEMMCTPaLMS KOTOPbIX OCYLLIECTBIISIETCA B TEKYLLNN
MOMEHT BpPeMEHU, onpeaenseTcs onepatopoM UCXoas U3 BO3MOXHOCTEN peanus3auumn yrpos
6e3onacHoCTM WHGopMaumnm u  UKCUPYETCA B  OpraHu3auMoHHO-pacnopsauTenbHbIX
AOKYMeHTax no 3awmte nHdopmMmaumm (4QOKYMEHTUpPyeTCs).

B uHdopmauMoHHOM cucTemMe Kak MWHUMYM MoAfiexar perucrtpauuu cnegywowive
cobbITUS:

BXO4 (BbIXOA), @ Takke MOMbITKM Bxoga CyObeKkToB [OCTyna B WMH(OPMALVNOHHYHO
CUCTEMY M 3arpy3ku (ocTaHoBa) onepaumoHHON CUCTEMDI;

NOOKIMOYEHME MALUMHHBIX HOCUTENen WuHdoOpMauuM W BbIBOL WHGOpMauun Ha
HOoCUTENU MHdopMaLUuu;

3anyck (3aBepLueHue) nporpamMm W nNpoueccoB (3agaHui, 3agad), CBA3aHHbIX C
obpaboTkon 3awmiaemon nHpopmaumm;

nonbiTKM  [OCTyna MNpOrpaMMHbIX  CPeacTB K onpedenseMbiM  onepaTtopom



3awuuaembim obbekTam gocTtyna (TEXHUYECKMM CpeacTBaMm, y3nam ceTu, NMMHNAM (KaHanam)
CBAA3W, BHELLUHMM YCTpOMCTBaM, nporpaMmmam, Tomam, Katanoram, dannam, 3anncam, nonam
3anucen) n HbIM obbekTam AocTyna;

nonbITKN yaaneHHoro JocTtyna.

CoctaB u copgepxaHue wuHGopmauum o cobbiTnsax 6e3onacHOCTH, noanexalnx
pernctpauuu, onpegenstoTcs B cootseTcTeum ¢ PCB.2.

TpeboBaHus k ycunenuto PCB.1:

1) onepatopom gormkeH obecneynmBaTbCa  MNEPECMOTP  MNepeyHs  CobbITUR
Ge3onacHoCTW, nognexaiumx perncrpauumn, He MeHee Yem OAMH pa3 B rod, a Takke no
pesynbTatam KOHTPONs (MOHUTOpMHra) 3a obecrneyeHMeM YpPOBHSA  3aLLMLLEHHOCTU
MHdOpMauuK, cogepxallencs B UHPOPMaLNOHHON CUCTEME,;

2) onepatopoM B MepeyvyeHb coObITMM 6Ge3onacHOCTW, noAanexawmx perncrpaummn,
AOIMKHbI BbITb BKNOYEHbI COOLITUS, CBA3AHHbIE C AENCTBUAMU OT MMEHWN NPUBUIErMPOBAHHbIX
YYETHbIX 3anucen (aAMUHNUCTPATOPOB);

3) onepatopoM B nepeyvyeHb cOObITMM 6Ge3onacHOCTW, noAafexawmx perncrpaumm,
AOIMKHbI BbITb BKIMOYEHbI COOLITUSA, CBA3@HHbIE C UBMEHEHMEM MPUBUNETNA YYETHBIX 3anucen;

4) onepaTopoM AofmkeH OblTb obecrneyeH CpPOK XpaHeHus uHdopmauum o
3aperncTpmpoBaHHbiX cobbiTMAX 6e30MacHOCTM He MeHee Tpex MecsileB, eCnu MHOe He
yCTaHOBIeHO TpeboBaHUAMM 3aKoHoAaTenbcTBa Poccurckon ®epepauun, npu 3TOM:

a) OCyLeCTBNAeTCA XpaHeHMe TONbKO 3anMcer O BbISBNEHHbIX  COBbITUAX
BesonacHocTy;

0) ocyLlecTBnNsIeTCA XpaHEHME 3anncen O BbISBMNEHHbIX COBbITUAX Ge3onacHocTU n
3anncen CUCTEMHbIX >KYpHanoB, KOTOPble MOCAYXWNN OCHOBaHMEM [Anfis  perucrpaumm
cobbITna 6e3o0nacHoOCTY;

B) OCYLECTBNSAETCA XpaHEHWE >KYpHanoB MPWUIIOXKEHUN, KOTOPble MNOCAYXUIK
OCHOBaHMEM ANs permcrpauum cobbiTua 6€30nacHOCTY;

r) OCYyLIEeCTBNSETCA XpaHEHMe BCEX 3anncel CUCTEMHbIX XYPHanoB W cOObITMI
©e3onacHoCTH;

[) OCYLLLECTBNAETCHA XPaHEHNE BCEX 3annCcen XXypHanoB NPUIOXeHUN.

CopepxaHue 6azoBou mepbl PCB.1:

Mepa 3awuTel MHpOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI
4 3 2 1
PCB.1 + + + +
Ycunewne PCB.1 1, 3, 4a 1,2, 3,46

PCB.2 OnpegeneHune cocTtaBa U coaepxaHusa nHopmaumm o cobbITUsIX 6e3o0nacHoOCTH,
noanexaiwmx perucrpaugum

Tpe6oBaHua k peanusauum PCbB.2: B vHMOpMaUMOHHON cucTemMe AO0SMKHbl ObiTb
onpeaeneHbl COCTaB U cogepXaHne nHdopmaumm o cobbiTnssx 6e30nacHOCTM, noanexalumx
perncTpauum.

CoctaB u copepxaHue uHdopmaumm o cobbiTnax ©e3onacHOCTW, BKNKOYaAEMOW B
3anucu peructpaumMm o cobbiTusax 6e3onacHOCTM, LOMKHbI, Kak MWHUMYM, obecneuvnTtb
BO3MOXHOCTb MAEHTMdUKaummn Tuna cobbiTus 6e3onacHOCTU, AaTbl U BPEMEHU COObITUS
6e3onacHoCTW, MAEHTUPUKALMOHHON WHOpMaUUM UCTOYHMKA CcobbiTus ©e30nacHOCTH,
pesynbtat cobbiTus 6Ge3onacHOCTM (YCMewHO Wnu  Heycnewdo), cybbekT gocTyna
(nonb3oBatenb u (MNK) Npouecc), CBA3aHHbIN C AaHHbIM cObbITMEM Be30MacHOCTN.

Mpu pernctpaumm Bxoda (Bbixoda) Cy6GbeKToB AOCTYNa B MH(POPMAaLIMOHHYIO CUCTEMY U
3arpysku (octaHoBa) ornepaumMoOHHON CUCTEMbI COCTaB U coaepxaHue MHopMaLmMm OOMKHbI,



Kak MUHMMYM, BKMoYaTb gaTy M Bpemsi Bxoda (Bbixoda) B cuctemy (M3 CUCTEMbI) UMK
3arpysku (octaHoBa) OnepauMoOHHOM CUCTEMbI, pe3yrnbTaT NOoMbITKU BxoAda (ycrnewHas unu
HeycnewlHas), pe3ynbTaT NOoMnbITKM 3arpy3kn (OCTaHoBa) onepaumMoHHON CUCTEMBI (YyCrneLllHas
UNKn HeycnewHasa), AeHTUUKaTop, nNpeabaBeHHbIN NPY NONbITKE AOCTYynNa.

Mpn pernctpaumm nNOAKMIOYEHMS MALUMHHBIX HOCUTEnen uHdopmMauMM U BbiBOAA
MHOpMaLUKM Ha HOCUTENU MHAOPMALIMK COCTaB U CoAepXaHne perncTpaumoHHbIX 3anucen
AOIDKHbI, KaKk MWHMMYM, BKIOYaTb AaTy M BpeMsA MOAKMYEHUS MAaLUMHHBIX HOCUTenewn
WHopmauun n BbiIBOAa MHAOPMaLMU Ha HOCUTENU MHOPMaLMK, FIorM4eckoe nms (Homep)
NoAKNO4YaeMoro MallMHHOIO HocuTens MHdopmaumn, naeHtudukaTop cybbekta aoctyna,
OCYLLIeCTBNSAOLWEro BblBOA MHGOPMaLMK Ha HOCUTENb MHAOPMaLLMK.

Mpn pernctpaumn 3anycka (3aBepLueHusi) nporpaMmMm M NpoueccoB (3agaHun, 3agad),
CBA3aHHbIX C o06paboTkoM 3awuwaemMon WHpopMaumm CcoctTaB U coaepxaHue
PErMCTPauNoHHbIX 3anmMcen AOSMKHbI, KaK MUHUMYM, BKNOYaTb AaTy U BpeMs 3anycka, Ums
(noeHTUdUKaTOP) nporpammbl (Npouecca, 3agaHus), naeHTudukaTop cybbekta goctyna
(ycTponcTBa), 3anpocuBliero nporpammy (npouecc, 3agaHuwe), pesynbTaT 3anycka
(ycnewmHbIn, HeyCcneLlHbIn).

Mpn permctpaumm MNOMNbITOK AOCTyna NpOrpaMMHbIX CPeAacTB (nporpamMm, NpoLeccos,
3agad, 3agaHuin) K 3almiiaemMbiM doarnam CocTaB 1 coaepxaHne permcTpaunoHHbIX 3anncen
AOJMKHbI, KAK MMHUMYM, BKNOYaTb AaTy U Bpems MonbITKM AOCTyNa K 3aluwaemomy danny ¢
ykaszaHnem ee pesynbTata (ycnewHas, HeycnewHas), naeHtudukaTtop cybbekta gocTtyna
(ycTponcTsa), cneumdurkaumio sawuaemMoro ganna (fiormd4eckoe nms, Tun).

Mpun permcTpaumm NONbITOK 4OCTYyNa NPOrpaMMHbIX CPEACTB K 3almiiaeMbliM o6bekTam
poctyna (TEXHUMYECKMM cpeactBam, y3nam CceTn, NMHUAM (KaHanam) CBsi3W, BHELUHUM
yCTpoOWCTBaM, nporpamMmmam, TomMaMm, KaTanoram, 3anucam, MOonsiM 3anucen) cocTaB U
cogepXaHne MHGOPMaLMM OOMKHbI, Kak MUHUMYM, BKMYaTb AaTy M BpPeEMS MOMbITKM
AocTyna K 3awuuaemMomMy obbekTy € ykaszaHnem ee pesynbrarta (ycrneluHas, HeycnewHas),
naeHtTudumkaTop cybbekta goctyna (ycTpowmcTtea), cneumdukaumioo salmiiaemMoro obbekTa
aocTtyna (norundeckoe umsa (Homep).

Mpwn perncTpauumn NonbITOK yaaneHHoro AocTtyna K MHpopMaLunoHHON cucTemMe COCTaB
N coaepxaHne WHOPMaLUM AOSMKHbI, KaKk MUHUMYM, BKMOYaTb AaTy U BpeMs MOMbITKMU
yAaneHHoro JocTyna ¢ ykasaHnem ee pesynbTaTta (ycrnelwHas, HeycnelwHas), MaeHTugukaTop
cybbekta pgoctyna (yCTpOWCTBa), WCMNOSMb3yEMbI MNPOTOKON OOCTyna, WCMNONb3yeMbli
WHTepdpenc goctyna u (Mnu) MHYH UHPOPMaUMIo O MOMbITKAaxX yAaneHHoro aocrtyna K
MHGOPMAaLNMOHHOW CUCTEME.

CoctaB un cogepxaHue WHGopmaumm o cobbiTusax 6e3onacHOCTM, noanexalunx
perncTpauumn, OTpaXkarTCs B OpraHvM3auMOHHO-pacnopaauTenbHbiX OKYMEHTax onepartopa
no 3awnte nHpopmaumm.

TpeboBaHusa k ycunenuro PCb.2:

1) B WHQOPMaAUMOHHOM cucteme obecrneymBaeTca 3anucb OOMNOSTHUTENBHOWN
NMHpopmauumn o cobbiTnAx 6Ge30nacHOCTK, BKIOYAKOLLYHO:

a) NONHOTEKCTOBYK 3anucb NPUBUMNETNMPOBaHHbLIX KOMaHL (KOMaHg, YnpaBrstoLmx
CUCTEMHbBIMU PYHKLNAMMN);

0) 3anucb ceTeBbIX NOTOKOB (4AaMMOB), CBA3aHHbIX C COObITMEM Be30nacHoOCTY;

2) B WH(pOpMaLMOHHON cucTeme obecneuymBaeTca LEeHTpanu3oBaHHOE YynpasreHue
3anucsamMm permctpaumm cobblitun 6e30MacHOCTU B pamMKkax CEerMeHTOB WHMOpMauNoHHOM
CUCTEMBI, onpeaensaemblx onepaTopoMm, 1 (M) HPOPMaLMOHHON CUCTEMBI B LIENOM;

3) B MHGOpMauUMOHHOM cucTeme obecneumBaeTcs WHOMBUAYarbHas perucrpaums
nons3oBaTerien rpynmnoBbIX YYETHbIX 3annucen*;

4) B UHGhOpPMALMOHHOM cucTeMe obecnednmBaeTcs permctpaumsa nHopmaumm o MecTe
(B wacTHOCTM ceTeBOW afgpec, reorpaduyeckas npueaska u (unu) gpyraa nHdopmauus), c



KOTOPOro OCyLLeCTBNAETCHA BXo4 CyObekToB A0CTyna B MHPOPMALMOHHYIO CUCTEMY;

5) B MH(pOPMALMOHHON CUCTEME COCTaB M COAEPXaHWE PErucTpauuoHHbIX 3anucen
npu perncTpauumn 3amnycka npoueccoB (NPUNOXEHUI) OOSDKHbI BKNOYaTb cregyrome
cBefeHus:

a) napamMeTpoB 3arnycka npolecca (NPUnoXeHus);

0) NPOAOMKUTENBHOCTL PaboThI;

B) oObekTbl [OCTyna, K KOTOPbIM OCywWecTBNAnocb obpalweHne npouecca
(NnpunoxeHus);

I') NICNOJSIb30BaHHbIE NPOLECCOM (MPUNOXEHUEM) YCTPOWUCTBA,

6) B MHpOpPMaLMOHHON cucteme obecneymBaeTca 3anucb criegyowen nHpopmaumn,
CBSA3aHHOW C JOCTYNOM K 06bekTtam AocCTyna (B 4aCcTHOCTU K dhannam):

a) Tun goctyna (B TOM YMCne YTEHUE, UCNONHEHWE, 3anncb 1 (UNKN) NHbIE TUMbI);

6) nameHeHue atpmbytoB 06bekTOB AocCTyna(npaBa [OCTYNa, KOHTPOSbHbIE CYMMbI,
pasmep, cogepXxaHue, nyTb, TUM U (UNK) UHble aTpubyThl);

B) NPOOOIMKUTENBHOCTL AOCTYNA.

CopepxaHue 6azoBoun mepbl PCB.2:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHoCT MHpOpPMaLMOHHOMN CUCTEMBI
4 3 2 1

PCB.2 + + + +
Ycunenne PCB.2 1a 1a

* JlokanbHble N JOMEHHbIE rpynnbl nonb3oBaTerien.

PCB.3 C6op, 3anucb n xpaHeHne nHcpopmaumm o cobbITUAX 6e30MacHOCTU B TeHYeHUe
YCTaHOBJIEHHOIO BPeMeHU XpaHeHust

Tpe6oBaHua k peanusaumm PCB.3: B uvHdoOpmaumoHHOM cucTEME OOSMKHbI
ocyLlecTBnATbCA cbop, 3anuMcb M XpaHeHue uHdopmauum O cobbiTuax GesonacHocTU B
T€YeHMe YCTaAHOBIIEHHOrO OMepaTtopoM BPEMEHU XpPaHEHUs1 WMHgopMaunMm O CoObITUAX
B©esonacHocTu.

Cbop, 3anucb M XpaHeHue WHdopMauunm o cobbiTuAX 6Ge3onacHOCTM B Te4yeHue
YCTaHOBIEHHOIO BPEMEHU XpPaHEeHUs OOSMKEH npeaycmMaTpmBaTh:

BO3MOXHOCTb Bblbopa agMuHMCTpaTopoM ©Oe3onacHoCcTU cobbiTun 6e3onacHoCTH,
nognexawmx permctpauum B TEKYLLMIA MOMEHT BPEMEHU N3 NEPEYHs cobbITUM 6e3onacHOCTU
onpeneneHHbix B cootBeTcTBun ¢ PCB.1;

reHepaumto (cbop, 3anucb) 3anucen perucTpauum (ayamta) Ans  cobbITun
©es3onacHocTn, nognexawmx pernctpaumm (ayguty) B cootsetctsumn ¢ PCB.1 ¢ coctaBom 1
coaepXaHnem nHgpopmauuu, onpegernieHHbiMn B cootsetcTemm ¢ PCB.2;

XpaHeHne uHdopmaumm O cobbiTussx 6e30nacHOCTM B TEYEHME BPEMEHM,
yCTaHoBreHHoro B cootseTtcteum ¢ PCB.1.

Ob6beM namaTh ans xpaHeHust tHdopmMauum o cobbITuaX 6e30NacHOCTN OOMKEH ObITb
paccunTaH 1 BblAENEH C y4€TOM TUMNOB COObITUI Be30MacHOCTU, Nnognexawmux perncTpauum B
cootBetcTBUM ¢ PCB.1, coctaBoM 1 cogepxaHnem nHgopmaumm o cobbITuax 6e3onacHoOCTH,
nognexawux peructpauun, B cooTBeTctBuM ¢ PCB.2, nporHo3upyemon 4acToTbl
BO3HWKHOBEHNSA NoAanexawmx perucrpaumm cobbiTuin 6e30nacHOCTM, CpoKa XpaHeHus
MHdOpPMaLUUKM 0 3aperMcTpUpoBaHHbIX CObbITUAX 6e3onacHocTn B cooTBeTcTBMM ¢ PCH.1.

MpaBuna u npouenypbl cbopa, 3anMcn U XpaHeHus uHpopMauMm O COBbITUAX



6e30nacHOCTM pernamMeHTUpYTCaS B  OpraHM3auWoOHHO-PACNOPSAUTENbHBLIX OOKYyMEHTax
onepartopa no 3awute nHpopmauun.

TpeboBaHus k ycunenuio PCB.3:

1) B WHGOPMALMOHHOM CUCTEME [OMKHO OblTb 0OGecnevyeHo UeHTpann3oBaHHoOe
aBTOMaTU3NPOBaHHOE YyrnpaBrieHne cOopoM, 3anncbld W XpaHeHnem uHdopMaumm o
cobbITnAX GesonacHoCTH;

2) B WH(OpmMaLMOHHON cucteme obecneumBaeTcs obbeanHeHWe MHOpMauMM U3
3anucen permctpaumm cobbITnin 6e3onacHOCTU, NOSTYYEHHOW OT pPasHbIX TEXHUYECKUX CPEeACTB
(yctponctB), nporpammHoro obecnevyeHmss MHPOPMAUMOHHOW CUCTEMbI, B €AWHbIN
NOrMyecknin nnn oUsn4ecKUn XypHarn aygurta ¢ koppenauuen nHgopmaumm no BpemMeHn ans
CBOEBPEMEHHOIO BbISBMEHWS MHLUMAEHTOB U pearnpoBaHns Ha HUX;

3) B MH(opmaumoHHon cucteme obecneuymBaeTca obbeguHeHne uHdopmaumm m3s
3anucen permctpaumm cobbiTnin 6€30nacHOCTU, NOSTYYEHHOW OT pPa3HbIX TEXHUYECKUX CPEACTB
(ycTtponcTt), nporpammMHOro obecneyeHns WHPOPMALMOHHOM CUCTEMbI, B €OUHbIN
NOrnNYecKnn Unn OU3MYEeCcKUn XXypHan aygurta ¢ koppensuuen nHgopmaumm no cobbiTuam
6e3onacHOCTM ANA CBOEBPEMEHHOINO BbISABMEHUS MHUMAEHTOB U pearmpoBaHWs Ha HUX B
MacluTabax onepaTopa;

4) B WHGOPMAUMOHHOM cucteme obecneumBaeTCsi XpaHeHue 3anucen CUCTEMHbIX
XypHanoB u 3anuncen o cobbiTuax GesonacHoCcTM B 000COBNEHHOM XpaHunuie, onusnyeckm
OTAENEHHOM OT TEXHUYECKUX CPeACTB, BXOAALMX B COCTaB MH(POPMALMOHHOM CUCTEMBI.

CopepxaHue 6azoBou mepbl PCB.3:

Mepa 3awuTbl MHPOpPMaLMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1

PCB.3 + + + +
Ycunenune PCB.3 1 1

PCB.4 PearnpoBaHue Ha c6ou npu perucrpauum cobbITMiM 6€30NacHOCTU, B TOM YuUcne
annapartHble U NporpamMmHble OoWwn6KK, coon B MexaHuamax cobopa nHcpopmaumm m
DOCTUXKeHUue npeaena unu nepenosiHeHMsa oobLema (eMKOCTU) NaMATH

Tpe6oBaHusas k peanusaumm PCbB.4: B uvH(popmMauMoOHHON cucteme [LOSMKHO
OCYLLECTBMATbCA pearnpoBaHne Ha cbou npu perncrtpauum cobbitnin 6e3onacHocTn, B TOM
yucne annapaTHble U nporpaMmMmHble owmnbku, cbonm B MexaHuamax cbopa mHdopmMaumm m
AOCTWXKeHWe npeaena unv nepenosiHeHns obbema (EMKOCTU) NaMATH.

PearmpoBaHne Ha cbou npu perncrtpaumm cobbiTui 6e30MacHOCTU  AO0JMKHO
npegycmaTpmuBathb:

npegynpexgeHve  (CurHanusauus, UMHAMKauMs) agMuMHUCTpatopoB O  cbosx
(annapaTHbIX M MNpOrpaMMHbIX OwunbKkax, cbosx B MexaHuamax cbopa mHdopMaumm unu
nepenosnHeHns obbema (EMKOCTU) NaMATH) Npy perncTpaumm cobbiTnin 6e3onacHoCTy;

pearnpoBaHue Ha cbou npu permctpaumm cobbiTun 6e3o0nacHOCTN NyTEM M3MEHEHMS
agMunHUCTpaTopamMn napameTpoB cbopa, 3annucu n XpaHeHus uHoOpMauum O CobbITUSX
6e3onacHoOCTH, B TOM YMCIe OTKITHYEHNE 3anMcn MHopmaumm 0 cobbiTusx 6e3onacHoCcTM OT
4acTU KOMMOHEHTOB MH(OPMALMOHHOW CUCTEMbI, 3anucCb MOBEPX YCTAPEBLUMX XPaHUMbIX
3anucen cobblTnin 6e30nacHOCTM.

MpaBuna wn npouenypbl pearMpoBaHna Ha cbou npwu pernctpaumm cobbiTun
©e3onacHOCTM pernamMeHTUpYTCAS B  OpraHU3auVoHHO-PACNOPSAUTENbHBLIX OOKYyMEHTax
oneparopa no 3almte nHpopmMauuu.

Tpe6oBaHus k ycunenuto PCb.4:



1) B MHJOpPMauMOHHOM cucteme obecnednBaeTcs Bblgaya npegynpexaeHns
agMUHUCTpATOpy NpW 3anofIHEHWM YCTAHOBMEHHOW OMepaTopoM YacTu (NPOUEHT wnn
dakTnyeckoe 3HayeHne) obbema namsaTM Ons  XpaHeHus WHgopmauum o  cobbITMAX
BGesonacHoCTW.

2) B MWHGOPMaUMOHHOM cucteme obecnevmBaeTcsl Bblgadya npegynpexaeHns
agMuMHUCTpaTtopy B MacwTabe BpemeHu, ONM3KOM K peanbHOMy, MNpWU  HACTynneHun
KPUTUYHbIX cOOEB B MexaHM3Max cbopa nHdopmaLlmm, onpeaeneHHbIX onepaTopom;

3) B nHpopmaumoHHon cucteme obecneunmBaeTcs 3anpeT o6paboTkn nHpopmaumm B
crniyvae annapaTHbIX UM NporpaMmHbIX ownbok, cboeB B MexaHnamax cbopa mHdopmalmm
UM AOCTMXKEHUS npefena unv nepenonHeHns odbbema (EMKOCTU) NaMATH.

CopepxaHue 6asoBou mepbl PCB.4:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
PCBE.4 + + + +
Ycunexvne PCB.4 1a, 2

PCB.5 MOHUTOPUHr (NPOCMOTP, aHanus3) pe3ynbTaToB perncrpaumm coobITumn
6e30nMacHOCTM U pearMpoBaHue Ha HUX

Tpe6oBaHua k peanusaumm PCB.5: Onepatopom [OMKEH OCYLLECTBNATLCSA
MOHUTOPUHT (MPOCMOTP, aHanus) pesynbTaToB perucrpauum cobbitun 6es3onacHocTn wu
pearMpoBaHue Ha HUX.

MOHUTOPUHI  (MPOCMOTP W aHanu3) 3anucen peructpauuu (ayguta) [OSMKeEH
NpoBOAMTLCA ONsi BCeX cObbITUA, noanexawmx pernctpaumm B cootsetcteum ¢ PCB.1, n c
NepuoanYHOCTbIO, YCTaAHOBIIEHHOM oOnepaTtopoMm, U obecnevmBalolLen CBOEBPEMEHHOEe
BbISIBNIEHNE NPU3HAKOB MHLMAEHTOB 6e30nacHOCTM B MH(POPMALMOHHOWN CUCTEME.

B cnyyae BbiiBNeHWe NPU3HAKOB WHUMOEHTOB Ge30nacHOCTM B WH(OPMaLMOHHON
CUCTEME OCYLLECTBNAETCA NNaHNPOBaHME N NPOBEAEHNE MEPONPUSATUIA MO pearMpoBaHUIo Ha
BbISIBNIEHHbIE MHUMAEHTbI 6€30NacHOCTMW.

MpaBuna w© npouenypbl MOHUTOPMHIra pes3ynbTaTtoB perucTpaumm  cobbITUn
GesonacHOCTM UM pearMpoBaHMsi Ha HUX PEerrnaMmeHTUpylTCca B OpraHM3aLMOHHO-
pacnopsaguTenbHbIX AOKYMeHTax onepaTopa no 3awuTe nHgpopmaumn.

Tpe6oBaHus k ycunenuto PCB.5:

1) B MH(POPMALMOHHON cuUcTeMe LOMMKHbI obecrneymBaTbCs UHTErpaums pesynbTaToB
MOHUTOPUHra (MPOCMOoTpa U aHanuaa) 3anucen permctpauumn (ayamra) us pasHbiX MICTOYHUKOB
(>KypHanos, xpaHunuL, MHopMauumn o cobbITnAx 6e30MacHOCTU) U UX KOPPENALMS C Lenbio
BbISIBNEHNSA NHUMOEHTOB 6€30MacHOCTU N pearMpoBaHUs Ha HUX;

2) B WHJOpMaAUMOHHOM cucTteme obecneymBaeTcd MHTErpauus npoueccos
MOHUTOPUHra (NPOCMOTPa, aHanusa) pesynbTaToB perncrpauumn cobbiTin 6es3onacHocTu C
pesynbTatamMuM aHanusa YA3BUMMOCTEW, npoBoaumMoro B cooTteBeTctBuM ¢ AH3.1, u
pesynbTatamum oBGHapyXeHuUsi BTOPXEHWI, npoBoammoro B cooTsetctBum ¢ COB.1 ¢ uenbio
YyCUINEHNS BO3MOXXHOCTEN NO BbISABNEHWNIO MPU3HAKOB MHUMOEHTOB 6e30nacHOCTY;

3) B WH(pOpMaUNOHHOW cucTeme obecneynBaeTca MOMHOTEKCTOBLIN  aHanu3
NPUBUNErMPOBaHHbIX KOMaHA;

4) onepaTtopoM obecneymBaeTCs aHann3 3anncaHHbIX CeTeBbIX NOTOKOB (4aMMOB).

CopepxaHue 6azoBoun mepbl PCB.5:

\ Mepa 3awmThl MHdopmaLmn | Knacc 3awmieHHoCT MHPOPMaLMOHHOW CUCTEMDI




PCB.5 + + +

+

Ycunenne PCB.5 1

PCB.6 NeHepupoBaHue BpeMeHHbIX METOK U (UNN) CUHXPOHU3aLUA CUCTEMHOIO
BpeMeHu B MH(pOPMaLIMOHHOWN cUcTeme

TpeboBaHua k peanusaumm PCB.6: B uvHdopmaumoHHOW cucteme AOSMKHO
OCYLLECTBMNATLCA rEeHepUpoBaHME HaOEXHbIX METOK BpeMeHn U (Mnn) CUHXPOHU3aUUS
CUCTEMHOIO BPEMEHM.

[MonyyeHne METOK BpeMeHW, BKMYawLWKUX AaTy W BpeMs, WUCNoSib3yeMblX Mnpwu
reHepaumm 3sanucen peructpauumn (ayauta) cobblTmin 6e3onacHOCTU B WMH(OPMaLMOHHON
cuctemMe  OoCTUraeTca  nocpefcTBOM — MPUMEHEHUS  BHYTPEHHUX CUCTEMHbIX 4acoB
MHOPMALNOHHON CUCTEMBI.

Tpe6oBaHus k ycunenuto PCB.6:

1) onepaTopoM WH(POPMALMOHHON CUCTEMblI LOSMKEH OblTb onpefeneH WMCTOYHUK
HaOEeXHbIX METOK BpeMeHW; B WH(POPMAUNOHHOW CUCTEME [OSDKHA BbINOMHATLCS
CYHXPOHM3aLUMsi CUCTEMHOIO BPEMEHW C NEPUOANYHOCTBIO, ONpeaerieHHON onepaTopoM.

CopepxaHue 6azoBou mepbl PCB.6:

Mepbl 3aWmnTbl MHOpMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOW CUCTEMBI
4 3 2 1
PCB.6 + + + +
Ycunenne PCB.6 1

PCB.7 3awuTta nicpopmaumm o cobbITUAX 6€30nacHOCTU

Tpe6oBaHusa k peanusaumm PCB.7: B wnHdpopmMaumoHHONW cucTemMe [OSMKHa
obecneunBaTbCcA 3awmTa MHPopMauumn o cobbITnAx 6e3onacHoOCTu.

3awmta nHdopmMmauun o cobbiTnsax BGesonacHoCcTM (3anucsx peructpauumn (aygura))
obecneunBaeTca NpPUMEHEHNEM Mep 3alnTbl MHGOPMaLUMM OT HEMPaBOMEPHOro [OCTyNa,
YHUYTOXEHUS WUNU  MOOUUUMPOBAHUA, oOrnpedesieHHbIX B COOTBETCTBUM C HACTOSLWMM
METOONYECKUM [OOKYMEHTOM, M B TOM 4UCMEe BKNHOYaeT 3awuTy CpeacTB BeaeHus
peructpauuu (ayamra) n HacTpoek MeXaHM3MOB pernctpaunm cobbiTUi.

Hoctyn Kk 3anucam ayauta u QYHKUMAM YrpaBreHUs MexaHu3Mamu perucrpaumm
(ayouTa) gomkeH npeaocTaBnsTbCs TONbKO YNOSTHOMOYEHHBIM AOSMKHOCTHBIM fULIAM.

MpaBuna wn npoueaypbl 3awmntbl WHMOpMaumm o cobbiTuax 6e3onacHoCTH
pernameHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauMTenbHbiX AOKYMEHTax ornepatopa no
3awmrte nHpopmaumn.

Tpe6oBaHus k ycunenuro PCB.7:

1) B UHpOpMaLMOHHON cucteme obecneumBaeTca pe3epBHOE KOMUPOBAHME 3anucen
pernctpauuu (ayaura);

2) B UH(pOpMaLMNOHHON cucteme obecneynmBaeTcsa pe3epBHOE KOMUPOBAHME 3anucemn
peructpauuu (ayamta) Ha HOCUTENU OAHOKPATHOW 3anucu (HenepesanucbiBaemMble HOCUTENN
NMHpopmauun);

3) B WMHdOpMaUNOHHOM cucTeMe ans obecneyeHusi LeNMOCTHOCTU MHcopmauum o
3aperncTpmMpoBaHHbiX CObbITUAX Ge30nacHOCTM OOIMKHbI MPUMEHSITbCA B COOTBETCTBUM C
3akoHogartenbcTtBoM Poccuinckon ®egepaunn kpuntorpadunyeckne MeToabl;



4) onepartop npegocraBndeT AOCTyNn K 3anncam permctpauunmu cobbiTnn 6esonacHoOCTU

(aygouTa) orpaHM4yeHHOMY Kpyry agMUHUCTPaTOpPOB.
CopepxaHue 6asoBoun mepbl PCB.7:

Mepa 3awmTbl MHpopmaLmm

Knacc 3awmueHHoCT MHPOpPMaLMOHHON CUCTEMBbI

4 3 2 1
PCB.7 + + + +
Ycunernune PCB.7 1 1

PCB.8 O6ecneyeHme BO3MOXHOCTU NPOCMOTPaA U aHanu3a nHcgpopmaumm o AeMcTBUAX
oTAenbHbIX Nofib3oBaTtenien B MHpopMaLMOHHON CUCTEME

Tpe6oBaHusa k peanusauum PCB.8: B nHdopmaunoHHON CUCTEME LOSMKHA MMETbCS
BO3MOXHOCTb NMPOCMOTPa U aHanmsa MHgopMaunum o eUCTBUAX OTAENbHbIX NOoNb3oBaTenen
B MHGOOPMAaLMOHHOWN cucTeme.

CBegeHus O OenCTBUAX OTAeNbHbIX Mnofib3oBaTernen B MHGAOPMAUWOHHOW cucTeme
OOIMKHbI  NMPeaoCTaBNATbCHA  YNOMHOMOYEHHbIM AOSMKHOCTHLIM NMuaM Ans npocMmoTpa W
aHanmsa c uernblo paccrnegoBaHus NpuYnH BO3HUKHOBEHUS MHUMOEHTOB B MHGOPMaLMOHHOM
cucteme B COOTBETCTBUU C 3aKoHodaTenbCcTBoM Poccuinckon ®epepaumn.

MpaBuna u npouenypbl NpoCcMOTpa M aHanmsa MHOPMaLMM O OENCTBUAX OTAESbHbIX
nonb3oBaTernien pernameHTUpYTCaS B OpraHM3auMOHHO-pacnopaauTenibHbiX  AOKYMeHTax
onepartopa Mo 3alnTe NHpopmMauuu.

Tpe6oBaHus k ycunenuro PCB.8:

1) B WH(pOpMaUMOHHON cuUcTeMe [dofmkHa ObiTb obecnevyeHa BO3MOXHOCTb
aBTOMaTU3NPOBaHHON 06paboTkn 3anncen pernctpaunmn (ayauta) cobbiTnin 6e3onacHoCT Ha
OCHOBE KpuUTepmneB n3bupaTtenbHOCTH.

CopepxaHue 6azoBou mepbl PCB.8:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHON CUCTEMBI

4 3 2 1

PCB.8

YcuneHnue PCB.8

3.6. AHTMBMpYCHana 3awumTa (AB3)

AB3.1 Peanu3sauusa aHTUBUPYCHOW 3aLUThbI

Tpe6oBaHusa k peanusauum AB3.1: Onepatopom pforkHa obecneymBaTbCs
aHTUBMPYCHas  3awmTa  WHAPOPMALMOHHOW  CUCTEMbI,  BKMYawwas obHapyxeHune
KOMMbIOTEPHLIX NporpaMmm fnbo MHOM KOMMbIOTEPHOW WMHAOPMaUMK, NpeaHasHa4YeHHbIX Ans
HECAHKLUMOHNPOBAHHOIO  YHUYTOXEHMS, BnokumpoBaHus, MoauMdUKauum, KONUPOBaHMUS
KOMMbIOTEPHOM MHGOPMaUUM UM HEWTpanusauum cpeacTs 3alnTbl MHOpMaUMn, a Takke
pearnpoBaHune Ha oBHapyXeHue 3TUX NPporpaMmm 1 MHopmauun.

Peannsauus aHTUBUPYCHOWN 3aLlMThbl AOSDKHA NpeaycMmaTpmBaTh:

NpUMEHeHne CcpeacTB aHTUBMPYCHOW 3aliMTbl HA aBTOMATU3UPOBAHHbLIX paboyvmx
MecTax, cepBepax, nepuMeTpanbHbIX CpeacTBax 3awmtbl MHGOpMauum (cpegcrsax
MEXCEeTEBOro 3KpaHUPOBaHUS, NPOKCU-CepBepax, MOYTOBbLIX LWMKO3ax U APYyrnx cpencrsax



3aWnTbl MHGOPMaUMK), MOBUIbHBIX TEXHUYECKMX CPeacTBaxX W WHbIX TOYKax AoCTyna B
WH(POPMALMNOHHYIO CUCTEMY, TMOABEPXEHHbIX BHEOPEHUI0 (3apaXeHuo) BpeOHOCHbLIMU
KOMMbIOTEPHLIMX  MporpammMamun  (BMpycamun) 4epe3 CbeMHble MalUWHHbIE HOCUTEnNu
MHpopMaUUN NN ceTeBble MOAKIOYEHNA, B TOM 4uUcrie K ceTaM obLuiero nosib3oBaHus
(BNOXEHMS 9NEKTPOHHON NOYTLI, BEG- M Apyrne ceTeBble CEPBUCHI);

YCTaHOBKY, KOHPUIypupoBaHue 1 yrnpasrieHne cpeacTBamMmn aHTUBMPYCHOW 3aLLUMThI;

npegoctaBneHne AoCTyna CcpeacTtBamM  aHTMBUPYCHOM  3alimTbl K obbekTam
WH(POPMALNOHHON CUCTEMbI, KOTOpble LOMKHbI ObITb MOABEPrHYTbl MPOBEpPKE CPeacTBOM
AHTUBMPYCHOWN 3aLLNTBI;

npoBedeHe nepuoandecknx MnpoBEPOK KOMMOHEHTOB WH(OPMALMOHHOW CUCTEMDI
(aBTOMaTM3MpoBaHHbIX paboymx MecT, CepBEepOB, APYIMX CPEACTB BblYNCIUTENBHON TEXHMKN)
Ha Hanuyve BpeOHOCHbIX KOMMNbLIOTEPHBIX NPorpaMm (BUPYCOB);

npoBepky B MacwTtabe BpemeHu, GNM3KoM K peanbHOMYy, oObekToB (hannos) u3
BHELWHMX  WUCTOYHMKOB (CbEMHbIX MAaLUMHHBLIX HOCUTENen WUHgopmauuK, CeTeBbIX
NOOKITIOYEHUI, B TOM YUCHE K CETSM 0o0Lero nonb3oBaHns, N OpYrnx BHELWHUX UCTOYHUKOB)
npw 3arpyske, OTKPbITUM UM UCMONHEHUU Taknx hannos;

onoBelleHne agMUHUCTpaTopoB BesonacHoCTM B MacwTabe BpeMeHu, GrmM3KoM K
peanbHoMy, 06 06HapyXeHUN BPe4OHOCHbIX KOMMbIOTEPHbLIX NPorpaMmm (BUpYCOB);

onpegeneHve W BbINOSIHEHWE [OEWUCTBUA MO pearMpoBaHMI0O Ha oOOHapyxeHue B
WH(POPMAUNOHHON cucTeMe OOBLEKTOB, MNOABEPrUMXCA  3apaXeHW  BPeOOHOCHbIMU
KOMMbIOTEPHBbIMU NpOrpamMmmMamMu (BUpycamm).

MpaBuna u npouenypbl aAHTUBUMPYCHOW  3alnTbl  MHAPOPMALMOHHOM  CUCTEMBDI
pernamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbiX [AOKYMeHTax ornepatopa no
3awmTe nHpopmaumn.

Tpe6oBaHus kK ycunenuro AB3.1:

1) B UHPOPMALMOHHON CUCTEME OOMMKHO obecrneumBaTbCa NpeaocTaBrieHne npas Mo
ynpaBneHno (agMMHUCTPUPOBAHUIO) CpeacTBaMyM aHTMBUPYCHOW 3alumnTbl agMUHUCTpaTopy
©e3onacHoCTH;

2) B WHQOPMAUMOHHOM cUCTeMe [OMMKHO obecneunBaTbCa LEHTpann3oBaHHOE
ynpaeneHne (ycTaHOBKa, yganeHue, OOHOBMeHue, KOHMUrypupoBaHme u KOHTPOSb
aKTyanbHOCTU Bepcuin nporpaMmmHoro obecneyeHus cpeacts aHTMBUMPYCHOM  3alUnTbl)
CpeAcTBaMU aHTUBMPYCHOW 3aLLUMTbl, YCTAHOBSIEHHbIMM HAa KOMMOHEHTax MHMOPMaLMNOHHOM
cucTeMbl (CepBepax, aBToOMaTU3NPOBaHHbIX paboymx mecTax);

3) onepaTtopoM JoSmkeH obecneynBaTbCs 3anpeT UCNOSIb30BaHMSA CbeMHbIX MaLLUHHbIX
HocuTenen uHcopMauuM, KOTOpble  MOryT  SBAATbCA  UCTOMHMKAMW  BPEOOHOCHbLIX
KOMMbIOTEPHbIX NpOrpamm (BMpPYycoB);

4) B MH(POPMALIMOHHON cUCTEME LOSMKHO 0BecnevmBaTbCs UCMNOSIb30BaHNE Ha pasHbIX
YPOBHAX  WMH(POPMAUMOHHOM  CUCTEMbI  CPeACTB  aHTMBMPYCHOM  3alMTbl  pasHbIX
npounssoauTenen;

5) B  uvHOpMauMOHHOM  cucTeMe  [OMmkKHbl  obecnevMBaTbCa  NpoOBEPKa
paboTOCNOCOBHOCTU, aKkTyanbHOCTb 6a3bl aHHbLIX MPU3HAKOB KOMMbIOTEPHbBIX BUMPYCOB U
BEpCUN NporpaMmmHoro obecneveHnsi CpeaAcTB aHTUBUPYCHOW 3aLLMUThI;

6) B MHGOPMALMOHHON cucTeMe [OfMKHaA obecnevmBaTbCa MpoBepka OOBLEKTOB
(bannoBon CUCTEMbI CPEeACTBOM aHTUBUMPYCHOM 3aliuTbl [0 3arpys3kum onepauyoHHOM
CUCTEMBI;

7) B UH(POPMALMOHHON cUCTEME AOSPKkHA obecneymBaTbCs perncrpaumnsa cobblTun o
HeycneLwHoM 0bHoBEHMM Ba3sbl aHHbLIX NPU3HAKOB BPEAOHOCHbLIX KOMMbITEPHbLIX NPOrpaMm
(Bupycos);

8) onepaTopom [fJormkHa obecrneumBaTbCA aHTUBMPYCHaa 3awWuTa  Ha aTane
MHUUManu3aumm MMKPonNporpamMmmMHoOro obecneyeHnsa cpeactaa BblHUCIIUTENBHON TEXHUKN.



CopepxaHue 6asoBon mepbl AB3.1:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHoCTV MHopMaLMOHHOW CUCTEMbI
4 3 2 1
AB3.1 + + + +
Ycunexnne AB3.1 1 1,2 1,2

AB3.2 O6HoBneHue 6a3bl AaHHbIX NPU3HAKOB BPeAOHOCHbIX KOMMbIOTEPHbIX
nporpamm (BUpycoB)

Tpe6oBaHusa k peanusaumm AB3.2: Onepatopom JomkHO ObiTb obecneyeHo
o6HoBNeHne 6a3bl AaHHbIX MPU3HAKOB BPE4OHOCHbLIX KOMMbIOTEPHbLIX MPOrpaMm (BUPYCOB).

O6HoBrneHne 6asbl [aHHbIX MPU3HAKOB BPEOOHOCHBLIX KOMMbIOTEPHbLIX MpOorpaMm
(BUpYCOB) OOMKHO NpeaycMaTpuBaTh:

nonyyeHne yBeAOMMNEHUN O HeoOBXOAMMOCTM OBHOBMEHUA U HenocpeacTBEHHOM
o6HoBNEeHUN 6a3bl AaHHbIX MPU3HAKOB BPELOHOCHbLIX KOMMbIOTEPHbLIX MPOrpaMm (BUPYCOB);

nonyyeHne w3 [OBEPEHHbIX WMCTOYHMKOB WM YCTAHOBKY OOHOBMNEHW 6asbl OaHHbIX
NPU3HaKoOB BPEAOHOCHbLIX KOMMbIOTEPHbIX NPpOrpamMmm (BUPYCOB);

KOHTPOSb LIENOCTHOCTU O6HOoBReHuMn 6asbl AaHHbIX MNPU3HAKoOB  BPEOOHOCHbIX
KOMMbIOTEPHbIX NPOrpamm (BUpPYCoB).

MpaBuna u npouenypbl O6HOBNEHWs 6asbl AaHHbIX MPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbLIX ~ Mporpamm  (BMPYCOB)  perfaMeHTMpylTca B OpraHusauMOHHO-
pacnopaguTenbHbIX AOKYMeHTax onepaTopa no 3awuTe nHpopmaumm.

Tpe6oBaHus Kk ycunenuro AB3.2:

1) B WHOPMALUMOHHOM CUCTEME [OO/MKHO obecneunBaTbCa LEHTpann3oBaHHOE
ynpaeneHne oOHOBNeHMeM 0asbl [aHHbIX MPU3HAKOB BPEAOHOCHBIX  KOMMbIOTEPHbIX
nporpamMmm (BUpycoB);

2) B MHPOPMALMOHHOM cucTeMe [OMmKHO obecneynBaTbCs aBTOMaTU4ECKOE
obHoBneHne 6a3bl 4aHHbIX NPU3HAKOB BPEAOHOCHLIX KOMMLIOTEPHbLIX NPOrpaMmm (BMPYCOB) Ha
BCEX KOMMNOHEHTaX MHPOPMALMOHHON CUCTEMBI;

3) B WH(oOpMaUMOHHON cucTeme [JormkeH obecneumBaTbCa 3anpeT WU3MEHEHUN
HacTpoek cuctemMbl OBHOBMEHUs1 6asbl AaHHbIX MPU3HAKOB BPEOOHOCHbLIX KOMMbOTEPHbIX
nporpaMmm (BMPYyCOB) Ha aBTOMAaTU3NPOBAHHbLIX paboymx MecTax u cepeepax;

4) B MHGOpPMaLMOHHON cucTeMe [OormkHa obecnedmBaTbCA BO3MOXHOCTb BO3BpaTa
(oTkaTa) Kk npegbligywmum  obHoBneHuMAM 6asbl  AaHHbIX  NPU3HAKOB  BPELOHOCHbIX
KOMMbIOTEPHbIX NPOrpamm (BUpPYCOB).

CopepxaHue 6azoBoun Mepbl AB3.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3auwmieHHoCTV MHpopMaLMOHHOW CUCTEMbI
4 3 2 1

AB3.2 + + + +

Ycunenne AB3.2 1 1

3.7. ObHapyxeHue BTOpKeHun (COB)

COB.1 O6HapyxeHue BTOPXXEHUN




TpeboBaHua k peanusaumm COB.1: Onepatopom [omkHO obecneymBaTbCA
obHapyxeHue (nNpenoTBpalleHne) BTOPXKEHUM (KOMMbIOTEPHLIX aTak), HanpaBfieHHbIX Ha
npegHamMepeHHbIi  HECAHKUMOHMPOBAHHbBIA  AOCTYyNn K MHOpMauun,  crneumanbHble
BO3OENCTBUSA Ha WHGopMauuio (HocuTenu wuHdopmauum) B uUensx ee [obbiBaHus,
YHUMTOXEHUS, UCKaXEHUs M OGnokMpoBaHWSA LOCTyna K HeW, C UCMONb30BaHWEM CUCTEM
oOHapy>XeHUs1 BTOPXKEHUN.

MpuMmeHsieMble cuCTEMbl OBHapYyXEHUSA BTOPXXEHWN AOSMKHbI BKMHOYATb KOMMOHEHTbI
permctpauum cobbitmn  6e3onacHOCTU  (OaTyMKM), KOMMOHEHTbl aHanmM3a cobbITui
6e3onacHOCTM M pacno3HaBaHMs KOMMbIOTEPHbIX aTtak (aHanusatopbl) M 6a3y pellaroLmnx
npaBun, cogepaLlyro MHPOPMaLMIO O XapaKTepHbIX NPU3HaKax KOMMNbIOTEPHbIX aTak.

O6HapyxeHune (nNpeaoTBpaLleHNE) BTOPXKEHNA OOMKHO OCYLLECTBATLCA HAa BHELLHEN
rpaHvue MHAPOPMALMOHHON CUCTEMBI (CUCTEMbI OBDHapyXeHUst BTOPXEHWUA YPOBHSA CETU) U
(M) Ha BHYTpPEHHUX y3nax (CUcTembl OBHapPYXeHUS BTOPXEHW YPOBHSA y3ra) CerMeHTOB
MH(POPMALNOHHON CUCTEMbI (aBTOMaTU3MPOBaAHHbLIX paboynmx MecTax, cepBepax U WUHbIX
y3nax), onpeaensiemblx onepaTopom.

MpaBa no ynpaBneHuto (agMMHUCTPUPOBAHMUIO) CUCTEMaMN OBHapPYXEHUSA BTOPXKEHWUI
AOJIMKHbI NPeA0CTaBNATLCS TOMLKO YNOMHOMOYEHHbBIM AOSPKHOCTHLIM fLIaM.

Cuctembl 0OHapyxXeHuUst BTOPXEHUM [OO0SMkHbl obecneuynBaTb pearMpoBaHMe Ha
oBGHapyXeHHble W pacno3HaHHble KOMMbIOTEPHbIE aTakKm C  y4eTOM OCOOeHHOoCTeN
PYHKUMOHNPOBAHNA NHAOPMALIMOHHbLIX CUCTEM.

MpaBuna n npouenypbl 06HapyXeHUs (NpeaoTBpaLLEHNS) BTOPXKEHUI (KOMMNBIOTEPHbIX
aTak) pernameHTUpYHTCS B OpraHn3aumoHHO-pacnopsaMTenbHbIX AOKYMEeHTax onepartopa no
3awmrte nHpopmaumn.

Tpe6oBaHus kK ycunenuro COB.1:

1) onepatopom obecrneynBaeTcss NPUMEHEHME CUCTEM OBHapYXeHUs BTOPXEHWUN
YPOBHSA ceTu, obecneumBatowmx cbop 1 aHanma nHpopmaumm o6 MHPOPMaLIMOHHBIX MOTOKAX,
nepegaBaeMblX B paMKax cermeHTa (CermeHToB) MHPOPMaLMOHHON CUCTEMBI;

2) B MH(opMauUMOHHON cucTteme obecnevumBaeTcs LIEHTPanM30BaHHOE YMpaBrieHue
(aAMUHUCTPUPOBAHMNE) KOMMOHEHTAaMM CUCTEMbI OBHAPY>KEHUSA BTOPXKEHUN, YCTAaHOBIIEHHbIMU
B pPasnnyHbIX CErMeHTax MHPOPMaLNOHHON CUCTEMBI;

3) obHapyxeHne n pearnpoBaHue (yBedoMrieHne agMuHucTpatopa 6esonacHocTw,
GrnokupoBaHne Tpaduka U UHble OENCTBUA MO pearMpoBaHUI0) Ha KOMMbIOTEPHbIE aTakn B
MacwTabe BpeMeHn, 65IM3KOM K peasibHOMY;

4) 3awmrta MHpopmaumn, cobpaHHOM U CreHepMpOBaHHOW CUCTEMOM OBHapyXeHus
BTOPXXEHUI, OT HECaHKLMOHNPOBAHHOIO 4OCTYNa, Mogndukaumm n yaganeHus;

5) onepaTtopom WMHMOPMAaLMOHHON cucTEMbl obecrneymBaeTcss NPUMEHEHNE CUCTEM
oBGHapyXeHUsi BTOPXXEHWA YPOBHSA y3na Ha aBTOMaTM3MPOBaAHHbLIX pabounmx MecTax U
cepBepax UHPOPMALMOHHON CUCTEMBI;

6) onepaTtopoM MHAOPMALMOHHON CUCTEMbl ObecneymBaeTcs NPUMEHEHUEe CUCTEM
oOHapy>XeHns1 BTOPXXEHUI Ha NpUKNagHOM ypoBHe 6a30BOM 3TArloOHHOW MOAENV B3anMOCBS3N
OTKPbITbIX CUCTEM.

CopepxxaHue 6asoBoun mepbl COB.1:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

COB.1 + +
Ycunenue COB.1 2 2

COB.2 O6HoBneHMe 6a3bl pelarWwmx npasun



Tpe6oBaHua k peanusaumm COB.2: Onepatopom [AofmKHO obecneymBaTbCs
oGHoBNeHne 6a3bl peLuarLwmnx NpaBu CUCTEMbI OBHaPYXXEHUS BTOPXKEHWUN, NMPUMEHAEMON B
MHGOPMAaLMOHHOWN CUCTEME.

O6HoBneHne 6asbl pellarwmx npaBusl cUCTeMbl OBHapPYXeHUs BTOPXEHWUA O0SHKHO
npegycmaTpuBathb:

nonyyeHne yBeAOMNEHMN O HeoBXOAMMOCTM OBHOBNEHWA M HenocpenCcTBEHHOM
oOHOBMNEHNN Ba3bl peLlaroLmMx NpaBusl,

nonyyYeHne M3 AOBEPEHHbIX UCTOYHWKOB U YCTaHOBKY OOHOBNEHWM 6asbl peluatoLimx
npasum;

KOHTPOJb LLeNOCTHOCTN 0B6HOBMNEHMI 6a3bl peLuatoLmx npasun.

Mpasuna v npouenypbl 06HOBNEHUs 6asbl peluaroLmMx NpasBui perfnameHTUupyTCca B
OpraHn3auUnoHHO-pacnopaanTeNbHbIX AOKYMEHTax onepaTtopa no 3awuTte MHopmauuu.

Tpe6oBaHus kK ycunenuro COB.2:

1) B WHGOPMAUMOHHOM cUCTEME [OIMKHO obecneynBaTbCa LEeHTpann3oBaHHoOe
yrnpasrieHne obHoBNeHnem 6asbl peluatoLmx npaBu CUCTeMbl OBHaPYXEHNSA BTOPXKEHWUI;

2) B VH(opMaUMOHHOW cucTeMe JofmkHa obecrneymBaTbCs  BO3MOXHOCTb
penaktMpoBaHus 6asbl pewarowmx npasun (godaBneHne n (MnNn) UCKIKYEHME peLLatoLLnX
npaBun) CO CTOPOHbI YMOMHOMOYEHHbIX AOSMKHOCTHbIX Nny  (agMWHUCTPATOpPOB) ANA
npegoTBpaLlleHns onpeaeneHHbiX OrnepaTtopoM KOMMbIOTEPHbIX aTtak U (Unn) cokpalleHus
Harpy3kMm Ha MHAOPMALMOHHYKD CUCTEMY, a Takke MUHUMU3AUUW FOXHbIX cpabaTbiBaHWN
CUCTEMbI OBHapPY>KEHUSA BTOPXEHWM;

3) onepatopoM = WH(OPMALMOHHOM  CUCTEMbl  YCTaHaBnMBaeTCss  MNOPSAOK
pegakTnpoBaHusa 6asbl pelsarowmx npasun. B cnydae pegaktvpoBaHua 6asbl peluaromx
npaeBun 3anucb 06 3TOM coBbITMM C yKazaHMEM MPOU3BELEHHbIX U3MEHEHUIN DUKCUPYETCs B
COOTBETCTBYHOLLEM XYypHane perncrpauumn cobbiTnin 6esonacHocTu.

CopepxaHue 6azoBou mepbl COB.2:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

COB.2 + +
Ycunenune COB.2 1,2,3

3.8. KoHTponb (aHanus) 3awmweHHocTn nHpopmaumm (AH3)

AH3.1 BbisiBneHue, aHanus u ycTpaHeHue ya3aBUMoOCcTe MH(POPMaLMOHHON CUCTEMbI

TpeboBaHua k peanusaumm AH3.1: OnepaTtopoM [AOSMKHbI OCYLLECTBNATHCA
BbisiBfieHWE (MOUCK), aHanu3 u ycTpaHeHne ysa3BumMocTen B UHDOPMAaLNOHHOM CUCTEME.

Mpu BbIABNEHUN (MOUCKE), aHanM3e U yCTpaHEeHUN Ya3BUMOCTEN B UH(POPMAaLMOHHOWN
cucTeMe OOMKHbI MPOBOAUTLCS:

BbisiBNEHNE (NOWUCK) YSI3BUMOCTEW, CBSA3aHHbIX C owunbKamu koga B MpPOrpaMMHOM
(MukponporpaMmmHom) obecrneyeHnmn (0bLLECMCTEMHOM, NPUKITAAHOM, cneumansHOM), a Takke
nporpammHoM obecneyeHnn cpeacTts 3amTbl MHPOPMaLNN, NPaBUIBHOCTLIO YCTAHOBKU U
HacTPOMKM CpeacTB 3awuTbl MHGOPMaUUK, TEXHUYECKMX CpeactB M NpPOrpamMmHOro
obecneyeHnsa, a TakKe KOPPEKTHOCTbO paboTbl CpeacTB 3awuTbl MHAOPMAaLMM NPU KX
B3aMMOOENCTBUN C TEXHUYECKMMM CPEACTBAMU N NPOrpaMMHbIM obecrnedyeHnem;

pa3paboTka no pesynbTaTaM BbISBEHNS (NOUCKa) yA3BMMOCTEN OTHYETOB C ONMCAHNEM



BbISIBNIEHHbIX YSA3BMMOCTEN M NITAHOM MEPONPUATUIN NO NX YCTPAHEHMUIO;

aHanu3 oT4eTOB C pesynbTaTamMu MNoucka YA3BMMOCTEM U OUEHKM [A0CTaTOYHOCTU
peanu3oBaHHbIX Mep 3aLmnTbl MHpopmauuu;

yCTPaHEeHWe BbISIBIIEHHbIX YA3BMMOCTEN, B TOM YuCfe NyTeM YCTaHOBKU OBHOBMEHWI
nporpammMHoro  obecneyeHnss  cpeAcTB  3awWwMTbl  UMHOpMauuKW,  OBLLECUCTEMHOrO
nporpammHoro  obecneyeHusi,  MNpUKNagHOro  nporpammHoro  obecneveHus  unu
MUKPOMNPOrpaMmMHoro obecneveHnst TEXHUYECKUX CPeACTB;

MHOPMUPOBaHME OOSMPKHOCTHBIX N, onepaTopa (nonb3oBaTtenen, agMUMHUCTPaTOpPOB,
nogpasgeneHus no sawuTte mHopMaumm) O pesynbTaTtax Noucka ya3BMMOCTEN M OLIEHKM
AOCTaTOMHOCTU peann3oBaHHbIX Mep 3alnTbl MHPOPMaLUK.

B kadectBe  UCTOYHMKOB  uMHGOpMaumm 06  yA3BMMOCTSAX  MCMOMb3YTCA
onybnvkoBaHHble AaHHble pa3paboTymKkoB CPeaCcTB 3almTbl MHOPMaLMK, ObLLECUCTEMHOrO,
NPUKNagHoro 1 cneynanbHOro NporpamMMHOro obecneyeHns, TEXHNYECKMX CPeacTB, a Takke
apyrne 6a3bl AaHHbIX YA3BMMOCTEN.

BbisiBneHne (Nouck), aHanua u ycTpaHeHue yA3BMMOCTEN AOSMKHbI NPOBOAUTLCS Ha
aTanax co3gaHus M aKcnnyataumm MHEOPMauUMOHHOM cucTteMbl. Ha aTtane akcnnyataumm
MOUCK MU aHanm3 ysa3BMMOCTEN NMPOBOAMTCS C NEPUOLNYHOCTBIO, YCTaHOBMEHHOW ONEpaTopoOM.
Mpn aTOoM B 0bs3aTenibHOM nopsiake ANs KPUTUYECKUX YSI3BUMOCTEW MPOBOAUTCHA MOUCK M
aHanua ya3BMMOCTEN B cnyyae onybrnmnkoBaHUA B 06LWef0CTYMHbIX MCTOYHMKaX MHAOpMaLMK
O HOBbIX YA3BMMOCTAX B CpeAcTBax 3aluTbl WUHGOpMaLMK, TEXHUYECKUX CpeacTBax U
nporpammMmHoM obecneyeHnn, NpUMeHIEeMoOM B MHCPOPMaLIMOHHON CUCTEME.

B cnyyae HEBO3MOXHOCTU YCTPaHEHUS BbISIBNEHHbLIX YA3BMMOCTEN MyTEM YCTaHOBKM
0BGHOBNEHNI NporpaMmMHoro obecneveHnss CpeacTs 3almTbl MHpopMauun, obLLECUCTEMHOIO
nporpammHoro  obecneyeHusi,  MNPUKNAgHOro  nporpamMHoro  obecnedeHus  unu
MUKPOMNPOrpaMMHOro obecneyeHnsa TEeXHUYECKUX CpeacTB HeobxoaMmo npeanpuHATb
aenctemst (HAaCTPOWMKM CPedcTB 3almTbl MHOpMauMW, U3MEHEHWE pexuma Wn nopsigka
NCNonb3oBaHMs MHPOPMALMOHHOW CUCTEMBbI), HanpaBfieHHble Ha YCTPaHEHNE BO3MOXHOCTM
NCNOSIb30BaHMWS BbISIBIIEHHbIX YS3BUMOCTEMN.

OnepaTopoM [OOSMKHbI OCYLLECTBNATLCSA MNONyYeHWE M3 OOBEPEHHbIX WCTOYHMKOB U
yCTaHOBKa 0OHOBMEHNN 6a3bl NPM3HAKOB YSI3BMMOCTEN.

MpaBuna 1 npouenypbl BbISBMEHMS, aHanuM3a W YCTPaHEHUs  YA3BMMOCTEWN
pernaMeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepatopa Mo
3awmTe nHpopmaumn.

Tpe6oBaHus K ycunenmro AH3.1:

1) onepaTtopom obecneuynBaeTcss UCNONb3OBaHWE AN BbisSBreHUs  (Noucka)
YA3BMMOCTEN CPEeACTB aHanu3a (KOHTPons) 3awumuieHHOCTM (ckaHepoB 6e3onacHoCTH),
UMEKLWMNX CTaHAapTM30BaHHble (YHUPUUMPOBAHHLIE) B COOTBETCTBUM C HaUMOHAsNbHbIMU
cTaHgapTaMy oOnucaHue W nepevHu nporpaMmMHo-annapaTtHblX nnatgopM, YsS3BUMOCTEN
nporpammHoro obecneveHuns, oMBOYHbIX KOHUrypaumn, npaBusn onucaHus ysa3BMMOCTEN,
NMPOBEPOYHbIX CMMCKOB, NMpoLeayp TECTUPOBAHUA U S3blka TECTUPOBAHUSA MHAOPMAaLMOHHOM
CUCTEMbl Ha HanuMune YA3BUMOCTEMN, OLEHKM MOCNeaCTBUN YSI3BUMOCTEN, WMEHLLNX
BO3MOXHOCTb OnepaTMBHOro 06HOBEHMS 6a3bl JaHHbIX BbIABNAEMbIX YA3BUMOCTEMN;

2) onepaTop AO0JMKEH YTOUHATb NepeyYeHb CKaHMPyeMbIX B MHCpOPMaLMOHHON cucteme
YSI3BUMOCTEN C YCTAHOBMIEHHOW MM MEPUOLAMYHOCTBIO, a Takke [Mocne mnosiBfeHus
NMHpopMaLUKN O HOBbIX YSI3BUMOCTSIX;

3) onepatopoM onpegensieTcs MHgpopmaumst 06 MHPOPMALMOHHON CUCTEME, KOoTopas
MOXET CTaTb W3BECTHOW HapywmTensam W UCMnonb3oBaHa UMW ONs  3KCnnyaTauuu
ysa3BMMoOCTer (B TOM 4ucre yA3BUMOCTEW "HymneBoro AHA" - yA3BMMOCTEW, OnucaHue
KOTOpbIX OTCYTCTBYeT B 0asax [aHHbIX pa3paboTyvMkoB CPeAcTB 3aluTbl UHGOpMauuu,
06LEeCMCTEMHOrO, NPUKIagHOro 1 crneumanbHOro NporpaMmMHoOro obecnedeHnsi, TEXHUYECKNX



CpeacTB), U NPUHMMAKOTCH Mepbl NO CHYKEHUIO (UCKMIOYEHN0) NOCNeaCTBMIA OT 3KCMnyaTaumm
HapyLWUTENSAMN HEYCTPaHUMbIX YA3BUMOCTEN;

4) onepaTopoM npefocTtaBnAeTcs LOCTYN TOMbKO aAMUHUCTpATopaM K YHKUMSAM
BbisiBNeHNA (noucka) ysi3aBMMocTen (NpefocTaBfieHMe TakonM BO3MOXHOCTUM  TOSbKO
agMuHucTpaTtopam 6e3onacHoCTK);

5) onepatopoM NpPUMEHATCA aBTOMATU3NPOBaHHbIE CpeacTBa ANA  CpaBHEHWUS
pes3ynbTaTtoB CKaHUMPOBaHUS YA3BMMOCTEW B pasHble nepuodbl BpeMeHW [Ans aHanusa
N3MEHEHNSA KONMYECTBa U KraccoB (TUMNOB) YA3BMMOCTEN B MH(POPMaLIMOHHON CUCTEME;

6) onepaTtopoM MPUMEHSIIOTCA aBTOMAaTU3MPOBaHHbIE CpeacTBa Ans obHapyXeHusa B
WH(OPMALNOHHON CUCTEME HepaspeLleHHOro nporpammHoro obecneyeHnsi (KOMMOHEHTOB
nporpamMmmHoro obecneyeHuns) 1 yBegomneHnsa o6 3ToM ynonHOMOYEHHbIX LOMKHOCTHbBIX NNL,
(agMuHncTpaTtopa 6e3onacHoCTh);

7) onepaTtopoM MNPOBOAUTCHA aHanu3 XypHanoB perucrpaumm cobbiTun 6esonacHoCcTu
(KypHana ayguTta) B Uenax onpegeneHus, 6binn Nn BbISIBNEHHbIE YS3BUMOCTUM paHee
Ncnonb3oBaHbl B MIHPOPMAaLMOHHOM cUcTemMe Angd HapyLeHus 6e3onacHoCTn HdopMauuu;

8) onepatopom obecneunmBaeTcss NPOBEAEHME BbISIBIEHUSA YS3BMMOCTEN "HYNEBOro
AHSA", O KOTOpbIX CTano WM3BECTHO, HO MHAOPMaUUS O KOTOPbIX HEe BKMOYEHA B CKaHepsbl
YA3BUMOCTEWN;

9) onepaTopom obecneyMBaeTCca MNpPoOBEAEHME BbISIBIEHUS HOBbIX YA3BUMOCTEWN,
NMHopMaLUsa 0 KOTOPbIX He onybrMkoBaHa B 00LWEeNOCTYNHbIX UCTOYHMKAX;

10) onepaTopOM [OMKHO OCYLECTBIATLCS BbisiBfieHMe (MOUCK) YS3BUMMOCTENM B
WHPOPMALMOHHON CUCTEME C WUCMOMb30BAaHMEM YYETHbIX 3annucen Ha CKaHMpyeMbIX
pecypcax;

11) onepaTopoM OOMKHO UCMONb30BaTbCA TECTUPOBaAHME MHGOPMALMOHHOM CUCTEMBI
Ha NPOHUKHOBEHME.

CopepxaHue 6aszoBoun mepbl AH3.1:

Mepa 3awuTbl MHpoOpMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOW CUCTEMBI

4 3 2 1

AH3.1 + + +
Yceunexnne AH3.1 1,4 1,2, 4 1,2,4,7

AH3.2 KoHTpOnb ycTaHOBKU OOHOBJSIEHMU NPOrpaMMHOro obecne4vyeHusi, BKovas
nporpammHoe ob6ecneyeHue cpeacTB 3alWmUTbl MHOpMaumn

TpeboBaHus k peanusauun AH3.2: OnepaTtopom OOMKEH OCYLLECTBNATLCSA KOHTPOSIb
yCTaHOBKN OBHOBNEHMI NMPOrpaMMHOro obecneyeHuns, Bko4vas nporpaMmHoe obecrnedeHne
CPeACTB 3awWuTbl MHOpMauMm K nporpaMmmHoe obecnedeHne 6Gas3oBOW CUCTEMbI BBOAA-
BbIBOAA.

OnepaTtopomM [OMKHO OCYLLECTBNATLCS MNOSlyYEHNE U3 LOBEPEHHbIX WCTOYHUKOB U
yCcTaHoBKka OOHOBMEHMI NPOrpaMMHOro obecneyeHuns, Bko4vas nporpaMMHoe obecneyeHne
CPeACTB 3awuTbl MHOpMaumm K nporpaMmmHoe obecnedeHne 6Ga3oBOW CUCTEMbI BBOAA-
BbIBOAA.

Mpn KOHTpONe yCTaHOBKM OOHOBMEHMI OCYLLECTBNATCA MNPOBEPKM COOTBETCTBUSA
BEpCUin 06LLEeCcMCTEMHOrO, npuKnagHoro n cneumanbHoro NpPOrpaMmMHOro
(MunkponporpammHoro) obecneyeHusi, BKNoYas nporpammHoe obecnevyeHme cpencTB 3allmThbl
WHOpMaUuK, YCTaAHOBIMIEHHONO B WHAPOPMALMOHHOM  CUCTEME U BbIMYLEHHOIO
pa3paboTyMKoM, a TaKkKe Hanmyne OoTMETOK B 3KCMyaTaunMoHHON AOKYMeHTauun (popmynsap
unu nacnopt) 06 ycTaHoBKe (MPMMEHEHUN) OBHOBIIEHWIA.



KoHTponb ycTaHOBKM OBOHOBMEHMI MPOBOAUTCS C NEPUOANYHOCTBIO, YCTAHOBIEHHOW
onepaTopoM B OpraHm3auMOHHO-pacrnopaauTenbHbIX AOKYMEHTax no 3awute nHdopmMaumm 1
duKcupyeTcsi B COOTBETCTBYIOLLMX XKYpHanax.

Mpy KOHTpONe ycTaHOBKM OGHOBMEHWUA OCYLLECTBNAIOTCA MNPOBEPKN YCTAHOBKM
oGHoBNeHnn 6a3 AaHHbIX NPU3HAKOB BPEAOHOCHBLIX KOMMbIOTEPHBIX Nporpamm (BUPYCOB)
CpencTB aHTUMBUPYCHOWM 3awmTbl B cooTBeTCcTBMM ¢ AB3.2, 6a3 peluatowmnx npasus cuctem
oBGHapyxeHusi BTOpXXeHn B cooTBeTcTBMM ¢ COB.2, 6a3 npu3HakoB ys3BMMOCTEN CPEACTB
aHanusa 3aluLeHHOCTU N WHbIX 6a3 OaHHbIX, HeobxoAuMMbIX Ons peanu3aumm (OYHKLMNI
6Ge3onacHOCTM CpeacTB 3aLmThl MHOPMALMK.

MpaBuna 1 npouedypbl KOHTPOMS  YCTAHOBKM  OBHOBMEHWA  MPOrpaMMHOro
obecneyeHnsa pernaMmeHTUpyTCAa B  OpraHM3auMOHHO-PACNoOpPSAUTENbHbIX  OOKYMEHTax
onepartopa no 3awute nHpopmaumun.

Tpe6oBaHus kK ycunenmro AH3.2:

1) onepaTtopoM A0SMKHA OCYLLECTBASATLCA NPOBEPKa KOPPEKTHOCTU (DYHKLMOHUPOBAHNS
OoBGHOBNEHNN B TECTOBOW cpede C obsa3aTenbHbIM OhOopMIIEHMEM pe3yNnbTaToB NPOBEPKN B
COOTBETCTBYIOLLEM XYypHane;

2) onepatopoMm obecneyMBaeTCcs pernameHTaumMs W KOHTPOSlb  OOHOBREHUN
nporpaMmmHoro obecneyeHmsi 6a3oBon CMCTEMbI BBOAA-BbiBOAA (MHOMO MUKPOMNPOrpaMmMHOro
obecrneyeHns).

CopepxaHue 6azoBoun mepbl AH3.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTH MHpopMaLMOHHOM CUCTEMBI
4 3 2 1
AH3.2 + + + +
Ycunexnne AH3.2

AH3.3 KoHTponb paboTocnocobHOCTU, NapamMeTPOB HACTPOUKN U NMPaBUSILHOCTHU
PYHKLMOHMPOBAHUA NPOrpamMMHOro obecrnevyeHns U CPeAcTB 3alWmnTbl MHOpMaUun

Tpe6oBaHus Kk peanusauum AH3.3: OnepaTtopoM AOMKEH NPOBOAUTLCS KOHTPOISb
paboToCnoCOBHOCTN, MNapamMeTPOB HACTPOWKM W NPaBUITbHOCTU  (PYHKLMOHUPOBAHWS
nporpamMmmMHoro obecneveHnst U CpeacTs 3almTbl UHCpOpMaLU.

Mpn KoHTpore paboTocnocoOHOCTM, MapameTpoB HACTPOWMKM U MPaBUIIbHOCTU
PYHKUMOHNPOBaAHMS nporpaMmHoro obecnevyeHMss M CpeacTtB  3awWuTbl  MHOPMaLUK
ocyLlecTBnsieTcs:

KOHTpPOMb paboToCnoCcOBHOCTM  (HEOTKMIOYEHMSI) MporpaMMHOro obecneyeHns wu
CpPeAcTB 3aWmTbl MHopmauuu;

npoBepka MpaBUNbHOCTU PYHKUNOHUPOBAHUSA (TECTMPOBAHWE HA TECTOBbIX OAHHbIX,
NPUBOASLWMX K M3BECTHOMY pe3ynbTaTy) nporpammMHOro obecrnedeHust U cpencTB 3alumThl
nHdopMauumn, 06 bEM N coaepxaHne KOTOPOoW onpenenseTcs onepaTtopom;

KOHTPOSIb COOTBETCTBMSI HACTPOEK nporpammMHOro obecnedeHuss n cpeacTB 3alUmThbl
WHpopMmauun napameTpamMm HaCTPOWKMK, MPUBEOEHHBbIM B JKCMfyaTauWOHHOW LOKYMEHTauuu
Ha cucTeMy 3almTbl MHOPMALMM U CPeacTBa 3almTbl MHpopmauuu;

BOCCTaHOBMNEHNe paboTocnocobHOCTN  (MPaBUNbHOCTU  PYHKLUMOHUPOBAHUS) U
napameTpoB HaCTPOMKM NPOrpaMmMHOro obecneyeHns n cpeacTs 3awmnTbl MHopmauun (npu
Heo6Xxo4MMOCTH), B TOM YUCHE C UCMONb30BaHMEM PEe3EePBHbIX KONW 1 (Unn) AncTpnubyTrBOB.

KoHTponb  pabortocnocobHOCTM, napameTpoB  HACTPOMKM M NPaBUIbHOCTU
PYHKUMOHNPOBAHMS MporpaMMHoro obecnevyeHuss M CpPeAcTB  3aWMTbl  MHGOPMaLMK
nNpoBOANTCA C MEPUOANYHOCTbIO, YCTaHOBMIEHHOW OMepaTopoM B  OpraHM3auMOHHO-



pacrnopsauTesibHbIX JOKYMEeHTax no 3awuTte nHopmaumun.

Tpe6oBaHus kK ycunenmro AH3.3:

1) B MH(POPMAUMOHHOM cUCTEME OOSMKHbI obecneumBaTbCa permcrpaums cobbiTum u
onoBelleHne (curHanusauusi, WHAMKauuMs) agmuHucTpaTopa 6e30nacHOCTM O COobbITUSAX,
CBSI3aHHbIX C HapyweHneM paboTocnocobHOCTM (NPaBUNBbHOCTU (PYHKUMOHMPOBAHUA) U
napameTpoB HaCTPOMKN NPOrpamMMHOro obecnedyeHns u cpeacTs 3alimTbl UHOpMaL MK,

2) onepatopoM B cny4yae OOHapyXeHusa HapyweHui paboTocnocobHOCTM
(NpaBUNBHOCTUN (PYHKLMOHMPOBAHUA) U NapaMeTpoB HACTPOMKU NpOorpaMMHoOro obecneveHus
N cpeacTts 3awmTbl MHOpMauum [OrmkeH obecneumBaTbCs nepeBoq MHAOPMaUMOHHON
CUCTEMBbI, CerMeHTa WM KOMMOHEHTa MHMOPMALMOHHON CUCTEMblI B PEXUM OrpaHUYeHus
o6paboTkn uHpopmaumm n (Mnn) 3anpet obpaboTkm mHPopMaumm B MHEPOPMAaLMOHHON
cUCTeMe, CerMeHTe WM  KOMMOHEHTe WHAOPMALMOHHON CUCTEeMbl OO0 YCTpaHeHus
HapyLleHWH;

3) onepatopoM  [OOSMXHbl  MCMNOMb30BaTbCA  aBTOMATU3MPOBAHHbIE  CPencTBa,
obecneynBaroLLne MHBEHTApPM3aLMIO NapamMeTpoB HACTPOWMKN NporpaMmMHoro obecrneyeHus u
CPeAcTB 3awnTbl MHOPMaLMN U BOCCTAHOBIIEHME MapaMeTpOB HAaCTPOWMKM MPOrpaMMHOro
obecnevyeHnsa n cpeacTs 3aWunTbl UHGOPMaUnK;

4) B VH(MPOPMAUMOHHOWN CUCTEME [OOSMKHO  MCMONMb30BaTbCA  MporpaMmHoe
obecneyveHne, npowleliee KOHTPOSMb OTCYTCTBUSA HeOeKrapupoBaHHbIX BO3MOXHOCTEN U
OTCYTCTBUS BIIMSIHUA Ha KOPPEKTHOCTb paboThbl CpeacTB 3awmnTbl HpopMmauuu.

CopepxaHue 6azoBoun Mepbl AH3.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1

AH3.3 + + +
Ycunenune AH3.3 1 1

AH3.4 KoHTponb cocTaBa TEXHUYECKMX CPEeACTB, NPOrpaMMHOro obecrnevyeHus u
cpeacTB 3awmThbl MH(hopMaLuum

Tpe6oBaHua Kk peanusaumm AH3.4: OnepaTtopoMm AOMKEH NPOBOAMTLCS KOHTPOSb
CoCTaBa TEeXHUYECKMX CpeacTs, MporpaMmmHoro obecrneyeHuss u  cpeacts  3allmThbl
MHdopMaUnK, NPUMEHAEMbIX B MHPOPMAaLMOHHON cucTeMe (MHBEHTapM3aums).

Mpn KOHTpONe cocTaBa TEXHUYECKNX CPeACTB, NPOrpaMmMHOro obecnevyeHns n cpencTs
3aWmThl MHOPMaLMK OCYLLLEeCTBNSAETCS:

KOHTPOSb COOTBETCTBUSA COCTaBa TEXHUYECKUX CPeacTB, NporpamMHOro obecnevyeHus
N CpeacTB 3almTbl MHoOpMaunn NpuBEAEHHOMY B 3KCNSyaTauuoOHHOM AOKYMEHTauum C
LUenbo noaaepKaHus akTtyanbHOW (YCTAHOBMEHHOW B COOTBETCTBUM C IKCMIyaTauMOHHOM
AOKyMeHTauuen) KoHdurypauum  MHGOPMAUMOHHON  CUCTEMbI U MPUHATUE  Mep,
HanpaBfieHHbIX Ha YCTPaHEHNE BbISABMNEHHbIX HEOCTaTKOB;

KOHTPOSIb COCTaBa TEXHWYECKUX CpeacTs, NporpamMmmMHoOro obecnevyeHna v cpencrs
3aWnTbl MHOPMAUUN Ha COOTBETCTBME CBEOEHUAM OENCTBYHOLEN (akTyanu3nmpoBaHHON)
3KCnnyaTauMoHHOM AOKYMEHTauUM W NPUHATUE Mep, HanpaBneHHbIX Ha YCTpaHeHue
BbISIBMIEHHbIX HEJOCTaTKOB;

KOHTPOSIb BbINOSTHEHUST YCIOBUA U CPOKOB OENCTBUSA CEPTUPUKATOB COOTBETCTBUS Ha
cpegctBa  3awWwuTbl  MHOPMAUMU U MPUHATUE Mep, HarnpaBfeHHbIX Ha YyCTpaHeHue
BbISIBNIEHHbIX HE4OCTaTKOB;

uUcknveHne  (BOCCTaHOBMNEHMe) u3  cocTaBa  MH(MOPMALMOHHOW  CUCTEMBI
HECaHKUMOHUPOBAHHO YCTaHOBIMEHHbIX (yOaneHHbIX) TEXHUYECKUX CpeacTs, NpOrpamMmMHOro



obecneyeHns 1 cpeacTB 3aWmUTbl MHOPMaLMK.

KoHTponb cocTtaBa TEXHWYECKUX CPeAcTB, MpOrpaMMHOro obecrneyeHns u cpencts
3aWmnTbl MHOPMaUMM MNPOBOOUTCA C MNEPUOAMYHOCTBIO, YCTAHOBIIEHHOW OnepaTopoM B
OpraHn3aunoHHO-pacnopaanTerbHbIX JOKYMEHTax no 3awuTe nHpopmauuu.

TpeboBaHus k ycunenuio AH3.4:

1) B WMHOPMaAUMOHHOM cucTeMe AofmkHa obecneuymBaTbCs permcrTpaums cobbiTuin
6e30nacHOCTM, CBSA3aHHbIX C U3MEHEeHMeM COCTaBa TEeXHUYECKUX CPeacTB, MPOrpamMmHOro
obecrneyeHns 1 cpeacTs 3allmTbl MHOPMaLUW;

2) onepaTtopoM [OOIDKHblI  UCMOMb30BaTbCHd  aBTOMATU3MPOBaHHbIE  CPEeAcCTBa,
obecrneynBaroLLmMe NHBEHTapPU3aUUI0O TEXHUYECKUX CpeacTB, nporpaMmmHoro obecneveHus u
CpeacTB 3aWunTbl MHpOPMaLMK.

CopepxaHue 6azoBoun Mepbl AH3.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOpPMaLMOHHOM CUCTEMBI
4 3 2 1
AH3.4 + + +
Ycunenune AH3.4 1 1,2

AH3.5 KoHTponb npaBun reHepaumm U CMeHbl Naponen nonb3oBaTesien, 3aBefeHUst u
yAaneHua y4eTHbIX 3anMceun nornb3oBaTenen, peanusaum npaBun pasrpaHuyYeHus
AOCTYyNnoM, NONTHOMOYUM Nnonb3oBaTtenen B UHOpPMaLMOHHON cUcCTeMe

Tpe6oBaHua k peanusaumm AH3.5: OnepaTopoM AOMKEH NPOBOAUTBLCHA KOHTPOISlb
npasusl reHepauun U CMeHbl Naponen nosnb3oBaTerien, 3aBedeHUs U yaaneHus yYeTHbIX
3anucen nonb3oBaTenen, peanu3aumn npaBusl pasrpaHUYeHns LOCTYNOM, MNOSIHOMOYUN
nonb3oBaTtenen B UHOOPMALMOHHOWN CUCTEME.

[Mpn kOHTpOSie NpaBun reHepauun M CMeHbl Naporen nonb3oBaTeneun, 3aBefeHns U
yOaneHuns y4eTHbIX 3anvcen nonb3oBaTtenen, peanmsauumn npasun pasrpaHnyeHns JOCTYNnoMm,
NOfTHOMO4MIA Nonb3oBaTenen B MHOOPMaLMOHHON CUCTEME OCYLLECTBNSAETCS:

KOHTPOSb MpaBui reHepaumm M CMeHbl naponen nonb3oBaTenen B COOTBETCTBUU C
MAD.1 1 UAD.4;

KOHTPOSb 3aBeAEHNSA U yoaneHnsa y4eTHbIX 3annucen nosib3oBaTerien B COOTBETCTBUN C
yng.1;

KOHTPOSb peanusauuun npasun pasrpaHnudeHns goctynom B cootsetctauu ¢ YINA.2;

KOHTPONb peanusaumm MonHoMouun nonb3oBaTtenen B cootsetctBum ¢ YMNO.4 un
ynpa.s;

KOHTPOJb HanMuusa OOKYMEHTOB, NOATBEPXAAIOLWMNX paspeLlleHne N3MEeHEHUN YYETHbIX
3anvcen nosb3oBaTerien, NX napameTpoB, NPaBuUi pasrpaHUYeHns JOCTYNOM U NOSTHOMOYUI
nosib3oBaTenen, NPeaycCMOTPEHHbIX OPraHM3auNOHHO-PacnopPSANTESNIbHBIMU JOKYMEHTaMM Mo
3awmTe nHpopmaumnm onepaTopa;

yCTpaHEHME HapyLleHWA, CBSA3aHHbIX C T[eHepauuenln W CMeHoW naponen
nonb3oBaTerien, 3aBeJeHEM 1 yaaneHneM y4YyeTHbIX 3anucen nosib3oBaTernen, peanvsaunen
npasus pasrpaHn4yeHnst 4OCTYNOM, YCTaHOBIIEHNEM MOSIHOMOYUI NMONb30BaTENEN.

KoHTpornb npaBusi reHepauum M CMeHbl Maponien nonb3oBaTenewn, 3aBedeHus U
yOaneHns y4eTHbIX 3anvcen nonb3oBaTtenen, peanmsauumn npasun pasrpaHnyYeHns JOCTYNoMm,
NOSIHOMOYMIA Nonb3oBaTenen B MHPOPMaLMOHHON cUCTEME MPOBOAUTCSA C NEPUOOUYHOCTLIO,
YCTaHOBIEHHOW ONepaTopoM B OpraHM3aunoHHO-pacnopsanTenbHbIX JOKYMEHTaxX no 3awuTe
MHOpMaUUK.

Tpe6oBaHus K ycunenuro AH3.5:



1) B MHGOPMaAUMOHHOW CcUCTEME AOSMKHa obecneymBaTbCA perncrpaums cobbITum,
CBAA3aHHbLIX CO CMEHOW rMaposien nornb3oBaTenen, 3aBefeHVeM W yaaneHUeM Y4YeTHbIX
3anucen nonb3oBaTtenen, U3MeHeHMEM npaBwusl pasrpaHUYeHns OOCTYNOM M MOSTHOMOYUN
nornb3oBaTtenemu;

2) onepaTtopoM  OOSMKHblI  MCMONb30BaTbCA  aBTOMATU3UPOBAHHbIE  CPeacTBa,
obecneynBaloLLne KOHTPOSb NpaBusl reHepauum 1 CMeHbl Naposien Nosib3oBaTenemn, y4eTHbIX
3anucen nonb3oBaTenen, NpaBus pasrpaHUyeHns 4OCTYNOM U NOSTHOMOYUI NoJsib3oBaTeNen.

CopepxaHue 6azoBoun Mepbl AH3.5:

Mepa 3awuTbl MHoOpMaLmn Knacc 3aumieHHoCTV nHhopMaLMOHHOM CUCTEMBI
4 3 2 1
AH3.5 + + +
Ycunenune AH3.5 1 1

3.9. O6ecneyeHue LENOCTHOCTU MH(POPMaALIMOHHOWN cucTeMbl U MHhopmauum (OLLIT)

OUJ1.1 KoHTpoOnb LenoCTHOCTU NporpaMmMHOro o6ecneyvyeHus, BKInoYas nporpamMmmHoe
obecne4yeHune cpeacTB 3aWUTbl MHOpMaLK

Tpe6oBaHusa Kk peanusauum OUJ.1: B wuHPoOpmaumMoHHOM cuUCTEMe OOSMKEH
OCYLLECTBMNATLCA  KOHTPOSMb  LENOCTHOCTM  MNporpamMmHoro  obecneyeHus,  BKIOYas
nporpaMmmHoe obecneveHne cpeacTs 3awmTbl MHGPOPMaLMN.

KoHTponb LenocTHOCTU nporpamMmHoro obecneveHusi, BKMAYas MNporpaMmHoe
obecneyveHne cpeacTB 3aWuUTbl MHOPMaUUK, AOSMKEH NpeaycMaTpmBaTh:

KOHTPOSb LENOCTHOCTM NPOrpaMMHOro obecneyeHus cpeacTts 3almnTbl UHOpMaLmMK,
BKMNtOYasa MX OOHOBMEHUS, MO HaNMMYMK UMeH (MOeHTUMUKATOPOB) N (UNIK) MO KOHTPOSbHbLIM
CyMMaM KOMMOHEHTOB CpPeACTB 3aluTbl WMHoOpMauum B npouecce 3arpysku u (mnm)
ANHamMmn4yeckn B npouecce padboTbl MHPOPMALMOHHON CUCTEMbI;

KOHTPOSb LIeNOCTHOCTU KOMMOHEHTOB NPOrpaMMHOro obecneyeHuns (3a UCKNYEHnem
CpeacTB 3alnTbl MHOpMauuKn), onpeaenseMoro onepaTtopoM UCXoast U3 BO3MOXHOCTU
peanu3auun yrpos 6e3onacHOCTM MHopMauMM, MO HanMuul UMeH (MaeHTUUKaTopoB)
KOMMOHEHTOB MporpamMHoro obecnedyeHns u (UnmM) NO KOHTPOSMbHLIM CyMMaMm B npouecce
3arpysku n (Mnu) guHaMmmn4eckun B npouecce pabotbl MHPOPMaALMOHHON CUCTEMBI;

KOHTPOSIb MPUMEHEHUs1 CpeacTB pa3paboTkM W OTnagkym nporpamMm B CcocTaBe
nporpaMmmHoro obecnevyeHns HPOPMaLNOHHON CUCTEMBI;

TeCTUpoBaHMe C MNEepPUoOANYHOCTBIO  YCTaHOBMIEHHOW  ornepaTtopoM  OYHKUUIA
©e3onacHoOCTM CpeacTB 3awuTbl MHOPMaLMKM, B TOM YMCIie C NMOMOLLBID TeCT- Mporpamm,
UMUTUPYIOLLMX  MNOMbITKW  HECAHKUMOHMPOBAHHOrO JocTyna, W (unu)  cneumanbHbIX
nporpaMmHbIX cpencTs, B cootseTcTBum ¢ AH3.1 n AH3.2;

obecneyeHne pn3n4eckon 3alnTbl TEXHUHECKUX CPeaCcTB MHAPOPMALMOHHON CUCTEMBI
B cootBetcTBuM ¢ 3TC.2 n 3TC.3.

B cnyyae ecnv pyHKUMOHaNbHbIE BO3MOXHOCTU MHGOPMALVMOHHON CUCTEMbI OOSMKHbI
npegycMmatpuBaTtb MpPUMMEHEHME B COCTaBe €e MnporpamMmHoro obecneyeHust cpencTts
pa3paboTkM M oTnagkm nporpamm, onepaTtopom obecneuvMBaeTCs BbINOMHEHME Mpoueayp
KOHTPOSIS LIEeNOCTHOCTU NPOrpaMMHOro obecnevyeHnsa nocre 3aBepLUeHUsT Kaxgoro npowecca
YHKUMOHNPOBaAHUS CPpeacTB pa3paboTku u oTnagku nporpaMmm.

MpaBuna v npouedypbl KOHTPOMS LEMNOCTHOCTM nporpamMmHoro obecneyeHus
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbIX [OOKyMeHTax ornepatopa no



3awmrTe nHpopmaumn.

Tpe6oBaHus kK ycunenuro OLJ1.1:

1) B WHMOPMAUMOHHOW CUCTEME KOHTPOSb LENOCTHOCTM CPeacTB  3aluuThl
WHpopMaUUN  OOSMKEH OCYLECTBIATLCA MO KOHTPOSfbHbIM CyMMaM BCeX KOMMOHEHTOB
CPeACTB 3awWuTbl MHOpMaLMK, Kak B NpoLecce 3arpy3ku, Tak U QUHAMUYECKM B npouecce
paboTbl CUCTEMBI;

2) B WH(OPMALNOHHOW CUCTEME AOIMKEH obecneymBaTbCsl KOHTPOSb LIENOCTHOCTU
CPeAcTB  3awuTbl MHGOPMauMM C  UCMNOMb30BaHWEM Kpuntorpaduyecknx MeToaoB B
COOTBETCTBUM C 3akoHogaTenbcTBOM Poccuinckon denepauumn, BCEX KOMMOHEHTOB CPeaCcTB
3aWwuTbl MHOPMaLMK, Kak B npouecce 3arpysku, Tak U AMHaMUYecKu B npouecce paboTbl
CUCTEMDI;

3) onepaTopoM WUCKNIOYAETCA BO3MOXHOCTb MCMOMb30BaHUA CPeACcTB pa3paboTkn U
OTNagkm nporpaMmm BO BpeMda 06paboTkm wn (MNn) XpaHeHus WHopMauun B LEeNsax
obecnevyeHns LEenoCTHOCTM NPOrpaMMHON cpeabl;

4) onepatopoMm obecneyvMBaeTcsa BblaenieHMe paboynmx MecT C YCTaHOBEHHbIMU
cpencTBamu paspaboTkm 1 oTNnagkyM NporpamMmm B OTAESNbHbBIN CErMEHT (TECTOBYIO cpeay);

5) B uH(OpMaLMOHHON cucTeMe [ofmkHa obecneymBaTbcs ONOKMpOBKA 3anycka
nporpaMmmHoro obecneyeHmst n (Mnn) 6GrNOKMPoOBKa CermeHTa (KOMMOHEHTA) MHGOPMAaLMOHHOM
cucTeMbl (aBTOMaTU3MPOBaHHOIO paboyero MecTa, cepeepa) B criydae obHapyxXeHus akTtoB
HapyLUeHWs LLeNOCTHOCTH.

CopepxaHue 6azoBoun mepbi OLJ.1:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
oust.1 + +
Ycunexnne OLJT.1 1,3 1,3

OLJ1.2 KoHTponb uenocTtHocTu uHdopmauum, cogepxawienca B 6asax AaHHbIX
MHpOPMaLMOHHON CUCTEMBI

Tpe6oBaHua k peanusauum OUJL.2: B wuvHGPOpPMALMOHHOW CUCTEME [OOSMKEH
OCYLECTBMAATbCA KOHTPOSb LENIOCTHOCTM WHGOopMauuun, cogepxawenca B 6asax gaHHbIX
MHGOPMaLMOHHON CUCTEMDI.

KoHTponb  uenocTtHocTM  uHopmauun, cogepxawencs B 0asax  AaHHbIX
NMHPOPMaLMOHHON CUCTEMbI, AOSMKEH NpeaycMaTpmBaTh:

KOHTPOSb LENOCTHOCTM C MNEPUOAMNYHOCTbIO, YCTAHOBIEHHON ONEpPaToOpoOM, CTPYKTYpbI
0a3bl JaHHbIX MO HanMuuMK UMMeH (MOEHTUPUKATOPOB) U (MUNKU) MO KOHTPOSIbHBIM CyMMaM
NPOrpaMMHbIX KOMMOHEHT ©asbl OaHHbIX B npouecce 3arpysks u (Mnu) AMHaMU4Yecku B
npouecce paboTbl MHPOPMALMOHHON CUCTEMBI;

KOHTPOSb LIENOCTHOCTU C NEPUOANYHOCTbLIO, YCTAaHOBIIEHHON OnepaTopoM, O0OBLEKTOB
6a3 [gaHHbIX, onpegensieMbix OnepaTopoM, MO KOHTPOSbHbIM CyMMaM WU (unu) c
NCNoNb30BaHMEM KpunTorpauyeckux MeTo4OB B COOTBETCTBUM C 3aKOHOLATENbCTBOM
Poccunckon degepauumn B npouecce 3arpy3ku v (Mnu) gMHamumyecku B npouecce paboTbl
MHOPMALNOHHON CUCTEMBI;

obecneyeHne pmnanyeckon 3almTbl TEXHUYECKUX CPEACTB UHPOPMALMOHHON CUCTEMBI,
Ha KOTOpbIX yCTaHoBneHa 6a3a gaHHbIx, B cootBeTcTBum ¢ 3TC.2 n 3TC.3.

MpaBuna n npouenypbl KOHTPOMSA LENOCTHOCTU MHGOPMaUUn pernameHTUpYoTCs B
OpraHn3auUnoHHO-pacnopaanTeNbHbIX AOKYMEHTax onepaTtopa no 3awuTte nHopmaumn.

Tpe6oBaHus kK ycunenuro OLJ1.2:



1) B WHOPMAUNOHHOM CUCTEME [OOSMKHbI BbINOMHATLCA MNpoueaypbl KOHTPONS
LefIoCTHOCTU WHopMauuK, cogepxawlenca B 0ase AaHHbIX, nepe KaxablM 3anyCcKom
nporpammHoro obecnedeHns goctyna kK 6ase AaHHbIX;

2) B WH(OPMALMOHHON cucTemMe [JOrmkeH obecneymBaTbCs KOHTPOSNb LIENOCTHOCTU
NCNOSTHAEMbIX MOAYNEN, XpaHAWmMXca B 6asax gaHHbIX (Hanpumep, XpaHuMble npouenypbl,
Tpurrepsbl);

3) B WH(opmaumoHHoM cucteme [ormkHa obecnevmBaTbCca OGROKMPOBKA 3anycka
cucTeMbl ynpaeBneHus 6asbl gaHHbIX U (MnKM) OGROKMPOBKA CermMeHTa (KOMMOHEHTA)
MHPOPMaLNOHHON cucTeMbl (aBTOMaTM3MpOBaHHOrO paboyero mecrta, cepBepa) B criyyae
oBHapyXeHWst (aKTOB HapyLUEeHNS LLleNOCTHOCTU;

4) KOHTPOSb LESNIOCTHOCTM CTPYKTypbl 6a3sbl [aHHbIX W KOHTPOSb LENIOCTHOCTU
MHpopmauun, xpaHswencs B 6ase OaHHbIX, C NMPUMEHEHNEM cneumnanbHbIX NPOrpaMMHbIX
aBTOMaTU3NPOBAHHbLIX CPEACTB KOHTPOMS LeSTOCTHOCTMU.

CopepxaHue 6azoBoun mepbi OLIJ.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOpPMaLMOHHOM CUCTEMBI
4 3 2 1
ouJ1.2
Ycunenme OLJ.2

OLJ1.3 O6ecneyeHne BO3MOXHOCTU BOCCTAHOBJIEHMA NMpPOrpaMMHOro obecneyeHus,
BKJ1OYasA nporpaMMHoe obecneyeHne cpeacTB 3aWuTbl MHOpMaLmm, npm
BO3HUKHOBEHWUMN HeLWTaTHbIX CUTyauun

Tpe6oBaHua k peanusauum OLJL.3: OnepaTtopom pomkHa ObiITb nNpegycMmoTpeHa
BO3MOXHOCTb BOCCTaHOBSIEHWUS NpOrpaMMHOro obecneyeHus, BKMYas MNpPOorpaMmHoe
obecneyeHne cpencTB 3alnTbl MHGPOPMaLUMK, NPU BOSHUKHOBEHUN HELUTATHbIX CUTYaLMWN.

[na obecneyeHnss BO3MOXHOCTM BOCCTaAHOBIIEHWUSI MPOrpaMMHOro obecneyeHns B
MHPOPMALNOHHOWN CUCTEME AOSMKHbI BbITh MPUHATHI COOTBETCTBYIOLLME NNaHbl N0 4ENCTBUAM
nepcoHana (agMuHucTpaTopoB 6e3onacHOCTW, Mofb3oBaTenen) npu  BO3HWKHOBEHWMU
HeLITaTHbIX CUTYaLNiA.

Bo3aMOXXHOCTb BOCCTaHOBMEHUS NporpaMMHOro obecneveHus, BkNoYasi NporpaMmHoe
obecrneyeHne cpeacTB 3alMTbl UHOPMALMK, MPU BO3HUKHOBEHUW HELITaTHbIX CUTyauun
AOIMKHA npegycMmaTpuBaTh:

BOCCTaAHOBNEHNE MporpaMMHOro obecneyeHuns, BKNo4asi nporpammHoe obecneveHve
CPEeACTB 3aliuTbl MHOPMAaLMK, U3 pPe3epBHbIX KOMuA (AUCTPUBYTMBOB) NPOrpamMMHOro
obecneyveHus;

BOCCTaAHOBMEHNE N MNpoBepka paboToCnOCOBHOCTM CUCTEMbI 3alMTbl MHAOPMAaLMK,
obecneunBatoLe HeobX0ANMbIN YPOBEHb 3aLLMLLIEHHOCTM MHGOPMaLUK;

BO3BpaT MH(POPMALMOHHON CUCTEMbI B HavalnbHOE COCTOsiHME (OO0 BO3HUKHOBEHUS
HelITaTHOM cMTyaummn), obecneunBaroLLee ee WTaTHoe

PYHKLUNOHUPOBAHME, nnn BOCCTAHOBMEHNE  OTAENbHbIX  (PYHKUMOHAsNbHbIX
BO3MOXHOCTEN MHEAOPMALMOHHOMW CUCTEMbI, OMNpPeAEeNeHHbIX onepaTopoM, MO3BOSSOLLNX
pewatb 3aga4m no obpaboTke MHopmaumn.

OnepaTopoM MPUMEHSIKOTCS KOMMEHCUpYyKLWMe Mepbl  3awmtbl  UMHpopmauun B
crniyyasix, Korga BOCCTaHOBIeHMe paboTocnocoOHOCTM CUCTEMbI 3alnTbl MHAOPMALMK
HEBO3MOXHO.

MpaBuna wn npouenypbl BOCCTAHOBMNEHUS (B TOM 4YucCne nMnaHbl Mo OerCTBUAM
nepcoHana nopsiiok NPUMEHEeHNA KOMMEHCUPYIOLLMX Mep) OTpaXKaloTCsa B OpraHU3auuoHHO-



pacrnopsauTeribHbIX JOKYyMeHTax oneparopa no 3awmre nHgpopmaumn.

Tpe6oBaHus Kk ycunenuro OLJ.3:

1) onepatopoMm obecneynBaeTca BOCCTAHOBMEHME OTAENbHbIX (YHKUMOHAMNBbHbIX
BO3MOXHOCTEN  MH(POPMALMOHHOM  CUCTEMbI C  MNPUMEHEHWEM  pe3epBUPOBAHHOIO
nporpammHoro  obecnedeHnss  3epkanbHOM  MH(OPMAUMOHHOM  CUCTEMbl  (CerMeHTa
MHOPMALMOHHOM CUCTEMBI, TEXHUYECKOrO CpeacTBa, ycTponcTea) B cootsetcteumn ¢ OAT.2
n OOT.4.

CopepxaHue 6azoBoun mepbi OLIJ.3:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHoCT MHPOpPMaLMOHHOM CUCTEMBI
4 3 2 1
ouJ1.3 + + + +
Ycunenme OLJ.3 1

OLUJ1.4 O6HapyxeHue n pearmpoBaHue Ha NocTynsieHMe B UHPOPMaLMOHHYHO CUCTEMY
He3anpawmnBaeMbIX JIEKTPOHHbIX COOOLWeHMN (NucemM, LOKYMEHTOB) U MHOWM
MHdOpMaLMn, He OTHOCALWMUXCA K PYHKLLMOHMPOBAHUIO NMH(POPMALMOHHON CUCTEMDbI
(3awmTa oT cnama)

Tpe6oBaHusa k peanusaumm OLUJ.4: Onepatopom [omkHO obecneymBaTbCs
obHapyxeHue W pearMpoBaHMe Ha MOCTyNfieHne HesanpalnBaeMblX SNEKTPOHHbIX
coobuweHnn (nucem, [OOKYMEHTOB) W  MHOW  UMHGOPMaUUK, He  OTHOCALWMXCA K
PYHKUMOHNPOBAHUIO MHGOPMALMOHHOM CUCTEMBI (3aLLmMTa OT crnama).

3awmTta OT cnama peanusyeTcs Ha Tovkax Bxoda B MHGOPMAUMOHHYK CUCTEMY
(BbIX0O4A) MHMOPMALMOHHBLIX MOTOKOB (MeXCeTeBble 3KpaHbl, no4ytoBble cepsBepbl, Web-
cepBepbl, MNPOKCU-CEPBEPbLI M  CepBepbl  yAaneHHoro [ocTyna), a Takke Ha
aBTOMATU3NPOBAHHbIX pabounx MecTax, cepBepax W (MNKN) MOBUMBbHBLIX TEXHUYECKNX
CcpeacTBax, MOAKMIOYEHHbIX K CEeTAM CBs3M 0OWero nonb3oBaHUs, Ans OOHapyXeHus U
pearMpoBaHus Ha MNOCTYNSIeHNe MO JNEKTPOHHOW MOoYTe He3anpallnBaeMblX 3NEKTPOHHbIX
coobueHnn (Mncem, LOKYMEHTOB) NN B MPUNOXEHUSIX K 9NEKTPOHHbIM NMUCbMaM.

3awmTta oT cnama obecneymBaeTCs MPUMEHEHMEM CNeLMannu3npoBaHHbIX CPencTB
3aWuTbl, peanuaylLmnx cneayroLlmne MexaHmambl 3aLmThbl:

unbTpaumsa NO COAEPNKUMOMY IMEKTPOHHbBIX COOOLLUEHUA (MMCEM, OOKYMEHTOB) C
NCNONb30BaHWEM KPUTEPUEB, NO3BOSAOLLNX OTHOCUTL COOBLLEHNSA K cnaMy CUrHaTypHbIM U
(Mnn) aBpUCTUYECKMM MeTogaMMU;

dunbTpaumnsa Ha ocHoBe MHAGopmaLMM 06 oTnpaBUTENE 3MEKTPOHHOrO CoobLeHns (B
TOM 4uCne C WCMNONb30BaHMEM "4epHbIX" CNMCKOB(3amnpeLleHHble oTnpaBuTenu) u (1Mnu)
"GenbiX" CNMCKOB (paspeLleHHble OTNpaBuTenNn).

OnepaTtopoM [OMKHO OCyWecTBNATbCA 06HoBneHne 6a3sbl "dyepHbix" ("Genbix")
CMUCKOB M KOHTPOIb LenocTHOCTU 6a3bl "yepHbix" ("6enbix") CrMckos.

MpaBuna wn npouedypbl OOHapYyXeHWss W pearnpoBaHMs Ha MOCTyNfeHune
Hes3anpalimBaemMon Hpopmauumn pernaMmeHTUpYTCA B OpraHnM3aunoHHO-pacnopaanTenbHbIX
AOKyMeHTax onepaTopa no 3awute nHdpopmaummn.

TpeboBaHus k ycunenuro OLJ.4:

1) onepaTopoMm obecrneymBaeTCca LEHTpanM3oBaHHOE YMpaBfneHne cpeacTeamm
3aWuTbl OT cNama;

2) B MHOPMAUNOHHOM CUCTEME AO0SmKHa obecneumBaTbCa (punbTpaumsi Ha OCHOBE
nHpopmauumn 06 oTnpasBuTeENe 3MEKTPOHHOIO COOBLEHUSA C UCMOSb30BaHMEM 3BPUCTUYECKNX
MeToaoB (Hanpumep, "cepble" CNUCKU CepBEPOB INIEKTPOHHOW MOYTbI, pacrno3HaBaHue



aBTOMaTUYECKN reHepupyemMbIX UMeH oTnpasuTenen n gpyrue);

3) B WH(pOpMaUMOHHON cucTeMe [ofmkHa obecneymBaTbCa ayTeHTUMKaUuN
oTnpaBuUTENen 3MNeKTPOoHHbIX cooblieHnn B cootBeTcTBun ¢ UADP.1, UAD.6, UAD.7;

4) B UHpOPMALMOHHOW cUCTEME OOMKHa obecneunBaTbCs ayTeHTUdMUKaLMS CepBEPOB
31IEKTPOHHOM NMOYThLI (B TOM Yncne B cootBeTcTBUM ¢ UAD.2, UAD.7);

5) B MH(bOpMaLMOHHON cucTeMe AOSmKeH obecneunmBaTbCa KOHTPOSb MOCTYMSEHUSA B
WHPOPMALMOHHYIO CUCTEMY WH(OPMALUMOHHBIX COOOLLEHMA W [OOKYMEHTOB Ha OCHOBE
KOHTEHTHOro aHanusa.

CopepxxaHue 6azoBon mepbl OLL.4:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHOCTU MH(pOopMaLMOHHOM CUCTEMBI
4 3 2 1
ousl.4 + +
Ycunenne OLJ.4

OLUJ1.5 KoHTponb copepxaHus nHpopmauum, nepegaBaemMomn u3s MHopmaLMoHHOMN
cuctemMbl (KOHTEMHEPHbIA, OCHOBaHHbLIAN HAa CBOMCTBaX 06beKTa AocTtyna, u
KOHTEHTHbIN, OCHOBaHHbLIN Ha NMOUCKe 3anpeLleHHON K nepeaaye nHcopmauum ¢
MCNoJSIb30BaHUEM CUrHaTyp, Macok U UHbIX METOAO0B), U UCKNIOYEHUE HeENnpaBOMEPHOM
nepeaaym nicopmaumm ns MHGpOpPMaLMOHHON CUCTEMDI

Tpe6oBaHusa k peanusauum OUJL.5: B wuHpopmaumMoHHOM cuUCTeEMe OOSMKeEH
OCYLLECTBNATLCA KOHTPOSb CoAepXXaHns NHopmaunn, nepegasaeMon U3 MHGPOpPMaLMOHHON
cucTeMbl (KOHTEMHEPHbIW, OCHOBaHHbLIM Ha CBOWCTBax OObeKkTa A0CTyna, U KOHTEHTHbIN,
OCHOBaHHbIN Ha MOUCKe 3anpeLleHHOM K rnepefadvye MH@opmMaumMm C  UCNosfib30BaHUEM
CUrHaTyp, MacoK M MHbIX METOAOB), U UCKIIOYEHNE HENPaBOMEPHON nepenaym nHhopmaumm
N3 MHPOPMALMOHHON CUCTEMBI.

KoHTponb cogepxaHusa nHdopmaunmn, nepegaBaemMon n3 MHHOOPMaLMOHHON CUCTEMBI,
AOJDKEH NpegycMmaTpuBarhb:

BblSIBNeHNE (pakTOB HenpaBOMEPHOM nepefayn 3awumwaemon uHdopmMauum U3
MHAOPMALMOHHOM CUCTEMbI Yepe3 pasnuyHbie TUMbl CETEBbIX COEANHEHWUN, BKIOYasi CeTU
CBA3K 00LLEero Nonb3oBaHUs U pearMpoBaHne Ha HUX;

BblABNeHMe akToB HenpaBOMEPHOM 3anucu  3awuiaeMon WUHGopMauuu Ha
HEeYYTEeHHble CbEMHbIE MaLLUMHHbIE HOCUTENY NH(bOpMaLUN U pearMpoBaHMe Ha HUX;

BbisiBfieHWEe (paKTOB HEMpPaBOMEPHOro BbIBOAA Ha NevyaTb JOKYMEHTOB, COAepKalumx
3almuaemyo MHopMaumio U pearmpoBaHme Ha HUX;

BblSiBNIieHMe (OaKTOB HENpaBOMEPHOro KOMMPOBaHUS 3aljuuiaemMon uHdopmauun B
npuknagHoe nporpaMmmHoe obecneveHne ns bydepa obmeHa n pearmpoBaHue Ha HUX;

KOHTPOSb XpaHeHns 3aumiaeMon nHpopmaumm Ha cepBepax n aBToOMaTU3NPOBaHHbIX
paboumnx mecrax;

BbisiBieHWEe (paKTOB XpaHeHusi MHopMauum Ha obLimnx ceTeBbix pecypcax (obwime
nanku, CUCTEeMbl JOKyMeHTOo6opoTa, 6a3bl AaHHbLIX, MOYTOBbLIE AapPXMBbI U NHbIE PECYPCHI).

KoHTposnb cogepXaHna nHgopmauum, nepegasaemon n3 MHPOPMauMOHHON CUCTEMBI,
ocyliecTsngeTcsa nNo UndpoBbIM OTneyaTkam MHGopMaumn, no perynspHbiM BblpaXXeHNAaM U
(vnn) no atpubytam BesonacHocTn (MeTkaMm 6e3onacHOCTU) (pannoBs, a Takke C MOMOLLbIO
WHbIX METOOB.

MpaBuna wn npoueaypbl KOHTPONSA COAepXaHus nepegaBaeMon  WMHGOPMaLNK
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauMTenbHbiX [AOKYMeHTax ornepatopa no
3awmTte nHdopmMaumn.



TpeboBaHus k ycunenuro OLIJL.5:

1) B WH(MPOPMAUMOHHON CUCTEME [OOSMPKHO OCYLECTBNATLCA XpaHEHUE BCEW
nepegasaemMon n3 MHPOPMALMOHHON CUCTEMbl MHGOpMauuMM u (Unn) uHopMauun ¢
HeJoNnyCTMMbIM K nepefade M3 WH(OPMAUMOHHOW CUCTEMbl COAepXaHuem, B TedeHue
BPEMEHW, ornpeaensemMoro ornepaTtopom;

2) B MHPOPMALIMOHHON CUCTEME LOSPKHA OCYLLECTBNATLCA GrOKMpPOBKa nepenayun ms
MHOPMALNOHHOM CUCTEMBI MHpOPMaLIMKM C HEAOMYCTUMbIM COLEepPXKaHNEM.

CopepxaHue 6azoBoun mepbi OLIJL.5:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMBI
4 3 2 1
ouJ1.5
Ycunenne OLJLS

OLJ1.6 OrpaHuyeHue npaB nonb3oBaTtenen no BBoay nHdpopmaumm B
MHOPMaLIMOHHYIO CUCTEMY

Tpe6boBaHusa k peanusauum OLUJI.6: B wuHPOpMaAUMOHHOM cCUCTEME [LOSMKHO
OCYLLeCTBMNATLCA  OrpaHuMyeHwe npaB Mofnb3oBaTenen no BBody MHGopMauum B
MHPOPMALNOHHYIO CUCTEMY.

OrpaHudeHve npaB nonb3oBaTenen no BBOAY WHopmauun npegycMmaTpmsaeT
orpaHuyeHve no BBOAY B onpedesieHHble Tunbl 00bekToB AocTtyna (06bekTbl dannoBoun
cUCTeMbI, 00bekTbl 6a3 AaHHbIX, OOBbEKTbl MPUKMIALHOrO M CheumanbHOro MporpaMMHOro
obecneveHns) nHopmaumm ncxoaa U3 3agad U NnoHOMOYUN, pellaeMblx Nosfib3oBaTesieM B
MHGOPMAaLNMOHHOW CUCTEME.

OrpaHunyeHna npaB norb3oBaTenen no BBOAY WHGOpPMauuMM B WHAPOPMALUOHHYIO
CUCTEMY [OJSDKHbI (PUKCUPOBATLCA B OpPraHM3auMOHHO-pacnopsaauTesibHbIX OOKYMEHTax Mo
3awmrte nHopmaumm (GOKYMEeHTUPOBaTbLCS) U peanu3osbiBaTbca B cooTBeTcTBUM ¢ YIA.4 v
ynpg.s.

Tpe6oBaHus k ycunenuro OLLJ.6:

1) B MHOpPMAUNOHHOM cucteme obecrneumBaeTcsl UCKIOYEHME BO3MOXHOCTU BBOAA
nosib3oBaTensMm MHopMauMm B WMHGPOPMALMOHHYKD CUCTEMY, BCReacTBMe peanusauuu
OrpaHNYnTENbHBIX MHTEPJENCOB MO BBOAY MHGOPMAaLMKM TOSNLKO Yepes cneunanbHble popMbl
NPUKNagHoOro NporpaMMHoOro obecneveHums.

CopepxaHue 6azoBoun mepbl OLIJL.6:

Mepa 3awuTbl MHOpPMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
ouJ1.6 +
Ycunexnne OLJI.6

OUJ1.7 KoHTpONb TOYHOCTU, NOJSIHOTbI U NPABUIILHOCTU AaHHbIX, BBOAUMbIX B
MH(POPMaALIMOHHYIO CUCTEMY

TpeboBaHua k peanusaumm OLWJL.7: B wuHpOpmMaUMOHHOW cuUCTEME [OSKEH
OCYLLECTBMATLCA KOHTPOSIb TOYHOCTW, MOMHOTHI W NPaBWUIIBHOCTU [OaHHbIX, BBOAUMbIX B
MH(POPMALNOHHYIO CUCTEMY.

KOHTpONb  TOYHOCTM, MOSIHOTbI W NPaBWBHOCTM  OaHHbIX, BBOAMMbIX B



MHOPMaLMNOHHYI0 cucTemy, obecneymBaeTcsa NnyTemM YyCTaHOBMEHWSI U MPOBEPKM COBMOaeHMSA
dopmaToB BBOAA AaHHbIX, CUMHTAKCUYECKUX, CEMaHTUYECKUX U (MNKN) UHBIX NpaBus BBoAA
MHpopmauumn B MHGPOPMAaLMOHHYO cucTeMy (AonycTumble Habopbl CMMBOSOB, Pa3MepPHOCTb,
obnacTb YMCNOBbIX 3HA4YeHUW, [OOMNYCTUMblE 3HAYeHUd, KONMUYEeCTBO CUMBOJSIOB) [AJ1S
noaATBEPXOEHNA TOro, 4TO BBOA MHGOPMauUMM COOTBETCTBYET 3aJaHHOMY OrnepaTopoMm
doopmaTy 1 Coaep>KaHuio.

BBoanmble gaHHble OOSMKHbI MPOBEPATLCS HA HaNMYMe KOHCTPYKUUW, KOTOpble MOryT
OblTb  MHTEpNpPeTUpoBaHbl MNPOrpPaMMHO-TEXHUYECKMMMU  cpeacTBaMn  MH(OPMaLNOHHOM
CUCTEMBbI KaK UCMOSTHAEMblE€ KOMaHAbI.

Tpe6oBaHus kK ycunenuro OLJL.7:

He ycTaHOBMNEH®bI.

CopepxaHue 6azoBoun mepbl OLJL.7:

Mepa 3awwuTbl MHpOpMaLmn Knacc 3awmieHHoCT MHPOpPMaLMOHHOMN CUCTEMBI
4 3 2 1
ous.7
Ycunenne OLUJL7

OLJ1.8 KoHTponb ownbo4HbIX AEUCTBUN NONb3oBaTenen no BBoay v (unu) nepegaye
MHcopmauum n npeaynpexaeHme nonb3oBartenien 06 OoWNOOYHbIX AeNCTBUAX

Tpe6oBaHusa Kk peanusauum OLJI.8: B wuHpopmaumMoHHOM cuUCTeEMe [OOSMKeEH
OCYLLECTBMATbCA KOHTPONb OLWMOOYHBLIX AENCTBMIK MNonb3oBaTenen no Beogy M (uMnwn)
nepegaye nHgopmaumm n npegynpexneHue nons3osartenen o6 oWMOOYHbIX AENCTBUSIX.

KoHTponb oOWKNBOYHbIX OEWCTBUIM nofb3oBaTenen no Beogy M (unv) nepepaye
MHopMauun n npegynpexgeHne nonb3oBatenen 06 OWMBOYHbIX AENCTBUSX [OSMKEH
npegycMmaTpusaTb:

onpeneneHne onepaTtopom TUMOB OLUMOOYHLIX AENCTBUA MONb3oBaTeNien, KoTopble
noTeHUManbHO MOryT TMpMBECTM K HapyweHuto 6GesonacHocTM  uHdopmaumm B
MHOPMAaLNOHHOM CUCTEME,;

reHepupoBaHue coobuieHnn ons nonb3oBatenen 06 nx ownbOoYHbIX OEUCTBUAX U O
BO3MOXHOCTW HapylleHusi 6e3onacHoCTM WHgopmaumMm B MHAPOPMaUMOHHOM CUCTEME ANs
KOPPEKTUPOBKN OENCTBUI NOfb30BaTeNEn;

pernctpauuns nHpopmauumn 06 owmnboYHbIX 4ENCTBMAX NONb30BaTENEN, KOTOPbIE MOTYT
NpuMBECTU K HapylleHunto 6e3onacHocT mHdopMaumm B WHGOPMALMOHHOW cucTeme, B
XXypHanax permcTtpaumm cobbituin 6e3onacHoctn B cootBetcTeum ¢ PCB.3;

npegocTaBneHne goctyna K cooblieHnsiM 06 owmnboYHbIX AEUCTBUSX NOMb3oBaTenemn
TONbKO agMUHUCTPaTopaMm.

Tpe6oBaHus kK ycunenuro OLLJ1.8:

He ycTaHOBNEHLI.

CopepxaHue 6azoBoun mepbi OLIJ.8:

Mepa 3awuTbl MHOpPMaLmn Knacc 3auwmieHHoCTV MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
ouJ1.8
Ycunexnne OLJI.8

3.10. Ob6ecneyeHue goctynHocT nHdopmauum (OOT)



OAT.1 Acnonb3oBaHMe OTKa30yCTOMYMBBLIX TEXHUYECKUX CPeacTB

Tpe6oBaHua k peanusaumm O[T.1: OnepatopoM [OMKHO obecneymBaTbCS
NCNosib30BaHMe 0TKa30yCTONYMBBLIX TEXHUYECKUX CPEACTB, NpeaycMaTpuBatoLlee:

onpegerieHne CerMeHToB  MHOPMALMOHHOW CUCTEMbI, B  KOTOPbIX  [OOJTKHbI
NPUMEHATBCS  OTKa30yCTOMYMBbIE TeXHUYECKMe cpeactsa, obnagarolime CBONCTBaAMMU
COXpaHsTb CBOK paboTOCNOCOOHOCTbL MOCMe OTKasa OL4HOro WM HECKOSTbKUX MUX COCTaBHbIX
yacTel, W nepeyvyHs TaKknx CpeacTB ucxogs u3 Tpebyembix ycnosun obecneveHus
HenpepbIBHOCTU  PYHKUMOHUPOBAHMUS  UH(POPMALMOHHOW  CUCTEMbI U AOCTYNHOCTU
NMHpopMauunK, yCTaHOBIIEHHbIX ONEpPaTopoM;

onpeaeneHne npeaenbHbiX (MOPOroBbiX) 3HAYEHUN XapakKTepPUCTUK (KoadhduumneHTa)
rOTOBHOCTM, MOKa3blBaKOLWEro, Kakyt [JOn BpeMeHu oT obuwiero BpemMeHu paboThbl
MH(POPMALMOHHON CUCTEMbI TEXHUYECKOE CPeAcTBO (TEXHUYECKOE pelleHMe) HaxoamTcsa B
pabo4yem COCTOSIHUW, U XapaKTePUCTUK HagexHocTn (Tpebyemoe 3HavyeHue BEPOSTHOCTU
OoTKasa B eauHuLYy BpeMeHu) ucxoasa ns tpebyembix ycrnosuin obecnevyeHms HenpepbiBHOCTU
PYHKUMOHNPOBAHMUS  MHPOPMALMOHHON  CUCTEMbI W OOCTYMHOCTM  MHGOPMauumK,
YCTaHOBIEHHbIX ONepaTopoMm;

npuMeHeHne B MHPOPMALMOHHOM CUCTEME TEXHUYECKUX CPEACTB C YCTaHOBIEHHbIMU
onepaTtopoM  xapaktepuctukamn  (KOadpUUMEHTOM)  FOTOBHOCTU U HAOEXHOCTMW,
obecneumnBaroLmnx Tpebyemble ycnosusi HenpepbIBHOCTU yHKLMOHNPOBaHUSA
MHGOPMaLMOHHOW CUCTEMbBI U OOCTYMHOCTU MHGDOpMaLnW;

KOHTPOSlb C YCTAHOBMEHHOW OMNepaTopoM MEPUOAMYHOCTLIO 3@  3HAYEHUAMMU
XapakTepucTuk (KoadpdUUNEHTOB) FOTOBHOCTM W HAAEXHOCTU TEXHWYECKUX CpeacTs u
pearMpoBaHMe Ha yXyAlweHue 3HAYeHUN AOaHHbIX XapakTepUCTUK (MHMUManu3aumsa nnaHa
BOCCTaHOBMNEHUsS paboTocnocobHOCTM U NHbIE METOAbLI pearnpoBaHns);

3aMeHa TEexXHUYECKUX CPEeACTB, XapakKTepUCTUMKN (ko3dPPUUMEHTbI) FOTOBHOCTU U
HaOEeXHOCTM KOTOPbIX AOCTUIIN NpeaenbHOro 3HaYeHUs.

OnepaTtopoMm [omkHO ObITb obecneyeHo onpefeneHne TpebyembiX XapakTepUCTUK
(koatbPULMEHTOB) HAOEXKHOCTM W TOTOBHOCTM B COOTBETCTBMM C  HaAUMOHANbHbIMM
cTaHgapTamu.

Tpe6oBaHus k ycunenumro OAT.1:

1) onepartop BbIBOAUT U3 JKCMnyaTaumm TEXHUYECKOE CPeACTBO MyTEM nepenayn ero
dyHKUMN  apyromy (pe3epBHOMY) TEXHUYECKOMY CpPeACcTBY [O [LOCTMXKEHUS MNepBbiM
npegenbHbIX (MOPOroBbiX) 3HAYEHUN XapakKTepUCTUK (KOIPUUMEHTOB) FOTOBHOCTU U (M)
HaOEeXHOCTU;

2) B WHOPMALMOHHOM CUCTEME peanuayeTcss aBTOMaTU4ECKOe OnoBeLLeHne
(curHanusaums) 0 JOCTMXKEHUS TEXHUYECKMM CPEeACTBOM npeaeribHbIX (MOPOroBbIX) 3HAYEHUN
XapakTepuctuk (koadPUUMEHTOB) TFOTOBHOCTU W HALEXHOCTU (CTeneHb OOCTUXKEHUS
npegenbHbIX 3HaYeHUn onpeaensaeTca onepaTtopom);

3) B MHOpPMAUMOHHOW CUCTEME peanuayeTcs aBTOMaTMYeCcKoe OroBeLleHne
(curHanunsaums) 0 JOCTMXKEHUS TEXHUYECKMM CPEeACTBOM npeaeribHbIX (MOPOroBbIX) 3HAYEHUN
XapaKTepUCTUK 3arpy3Kku.

CopepxaHue 6asoBoun mepbl OAT.1:

Mepa 3awuTbl MHpOpMaLmn Knacc 3auwmieHHoCTV MHhopMaLMOHHOW CUCTEMBI

4 3 2 1

oAt .1 +
Ycunenne OAT .1




OQLT.2 Pe3epBupoBaHue TEXHUYECKMUX CPEACTB, NPOrpaMMHOro obecnevyeHus, KaHanoB
nepeaaym niopmaumm, cpeacts odecnevyeHuss GyHKLMOHMPOBaAHUSA
MHOpMaLMOHHON CUCTEMBI

Tpe6oBaHua k peanusaummn O[T.2: OnepaTopoM [OMKHO obecneymBaTbCA
pe3epBMpOBaHNE TEXHUYECKMX CPeacTB, NMporpamMHoOro obecrneveHusi, KaHanoB nepegayn
WHopMauuKn, cpeacTs obecnevyeHns QYHKLMOHUPOBAHNA WHAOPMALNOHHOMW CUCTEMBbI,
npegycMmartpusatoLlee:

onpegerieHne CermMeHToB  WHMOPMAUMOHHOMW CUCTEMbI, B KOTOPbIX  [JOJDKHO
OCYLLIECTBMNATLCA pPe3epBMPOBAHNE TEXHMYECKMX CPeacTB, MPOrpaMMHOro obecnedeHus,
KaHanoB nepegayn vHopmMaumm n cpeacts obecnedeHuss (PYHKUMOHMPOBAHUA, a TakKxke
nepedyHsa pesepBUpyeMblX Cpeacts  ucxoaa wu3  Tpebyemblx  ycnoBun obecnevyeHus
HenpepbIBHOCTU  PYHKUMOHUPOBAHMUS  UH(POPMALMOHHOW  CUCTEMbI U AOCTYMHOCTU
MHOpPMaUUK, YCTaHOBIIEHHbIX ONepaTopoM;

NPUMEHEHNE pe3epBHbIX (QyOnMpyOLWKMX) TEXHUYECKMX CPEACTB, MNPOrpamMmMHOro
obecnevyeHnsa, KaHanoB nepefadum uHopmauum wn  (unnM) cpedctB  obecneveHus
PYHKUMOHNPOBAHUS WH(OPMALMOHHON cucTeMbl, obecneymnBaromx Tpebyemble ycrnoBus
HenpepbIBHOCTU  (PYHKUMOHMPOBAHUSA  MH(POPMALMOHHOW  CUCTEMbI U AOCTYMHOCTU
UHdopmMaLunu;

BBOJ B OEWCTBME pPe3epBHOr0 TEXHUYECKOro cpeacrsa, NnporpaMMHoro obecnevyeHus,
KaHana nepegavv wHdopmauum unu cpenctea obecneyvyeHns YHKUMOHUPOBaAHMSA Mpu
HapyweHun TpebyembiX YCroBUA HeNpepbIBHOCTU (OYHKUMOHUPOBAHUS WMHGOPMaLVNOHHOMN
CUCTEMbI 1 AOCTYMHOCTU MHGOPMaLIUN.

PesepBupoBaHMe TeXHUYECKMX CPenCTB B 3aBUCUMOCTM OT TpebyembiX YCroBUK
obecnevyeHnss HENPEPLIBHOCTU  (PYHKUMOHMPOBAHUA  MHGAOPMALMOHHOM  CUCTEMBbI U
AOCTYMHOCTM MHGOPMaLMM BKIKOYaeT HeHarpyXeHHoe ("xonogHoe") u (Mnu) HarpyxXeHHoe
("ropsiuee") pesepBupoBaHue.

Mpn pesepBUpOBaHMM MPOrpaMMHOro obecnevyeHns OCyLEeCcTBASETCA Cco3gaHue
pe3epBHbIX KOMWA  OOLECUCTEMHOro, CneunanbHOro U NPUKNaZHOro  NPorpamMMHOro
obecnevyeHnsa, a Takke nMporpaMMHOro obecnevyeHna cpeacTB 3awWmTbl  MHGOPMaLuK,
HeobxooMMbIX Ana obecneyeHnsa TpebyeMbiX YCrOBUN HENPEPBLIBHOCTU (OYHKLNOHUPOBAHMUS
MHOPMALNOHHOM CUCTEMBI M JOCTYNHOCTU MHpOpMaLnW.

PesepBupoBaHne KaHanoB nepegayn nHopmMauum BKNKOYaeT:

pe3epBUpOBaHME KaHanoB CBA3N, obecrneymBaroLiee CHIKEHNE BEPOATHOCTM OTKa3a B
AocTyne K NHPOPMaLMOHHOM CUCTEME,;

HanMyme y OCHOBHbIX U afibTEPHATMBHbIX MOCTABLUNKOB TENEKOMMYHUKALMOHHBIX YCIyr
(npoBangepoB) NHPOPMALIMOHHOW CUCTEMbI NIAHOB MO BOCCTAHOBMIEHNIO CBA3WN NMpU aBapusaix
n cbosx, C ykazaHMeEM BpEMEHM BOCCTAHOBIEHNS.

PesepBupoBaHne cpencts obecnedeHnss OYHKUMOHUMPOBAHMS  UH(OPMaLNOHHOWN
CUCTEMbI BKIOYaAET:

NCNosib30BaHMe KpaTKOBPEMEHHbIX Pe3epPBHbIX MCTOYHMKOB NUTaHMA Ans obecneyeHus
npaBuIIbHOIMO (KOPPEKTHOro) 3aBeplUueHna paboTbl CerMeHTa WHGOPMAaLMOHHOW CUCTEMbI
(TexHnyeckoro cpeacTaa, YCTPOUCTBA) B Criyvae OTKHYEHNSI OCHOBHOMO MCTOYHMKA NUTAHUS;

NCMONb30BaHME [OOMTOBPEMEHHbIX pPE3epBHbIX WCTOYHUKOB MUTAHUA B Ccriyvyae
ANUTENBHOrO OTKMIOYEHMUSI OCHOBHOMO MCTOYHUKA MUTAHUSA U HEOBXOAMMOCTU MPOAOSIKEHUNA
BbIMOSIHEHUSI  CEFMEHTOM  MHAOPMALMOHHOM  CUCTEMbl  (TEXHUYECKMM  CPenCTBOM,
YCTPOWCTBOM) YCTAHOBMNEHHbIX (PyHKLMOHaNbHLIX (3agay);

onpegerneHne nepeyHs  IHEepro3aBUCUMbIX  TEXHWYECKUX  CPeacTB,  KOTOPbIM



HeobxogmMmo obecneunTb HanmMyune pes3epBHbIX UCTOYHMKOB MUTAHUA (KPaTKOBPEMEHHbLIX U
AO0JTTOBPEMEHHBIX).

MpaBuna wn npouenypbl pe3epBUPOBAHUS PErNaAMEHTUPYIOTCS B OpPraHm3aumoHHO-
pacnopaguTenbHbIX AOKYMeHTax onepaTopa no 3awuTe nHpopmaumm.

TpeboBaHusa k ycunenuto OAT.2:

1) B WHMOPMALUMOHHOM CUCTEME [OSMKHO obecneunmBaTtbCa pe3epBUpPOBaHMNE
aBTOMATU3NPOBaHHbIX paboymx MecT, Ha KoTopbix obpabaTbiBaeTca uMHGOPMaUMs
(COBOKYMHOCTM TEXHWYECKMX CPencTB, YCTAHOBMEHHOro MporpaMMHoro obecneveHus,
CPeACcTB  3aluTbl  WHOpMauUMM U1 napamMeTpoB  HACTPOWKM), B TOM  4ucne
npegycmaTtpusatoLee:

NnpocTpaHCTBEHHOE (reorpadunyeckoe) oTaeneHne pes3epBHbIX aBTOMATU3NPOBAHHbIX
paboymx MecT OT OCHOBHbIX MeCT 06paboTkm mMHpopmMaumn, C y4eTOM BO3MOXHbIX Yrpo3
HapyLleHnst AOCTYNHOCTU MHpOpMaLW;

KOH(Urypaumio pesepBHbIX MecT o0b6paboTkm umHdopMauun, npegycMaTpuBatoLLyto
MUHUManbHO TpebyeMble 3KCnnyaTalMOHHbIE BO3MOXHOCTN paboyero MecTa;

pa3paboTky onepaTtopom npoueayp obecneyeHus Tpebyembix ycrnoBun obecneveHuns
HENPepPbIBHOCTU  PYHKLUMOHUPOBAHMUA  UH(POPMALMOHHOM  CUCTEMbI U AOCTYNMHOCTU
MHdOpMaUuKM B criydae HapyleHust yHKUMOHMpoBaHus (c6oeB, aBapuin) pe3epBHbIX MeCT
006paboTkn nHpopmaumm;

orpaHnyeHne BpemeHn obpaboTkM MHpopMaunm Ha pe3epBHOM paboyem mMecTe Ao
BPEMEHWN BOCCTAHOBMNEHNSI DYHKLMOHMPOBAHNSI OCHOBHOIO pabo4ero MecTa;

2) B WH(MpOPMAUMOHHOM CUCTEME [OMMKHO obecneumBaTtbCa npeaocTaBrieHne
pe3epBHbIX KaHANOB CBA3M OT anbTePHATUBHbLIX MOCTABLUMKOB TENEKOMMYHUKALNOHHbBIX YCNyr
(npoBangepoB), OTNNYHBIX OT NOCTABLUMKOB (MpOBangepoB) OCHOBHbIX KaHaroB CBA3W;

3) B MHpOPMALMOHHON cncTeMe OOIMKHO obecnevmBaTbCA MCMONb30BaHNE PE3EPBHbIX
KaHanoB CBS3M, MPOXOAALWMX MO Tpaccam OTMMYHbIM, OT TPAaCC MNPOXOXAEHWUS OCHOBHbIX
KaHaroB CBA3W;

4) B UHPOPMALIMOHHOWN CUCTEME OOMMKHO obecneunBaTbCs UCNOSb30BaAHNE PE3EPBHbIX
(oTAeneHHbIX OT OCHOBHbIX) TENEeKOMMYHWKAUMOHHbLIX CEepBMCOB, obecneyvmBaroLLmnx

AOCTYMHOCTb nHdopmauun, Ao BOCCTaHOBINEHWS [AOCTYMHOCTU OCHOBHbIX
TENEeKOMMYHUKALUMOHHBIX ~ CEPBMCOB  MOCTABLUMKOM  TENEKOMMYHUKALMOHHbIX  YCIyr
(npoBangepom).

CopepxaHue 6azoBoun mepbl OAT.2:

Mepa 3awuTbl MHPOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

OAT.2 +
Ycunenue OAT.2

OOT.3 KoHTponb 6e30TKasHOro (pyHKLUMOHMPOBaAHUA TEXHUYECKUX CPEeacCTB,
obOHapyXeHue M Nokanusaumsa oTkasoB (pyHKLMOHMPOBAHUA, MPUHATUE Mep MO
BOCCTAHOBJIEHMIO OTKa3aBLUMUX CPeACTB U UX TeCTUpOBaHUe

TpeboBaHus k peanusaumu OLT.3: OnepaTtopom OOMKEH OCYLLECTBNATLCHA KOHTPOSIb
6€e30TKa3HOro (PYHKUMOHUPOBAHUS TEXHUYECKUX CPEeAcTB, OOHapyxeHue W rokanuM3auums
OTKa30B (PYHKLMOHNPOBAHUS, MPUHATUE MEP MO BOCCTAHOBIEHMIO OTKa3aBLUMX CPEACTB U UX
TECTUPOBaHMeE.

KoHTponb 6e30TKa3HOro oyHKLUMOHMPOBAHUSA NMPOBOAUTCS B OTHOLLEHUN CEPBEPHOIO U
TENEeKOMMYHUKaLMOHHOrO  obopyaoBaHus, KaHamnoB  CBSA3M, cpeacts  obecneveHus



PYHKUMOHNPOBAHMS  MH(POPMALMOHHON  CUCTEMbI  MyTEM  MNEPUOOUYECKOM  NPOBEPKM
paboTOCNOCOBHOCTM B COOTBETCTBUM C IKCMNyaTaUMOHHOM AOKYMEeHTaumen (B TOM 4ucne
nyTeM MOCLINIKM TECTOBbIX COOOLEHUN W NpuHATUA "OTBETOB", BU3yanbHOro KOHTPONS,
KOHTpOIsi Tpadmka, KOHTPONS "noBeaeHnsa" CUCTEMbI MU MHBIMU METOLaMM).

Mpn obHapyxeHMM OTKa30B PYHKLMOHUPOBAHUS OCYLLECTBSETCS UX flokanuM3aums un
NPUHATUE Mep MO BOCCTAHOBIIEHMIO OTKas3aBLIKMX cpeacTB B cooteBeTctBun ¢ OLJL.3, ux
TeCTUpoBaHWe B COOTBETCTBUU C IKCMSyaTaUMOHHON OOKYMEHTaunen, a Takke perncrpaums
CcOBbITUI, CBA3AHHbLIX C OTKazaMun (PyHKLUMOHMPOBAHUSA, B COOTBETCTBYHOLLMX XypHanax.

TpeboBaHusa k ycunenuto OAT.3:

1) B WH(pOpMaUMOHHON cucTemMe pAofmbkHa ObiTb obecnevyeHa curHanmMsauus
(yBegomrnieHne) o HeucnpaBHOCTAX, COOAX U OTKasax B (PYHKUMOHMPOBAHUM MPOrpaMMHO-
TEXHUYECKUX CpeacTB NHPOPMALIMOHHON CUCTEMBI,

2) onepaTopoM [JofmkHa obecneyMBaTbCs perncrpaums cboeB UM OTKa3oB B
YHKUMOHNPOBAHNN TEXHUYECKNX CPeaCTB MHPOPMALMOHHON CUCTEMDI;

3) B MHPOPMAUMOHHOW CUCTEME [AOSDKHblI MPUMEHSTLCA MporpaMMHble CpeacTBa
MOHUTOPUHIA TEXHWYECKOro COCTOSIHUS WH(OPMAUMOHHOM CUCTEMbI, OCYLLEeCTBrSoLmne
MOHUTOPUHI OTKA30B MPOrpaMMHbIX U MPOrpaMMHO-TEXHUYECKUX CPEeACTB B COOTBETCTBUM C
nepeyHeM, onpeneneHHbIM onepaTopom.

BbasoBbin Habop OAT.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

oAarT.3 + +
Ycunenne OAT.3 1

OQAT.4 NMepuoaunyeckoe pesepBHOE KONMpOBaHME MH(pOpMaLIMK Ha pe3epBHbIe
MalUMHHbIe HocUTenu nHopmaummn

Tpe6oBaHua k peanusaummn O[T.4: OnepaTopoM [OMKHO obecneymBaTbCs
nepuoanyeckoe pesepBHOE KONUPOBaHWE MHOPMaUUKN Ha pe3epBHble MaLUMHHbBIE HOCUTENN
WMHopmauuu, npegycmaTpusatoLLee:

pe3epBHOE KOMMpoBaHWEe WHOpMaUMM Ha pe3epBHble MalUMHHbIE HOCUTENU
MHdOpMaLUKM C YCTaHOBNEHHOW ONepaTopoM NeEPUOLUYHOCTLIO;

pa3paboTky nepeyHs  MHopMauun  (TUNOB  UHGOPMauuK),  NoAasiexallen
nepuoanyeckomMy pes3epBHOMY KOMMPOBAHUIO Ha pe3epBHble  MalUMHHbIE  HOCUTENU
nHdopmMauuu;

perncTpauuio cobbiTUA, CBA3aHHbLIX C PEe3epBHbIM KOMMpPOBaHMEM WHOpMauumn Ha
pe3epBHble MAaLUMHHbBIE HOCUTENW MHGOPMaLNK;

NPUHATHE Mep ANdA 3aWuTbl pe3epBuMpyeMon WMHgopmMauun, obecnevmBaronx ee
KOH(PbMAEHUMANbHOCTb, LENOCTHOCTb U AOCTYMNHOCTb.

MpaBuna n npoueaypbl pe3epBHOIO KOMMPOBAHNA MHOPMaLMN pernaMmeHTUpyrTCAa B
OpraHuM3auUnoHHO-pacnopsanTENbHbBIX JOKYMEHTax onepaTopa no 3awumre nHpopmaumn.

Tpe6oBaHus k ycunenuro OAT.4:

1) onepaTtopoM [OSbKHA OCYLLECTBNATbCS C YCTAHOBIEHHONW UM NEePUOLUNYHOCTBIO
npoBepka paboTOCNOCOOHOCTM CPeaCcTB pPE3EePBHOIO0 KOMMPOBAHWUSA, CPEACTB XpaHeHUus
pe3epBHbIX KOMUA W CPeacTB BOCCTAHOBMEHUS WHMOPMaUMN U3  pe3epBHbIX KOMUK
(nepmnogunyHOCTL NpoBepPKN paboToCcnocObHOCTM onpeaenseTca onepaTtopom);

2) onepaTopoOM [JOMKHO OCYLLECTBIATLCH XpaHeHue (pa3MeLleHne) pe3epBHbIX KOMun
MHpopMauun Ha OTAenbHbIX (pasMelleHHbIX BHE WH(OPMAaUMOHHOW CUCTEeMbl) cpeacTsBax



XpaHeHUs pe3epBHbIX KOMUIN U B MOMELLEHUSIX, CNeumnanbHO npeaHasHayveHHbIX 418 XpaHeHus
pe3epBHbIX KON MHGOPMaLUK, KOTOPbIE UCKITOYAOT BO3LENCTBME BHELLHUX pakTOpOB Ha
XpaHUMYI0 UHGOPMaUUIO;

3) onepaTopoM AOMMKHO OCYLLECTBIATLCA pe3epBHOE KonuvpoBaHwe MHdopMaumm Ha
3epKarnbHy0 MHPOPMALMOHHYIO cUCTeMY (CerMmeHT MHPOPMALMOHHON CUCTEMBI, TEXHUYECKOE
CpencTBoO, YCTPOMUCTBO);

4) onepaTopoM AofmKHa obecneunBaTbCa COOTBETCTBYHOLWAA NPONYCKHAA CnOCOOHOCTb
KaHanoB CBA3W, MCMOMb3yeMblX ANA nepefadn pesepBHbIX KOMWA B Mpouecce UxX co3gaHus
NN BOCCTAHOBIEHMA MHAOPMaLMK, ANA OOCTMXKEHMA Tpebyembix ycnoBuin obecnedeHus
HenpepbIBHOCTU  PYHKUMOHUPOBAHMUS  UH(POPMALMOHHOW  CUCTEMbI U AOCTYNHOCTU
MHdopMaLuu;

5) onepaTopoM [OO/MKHO OCYLIECTBASATLCA MNPOCTPAHCTBEHHOE (reorpadmnyeckoe)
pasHeceHne MeCT XpaHEeHUs HOCUTENnen pPes3epBHbIX KOMWA WHoOpMauunm U MecT
pacnosfioXXeHna opurMHanoB 3TON MHGOPMaLN.

CopepxaHue 6azoBoun mepbl OAT.4:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
oaT.4 + +
Ycunenne OAT .4 1,2 1,3

O[T.5 O6ecnevyeHne BO3MOXHOCTU BOCCTAHOBJIEHUA UH(pOpMaLIMK C pe3epPBHbIX
MaLUMHHbIX HOcUTernen nHopmauum (pesepBHbLIX KOMUNA) B Te4YeHMUEe YCTaHOBNEHHOro
BPEeMEHHOro uHTepBana

TpeboBaHua k peanusaumm O[OT.5: Onepatopom pormkHa ObiTb obecneveHa
BO3MOXHOCTb BOCCTAHOBMEHUS WHGMOPMauUMM C pe3epBHbIX MALUMHHBIX  HOCUTENen
MHopMauun (pes3epBHbIX KOMUW) B TeYeHMe YCTaHOBMIEHHOro OnepaTtopoM BPEMEHHOro
WUHTepBana.

BoccTtaHoBneHne wnHdopmauum C pesepBHbIX MaLUMHHbIX HOCUTEenen WHdgopmauun
(pe3epBHbIX KONWM) OOIMKHO NpeaycMaTpuBaThb:

onpegeneHve BpeMeHu, B TeYeHWe KOTOpOoro AO/MKHO ObiTb  obecneveHo
BOCCTaHOBNEHNe WHgopmauun n obecneymsatollero Tpebyemble yCrioBuUs HenpepbiBHOCTU
PYHKLUNMOHNPOBAHMSI MIHEPOPMALMOHHON CUCTEMBI U AOCTYNHOCTU MHAOPMALMK;

BOCCTaAHOBNEHNE WHOpMaUnM C pe3epBHbIX MaLUMHHBIX HOcuTenem wuHdopmauun
(pe3epBHbIX KOMKWI) B TEYEHNE YCTAaHOBIIEHHOMO ONepaTopoM BPEMEHHOIO NHTEPBana;

pernctpaunsi coObiTUI, CBSI3aHHbIX BOCCTAHOBIIEHMEM WHOpPMaUMN C pPe3epBHbIX
MaLLMHHbIX HOCUTEeNnen nHdopmaumu.

MpaBuna wn npoueaypbl BOCCTAHOBIEHUS MHGAOPMaUMM C pPe3epBHbIX MaLUNMHHbBIX
HocuTenem uwHOpPMaLMM  PEerfnaMeHTUpYylTCa B OpraHM3auvoHHO-pacnopsaanTenbHbIX
AOKyMeHTax onepaTopa no 3awuTte nHopmauuu.

TpeboBaHusa k ycunenuto OAT.5:

1) onepaTopom ormKHa obecnevnBaTbCa BO3MOXHOCTb BOCCTAHOBEHNSA MHpOpMaLnK
C Y4ETOM Harpy>xeHHoro ("ropsidero") pesepBMpoOBaHNA TEXHNYECKUX CPELCTB B COOTBETCTBUM
c OAOT.2;

2) B WH(MOPMAUMOHHOMW CUCTEME [OSDKHO OCYLLECTBMATLCA NpeaocTaBrneHune
nonb3oBaTensm pe3epBHbIX MecT obpaboTkm mHpopmaumm B cootBetctBum ¢ OAT.2 o
BOCCTAHOBNEHNA M3 pe3epBHbIX KONUI MHpopmauum n obecnevyeHnss ee AOCTYNHOCTM Ha
OCHOBHbIX MecTax 06paboTkn nHdopmauuu.



CopepxaHue 6asoson mepbl OAT.5:

Mepa 3awuTbl MHPOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

oAaT.5 + +
Ycunenne OAT.5 1

OQAT.6 Knactepusauusa nHcpopmMaLMOHHON CUCTEMbI U (UNTN) ee CerMeHToB

TpeboBaHua k peanusaumm OQAT.6: B unHdOpMaUMOHHOW cCUCTEME AOSMKHO
obecneunBaTbCs BblaeneHme rpynn ogHOTUMNHBIX Y3r0B, 06 beAMHEHHbIX KaHanaMmn nepegayv
WHpopMauunm ©n  paccMaTpuMBaeMbIX KakK eOWHbIA  NPOrpamMMHO-TEXHUYECKUIA  pecypc,
WHOPMALMOHHOM CUCTEMBbI B LENoM W (unu) oTAenbHbIX €e CermMeHToB (cepBepoB
NPUNOXeHUN, hannoBbIX CEPBEPOB, CepBepoB 6a3 AaHHbIX, CPEACTB 3aLnTbl UHPOPMaLUN 1
WHbIX cerMeHToB) Ans obecnevyeHuss AOCTYNHOCTM MHGOPMaLWUN, CEPBUCOB U MEXAHU3MOB
3aWmnTbl MHOpMaLnn.

Tpe6oBaHus k ycunenuro OAT.6:

1) B UHPOPMALMNOHHON CUCTEME LOSMKHA OCYLLECTBATLCA KnacTepusauus cepsepos
KOHTPOMNEpPOB [AOMEHOB, CEPBEPOB pPE3EPBHOMO KOMUPOBAHWUA, CEPBEPOB YMpaBieHUs U

MOHUTOPMHIA  COCTOSIHMS  MHAPOPMALMOHHOW  CUCTEMbI, CEPBEPOB  BUPTYyarbHOM
NHMPACTPYKTYPbl M MHbIX OCHOBHbIX YCTPOWCTB M MPOrpaMMHOro obecne4YeHnss CUCTEMHOrO
YPOBHS;

2) B MHPOPMALMOHHOW CUCTEME [OSKHA OCYLLECTBIATLCA KnacTtepusauusi cepBepoB
NPUIOXEHUN, annoBbIX CepBepoB, cepBepoB 06a3 AaHHbIX, MOYTOBLIX CEPBEPOB U WHbIX
YCTPOWCTB 1 NpOorpaMmHoro obecneveHnsi NPUKNagHoro ypoBHS;

3) B MH(POPMALMOHHON CUCTEME [OSPKHA OCYLLEeCTBNATLCSA KnacTtepusauusi cpencts
3aWnTbl MHOPMaLMK (B criyyasix, Korga 3TO0 TEXHUYECKU BO3MOXHO), BKIOYasd cpeacTtsa
MEeXCeTeBOro 3KpaHNMpoOBaHUS, CpeacTBa 3aLMThbl KaHaNoB nepegadn MHopmMmauuu.

CopepxaHue 6aszoBoun mepbl OAT.6:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
OoaT.6
Ycunenne OAT.6

OQAT.7 KOHTpOnb COCTOAHMA M Ka4yeCcTBa NpefoCcTaBleHUsi YNOJTHOMOY€HHbIM JIULLIOM
BbIYMCIIUTENbHbLIX PpeCcypcoB (MOLWHOCTEN), B TOM Yuchne no nepeaaye nHdopmaumm

TpeboBaHus k peanusaumu OOT.7: OnepaTopom OOMKEH OCYLLECTBNATECHA KOHTPOSIb
COCTOSIHASE W KayecTBa MNpeAoCTaBfeHuUs  YNOSTHOMOYEHHbIM NMUOM  (NpoBangepom)
BblYMCIIUTENBHbIX PecypcoB (MOLWHOCTEN), B TOM 4uUCre nNo nepegadvye WHgopmauuu,
npegycMaTpusatoLLni:

KOHTPOJb BbIMNOMHEHMS YNOMHOMOYEHHbIM NMUOM TpeboBaHui 0 3auTe nHpopmauuu,
YyCTaHOBIEHHbIX 3aKoHoaaTenbCcTBOM Poccunckon degepauum m ycrnoBusiMm [Oroeopa
(cornaiueHuns), Ha OCHOBaHUKN KOTOPOroO YNOSIHOMOYEHHOE NuLo obpabaTtbiBaeT MHpopmauuio
UNu NpegocTasnseT BblYNCIIUTENBHbIE pecypcCbl (MOLHOCTK);

MOHUTOPUHI COCTOSIHMSI W KavecTBa MNpefoCTaBneHuUst YMOMHOMOYEHHbIM JULIOM
(NnpoBangepoM) BbIYUCTIUTENBHBIX PECYPCOB (MOLLHOCTEN);



MOHUTOPUHI COCTOSIHMSI W KavecTBa MNpefoCTaBneHuUst YMOMHOMOYEHHbIM JULIOM
(npoBangepom)ycnyr no nepegaye nHbopmawmm.

YcnoBusi, npaBa M 00513aHHOCTW, COAEPXaHMEe W MNOPSAOK KOHTPOMNS OOSMKHbI
onpegenaTbCs B OoroBope (CornalleHun), 3akniodYaemMoMm Mexgy onepatopoMm U
YNOMHOMOYEHHbIM NINLOM Ha NPeAoCTaBfeHNE BblYUCTIUTENbHBIX PECYPCOB (MOLLHOCTEN) Unn
nepegayy uHgopmMauMm C UCMNONb30BaHMEM WHAOPMALNOHHO-TENEKOMMYHUKALMOHHBIX
CeTen CBA3MN.

Tpe6oBaHus k ycunenuro OAOT.7:

1) ™mexgy onepaTtopoM W MOCTaBLMKOM  ycriyr  (TENeKOMMYHWUKaLMOHHbIX,
BblYMCNUTENbBHbLIX) OOMMKHO 3akntovaTtbCa cornaweHne o6 ypoBHe Yycnyr, coaepxaliee
onucaHue ycnyr, npaB M 00s3aHHOCTEN CTOPOH W COrMacoOBaHHbIN YPOBEHb KayecTBa
npegocTaBnsieMblX yCNyr B COOTBETCTBUM C 3akoHOoAaTenbCcTBOM Poccurickon ®epepauun.

CopepxaHue 6azoBoun mepbl OAT.7:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI

4 3 2 1

oar.7 + +
Ycunenve OAT.7

3.11. 3awmTa cpeabl BupTyanmsauum (3CB)

3CB.1 UaeHTudMKauma n ayteHTudmkauma cyoL,eKToB ocTyna n o6bLeKToB focTyna B
BUPTyanbHOM UHMPACTPYKTYpe, B TOM Yucrie aAMUHUCTPATOPOB yNpaBlieHnA
cpeAcTBaMu BUpTyanusaumm

Tpe6oBaHusa k peanusauum 3CB.1: B uHdOpmMaUMOHHOW cCUCTEME [OOSDKHbI
obecneunBatbCs MAEHTMUKAUNA W ayTeHTUdUKauMsa CcyObekToB aocTyna u oOb6bekToB
AocTyna B BUPTyanbHOW WHGPACTPYKType, B TOM 4YUCe agMUHUCTPATOPOB YynpaBfieHUs
cpeacteamu BupTyanusauum, B cootsetctBun ¢ UA®P.1, UAD.2, NAD.3, UAD.4, NAD.5,
NAD.6 1 UAD.7.

BupTyanbHas WHMpacTpykTypa BKOYaeT cpedy BupTyanusaumm (nporpaMmmHoe
obecneyvyeHne, cnyxebHble [JaHHble KOMMOHEHTOB BUPTyanbHOWM WHMPACTPYKTYpbl) W
annapaTtHoe obecneyeHune (annapaTHble CPeacTBa,

HeobOxoaumMble AOns  (OYHKUMOHUMPOBAHUS Ccpegbl BUpTyanusauuu, B TOM 4ucne
cpencTBa pe3epBHOro KOMMPOBaHUS U 3alUnTbl MHopMaumn).

B kadecTBe KOMNOHEHTOB BMPTYanbHOM MHPPACTPYKTypbl HEOBXOANMO, KaK MUHUMYM,
paccmatpmBatb cepBepHoe obopyaoBaHue, annapaTtHoe obecnevYeHne  KOHConeu
ynpasneHusi, obopynoBaHME XpaHeHUs [aHHbIX, ceTeBoe obopyaoBaHue, rMnNepBusop,
XOCTOBYKD  OMepauuoHHYyl0 cucTeMy (ecrnvm  MpUMEHMMO), BUpTyaribHble MallUHbI,
NporpaMMHy0 cpefy BMPTyasnbHbIX MalwuH (B TOM 4YUCRe WX OnepauuoHHble CUCTEMbl U
nporpaMmmHoe obecrneyeHune), BupTyanbHOe annapaTHoe obecnedeHne, BUPTYyann3anpoBaHHoe
nporpammHoe obecneveHve (BMpTyasbHble MalWHbI C NPEeAYCTaHOBEHHbIM NPOrPaMMHbIM
obecnevyeHnem, npegHa3HayYeHHbIM [Of9  BbINONHEHUS  onpedeneHHbiX  YHKUMA B
BUPTYanbHOW WHMpaACTpyKType), nporpammHoe obecnevyeHne ynpaBneHus BUPTYyarbHON
WHPACTPYKTypor (B TOM 4ucre TUNepBU3OPOM, HACTPOMKaMU BUPTYasibHbIX MaLUWH,
Murpaumen BupTyanbHbIX MawWuH, 6GanaHCMPOBKOW Harpysku), cnyxebHble AaHHble
KOMMOHEHTOB BUPTyasnbHOW WHMPaACTPYKTypbl (HACTPOMKM U WHble CnyxebHble [aHHble),
cpencTtBa pe3epBHOro KOMMPOBaHWA KOMMOHEHTOB cpefbl BupTyanu3aumm U cpeacrtsa



3aWnTbl MHOPMALMK, UCMONb3yeMble B paMKax BUPTyanbHbIX MalWH WM BUPTyanbHOW
NHPACTPYKTYPbI B LIENOM.

B kauyectBe 0O6bLEKTOB OOCTyna B BUPTyanbHOW WMHGPaCTpyKType Heobxoammo, Kak
MUHUMYM, paccmaTpuBaTb nporpammMHoe obecneyeHne ynpasneHus  BUPTYyarbHOW
MHPACTPYKTYpPOr, FUNEpPBU3OP, XOCTOBYID OMNEpPaLMOHHYH0 cuUcTemy (ecnu npUMEHUMO),
BUpPTYyarnbHble MalluHbIl, MPOrpaMMHY0 cpefy BUPTyarnbHbIX MawuH (B TOM 4uUcre UxX
onepaunoHHbIe CUCTEMbI U NporpaMmMHOe obecneyeHune), BUpTyarbHble KOHTEMHEPDLI (30HbI),
BUPTYyanuanpoBaHHoe  nporpammHoe  obecneyeHne  (BUMpTyalbHble  MalWHbl  C
npeaycTaHOBIIEHHbIM MPOrpaMMHbIM obecnevyeHneM, npegHasHavyeHHas AN BbINOSHEHUS
onpeaeneHHbIX PyHKUMIA B BUPTYyanbHOM MHAPACTPYKTYype), CpeacTBa 3almTbl MHpopMaumn,
ncnonb3yemble B pamKax BUPTYyarnbHbIX MaLLMH U BUPTyarbHOW MHOPACTPYKTYpbl B LENOM.

Mpu peanusauun mep nNo naeHTUMUKaLMM N ayTeHTMdUKaunMm cybbEKTOB AocTyna m
00BbEeKTOB JOCTyNa B BUPTYanbHOW MHAPPACTPYKType AOMKHbI obecnevynBaTbCa:

noeHTUUKaums n ayteHTUdukaums agMMHUCTPATOPOB YMpaBrieHus cpeacTBamu
BUpTYyanuaauuu;

noeHTUUKaums n ayteHTudukauma cybbekToB JocTyna npu WUX JfOKarbHOM U
yaanéHHom obpalleHnn K obbekTam AocTyna B BUPTyasribHON MHPPACTPYKTYpPE;

OGrnokmpoBKa [OCTyna K KOMMNOHEHTaM BUPTyarbHOW MHAPACTPYKTYPbl AN CyObeKTOB
A0CTyna, He npollewunx npouenypy ayTeHTudukaumm;

3awmTa ayTeHTUdUKauMoHHOM WHpopMaunmm cybbekToB A0CTyna, XpaHswencs B
KOMMOHEHTax BUPTyanbHOW MHMPACTPYKTYpPbl OT HENpaBOMEpPHbIX AOCTyna K Hen,
YHUMTOXEHUSA NN MOANMOULMPOBAHUS;

3awmrta  ayTeHTUdUKauMoHHOM  MH(opmMaumm B npouecce ee BBoda Ans
ayTeHTUdUKaunm B BUPTyarbHOW MHPPaCTPYyKType OT BO3MOXHOIO UCMOSb30BaHUA Nuuamu,
He UMELLUMN Ha 3TO MNOSTHOMOYUM;

noeHTuukaums n ayteHtudukauna cybbekToB AO0CTyna npu OCYyLLEeCTBAEHUU UMK
NnonbITOK JOCTyna K cpeacrtBaM ynpasfeHus napameTpamMu annapaTtHoro obecneveHus
BUPTYarbHON MHAPACTPYKTYPbI.

BHyTpu pasBepHyTbix Ha 6a3e BUpPTyanbHOW MHAPACTPYKTYPbl BUPTyasbHbIX MallWH
AormkHa BbITb Takke obecneyeHa peanusaums Mep Mo MOEHTUMUKaALMM N ayTeHTUduKaumm
cybbekToB 1 06bekToB gocTyna B cootBeTcTBUM ¢ UAD.1 - UAD.7.

Tpe6oBaHus Kk ycunenuro 3CB.1:

1) B UHPOPMALMOHHOM CUCTEME A0SPKHbI 0becnevmBaTbCsl B3auMHas naeHTumkaumns
N ayTeHTMduKauusa nonb3oBaTens M cepsepa BUpTyanusaumm (BUPTyarnbHbIX MalUvH) Mpu
yOanéHHoM gocTyne.

CopepxaHue 6aszoBoun mepbl 3CB.1:

Mepa 3awuTbl MHpOpMaLmn Knacc 3auwmieHHoCTV MHhopMaLMOHHOW CUCTEMBI
4 3 2 1

3CB.1 + + + +
Ycunenue 3CB.1 1 1

3CB.2 YnpaBneHue oocTtynom cybbLeKkToB fOCTyna K o6bekrtam aoctyna B
BUPTyarnbHOM UH(PACTPYKTYpe, B TOM Yncne BHYTPU BUPTYarnbHbIX MaLUUH

TpeboBaHua k peanusaumm 3CB.2: B uvHpOpMauvoHHOM cucTEMe [OMKHO
obecneunBaTbCAa ynpaBneHne LOCTYNoM CyObekToB AocTyna K obbekTam AocTyna, B TOM
4yucne BHYTpPU BUPTYyarbHbIX MawwuH, B cootBeTtcTBum ¢ YNAO.1, YNA.2, YNA4.4, yna.s, ynp.e,
yna.9, yng.1o, yna.11, yng.12, yng.13.



Mpn peanusaumm Mep NO yNpaBfeHUKO AOCTYNOM CyOBLEKTOB [OCTyna K oObekTam
AocTyna B BUPTYanbHOM MHAPACTPYKTYpe AOMKHbI 06ecneymBaTbCS:

KOHTPOSfb AocTyna cyObekToB AOCTyna K CpeAacTBaM YNpaBfieHUs KOMMOHEHTaMm
BUPTYyaribHON MHAPACTPYKTYPbI;

KOHTpPOSfb AocTyna cybbekToB AocTtyna kK dannam-obpasam BUPTyanu3nmpoBaHHOIO
nporpamMmMHoro obecrneyeHns, BUPTYyanbHbIX MalvH, barnam-obpasam, Cny>kebHbIM AaHHbIM,
nucnonb3yembiM Ans obecneyeHnss paboTbl BUPTyanbHbIX (PaWMNOBbIX CUCTEM, W WUHBIM
cny>kebHbIM JaHHbIM CPeacTB BUPTYanbHOW cpebl;

ynpaBsneHue [OCTynom K BUPTyanbHOMY annapaTHoMy obecneyeHunto
MHOPMaLNOHHOW CUCTEMBI, ABNAIOLWLMMCA OOBEKTOM 0CTYNa;

KOHTPOSb 3arycka BUPTyasibHbIX MalMH Ha OCHOBE 3aJaHHblX OnepaTopoM npasus
(pexvma 3anycka, TMna UCnonb3yeMoro HOCUTENS N NHbIX NpaBus).

Kpome TOro, Mmepbl No ynpassieH1o AOCTYNOM CyObeKToB AoCcTyna K o6bektam gocTyna
DOIMKHbI 0becnevnBaThb:

pasrpaHMyeHue ocTyna cybbeKkToB OOCTyrna, 3aperMCTpupoBaHHbIX Ha BUPTYyasibHbIX
MalnHax, K oObekTaM [JocTyna, pacnofiokeHHbIM BHYTPU BUPTYasnbHbIX MalUvH, B
COOTBETCTBUM C NpaBuiaMn pasrpaHnyeHust 4ocTyna nosib3oBaTernien JaHHbIX BUPTyarnbHbIX
MaLurH (noTpebutenen obnayvHbix ycnyr);

pasrpaHMyeHue ocTyna cybbeKkToB OOCTyna, 3aperMCTpupoBaHHbIX Ha BUPTYyasibHbIX
MalnHaxX, K pecypcaMm WH(POPMALNOHHOW CUCTEMbI, pasMelleHHbIM 3a npegenamu
BUPTyarnbHbIX MalUMH, B COOTBETCTBUMN C MpaBunaMn pasrpaHMyeHns 4ocTtyna NpuHATLIMU B
MHGOPMAaLMOHHOW CUCTEME B LIESTOM.

Tpe6oBaHus kK ycunenuro 3CB.2:

1) B WMHGOpPMaALMOHHOMW CcUCTEME AOSMKeH obecneymBaTbCs AOCTYN K onepauusm,
BbIMOMHAEMbIM C NMOMOLLbLIO CPEeACTB ynpaBrieHNa BUPTyasibHbIMKM MallMHaMK, B TOM 4Yuchne K
onepauusmM cos3gaHuns, 3anycka, OCTaHOBa, CO34aHMsA KONUI, yaaneHns BUpTYyarnbHbIX MaLUVH,
KOTOPbIN JOMMKEH OblTb pa3peLleH TONbKo agMUHUCTpaTopamM BUPTYanbHON MHAPACTPYKTYPbI;

2) B MH(POPMALMOHHON cuUCTEME LOfKeH obecneymBaTbCs OOCTYN K KOHurypaumm
BUPTYarbHbIX MallWH TOMbKO agMUHUCTPaTOpaM BUPTyanbHOM MHPPACTPYKTYpb;

3) agMuHuUCTpaTop BUPTYanbHOW WHQPACTPYKTYpbl OMpeaenseTr orpaHu4yeHus no
N3MEHEHMNIO cCOCTaBa YCTPONCTB BUPTYasbHbIX MalvH, 06bemMa MCNonNb3yeMon onepaTuBHON
namaTn, NOAKNOYaEMbIX BUPTYanbHbIX U PU3NYECKUX HOCUTENEN UHopMaLuu;

4) B WH(MpOPMaAUMOHHON cucTeMe [oSmkeH obecneynBaTbCs KOHTPOSb JOcCTyna
cyb6bekToB OCTyna K N30nNnMpoBaHHOMY aApecHOMY MPOCTPaHCTBY B NamaTU rmnepeu3opa, B
namMsiTu XOCTOBOW OMNepaLMOHHON CUCTEMbI, BUPTyarbHbIX MaluH U (UfIM) MHbIX 0OBbEKTOB
pocTyna.

CopepxaHue 6azoBou Mepbl 3CB.2:

Mepa 3awwuTbl Hpopmauum Knacc 3awmieHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1
3CB.2 + + + +
Ycunenue 3CB.2 1,2 1,2 1,2

3CB.3 Peructpaumsa cobbiTuin 6e3onacHoOCT B BUPTyanbHOMU UH(ppaACTPYKType

TpeboBaHua k peanusaumm 3CB.3: B uvHpoOpmMaumoHHOM cucteme [OMKHA
obecneunBaTbCa perucrTpaumsi cobbiTin 6e30nacHOCTM B BUMPTYanbHOW MHpACTpyKkType B
cooTtBeTtcTBumn ¢ PCb.1, PCB.2, PCB.3, PCb.4 n PCB.5.

Mpn peanusaumm mep no perucTpaumm cobbiTui 6e3onacHOCTM B BUPTyasibHON



WHPPaCTPyKType AONOMHUTENBHO K COBbITMAM, YycTaHoBneHHbiM B PCB.1, [OmKHbI
nognexaTb perncTpaumm criegyoime cobbITus:

3anyck (3aBepLueHune) paboTbl KOMNOHEHTOB BUPTYanbHOW MHAPACTPYKTYPbI;

AOCTYyN cybbeKkToB JOCTYNa K KOMMNOHEHTaM BUPTYarnbHON MHAPACTPYKTYPbI;

N3MEHEHNA B COCTaBe M KOHUrypaumm KOMMOHEHTOB BUPTyarbHOW MHMPACTPYKTYpbI
BO BpeMs 1X 3anycka, (OyHKLMOHMPOBAHNA 1 annapaTHOro OTKITHOYEHNS;

M3MEHEHNA nNpaBwuSl  pasrpaHNyeHuUss [ocTyna K  KOMMOHEeHTaM  BUPTyarbHOM
NHAPACTPYKTYPbI.

Mpn pernctpauumn 3anycka (3aBepluieHnsi) paboTbl KOMMOHEHTOB BUPTyanbHOWN
NMHPPaCTPYKTYypbl COCTaB U coaepXaHne nHdopMaunn, noanexallen permcTpaunm, SOSmMKHbI
BKMOYaTb gaTy M Bpemsa 3anycka (3aBeplueHusi) paboTbl runepeBu3opa M BUPTYyamnbHbIX
MaLUMH, XOCTOBOW OMepaLMoHHOW CUCTEMbl, MNPOrpamMmM U MPOLECCOB B BUPTyallbHbIX
MalLMHax, pesynbTaT 3anycka (3aBeplueHns) paboTbl YkadaHHbIX KOMMNOHEHTOB BUPTYyarbHOM
WHPPaCcTpyKTypbl  (ycnewHass wnu  HeycnewHasd), uaeHTudukaTop nonb3oBaTens,
npegbsBfieHHbIM MPU NOMbITKE 3anycka (3aBeplleHns) paboTbl yka3aHHbIX KOMMOHEHTOB
BUPTYarbHON MHAPACTPYKTYPbI.

Mpn pernctpaummn Bxoda (Bbixoda) CyObEKTOB AOCTYNa B KOMMOHEHTbl BUPTyarbHOM
NMHPPaCTPYKTYypbl COCTaB U coaepXaHne nHdopMaumm, noanexailen perucTpaunm, OOSmMKHbI
BKNtOYaTb faTy M BpeMda [oCcTyrna cybbekToB AOoCTyna K rMnepBu3opy U BUPTyaribHOM
MalUMHEe, K XOCTOBOW OMNepauuoHHOM cucteme, pesynbTaT MOoMbITKM JocTyna cyObekToB
AOoCTyna K yKa3aHHbIM KOMMOHEHTaM BUPTyarbHOW WHQPACTPYKTypbl (ycnewHas unm
HeycrnewHasl), naeHTuukaTop nonb3oBaTend, npeabsaBeHHbIN MpyM MNoMbiTKe AoCTyna
CcybBbEeKTOB JOCTYNa K YyKa3daHHbIM KOMMNOHEHTaM BUPTyaribHOW MHPACTPYKTYPbI.

Mpn wn3MeHeHMM B cCcoOCTaBe W KOH(urypaumm KOMMNOHEHTOB BUPTyarbHOW
MHPACTPYKTYpbl BO BpeMsda 3anycka, (PYHKLUMOHMPOBaHMS M B Nepuoq €€ annapaTHoro
OTKNIOYEHUS COCTaB M codepxaHue WHdopMaumn, noanexaiwien perucrpaumm, LOSMKHbI
BKNtOYaTb aTy M BpeMs U3MEHEHUS B COCTaBe WU KOHUrypauuu BUPTyaribHbIX MaLUWH,
BUPTYyanbHOro  annapatHoro  obecnedeHus,  BUPTYyanuU3MPOBAHHOIO  MPOrpaMMHOro
obecneyvyeHuns, BUpTyanbHOro annapaTHoro obecnedyeHus B rmnepeu3ope U B BUPTyarnbHbIX
MallMHaX, B XOCTOBOW OMEPAUMOHHOW CUCTEME, BUPTyanbHOM CeTeBOM 0obopyaoBaHUM,
pesynbTaT MOMbITKM WM3MEHEHUS B COCTaBe W KOHMUrypaumm ykasaHHbIX KOMMOHEHTOB
BUPTYyanbHOW  MHAPACTPYKTypbl  (ycnewHas wnu  HeycnewHasl), wnaeHTudukatop
nosfib3oBaTens, NpeabsBfEHHbIM NPU MOMbITKE W3MEHEHUA B cOCTaBe W KOHdUrypauuu
YKa3aHHbIX KOMNOHEHTOB BUPTyaribHOW MHPaACTPYKTYpbl.

Mpn un3MeHeHUW npaBun pasrpaHMyeHns AocTyna K KOMMOHEHTaM BUPTyaribHOM
NMHPPaCTPYKTYypbl COCTaB U coaepXaHne nHdopMaumm, noanexailen perucTpaunm, SOSmMKHbI
BKMNtOYaTh AaTy M BpeMsi M3MEHEHUS MNpaBui pasrpaHnyYyeHus OOoCTyna K BUPTyanbHOMY W
dusmyeckoMmy annapatHomy obecnedeHuto, K darnnam-obpasam BMPTyanmM3MpoBaHHOIO
nporpaMmmHoro obecrneyeHuss 1 BUpPTyasnbHbIX MalUvH, K dannam-odbpasam, UCNOSb3yeMbiM
ana obecneyeHns paboTbl BUPTyasbHbIX QansfioBbIX CUCTEM, K BUPTyarlbHOMY CETEBOMY
obopyaoBaHuIo, K 3alimLaeMon MHopMauumn, XxpaHnMon n obpabatsiBaemon B rmnepemnsope
N BUPTyamnbHbIX MallMHaX, B XOCTOBOW OMepauuoHHOM cucTeme, pesynbTaTt MomMbITKU
N3MEHEHNSA MpaBuUSl pasrpaHNYeHnss O0CTyna K yKa3aHHbIM KOMMOHEHTaM BUpTyanbHOMW
WHPPaCcTPyKTypbl  (ycnewHass WM  HeycnewHasd), uaeHTudukaTtop nonb3oBaTens,
npeabsaBfEHHbIM NPU NOMNbITKE WU3MEHEHUS MpaBuil pasrpaHUYEHna OoCTyna K yKasaHHbIM
KOMMOHEHTaM BUPTyarbHOW MHPPACTPYKTYpPbI.

Tpe6oBaHus kK ycunenuro 3CB.3:

1) B MHOPMALMOHHON cUCTEME [OMKeH obecnevnBaTbCa LLEHTpanM3oBaHHbIM cbop,
XpaHeHve U1 aHanuM3 WHdopmauMM O 3aperncTpupoBaHHbIX CcobbITUAX Ge3onacHoCTH
BUPTYarnbHOW MHAPACTPYKTYPbI;



2) B MHOPMaLMOHHON CUCTEME MNpPWU perncTpauum 3anycka (3aBeplueHusi) paboThbl
KOMMOHEHTOB BUPTyanbHOW MWHMPACTPYKTYpbl COCTaB W COAepXaHwe uHopmMauuu,
nognexawien pernctpaumn, OOSMKHbI BKAYaTb AaTy U BpeMs 3anycka (3aBeplueHusi)
nporpamMm 1 NpoLeccoB B rmMnepBM3ope U XOCTOBOW ONepaunoHHON CUCTEME;

3) B MHOPMaLMOHHOM cUCTEME [OofmkHa obecneuymBaTbCa permctpaumsi cobbiTui
6e30nacHOCTU, CBA3aHHbIX C NepeMeLleHneM 1 pasmMeLleHneM BUPTyanbHbIX MaLUVH.

CopepxaHue 6asoBon mepbl 3CB.3:

Mepa 3awuTbl MHpOopMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.3 + + +

Ycunenune 3CB.3

3CB.4 YnpaBneHue (punbTpaums, MapLupyTusaums, KOHTPOJb COeAUHEHUS,
ofHOHanpaBJfieHHas nepeaaya) NoTokaMu MHpopMaLMn Mexay KOMMNOHEHTaMu
BMpPTYyanbHON MHPPACTPYKTYPbI, @ TaKke No NepumMeTpy BUPTyanbHON

MH(PaACTPYKTYpPbI

Tpe6oBaHusa k peanusaumm 3CB.4: B uvH(pOpMaUMOHHON cuUCTEME [LOSMKHO
OCYLLEeCTBNATbCA ynpasfieHMe NoTokaMn MHpopMaunmn mexagy KOMMOHEeHTamMu BUPTyarbHOM
MHAPACTPYKTYPbI U NO NEPUMETPY BUPTYyanbHOW MHpacTpykTypbl B cootBeTcTBuM ¢ YINAO.3,
3UC.3.

Mpu peanusauun mep Mo ynpasneHnio NoTokamn MHopMaumm mexay KOMNoHeHTaMm
BUPTYanbHOM MHPPACTPYKTYPbI OMKHbI 06ecnevmBaThCs:

dunbTpaumna ceTeBoro Tpadumka Mexay KOMMOHEHTaMu BUPTYyaribHOM
MHPACTPYKTYpPbl, B TOM YUCEe MEXAY BHELLHMMU MO OTHOLUEHUIO K CepBepy BUpTyanusauum
CETSAMU U BHYTPEHHUMM MO OTHOLLEHMIO K CEpBEPY BMpPTyanusaumm ceTsMu, B TOM Yucne npu
opraHusaummn ceTeBoro obmeHa c ceTsiMmn cBs3n obLLero NoNb30BaHNS;

obecrneyeHne  AOOBEpPEHHbIX  KaHana, MapLupyTa BHYTpU BUPTYyanbHOM
MHPACTPYKTYpbl MeXay agMWHUCTPATOPOM, Monb3oBateneM W cpeactsaMu  3awumThbl
nHdopmauum (pyHkumamn 6esonacHocTn);

KOHTPOSb Nepefadn cryXebHblX MHGOPMaLMOHHBIX COObOLEeHU, nepegaBaembiX B
BMPTYyanbHbIX CETAX rMnepBn3opa, XOCTOBOW ONepaLMoOHHON CUCTEMBI, MO COCTaBy, OOBHEMY U
WHBbIM XapakTepucTukam;

OTKITIOYEHME HEMUCMNOSIb3yEMbIX CETEBbIX MPOTOKOSIOB KOMMOHEHTAMU BUPTYanbHOW
MHGPACTPYKTYPbl  TMNepBM3opa, XOCTOBOW  OMepauyMOHHOM  CUCTEMbI, BUPTYyaribHOM
BbIYMCNUTENBHON CEeTH;

obecneyeHne NOANMHHOCTU CETEBbLIX COEAMHEHUIN (CEaHCOB B3aUMOAEWCTBUS) BHYTPU
BUPTYarnbHOM MHPPACTPYKTYpPbl, B TOM YMCne ANns 3awmTbl OT NOAMEHbI CETEBbLIX YCTPOUCTB U
CEpPBUCOB;

obecnevyeHne m30MALMM MNOTOKOB [AaHHbIX, nNepefaBaeMblx W obpabaTtbiBaeMbIX
KOMMOHEHTaMN BUPTYanbHOW MHAPACTPYKTYpbl (MMNEepBM3OPOM, XOCTOBOW OMepauyOHHON
CUCTEMOWN) N CETEBLIX NOTOKOB BUPTYaribHOW BbIMUCNIUTENBHOM CETH;

CEMaHTMYEeCKUA W CTaTUCTMYECKUM aHanui3 CceTeBOro Tpaduka BUPTyanbHOW
BbIYMCNUTENBHOMW CETH.

TpeboBaHus k ycunenuto 3CB.4:

1) B MHGMOPMALMOHHOM CUCTEME, TMOCTPOEHHON C MPUMEHEHMEM TEXHOMOMMN
BUpTyanusauun, OorkHa ObiTb obecneveHa eamHas Touka MNOLKIHOYEHUS K BUPTYanbHOM
WHpacTpykType (Npy  HEOOXOAMMOCTM  pe3epBUMPOBAHUS  KaHanoB  CBA3WM, To4ka



NoAKNIOYEHMA O0SMKHA paccMaTpMBaTbCA Kak KOMMSIEKCHOE pelleHune, BKno4arwuee B cebs
cpeAcTBa B3aUMOAENCTBUS C OCHOBHbLIM U pe3epPBHbIMU KaHanamu cBA3u);

2) B WH(OpMaUNOHHOW cucteMe AofmkHa obecneuvmBaTbCA bunbTpauus CeTeBOro
Tpacdmka OT (K) Kaaoh rocteBOM oOnepauMoHHOM CUCTeMbl, B BUPTyasbHbIX CETSX
rmnepBm3opa n Ans Kaxxaon BUpTyanbHOW MalUVHbI;

3) B uHOpPMaLMOHHON cucTeme p[orkeH obecneumBaTbCA 3anpeT npsiMoro (C
NCronb30BaHMEM MeXaHM3MOB, BCTPOEHHbIX B CpeAcTBa BUPTyanusauuu) B3auMoOencTBUS
BUPTYyanbHbIX MalMH Mexgy cobown; ana cnyxebHblx AaHHbIX O0SmkeH obecneymBaTtbhbes
KOHTPOSb NPAMOro B3aMMoAeNCcTBUSA BUPTYarbHbIX MallnH Mexay cobou;

4) B MHOPMALMOHHOMN CUCTEME B COOTBETCTBUMN C 3aKOHOAATEeNIbCTBOM Poccumnckon
depgepaumm  NpUMEHAOTCA  KpunTorpaduyeckMe  MeTodbl  3aWwuTbl  MHOpMaLMu
KOH(bMAeHUManeHOro xapakrepa, nepegaBaeMon no BUPTyasibHbIM U (PU3NYECKMM KaHanam
CBS3M rMnepBM3opa, XoCTOBOM OnepaunoHHON CUCTEMBI;

5) B MHGOpPMAUMOHHOM CUCTEME MpU peanu3aumm Mep no YnpaBreHU MOTOKaMm
WHpopMauun  Mexagy  KOMMOHEHTaMu  BUPTyanbHOM  MHMPACTPYKTYpbl  OOSKHbI
obecneunBaTbCA CEMaAHTUYECKUIN U CTAaTUCTUYECKMIA aHanNn3 ceTeBOro Tpaduka;

6) B WMHOPMAUWOHHOM cUCTEME AOSMKHO obecnedmBaTbCa onpeferieHne nepeyHs
NMPOTOKONOB M MOPTOB (BKMOYas AMHAMWYECKU BblaensieMble MopThbl), HEOOXOoAMMbIX ONS
paboTbl MPUNOXEHNI U CEPBUCOB B pamKkax BUPTyasnbHOW MHPACTPYKTYpbI;

7) B WHOPMALMOHHOMW CUCTEME AOMKHO obecnedmBaTbCa OnNpederieHne MnepeyHs
NMPOTOKOMOB M MOPTOB (BKMOYaA AMHAMUYECKU Bblgensemble MnopTbl), HEOOXOAUMbIX AN
paboTbl NPUNOXEHUN W CEPBUCOB MeEXAYy BUPTYyanbHOW WHMPACTPYKTYpPOM W CETSAMM,
ABNSAOLLMMUNCS BHELLHMMUW MO OTHOLLEHUIO K BUPTyanbHOM MHGPACTPYKTYpE.

CopepxaHue 6aszoBoun mepbl 3CB.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.4 + +
Ycunexne 3CB.4 1,2

3CB.5 [loBepeHHas 3arpy3ka cepBepoB BUpTyanusauum, BAPTYyanbHOMU MalUUHbI
(koHTenHepa), cepBepoOB ynpaBneHusa BUpTyanusaumen

Tpe6oBaHusas k peanusaumm 3CB.5: B unH(popmMaumoHHON cucteme [OSMKHA
obecneunBaTbCA [OBepeHHasi 3arpyska cepBepoB BUpTyanu3auuun, BUPTYanbHbIX MallvH
(kOHTENHEPOB) N CepBEPOB yNpaBneHus BupTyanuaaunen B cootsetctemm ¢ YMNA.17.

[oBepeHHas  3arpy3ka  fgorbkHa  obecneumBatb  GnoOKMpoOBaHME  MOMbITOK
HeCaHKUMOHUPOBAHHOW 3arpy3Kku rurnepBmM3opa, XOCTOBOM N rOCTEBbIX OMNepaunoHHbIX CUCTEM.

[loBepeHHasn 3arpyska rmnepBn3opoB obecrneymBaeTcs C UCMONb30BaHMEM CpPeacTB
AOBEPEHHOW 3arpy3kn (PyHKUMOHMPYIOLWKNX Ha cepBepax BUpTyanusauuu.

[loBepeHHasn 3arpyska BUpTyasnbHbIX MalWH (KOHTEMHepoB) obecnevmBaeTcs C
NCMoNb30BaHMEM  MHOTOKOMMOHEHTHbIX CPeACTB  [OOBEPEHHOW  3arpysku, oThernbHble
KOMMOHEHTbI KOTOPbIX (OYHKLMOHMPYIOT B rTMNepBU3opax.

Tpe6oBaHus kK ycunenuro 3CB.5:

1) pormkHa obecneuynBaTbCa OOBEPEHHAs 3arpy3ka aBTOMAaTU3MPOBaHHbLIX paboymx
MeCT alMUHUCTPATOPOB yrnpaBeHus cpeacTBamMmu BUpTyanu3aumu.

CopepxaHue 6aszoBoun mepbl 3CB.5:

\ Mepa 3awmThl nHcopmaumn | Knacc 3awmueHHoCcT MHopMaLMOHHON CUCTEMBI




3CB.5

YcuneHnune 3CB.5

3CB.6 YnpaBrneHue nepemelieHneM BUPTYyanbHbIX MallUH (KOHTEUHEPOB) U
obpabaTbiBaeMbIX Ha HUX AAHHbIX

TpeboBaHua k peanusaumm 3CB.6: Onepatopom pfomkHO obecnevnBaTbCA
ynpaBneHne nepemMelleHMeM BUPTyarnbHbIX MalWH (KOHTEMHepoB) M obpabaTbiBaeMblx Ha
HUX OAHHbIX.

Mpu ynpaeneHun nepemMelieHneM BUPTyaribHbIX MaWWH  (KOHTEMHEPOB) W
o6pabaTbiBaeMbIX Ha HUX AaHHbIX OOSMKHbI 06ecneynBaThbCs:

pernaMmeHTMpoBaHne nopsgka nepemelleHnss (onpegerneHme OTBETCTBEHHbIX 3a
opraHusauuio  npouecca, OOBLEKTOB  MNEpeMELLEHNsi, PeCcypcoB  MHAPACTPYKTYpbl,
3a[e/ICTBOBaHHbIX B NepeMeLLeHnm, a Takke CnocoboB nepemeLLeHns);

yrnpaBrneHne pasmeLLleHMEM 1 nepemMeLLeHeM annoB-o6pa3oB BUPTYarbHbIX MaLUWH
(KOHTEMNHEPOB) MeXay HOCUTENAMU (CUCTEMAMMU XPaHEHUS AaHHbIX);

yrpaBsreHme pasMelleHneM U nepemMeLLeHMeM WCMONHAEMbIX BUPTyasibHbIX MaLluWH
(koHTENHepPOB) Mexay cepBepamu BUpTyanuaauuu;

yripaBreHne pasmelleHnemMm W nepemMelieHneM [aHHblX, obpabaTbiBaeMbix C
NCNoNib30BaHMEM BMPTYanbHbIX MAaLIWH, MEXAY HOCUTENSAMU (CUCTEMAMM XPaHEHUST AaHHbIX).

YnpaeneHne nepeMmelleHneM BUPTyanbHbIX MaWWH  (KOHTEMHEPOB)  OOIMKHO
npegycmaTpuBathb:

MOSHbIV 3anpeT NnepemeLLeHns BUPTyarnbHbIX MalnH (KOHTENHEPOB);

OrpaHNYeHne nepemMeLleHns BUPTyarbHbIX MalwuH (KOHTEMHepoB) B npeaenax
MHAOPMALMOHHOM CUCTEMBI (CErMeHTa NMH(POPMALIMOHHON CUCTEMDI);

orpaHn4eHne nNepemeLLeHnst BUpTyarbHbIX MalUVMH (KOHTEMHEPOB) MeXAY CEerMmeHTamm
MHGOPMaLMOHHON CUCTEMDI.

Tpe6oBaHus kK ycunenuro 3CB.6:

1) onepatopoM [OMKHO obecneymBaTbCA nepemMelleHme BUpPTYyanbHbIX MalluH
(koHTenHepoB) U obpabaTbiBaeMbIX Ha HUX AAHHbLIX B nNpegeniax MHPOPMaLNOHHON CUCTEMDI
TONMbKO Ha KOHTpoOnvpyemble UM (MNU YNONIHOMOYEHHBIM FMLIOM) TEeXHUYEeCKne cpeacTtsa
(cepBepa BupTyanusawmm, HOCUTENN, CUCTEMbI XPaHEHUS OAHHbIX);

2) onepatopoM [AOSMKHA OCyLecTBNATbCA o06paboTka OTKa3oB NepeMeLleHus
BUPTYarnbHbIX MalWWH (KOHTENHEPOB) N 0bpabaTbiBaeMbIX HA HUX AAHHbIX;

3) B  MHPOPMALMOHHOW  CUCTEME  [OOSDKHbI  UCNOMb30BaTbCA  MEXaHWU3Mbl
LEeHTpann3oBaHHOIo ynpaBfeHuUsi NepemMeLLleHMeM BUPTyarbHbIX MallMH (KOHTEMHEPOB) U
obpabaTbiBaeMbIX Ha HUX OaHHbIX;

4) B WHMOPMAUMOHHOM CUCTEME [AOfkKHa OblTb obecneyeHa HenpepbIBHOCTb
pernctpauumn cobbiTnin 6e30nacHOCTM B BUPTYyasibHbIX MallMHaX (KOHTEMHepax) B npouecce
nepemeLLeHns;

5) B MHOPMALMOHHOW CUCTEME O0SPKHA OCYLLECTBIIATLCA OYMCTKA OCBOBOOXOaeMbIX
obnacten namsaT Ha cepBepax BUpPTyanu3auumn, HOCUTENSX, CUCTEMAax XpaHeHUs1 AaHHbIX
npv NepemMeLLeHm BUpTyarbHbIX MaLNH (KOHTENHEPOB) N obpabaTbiBaeMbIX HA HUX AaHHbIX.

CopepxaHue 6azoBoun Mepbl 3CB.6:

Mepa 3awwuTbl HpopmaLum Knacc 3awmueHHoCTV MHopMaLMOHHOW CUCTEMBI

4 3 2 1

3CB.6 T :




| Ycunerve 3CB.6 | | | 1 | 1,2

3CB.7 KoHTposnb LUenoCTHOCTU BUPTYanbHON MHPPACTPYKTYPbI U ee KOHduUrypauum

TpeboBaHua k peanusaumm 3CB.7: B uvHdOpmMauMOHHOM cuCTEME [OKEH
obecneynBaTbCs KOHTPOSb LIENIOCTHOCTU KOMMOHEHTOB BUPTyarbHOW WHMPaCTPyKTypbl B
cootBeTcTBUM ¢ OLJ1.1.

Mpu peanusauun Mep MO KOHTPOSIKO UENOCTHOCTM KOMMOHEHTOB BUPTYyarbHON
NHPPaCTPYKTYpbl AOSMKHBbI 06ecnevnBaThbCs:

KOHTPOSb LIENIOCTHOCTU KOMMOHEHTOB, KPUTMYECKN BaXKHbIX AN (PYHKLUMOHMPOBaHUSA
XOCTOBOM OnepaLMoHHOM CUCTEMbI, rTMNepBu3opa, rocTeBbIX ONepauuoHHbIX CUCTEM U (UNn)
obecneyveHnsa 6esonacHocTn obpabaTbiBAEMOM B HUX MHpOPMaLUK (3arpy3dmka, CUCTEMHbIX
dhannos, 6GubMOTEK ONnepaunoHHON CUCTEMBI N UHBIX KOMMOHEHTOB);

KOHTPOSb LLeNOCTHOCTMN cocTaBa U KoHdUrypaumm BupTyanbHOro obopyaoBaHus;

KOHTPOSIb  LESIOCTHOCTM  (pannoB,  cogepXxawux  napameTpbl HaCTPOWKM
BUPTYanu3npoBaHHOIo NPOrpamMmMHOro obecneyeHns u BUpTyarnbHbIX MaLUuH;

KOHTPOSIb  LIESIOCTHOCTU  (pansnioB-o6pasoB  BUPTYyanvM3MpOBaHHOIO  NPOrpamMmMHOro
obecrneyeHnsa 1 BUPTyarnbHbIX MaluH, dannos-obpasoB, MCNOMNb3yeMblx Ans obecneveHus
paboTbl BUPTYyarnbHbIX (PannoBbIX cUCTEM (KOHTPOSb dhannoB-o00pa3oB AOMKEH NPOBOAUTLCH
BO BpeMmsi, korga dannbl-obpasbl He 3a4eCTBOBaHbI).

B wuHdopmaunoHHOM cucteme [OrmKeH obecnevymBaTbCA KOHTPOSb  LIENOCTHOCTU
pe3epBHbIX KONUA BUPTYarbHbIX MalUWH (KOHTENHEPOB).

Tpe6oBaHus kK ycunenuro 3CB.7:

1) B MHOPMALMNOHHOM CUCTEME OOMMKEH obecneymBaTbCsl KOHTPOSb LIENOCTHOCTU
0a3oBOM cuCTeMbl BBOAA-BbIBOAA BbIYMCIIUTENBHLIX CEPBEPOB W KOHCOSEW YnpaBrieHUd
BUPTYyarbHON MHAPACTPYKTYPbI;

2) B WH(OPMALMOHHON cucTeme [OormkeH obecneymBaTbCs KOHTPOSb LEeNOCTHOCTH
MUKPOMNPOrpaMm W CryXeOHbIX [AaHHbIX 3NeMEHTOB annapaTHOW 4YacTu BUPTyanbHON
NMHPACTPYKTYpPbI (B TOM YUCHE 3arpy304HbIX 3anMcen MallnHHbBIX HocuTenen nHopmarmm);

3) B uWH(MOpMaUMOHHON cuUCTEME AomkeH obecneunBaTbCa KOHTPOSb COCTaBa
annapaTHOM YaCT! KOMMNOHEHTOB BUPTYanbHOW MHAPACTPYKTYPbI;

4) B UHOPMALMNOHHOM CUCTEME OOimkeH obecneymBaTbCsl KOHTPOSNb LIENOCTHOCTU
nporpaMmmHoro obecneveHns obrayvHbIX KIMEHTOB.

CopepxaHue 6aszoBoun mepbl 3CB.7:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.7 + +
Ycunexne 3CB.7 3 1,3

3CB.8 Pe3epBHOe KONMpOBaHUe OaHHbIX, pe3epBUpPOBaHNE TEXHUYECKUX CPeacTB,
nporpaMMHoro o6ecne4yeHusi BUpTyanbHOM MH(PPACTPYKTYpPbI, a TaKKe KaHanoB CBA3U
BHYTPU BUPTyanbHOW MH(PPACTPYKTYpPbI

TpeboBaHua k peanusaumm 3CB.8: B wuHdOpmauMOHHON cuUCTEME [OOSMKHbI
obecneunBaTbCsi pe3epBHOE KOMMPOBAHWE OaHHbIX, pe3epBMPOBaHNE TEXHUYECKUX CPEACTB,
nporpamMMHoOro obecneyeHns BUPTYyanbHOW WHAPACTPYKTYPbl M KaHanoB CBS3M BHYTPU
BUPTyarnbHOW NMHppacTpyKTypbl B cooTBeTcTBMM ¢ OOT.2, OOT.4, OOT.5.



Mpn peanusaumm Mep MO pe3epBHOMY KOMUPOBAHWUIO [aHHbIX, pe3epBUPOBaHUIO
TEXHUYECKUX CPeACTB, NPorpaMMHOro obecneyeHnsa BUpTyanbHON MHPaACTPYKTYpbl OSMKHbI
obecneunBaTtbCs:

onpegerieHme MecT XpaHeHUs1 pe3epBHbIX KONMUN BUPTYanbHbIX MalMH (KOHTENHEPOB)
N JaHHbIX, 0bpabaTbiBaeMbIX B BUPTYyanbHOW MHPPaCTPYKTypeE;

pe3epBHOE KONMMpoBaHUe BUPTYyasibHbIX MaLWH (KOHTEMHEPOB);

pe3epBHOE KONMMPOBaHUE AaHHbIX, 0bpabaTbiBaeMbiX B BUPTyanbHOW MHPaCTPYKTypeE;

pe3epBupoOBaHne NporpaMmMHoro obecneveHns BUpTyaribHOW MHPPaACTPYKTYpbl;

pe3epBUpOBaHME KaHaroB CBSA3U, UCMOMb3yeMbIX B BUPTYanbHON UHAPACTPYKTYPE;

nepuognyeckas npoBepka pe3epBHbIX KOMUA M BO3MOXHOCTM BOCCTaHOBIIEHUS
BUPTYyanbHbIX MalMH (KOHTEMHEPOB) W AaHHbIX, oObpabaTbiBaemMblX B BUPTyarbHON
MHGPACTPYKTYpE C UCMONb30BaHNEM Pe3epPBHbIX KOMUMN.

Tpe6oBaHus kK ycunenuro 3CB.8:

1) B WMHPOPMALMOHHOM CUCTEME [OSMKHO BbIMOMHATLCA PE3epBHOE KOMUPOBaHUE
KOH(pUrypaumm BupTyanbHOM MHPPACTPYKTYpbI;

2) B WH(OPMALMOHHON CUCTEME [OOSMKHO BbINOMHATLCSA Pe3epBHOE KOMMpoBaHME

nporpamMmmHOro obecneyeHust cepBepoB ynpaeneHus BMpTYyanusaumen,
aBTOMaTM3NpOBaHHOrO paboyero MecTa aaMuMHUCTpaTopa YnpaBrieHWst CcpeacTBaMu
BMPTyanusauuu;

3) B WHPOPMALMOHHOM CUCTEME [OOSMPKHO  BbIMOMHATLCA  pe3epBUpOBaHME
ANCTpNBYTMBOB CPeacTB MOCTPOEHUST BUPTYanbHON MHAPAaCTPYKTYpbl (B TOM YUCHe CpeacTs
ynpaBneHus BUpTyanbHON MHAPaCTPYKTYpPOn);

4) B WHQOPMAUMOHHOM cUCTeMe [OO/MKHO obecnedymBaTbCs pes3epBuMpoBaHuE
TEXHUYECKMX CpeacTB  Onsi  CEepBepoB  BupTyanuMsauuu, CEpPBEPOB  yNpaBrieHUs
BUpTyanusauuen, aBTOMaTU3NPOBAHHOIO pabovero mMecta agMUHUCTpaTopa ynpasBfieHus
cpencTBamMun BUpTyanusauuu;

5) B WH(popMaUMOHHOW cucTeMe [JOMKHO obecneymMBaTbCs pesepBMpoBaHME
TEXHUYECKMX CPEACTB CUCTEM XPaHEHUS] OaHHbIX WU WX KOMMOHEHT, WCMNOSb3yEMbIX B
BUPTYyanbHOM MH(PPACTPYKTYpE;

6) B WH(pOPMaAUMOHHOM cuUCTEME [OMKHO obecneumBaTbCsl pes3epBMpoOBaHME
TEXHUYECKUX CPEACTB akKTUBHOMO (KOMMYTALMOHHOIO) M NacCUBHOrO obopyaoBaHUsS KaHaros
CBS131, UCMNOJIb3YEMbIX B BUPTYanbHOW MHAPACTPYKTYPE;

7) B MHGOPMALMOHHOM cuUcCTeMe AO0SMKHO obecneymBaTbCsl NPUMEHEHME TEXHOMOMNM
pacnpegeneHHoro XpaHeHus MHgpopmaumm n BOCCTAHOBIEHMST MHGOpPMauuK nocne cboes
Ans obecnevyeHns 0TKaszoyCTOMYNBOCTU BUPTYaribHOW MHAPPACTPYKTYPbI.

CopepxaHue 6aszoBoun mepbl 3CB.8:

Mepa 3awuTbl MHOpMaLmn Knacc 3auwmieHHoCTV MHopMaLMOHHOW CUCTEMBI

4 3 2 1

3CB.8 + +
Ycunexne 3CB.8 1,2,3

3CB.9 Peanusauusa n ynpasneHue aHTUBMPYCHOM 3alMTON B BUPTyanbHON
UH(pacTpyKkType

TpeboBaHua k peanusaumm 3CB.9: B wuHdpOpmMaUMOHHON cCUCTEME [OOSMKHbI
obecneunBaTtbCA peanu3aumss M ynpasfieHWE aHTUBMPYCHOW 3alUMTON B BUPTyaribHOM
MHdpacTpykType B cootBeTcTBUM ¢ AB3.1, AB3.2.

Mpu peanusaumm COOTBETCTBYIOLNX MeP OOSMKHbLI obecnevnBaTbCs:



npoBepKa Hanuyus BPedOHOCHbIX nporpaMmm (BUPYCOB) B XOCTOBOW OnepaLyOHHON
cucteme, BKIOYAA KOHTPOSb (PannoBOM CUCTEMbI, MaMsATU, 3anyweHHbIX MNPUOXKEHUn u
npoLeccos;

npoBepka HanMunsa BPeAOHOCHbIX NPOrpamMm B rOCTEBOM OrnepalyoHHOW cucTeme, B
npouecce ee QYHKUMOHUPOBAHUA, BKIOYas KOHTPOSb (PannoBOW CUCTEMbl, NaMATH,
3anyLeHHbIX NPUNOXKEHUN U NPOLLECCOB.

TpeboBaHusa k ycunenuto 3CB.9:

1) B MH(POPMALIMOHHON CUCTEME AOSMKHO obecnevmBaTbCs pasrpaHMYeHne Aoctyna K
yrnpaBneHuo cpeacTBamMmn aHTUBMPYCHOM 3aLUNTHI;

2) B  WHQOPMALMOHHOM  CUCTEME  [OOIMKeH  obecneumBaTtbCA  KOHTPOSb
PYHKLUMOHNPOBAHUA CPeaCTB aHTUBUPYCHOW 3aLUmThl B BUPTYarbHOM UHAPACTPYKTYpe, B TOM
yucne MapLlupyTmMsaums NoTOKOB WMHAQOpMauUMn B BUPTYaribHOM WHAPACTPYKType 4yepes
CpencTBO aHTUBMPYCHOM 3alUnThI;

3) B MH(pOpMaUMOHHON cCUCTEME AO0SmKHa obecnevmBaTbCA peanusauusi TEXHONOrmm
0OHOBMEHNA nporpammMHoOro obecnedeHnsa n 6a3 gaHHbIX NPU3HAKOB KOMMbIOTEPHbLIX BUPYCOB
CPeACTB aHTUBMPYCHOW 3aluTbl, NpegycMmaTpuBatollas OgHOKpaTHY0 nepefady o6HOBIEHWN
Ha cepBep BUPTyanbHOW WHAPACTPYKTYpbl A8 MX Mocneaywwero npuMeHeHna B
BUPTYanbHbIX MalUMHaX;

4) B WHQOPMaAUMOHHOM cucTeMe [orkHa obecrneymBaTbCs MpPOBEPKa HanMyus
BPEeOOHOCHbIX Nporpamm (BUPYCOB) B rMNepPBU30PE;

5) B WH(popMauMoOHHON cucteme pJormkHa obecneynmBaTbCA MNpPOBEpPKa Hanuyus
BPEOOHOCHbIX NporpaMmm B dparnax KoHdurypauumn supTyansHoro obopyaoBaHus;

6) B WH(ppOpMaUMOHHON cucTemMe [JofmkHa obecneunmBaTbCa MNpoBepKa Hanuyua
BPEAOHOCHbIX nporpamm B dhannax-obpasax BUPTYyanu3nMpoBaHHOMO NPOrpamMMHOro
obecneveHnsa n BUpTyanbHbIX MaLUUH.

CopepxaHue 6aszoBoun mepbl 3CB.9:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOM CUCTEMBI
4 3 2 1

3CB.9 + + +
Ycunenne 3CB.9 1 1

3CB.10 Pa3bueHune BupTyanbHOM MH(PPaACTPYKTYpPbl HA CErMeHTbl (CerMeHTupoBaHue
BUPTYyanbHON UMH(pPaACTPYKTYpbI) AnA o6paboTku nHdopmauum otaenbHbIM
nonb3oBartenem v (unu) rpynnon nosib3oBaTesnen

Tpe6oBaHusa k peanusaumm 3CB.10: B wuHdoOpmaumMoHHOM cUCTEME [LOSMKHO
obecneunBaTbCs pa3bueHne BUpTyanbHOW MHAPPACTPYKTYPbl HA CErMEHThI (CermeHTupoBaHme
BUPTYyanbHOW MHpPacTpyKTypbl) ans o6paboTkn nHdpopmMaumm oTaernbHbIM Noib30oBaTeNeM U
(vnn) rpynnon nonb3osaTenen B cootseTcTBum ¢ 3UC.17.

Tpe6oBaHus k ycunenuro 3CB.10:

1) B  WH(oOpmMauuoHHOW cucteme  [OMKHO  obecneuvMBaTbCA  NOrnM4eckoe
CEerMeHTMpOBaHNEe BUPTyanbHOW WHMPACTPYKTYpbl, nNpegycmaTpuBatollee BblaeneHune
rpynnbl  BUPTYyanbHbIX MalIWH, XpaHunuw, WHgopmauun uM MHGOPMALMOHHBIX MNOTOKOB,
npegHasHa4YeHHbIX A5 peLleHns BblaerneHHbIx (060cobneHHbIX) 3aaay;

2) B MHOPMALMOHHON CUCTEME AO0SMKHO obecneumBaTbCA BblAeSNieHne B OTAESbHbIN
CermMeHT (oT@enbHbIE CEerMeHTbl) cepBepoB yrnpasreHus BUpTYyanusauunen
(aBTOM@TM3nMpoBaHHOro paboyero MecTa agmMuHUCTpaTopa YnpaBneHus cpeacTBamu
BUpTyanusauun);



3) B WHGMOPMAUMOHHOM CcUCTEeMe OO/MKHO  obecneumBaTbCa  U3NYeECcKoe
CerMeHTMpOBaHWe  BUPTyanbHOWM  MHAPACTPYKTYpbl AN peleHus  BblOereHHbIX
(oBbocobneHHbIX) 3agay.

CopepxaHue 6azoBoun Mepbl 3CB.10:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHoCT MHPOpMaLMOHHOM CUCTEMBI
4 3 2 1

3CB.10 + +
Ycunenune 3CB.10 2

3.12. 3awmTa TexHunyeckux cpeacts (3TC)

3TC.1 3awuTta nHcopmaumm, opadbartoiBaeMon TeXHUHECKUMU CpeacTBaMu, OT ee
YTEYKMU NO TEXHUYECKUM KaHanam

Tpeb6oBaHusa Kk peanusauum 3TC.1: Onepatopom gormkHa obecnevmBaTbCs 3alumTa
nHpopmauun, obpabaTbiBaeMON TEXHUYECKUMU CpencTBaMu, OT ee YyTeyknm 3a cueT
NO6OYHbIX NEKTPOMArHUTHbLIX U3My4YEHUI U HABOOOK.

3awmTa nHgopMaLmm OT YTEUYKN N0 TEXHNUYECKMM KaHanam JOSKHa OCYLLEeCTBNATLCH B
cootBeTCcTBUM cO CneumanbHbiMM TpebOBaHUAMM W PEKOMEHZAUUAMM MO TEXHUYECKOWN
3awmte  KoHduaeHumanbHon  mHdopmaumm  (CTP-K), yTBEpXAEHHbIMM  MPUKaA30oM
Noctexkomuccun Poccmm ot 30 asrycta 2002 r. N 282, a Takke WHbIMU METOANYECKUMMU
pokymeHtamm OCTOK Poccum no 3awmte uHOpPMaUUKM OrpaHUYEHHOro AOCTyna, He
cogepallen CBeAEHWMI, COCTaBNAOLWMX roCyAapCTBEHHYK TaWHy, OT YTEeYkM no
TEXHUYECKUM KaHarnam.

Tpe6oBaHus k ycunenuro 3TC.1:

He ycTaHOBNEHDI.

CopepxaHue 6azoBou Mmepbl 3TC.1:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
3TC.A1
Ycunenune 3TC.1

3TC.2 OpraHM3aumsa KOHTPONIMPYEMOM 30HbI, B Npeaesriax KoTopom NOCTOSAHHO
pa3mMeLaloTCA CTauuoHapHble TeXHU4YEeCK1e cpeacTBa, obpabarbiBalowwme
MHcpopmauuio, U cpeacTBa 3awmTbl MHPOPMaLUK, a TaKKe cpeacTBa obecneyeHus
¢pyHKLUMOHNpPOBaAHUA

TpeboBaHua k peanusauum 3TC.2: Onepatopom AofmkHa obecnevnBaTbCs
KOHTpOnMpyemasi 30Ha, B npefenax KOTOPOW MOCTOSIHHO pasMeLLalTCca CTaumoHapHble
TexHu4yeckune cpeacTtsa, obpabartbiBatoLime nHdopmaumo, 1 cpeacTsa 3awnTbl MHPOpMaLUmK,
a Takke cpefncta obecnedyeHns PyHKLMOHNPOBAHNS.

KoHTponupyemass 30Ha BKMOYaeT MNPOCTPAHCTBO (TEPPUTOPMIO, 3A4aHuWe, 4acTb
3[aHus), B KOTOPOM UCKITIOYEHO HEKOHTpONMpyemoe npebbiBaHne paboTHUKOB (COTPYAHMKOB)
onepatopa W nuu, HEe MMEKLMX MNOCTOSHHOrO Aonycka Ha 06bekTbl MHEOPMAaLMOHHOM
CUCTEMBI (HE ABNALWMXCA paboOTHUKaMKU onepaTopa), a Takke TPaHCMOPTHbIX, TEXHUYECKMX U



WHbIX MaTepuarnbHbIX CPEeaCTB.

[paHMuaMn  KOHTPOSIMPYEMOM  30HbI  MOTyT SABMAATLCA MNEPUMETP  OXpaHAEeMOW
TEppUTOpUN, orpaxgarome KOHCTPYKLUMU OXPaHSEMOro 3[4aHua UM OXpaHseMoW 4YacTu
3[1aH1s, ecnu OHO pasMeLLEHO Ha HeoxpaHSemMon TeppuTopuun. [paHuLbl KOHTPONUPYEMOW
30Hbl YCTaHaBNUBAKOTCA B OpraHM3auuoHHO-pacnopaauTenbHbIX LOKYMEHTax no 3awuTe
MHdopMaLuu.

[na ogHOM WMHOPMALMOHHON CUCTEMbI (€€ CEerMeHTOB) MOXET OblTb OpraHM30BaHO
HECKOSbKO KOHTPONMPYEMbIX 30H.

TpeboBaHusa k ycunenuto 3TC.2:

He ycTaHOBNEHDI.

CopepxaHue 6asoBon mepbl 3TC.2:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
3TC.2 + + + +

Ycunenune 3TC.2

3TC.3 KoHTponb 1 ynpaBneHue ¢pu3n4yeckum AOCTYNOM K TEXHUYECKUM CpeacTBaMm,
cpeacTBam 3awWmThbl MH(popMaLmu, cpeacTBam obecrnevyeHus PyHKLMOHMPOBaHUSA, a
TaKXe B MOMeLEeHUS U COOPYKEHUS, B KOTOPbIX OHU YCTaHOBNEHbI, UCKITHO4YaloLue
HeCaHKLUMOHUPOBaHHbLIN (hM3nM4YeCcKun AoCTyn K cpeacTtBam o6paboTku nHdopmaumum,
cpeacTBam 3awWwmTbl MHcpopMaLmm U cpeacTBam obecneyvyeHusi hyHKLIMOHMPOBaHUSA
MH(pOPMaLIMOHHOM CUCTEMbI U MOMELLEHUS U COOPYKEHUSA, B KOTOPbIX OHU
yCTaHOBJEHbI

Tpeb6oBaHusa k peann3sauyum 3TC.3: OnepaTopom AOMKHbI 06ecneymBaTbCs KOHTPOSb
N ynpaeneHne @U3NYECKMM AOCTYNOM K TEXHUYECKMM CpeacTBaMm, CpeacTBaM 3alluThbl
UHopMauuKn, cpeactsam obecnevyeHna QYHKLMOHUPOBAHUA, a TakkKe B MNOMELLEeHUs u
COOPYXEHUHA, B KOTOPbIX OHW YCTAHOBMEHbI, WCKNOYaoWmNe HeCaHKLMOHNPOBAHHbIN
dusmyeckmn [OCTyn K cpeactBam  o0bpaboTku  MHpopmaumn, cpenctBam  3allUTbI
MHdopMauumn n cpeactesam obecneyeHmss PYHKLMOHNPOBAHNSA NHPOPMALIMOHHON CUCTEMbI U
NMOMELLIEHNS N COOPY>KEHUS, B KOTOPbIX OHN YCTAHOBIIEHDI.

KoHTponb 1 ynpasneHme omsanyecknm 4oCTynOM AOSMKHbI NpeaycMmaTpuBaTh:

onpegeneHve nuy, AOMNYLWEHHbIX K TEXHUWYECKMM cpeactBam, cpeactsam 3aluTbl
UHopMauuun, cpeacteam obecnevyeHns QYHKLMOHMPOBAHUA, a Takke B MNOMELLEHUs W
COOPYXEHNS, B KOTOPbIX OHW YCTAHOBIEHbI;

CaHKUMOHUPOBaHME U3MYECKOro JOoCTyna K TeXHUYEeCKUM cpencrtBam, cpencrBam
3aWnTbl UHpOpMauuK, cpeacteam obecnevyeHns PYHKUMOHUPOBAHWS, a Takke B NOMELLEHNS
N COOPYXXEHWUS, B KOTOPbIX OHW YCTAHOBIEHbI;

yyeT (u3MYecKoro pJoctyna K TexHUYeCKMM cpeacTBaM, CcpeacTtBaMm  3alluTbl
MHopMauuKn, cpeacteam obecnevyeHns YHKLMOHMPOBAHUA, a Takke B MNOMELLEHUS W
COOPYXEHNS, B KOTOPbIX OHW YCTAHOBMEHbI.

MpaBuna w npoueaypbl KOHTPOMAS W ynpaBneHusi U3NYEeCKUM  OOCTYMNOM
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopsaauTenbHbIX [OOKyMeHTax ornepaTtopa Mo
3almTe nHopmaumu.

Tpeb6oBaHus Kk ycunenuro 3TC.3:

1) onepaTopoM [OOSTKHbI MPUMEHATLCA aBTOMAaTU3MPOBAHHbBIE CUCTEMbI KOHTPONSA WU
ynpasnenusa goctynom (CKY[]), obecneumBatowime KOHTPONb N y4eT rM3ndeckoro gocTyna K
TEXHUYECKMM CpeacTBaM, cpeactBaM 3awmtbl MHdoOpmaumn, cpeactsam obecnedeHus



PYHKUMOHNPOBAHUSA, a Takke B MOMELLEHUS U COOPYXEHUS, B KOTOPbIX OHU YCTaHOBIEHbI C
yyetom NOCT P 51241-2008;

2) onepaTtopom OOJTKHbI NPUMEHSATLCS cpeacrtea BMaeoHabnogeHus,
obecneunBaroLLme permctpaumio SOCTyna K TEXHUYECKMM cpefcTBaM, CpeacTBaM 3aliuTbl
nHpopmauun, cpeacteam obecneveHns QYHKUMOHUMPOBAHMS, a Takke B MNOMELLEHUA W
COOpPYXEHUS, B KOTOPbIX OHU YCTAHOBIEHbI;

3) onepaTtopom ob6ecneynmBaeTCa MHTErpauusi CUCTEMbI KOHTPONSA U ynpaBfeHus
poctynom (CKY[]) co cpeactBamu unaeHtudumkaumm n ayteHTudukaumm nonb3oBaTenen B
MHdopMaunoHHon cucteme B cootBeTcTBuM ¢ UADP.1, UAD.6 1 cpeactBamn ynpasrieHUs
poctyrnom B cootsetcTeum ¢ YMNA.2, YNA.10.

CopepxxaHue 6asoBoun mepbl 3TC.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI

4 3 2 1

3TC.3 + + + +

YcuneHnue 3TC.3

3TC.4 PasmellueHune yCcTpoOMCTB BbiBoAa (0ToOpaxeHust) MHpopmMaLmu, UCKnrvawllee
€e HeCaHKLUMOHUPOBaAHHbLIN NPOCMOTP

Tpe6oBaHua k peanusauum 3TC.4: OnepatopoM [OSMKHO OCYLLECTBNATLCSA
pasMelleHne YCTPOMUCTB BbiBoga (oTobpaxeHus) WHQopMauun, UCKMYawuee ee
HEeCaHKLNOHNPOBAHHbIN NPOCMOTP.

B kauyectBe ycTpoWCTB BbiBOAA (OTOOpakeHusl) vHpopmaumm B WHGPOPMALUMOHHOM
cucTeme cnefyeTt paccMmaTtpyBaTb 9KpaHbl MOHUTOPOB aBTOMATU3MPOBaHHbLIX paboymx mect
nonb3oBaTenen, MOHUTOPbl KOHCOMEN YynpaBneHWs TEeXHUYeCcKux Cpeacts (CepBepoB,
TENEeKOMMYHUKALMOHHOrO 000pYyAOBaHMA WM MHbIX TEXHUYECKMX CPEACTB), BMAEOMNAHENM,
BMOEOCTEHbl U Opyrne CpeacTtBa BU3yanbHOro OToOpaXkeHus 3aluuiaemon UHdopmauuu,
nevarawowme yctpomctea (NPUHTEPLI, NMOTTEPbI M WMHblE YCTPOMWCTBA), ayaMOYCTPOWCTBA,
MHOroyHKLMOHanNbHbIE YCTPONCTBA.

PaamelueHne ycTtponcTB BbiBoga (OTOOpaxeHusi, nedatn) uHGOpMaLMM LOOSMKHO
NCKIHOYaTb BO3MOXHOCTb HECaHKLMOHMPOBAHHOIO NPOCMOTPA BbIBOAUMOW MHOPMaLMK, KakK
n3-3a npeaenoB KOHTPONMPYEMOW 30HbI, TaK U B npegenax KOHTPOSMpyemon 30Hbl. He
cnefyet pasmeliaTb YCTpPOMCTBA BbiBoga (OTObpakeHusi, nevatun) MHopmMauun HanpoTms
OKOHHbIX MPOEMOB, BXOAHbIX ABEPEN, TEXHONOMMYECKNX OTBEPCTUN, B KOpPUAOPaX, Xonnax u
WHbIX MeCTax, AOCTYMHbIX AN HECAHKLMOHMPOBAHHOIO NpocMoTpa.

Tpe6oBaHus kK ycunenuro 3TC.4:

1) onepatopom obecrneuymBaeTcs yCTaHOBKA Ha OKHA MOMeLLEeHUA MHEPOPMALMOHHOM
CUCTEMbl CPEACTB, OrpaHMYMBAIOLLMX BO3MOXHOCTb BU3yasribHOrO  O3HAKOMIMEHUA C
3awuaemMon UMHgopmaumen u3BHe MNOMeLLeHUA (Kamn3u, MMAOTHble LWTOPbl U UHbIE
CpeacTBa), ecrnv B 3TUX MOMELLEHMSIX pa3MeLLeHbl YCTPOMCTBaA BbiBOA4A MHGOPMauun Ha
neyaTb U (MNK) ocyLLecTBAsieTCs oTobpaxeHne nHopMaL MM Ha BUOEOYyCTPOMCTBA.

CopepxaHue 6azoBoun Mmepbl 3TC.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4

3

2

1

3TC.4

+

+

+

+

Ycunenne 3TC.4




3TC.5 3awumTa OT BHELLHUX BO3AEUCTBUN (BO3AEMCTBUM OKpPYXKaloLlen cpeabl,
HecTabuNbHOCTU INEKTPOCHAa6XeHNA, KOHAULMOHUPOBAHUA U UHbIX BHELUHUX
cdakTopoB)

Tpe6oBaHusa Kk peanusauum 3TC.5: OnepaTopoM AOSMKHA OCYLLECTBASATLCA 3aluTa
OT BHELIHMX BO3O4EWCTBMMA  (BO3OAEWCTBUA  OKpyXallwen cpefbl, HecTaburbHOCTK
3NeKTPOCHabXeHUs, KOHAULMOHUPOBAHUSA N NHbIX BHELUHUX (PaKTOpOB).

3awmta OT BHEWHMX BO3Q4EWCTBMM B  COOTBETCTBMM C  TpeboBaHMAMMK
3akoHogaTtenbctBa Poccuinckon Penepaumm (HaumoHanbHbIX CTaH4APTOB, TEXHUYECKUX
pernamMeHToB) AOSMKHA NpeaycMaTpmBaTh:

BbINOSTHEHNE HOPM 1 NpaBui NoXxapHon 6e3onacHocTy;

BbIMOSTHEHWE HOPM M nNpaBuil  YCTPOMCTBA WM TEXHUYECKOW  3KChnyaTauuu
9NEKTPOYCTaHOBOK, a Takke cobnogeHne napamMeTpoB IMEeKTPONUTaHUS W 3as3eMSieHus
TEXHUYECKNX CPEACTB;

obecrneyeHne HeoBXoaNMbIX AN1A IKCNIyaTaumm TeXHUYECKNX CpeacTB TeMnepaTypHo-
BNa)XHOCTHOMO peXuma 1 YCroBuin N0 CTEMNEHM 3anblfIEHHOCTN BO3AyXa.

Tpe6oBaHus kK ycunenuro 3TC.5:

He ycTaHoOBMNEH®bI.

CopepxaHue 6azoBoun mepbl 3TC.5:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHOCT MHOpMaLMOHHOM CUCTEMBI
4 3 2 1
3TC.5 +

Ycunenne 3TC.5

3.13. 3awmTa MHPOPMALMOHHON CUCTEMbI, €€ CPeaAcCTB U CUCTEM CBA3U U Nepepavun
AaHHbIX (3UC)

3UC.1 PazpgeneHne B MH(hOpMaLMOHHOM cucTeMe (PyHKL MM NO yrnpaBleHUo
(aaMmuHUCTpPpUpPOBaHUIO) UHPOPMALIMOHHON CUCTEMOM, YNpPaBIIEHUIO
(aAMUMHUCTPUPOBaAHMIO) CUCTEMOM 3awmTbl MHOopMaumumn, PyHKLMM No o6paboTke
MHcpopMaLUum N UHbIX PYHKUMA MHPOPMALIMOHHON CUCTEMBI

TpeboBaHua k peanusauum 3UC.1: B nHMPOpPMaAUMOHHOM cUCTEME [OOIMKHO ObiTb
obecneyeHo pasgenexHune PYHKUNOHANBbHbIX BO3MOXHOCTEN no yrnpaBreHno
(aAMUHUCTPMPOBAHNIO) WUH(OPMALMOHHON CUCTEMOW, YMpPaBfeHUIo (aAMUHUCTPUPOBAHNIO)
cuctemMon  3awmuTbl  MHAopmaumu(pyHKumMn  GesonacHocTM) M (PyHKUMOHAmMbHbIX
BO3MOXHOCTEN nonb3oBatenen no obpabotke nHpopmaumn.

®PyHKUMOHaNbHbIE BO3MOXHOCTM no yrnpaBreHuo (aAMUHUCTPUPOBAHUIO)
WH(POPMALMOHHON CUCTEMOW WU ynpaBneHuo (agMMHUCTPUPOBAHUIO) CUCTEMOWN 3aluuThbl
WHpopMauuKn  BKNKOYAKT  (PYyHKUMM N0 ynpasneHuto ©Gasamy  [aHHbIX, NPUKNagHbIM
nporpamMmMHbiM  obecnevyeHneMm, TenekoOMMYHUKaUMOHHbIM  0bopyaoBaHMeM, pabounmu
CTaHuMsMu, cepBepamMu, CpeacTBaMmn 3awmnTbl MHGOPMALMM U MHble (PyHKUMK, Tpebytowme
BbICOKMX MPUBUNETUNA.

PasgeneHune yHKUMOHanNbHbIX BO3MOXHOCTEN obecneumBaeTcss Ha PU3MYECKOM U
(M) norm4yeckoMm YypoBHE MyTEM BbIOESNIEHUA YacTU MPOrpaMMHO-TEXHUYECKUX CPeacTB
NHPOPMALMOHHOWN CUCTEMBI, peanuayowmnx PyHKLUNOHaNbHbIE BO3MOXHOCTHM MO YNpaBneHnto
(2aaMHNCTPMPOBAHMIO) UHAOPMALMOHHOMW CUCTEMON U yNpaBrneHu (agMUHUCTPUPOBAHMIO)



CUCTEMON 3awWmnTbl MHGOPMauMM, B OTAEMbHbIA OOMEH, MWCMNOMb30BaHUA pPasfUYHbIX
aBTOMaTU3NPOBaHHbLIX paboymx MEeCT U CeEpBEPOB, PasfNYHbIX TUMOB ONepaLMOHHbIX CUCTEM,
pasHbIX cnocoboB ayTeHTUdMKauuKn, pasfnMyHbIX CETEBbIX aApecoB, BblAeNeHHbIX KaHanos
ynpasneHus n (unm) kKombmnHauum gaHHbIX cnocoboB, a Takke MHbIMWU METOOAMMN.

TpeboBaHusa k ycunenuto 3UC.1:

1) B UHPOPMALIMOHHON CUCTEME OOMMKHO 0BecnevmBaTbCsl UCKNYEHNE OTOBpaXeHus
PYHKUMOHAbHbIX BO3MOXHOCTEN MO YrpaBneHnio (agMUHUCTPUPOBaHUIO) MHAOPMAaLMOHHON
CUCTEMOWN, ynpaBneHnto (agMUHUCTPUPOBAHUIO) CUCTEMOW 3alunTbl  WHpOpMauum B
NMHTepdence Nosnb3oBaTens;

2) B  VH(oOpMaUMOHHOW  cUCTEMEe  [OOMKHO  obecneumBaTbCsA  BblAerieHue
aBTOMATU3NPOBAHHbIX pabounx MeCT Ans agMMHUCTPATOPOB NHPOPMALMOHHOW CUCTEMBI;

3) B  WH(popMauMOHHOW cucTeme  OOMKHO  obecneumBaTbCA  BblOeneHune
aBTOMaTU3NPOBAHHbLIX paboymx MeCT Anst agMUHUCTPATOPOB BE30MacHOCTY;

4) onepaTopoM [AOMKHO obecneynmBaTbCs MCKOYEHME BO3MOXHOCTU YnpaBreHns
(agMuHNCTPUpPOBaHKS) MH(OPMAaLMOHHON CUCTEMOM, YynpasneHna (agMUHUCTPUPOBAHNSA)
CUCTEMOWN 3aLLMTbl MHPOPMALIMK U3-3a NPeLeNoB KOHTPOSIMPYEMOM 30HbI.

CopepxaHue 6azoBou mepbl 3UC.1:

Mepa 3awuTbl MHPpOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1

31C.1 + +
Ycunenune 3C.1 3 3

3UC.2 MNpepoTBpaLleHUe 3a4epPXKK1U Unm npepbiBaHUA BbINOJTHEHNUA NPOLIECCOB C
BbICOKMM NPUOPUTETOM CO CTOPOHbI MPOLIECCOB C HU3KUM NPUOPUTETOM

Tpe6oBaHua k peanusaumm 3UC.2: B unHMpOpMaAUMOHHON CUCTEME [LOSMKHO
obecneunBaTbCa NpedoTBpaLleHNe 3aepXKn UM NpepbiBaHUSA BbINOMHEHUSA MPOLECCoB C
BbICOKMM MPUOPUTETOM CO CTOPOHbI NPOLIECCOB (CryX06, CepBMCOB) C HU3KMM MPUOPUTETOM,
npegycmaTpuBatoLLee:

onpeaeneHne npuopuTeToB npoueccoB (cnyxd, cepBUCOB) Ansi nonb3oBaTenen wu
(vnn) rpynn nons3oBaTenen u (MnNun) ponen B UHPOPMaLMOHHON CUCTEME;

BbIMOSIHEHWE npoLeccoB (Cnyx6, cepBncoB) B UHPOPMALMOHHOM CUCTEME C YHETOM MX
npuoputeta (B MepByld oyepedb [OOIPKHbI BbIMOMHATLCA Mpoueccbl ¢ 6onee BbICOKUM
NPUOPUTETOM);

UCKINOYEeHNe 3aepXkn n (Mnv) BMmellaTenbCTBa B BbINOSIHEHME NpoLEeccoB (Cryxo,
cepBucoB) ¢ Gornee BbLICOKMM MPUOPUTETOM CO CTOPOHbI npoueccoB (cnyx6, cepBucoB) C
B6onee HM3KNUM NPUOPUTETOM.

Tpe6oBaHus kK ycunenuro 3UC.2:

1) B MIHPOPMALMOHHON CUCTEME LOMKHO 0becneymBaTbCs UCKOYEHNE BO3MOXHOCTM
HEeCaHKLNOHNPOBAHHOIO N3MEHEHUS MPUOPUTETOB BbIMOMTHEHWNSI NPOLIECCOB.

CopepxaHue 6asosoun mepbl 3UC.2:

Mepa 3awuTtbl HpopmaLuum Knacc 3awmuweHHOCTU NHGOOPMaLNOHHOW CUCTEMDbI
4 3 2 1
31nC.2
Ycunenune 3UC.2




3UC.3 Ob6ecneyeHune 3awmTbl MHPOPMaLIMKN OT pacKpbITUs, MoaudUuKaumm n
HaBsi3blBaHUA (BBOAaA NOXHOM MH(popmaLum) npu ee nepepaye (NoaroTtoBke K
nepepa4e) Nno KaHanam cBs3u, MMEKLMM BbIXoA 3a Npeaenbl KOHTPONMPYEMOW 30HbI

Tpe6oBaHus k peanusauum 3UC.3: Onepatopom gomkHa 6bITb obecneyeHa 3awmTa
MHOPMaUUKN OT packpbITUS, MoandUKauun U HaBa3biBaHMS (BBOAA NOXHOW MHGOPMaLMK)
npy ee nepegadve (NoAroToBke K nepefade) No KaHanam CBSA3M, MMEKLWMM BbIXo 3a
npeaesnbl KOHTPONMPYEMOWN 30HbI.

3awmTta uHpopmaumm obecneymBaeTcsa nyTeM  3aluUTbl  KaHanoB CBA3WM  OT
HECaHKLUMNOHNPOBAHHOIO (PM3MYECKOro AocTtyna (NogKNIYEHNS) K HUM U (Unn) NPUMEHEHNs B
COOTBETCTBUU c 3aKoHoA4aTenbLCTBOM Poccuinckon depnepaumm cpencTs
KpmynTorpadu4eckomn 3awmnTbl MHopMaLnm Mnmnm NHbBIMM METO4aMWN.

Tpe6oBaHus k ycunenuro 3UC.3:

1) onepaTop obecrneuynBaeT 3almTy OT MoaUdUKaLNN N HaBA3bIBaHUA (BBOAA JTOXXHOW
MHdopMmauumn) BuageomHgpopmaummn (3BykoBon uHGOpPMaLMM) NyTEM €€ MapKMpoBaHUSA U
KOHTpOns (B TOM YMCne C UCNONb30BaHNEM LMGPOBbLIX BOAAHBIX 3HAKOB) B Pa3SIMYHbIX TOYKaX
TpakTa ee (bopMUPOBaHUSA N PacNpPOCTPaAHEHNS;

2) onepaTtop obecreynBaeT 3awmTy OT MoaudUKauMm N HaBA3biBaHUA (BBOAA NTOXXHOW
WHpopmauun) nepegasaemMon BMaeoMHOPMaUMM NyTEM BbISBIEHUA U yAanNeHUs CKPbITbIX
BCTaBOK.

CopepxaHue 6aszoBoun mepbl 3UC.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHOpMaLMOHHOM CUCTEMBI
4 3 2 1
3nC.3 + + + +

Ycunenne 3UC.3

3UC.4 O6ecneyeHne AOBEpPEHHbIX KaHarna, MapLipyTa Mexay agMUHUCTPaToOpOM,
nonb3oBaTesieM U cpeacTBamMum 3awWmTbl MHopmaumm (hbyHKUnsMM 6e3onacHocTH
cpeacTB 3aWuTbl MH(opMaLMK)

Tpe6oBaHua k peanusauum 3UC.4: B unHPOPMALMOHHON CUCTEME AOSDKHbI
obecneunBaTbCsi AOBEPEHHbIE MapLpyTbl Nepedayn AaHHbIX MeXay agMUHUCTPaToOpoOM
(nonb3oBartenem) U cpeacTBamm 3awmThl MHopmaumn (pyHKUunamMm 6esonacHOCTU CpeacTs
3aWwnTbl MHOpMaLmn), onpegensemMbiMy onepaTopom.

Onepatopom pfomkeH ObITb onpedeneH nepedeHb uenen (PyHKUMIA) nepegaym
AaHHbIX, ANA KOTOpbIX TpebyeTca AOBEPEHHbIN KaHan (MapLupyT).

[loBepeHHbIN kaHan Mexay nonb3oBaTenieM M cpeacTBamMy 3awuTbl MHGOpMaUmm
pomkeH obecneuvBaTbCA MpU yAaneHHOM W fOKanbHOM [OCTyne B MHGOPMaUMOHHYIO
cuUcTeMmy.

TpeboBaHus k ycunenuto 3UC.4:

He ycTaHOBNEHDI.

CopepxaHue 6asosoun mepbl 3UC.4:

Mepa 3awuTtbl HpopmaLuum Knacc 3awmueHHOCTU MHGHOPMaLNOHHOW CUCTEMbI
4 3 2 1
3ncC.4
Ycunenune 3VC.4




3UC.5 3anpeT HeCaHKLMOHMPOBAHHOW yAareHHOW aKkTUBaLu Bugeokamep,
MUKPOCPOHOB U UHbIX NepudepUnHbIX yCTPOUCTB, KOTOPbIE MOTYT aKTUBUPOBATbLCS
yAaneHHo, 1 onoBelleHne nonb3oBaTternien 06 akTMBaLuM TakKMX yCTPOUCTB

Tpe6oBaHua k peanusauum 3UC.5: B unHDOpPMALMOHHON CUCTEME AOSDKHbI
OCYLLEeCTBNATbCA 3anpeT HeCaHKUMOHMPOBAHHOM YyAaneHHOW akTuBauun Buaeokamep,
MUKPOJIOHOB U UHbIX NEePUEPUNHBIX YCTPOUCTB, KOTOPbIE MOTYT aKTUBUPOBATLCA yaaneHHo,
N onoBselleHne nonb3oBatenen 06 akTMBauum Takux YCTPOWUCTB, B TOM 4ucrne nyTem
cuUrHanusaumm, HAnKauumm.

3anpeT HeCaHKUMOHMPOBaAHHOM YyAarieHHOM aKkTuBauuu LOSMKEeH OCYLLEeCTBIATLCA B
OTHOLLEHMM BCEX NepnepUnHbIX YCTPONCTB BBOAA (BbiBOAA) MHGDOPMAaLUK, KOTOPbIE NMEKOT
BO3MOXHOCTb ynpaBneHus (3anycka, BKIIHOYEHMUS, BbIKMOYEHNA) Yepe3 KOMMOHEHTHI
nporpammHoro obecneyeHne, YCTaHOBMIEHHble Ha paboyem MecTe nonb3oBaTens,
KOMMYHUKALMOHHbBIX CepBUCOB CTOPOHHUX nuy, (nposangepoB) (ICQ, Skype wn uHble
CEPBUCHI).

3anpeT HeCaHKUMOHUPOBAHHOW YyAareHHOM akTMBauun [LOSMKEH OCYyLeCTBNATLCA
yepe3d (U3NYECKOe UCKMYEHME TaKoW BO3MOXHOCTM W (Unn) nyTem ynpasBrneHus
nporpaMmmHbIM obecnedyeHnem.

B mcknoumMTenbHbIX CnyyYaax Ans pelleHns YCTaHOBIIEHHbIX ONepaTtopoM OTAEeNbHbIX
3afjad, pewaemMblX MHEMOOPMALMOHHON CUCTEMOW, O0MNyCcKaeTCs BO3MOXHOCTb YyAaneHHOMn
aKTuBaLuuMm nepudepumnHbIX YCTPOUCTB. [pu 3aToM A0mKkHO ObiTb 06ecneyeHo onpenenexHne u
PuKCMpoBaHME B OpPraHM3aunMoOHHO-pacnopsanTeNbHbIX AOKYMEHTax no 3awute nHgpopmaumm
(BOKyMeHTUpoBaHME) nepeyvHss nepudepunHbIX YCTPOWCTB, AN KOTOPbIX OOMNycKaeTcs
BO3MOXHOCTb yAdaneHHoM akTuBauuMm u obecnedeH KOHTPONb 3a akTUBauUMEn Takux
YCTPOWNCTB.

Tpe6oBaHus k ycunenuro 3UC.5:

1) B UHOPMALMOHHON CUCTEME AOIMKHaA obecnevmBaTbCa BO3MOXHOCTb (P13N4ECKOro
OTKITOYEHUS NepudepuinHbIX YCTPONCTB (Hanpumep, OTKIOYEHWE MNpu opraHu3aumm u
npoBeaeHM COBELLAHNI B MOMELLEHMSAX, IAe pa3MeLLeHbl BuaeokaMmepbl U MUKPOGOHBbI);

2) B VH(OpMaUMOHHOW cuCTeMe [ormkHa obecneymBaTbCs  BO3MOXHOCTb
OnokMpoBaHMSA  BXOAALWEro W  UCXoAdwero Tpaduka OT norb3oBaTeneh  CUCTEM,
nNpegoCTaBNSAWMNX BHELWHUE cepBuCbl (Hanpumep, CUCTEMbl BUOEOKOHMEPEHLICBA3N), B
KOTOpbIX  KOHdMrypaumm (HacTpoWKku) CEPBUCOB AN KOHEYHbIX  MNONnb3oBaTenen
yCTaHaBnMBalTCA NpoBanaepamMmm Unmnm cammmMmm NonNb3oBaTeNnsaMu;

3) onepaTtopom obecneuvBaeTcs ypaneHue (OTKMAOYEHUe) u3 MHEMOOPMALMOHHOM
cucteMbl  (OTAENbHLIX CErMEHTOB, HanNpuUMep, pPacrofioKEeHHbIX B  3alMWaeMbiX U
BblAEMNEHHbIX MOMELLEHNSX) nepudepumnHbIX YCTPONCTB, NepeveHb KOTOpbIX onpenensieTcs
onepaTtopom;

4) onepaTtopom obecnevvMBaeTCs 3anMCb U XpaHeHWe B TeYEeHWe YCTaHOBIEHHOro
BpeMEHN MHopmMaumn, nepegaHHon (NonyvyeHHon) nepudepuinHbiMK YyCTPOMCTBaMU BBOAA
(BbIBOAA) MHGOPMaLMK NpU pa3peLLlEeHHON yaaneHHON akTueaumm nepmepuiHbIX YCTPONCTB
BBOAa (BbIBOAA) MHOPMALMN.

CopepxaHue 6asosoun mepbl 3UC.5:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3NC.5 + + + +
Ycunenne 3UC.5 1 1,2




3UC.6 Nepenaya n KOHTPOIb LENOCTHOCTM aTPUOYTOB 6e30nacHOCTU (MeTOK
6e3onacHocCTH), cBA3aHHbIX ¢ MH(popmaLmen, npu oomeHe MHpopmaLuuen ¢ UHbIMU
MHPOPMALNOHHbIMU CUCTEMAMK

Tpe6oBaHusa k peanusaumm 3UC.6: B unHpOpMaAUMOHHON cuUCTEME OOSMKHA
OCYLLIECTBNATLCA nepedada, conoctaBneHne (CpaBHeHue) aTpubytoB 6e3omacHOCTU (MeTOK
BGesonacHoCcTM) C WHpoOpMauMen, KOTOPON OHa OOMEHMBAETCS C WHbIMM (BHELIHWUMMW)
MHPOPMALMOHHbIMM CUCTEMAMMU.

ATpunByTbl 6€30MacHOCTN MOryT COMOCTaBAATbCA C MH(popMaunen, cogepkallencsa B
MHPOPMaLMOHHOWN CUCTEME, B SIBHOM UIN CKPbITOM BUAE.

Mepbl No nepegaye WM KOHTPONKO LENOCTHOCTM (COMOCTaBNEHWUIO, CPaBHEHWUIO)
aTpmbyToB BGesonacHocTu (MeTok 6e3onacHoOCTN) peanuaytoTcsa B cooteeTcTun ¢ YINA.12.

Tpe6oBaHus kK ycunenuro 3UC.6:

1) B MHOpPMaAUNOHHON cucTemMe [OrmkeH obecrneymBaTbCs KOHTPOSb LEeNOCTHOCTH
aTpmbyToB 6e3onacHocTn (MeTok 6e3onacHocCTn).

CopepxaHue 6azoBou mepbl 3UC.6:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
31C.6
Ycunenune 3UC.6

3UC.7 KOHTpONb CaHKLMOHMPOBAHHOIO U UCKIKOYEHNE HECAHKLMOHUPOBAHHOIO
MCNOJIb30BaHUA TEXHOSIOMMN MOOUNBLHOrO KoAa, B TOM YUCKie peructTpaumsa coobITun,
CBAiI3aHHbIX C UICNOJIb3OBaHUEM TEXHONOrM1U MOOGUITLHOIO KoAa, UX aHanus3 u
pearnpoBaHue Ha HapyLleHUsl, CBsiI3aHHble C UCNOJIb30BaHUEM TEXHOSNOMrnmn
MOOunbLHOro Koga

Tpe6oBaHusa k peanusauum 3UC.7: OnepaTopoM [JOMMKHbI OCYLLECTBIATLCS
KOHTPOSIb  CaHKLUMOHMPOBAHHOIO UM WCKIHOYEHME HECAHKLMOHMPOBAHHOIO WCNONb30BaHUSA
TEXHOSIOrMM MOBUNBbHOro Koga (akTMBHOIO KOHTEHTA) B MHOPMALWOHHOM CUCTEME, B TOM
yucne permcTpaumsi cobbiTUin, CBA3aHHbBIX C UCMOMb30BaHMEM TEXHOMOIMN MOBUIBHOrO KoAa,
UX aHanuM3 U pearMpoBaHWe Ha HapyLleHWsl, CBS3aHHble C MCMNOSIb30BaHMEM TEXHOSOrmm
MOBUnbLHOro Koga. TexHonorma MoOunbHOro Koda BKOYAET, B TOM YUCHE MUCMNOSb30BaHUE
Java, JavaScript, ActiveX, PDF, Postscript, Flash-anumauna n VBScript n uHbIX TeXHONOrMN.

Mpn KOHTpPOMNE WCNOMb30BaHUA TEXHOMNOMMN MOOBUNBLHOIO Koda [AOIMKHO ObIThb
obecneyeHo:

onpegeneHne nepeyHss MOOMMBHOrO Koda W TEXHOMOrMM  MOOMNBHOrO  Koda
paspeLLeHHbIX U (Mnn) 3anpeLLeHHbIX Ang NCNoNb30BaHUSA B MHGPOPMAaLMOHHON CUCTEME;

onpegeneHne paspelleHHbIX MeCT pacnpocTpaHeHusi (cepBepbl MH(OPMaLMOHHON
CUCTEMbI) U MCMNONb30BaHNA MOOWMBHOrO Koda (aBTOMAaTM3MpOBaHHbIE pabouve MmecTa,
MOOMWIbHbIE  TEeXHMYeckue  cpeactBa  MHAPOPMAUMOHHOM  CUCTEMbI) U OYHKLMNA
WH(POPMALMNOHHON  CUCTEMbI, AN KOTOPbIX HEeobXo4MMO MpPUMEHEHME  TEeXHONOoru
MOOUNbHOro KoAa;

pernctpauus nm aHanms cobbiTuiA, CBA3aHHbIX C pa3paboTkon, npuobpeTeHnem unu
BHeOpPEHMEM TEXHONOMMM MOBUIBHOrO KOAQ;

UCKITIOYEHNE BO3MOXHOCTM MCMONb30BaHUSA 3anpeLieHHoOro MoOunbHOro koga B



WH(POPMALUMOHHON cucTeMe, a Takke BHeapeHue MOoOWUNbHOro Koga B MecTaX, He
paspeLLeHHbIX 115 ero YCTaHOBKW.

MpaBuna n npoueaypbl KOHTPOMNSA WMCNOSMb30BaHUS TEXHOMNOrMM MOOMMBbHOrO Koaa
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKYMEHTax ornepartopa o
3awmrTe nHpopmaumn.

Tpe6oBaHus kK ycunenuro 3UC.7:

1) B MHPOPMAUMOHHOM CUCTEME [OMKHbl OblTb peann3oBaHbl MexaHWU3Mbl
obHapyxeHus 1 aHanu3a MobunbLHOro Koaa Ans BbiABNEHNA hakTOB HECAHKLMOHMPOBAHHOIO
NCNosib30BaHMA MOBUNBHOrO KOAA U BbINOMIHEHNA OENCTBUI MO pearnpoBaHuio (onoBeLleHne
aAMWUHUCTPATOPOB, N30NALMA MOBUNBHOMO KoAda (NepemMeLleHne B KapaHTuH), 6riokmpoBaHue
MOOMMABbHOrO KoAda, YyAaneHne MOOMMBbHOrO Koda) M WHble AEWCTBUA, onpeaensemble
onepaTtopom;

2) B WH(OPMAUNOHHON CUCTEME [AOSMKEH OCYLECTBNATLCA 3anpeT 3arpyskm u
BbINOJSTHEHUS 3anpeLLeHHOro MOBbuNeHOro Koaa;

3) B MH(OPMaLUMOHHON cCUCTEME ANA NPUIOXKEeHUW, onpefendembliX onepaTtopom,
AOIMKEH OCYLLLECTBNATBLCS 3anpeT aBTOMaTUYECKOro BbINOSTHEHUS pa3peLLleHHOro MobunsHoOro
KoAda (yBeaomIieHne nonb3oBaTenst 0 NosyYeHnn MobmnbHOro Koga u 3anpoc paspeLLeHmns Ha
3anycK Unu vHble OEeNCTBUSA onpeaensemMble onepaTopom);

4) B MHOPMALMOHHOW CUCTEME AOSMKEH OCYLLEeCTBMATLCA KOHTPOSb NOAMMHHOCTU
NCTOYHMKa MOBUNBHOIO KoAa U KOHTPOSb LLEeNOCTHOCTN MOBMBHOMO Koaa.

CopepxaHue 6azoBou mepbl 3UC.7:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3nNC.7 + +
Ycunenune 3UC.7 1 1,2

3UC.8 KoOHTpOnb CaHKLMOHMPOBAHHOIO U UCKINKOYEHNEe HECAHKLMOHUPOBAHHOIO
MCNOJNIb30BaHUA TEXHOSIOIMI Nepeaayvum pevu, B TOM YUCHie peructTpaumsa coobITum,
CBAi3aHHbIX C UICNOSIb30OBaHMEM TEXHOJNIONMIN Nepeaayn peym, Mx aHanus u
pearnpoBaHue Ha HapyLleHUsl, CBA3aHHbIe C UCMNOSIb30BaHUEM TEXHONOIMMM nepeaayum
peum

Tpe6oBaHusa k peanusauum 3UC.8: OnepaTopoM [JOMKHbI OCYLLECTBIATLCS
KOHTPOSIb  CaHKUWMOHMPOBAHHOIO W  WUCKITKOYEHME HECAHKLUMOHUPOBAHHOIO WCMNOMb30BaHUS
TEXHOSOrMM nepegayv pednm B WHMPOPMAaALMOHHOW CuUCTEME, B TOM 4uUCne perncrpaums
COBObITUI, CBSAI3AHHBLIX C MWCMNOSIb30BAHMEM TEXHOSOMMA nepedadn peyn, UX aHanus U
pearMpoBaHMe Ha HapyLlleHWUd, CBSA3aHHble C UCMOMb30BaHNEM TEXHOMOMMN nepedadn peyu.
Mpn KOHTPOSIE MCNONb30BaHNA TEXHOMNOMMIN Nepeaayvn peym AomMKHO bbiTb obecneyeHo:

onpegeneHne nepeyHss TEXHOMOrMn (CepBUCOB) Nepeaadn peydn paspeLLeHHbIX U (1nn)
3anpeLLeHHbIX Ans1 UICNOoSIb30BaHUS B UHGDOPMALMOHHOM CUCTEME;

onpegeneHne cybbekToB AoCTyna (Kateropumn nonb3oBaTenen), KOTOpbiM pa3peLUeHbl
pa3paboTka, npuobpeTeHne unu BHegpeHNE TEXHOMNOMMN Nepesayn peym B COOTBETCTBUM C
YyCTaHOBMEHHbLIMU POMSIMU;

peanusauus napamMeTpoB HACTPOMKKW, WCKOYAKOWMX BO3MOXHOCTb yOaneHHOn
KOH(pUrypaumm ycTponcTs nepegadn peyu;

permcTpauusi U aHanma coObITUN, CBs3aHHbIX C pa3paboTkon, npuodbpeTeHnem wu
BHeJpeHMeM TEeXHOMNOMN nepegaym peyu;

NCKITIOYEHNE BO3MOXXHOCTM UCMOMb30BaHUA 3anpeLLeHHON TEXHOMNOMMU nepegaydm peyu



B MH(pOPMaLMOHHON cucTeMe, a Takke pa3paboTkm, NpnobpeTeHnsa n BHEOPEHUSA TEXHOSOIMN
nepegaym peudnm cybbektam pgoctyna (nonb3oBaTeniiM), KOTOPbIM He paspelleHo ee
ncnonb3oBaHue.

TexHomnornsa nepefayn peyvn BKMYaeT, B TOM Yucne, nepegady peyun yepes VIHTepHeT
(8 yactHocTu VoIP).

MpaBuna u npouenypbl KOHTPOMS WCMOMb30BaHUS TEXHONOMMW nepefadvm peudn
pernaMmeHTUpyTCsS B OpraHM3auMOHHO-pacnopsaauTenbHbiX OOKYMEHTax onepartopa no
3almTe nHpopmaumn.

TpeboBaHusa k ycunenuto 3UC.8:

He ycTaHOBNEHDI.

CopepxaHue 6asoBon mepbl 3UC.8:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

31C.8 + +
Ycunenune 3C.8

3UC.9 KoHTponb CaHKLUMOHMPOBAHHOW N UCKITIOYEeHUEe HeCaHKLUMOHUPOBaHHOM
nepepavu BuaeomHdopmauumm, B TOM YUCHe perucrpaumns cobbITUN, CBA3AHHbIX C
nepegayen BuaeoMHopmaLlmm, UX aHanus u pearupoBaHue Ha HapyLleHus,
CBfi3aHHble C nepeaavyen BuaeomHdopmauum

Tpe6oBaHua Kk peanusauum 3UC.9: OnepaTopoM [OMKHbI OCYLLECTBIATLCS
KOHTPOSIb  CaHKUMOHMPOBAHHOIO W  WUCKIHOYEHME HECAHKLUMOHUPOBAHHOIMO WCMNOMb30BaHUS
TexXHoNnorMm nepefaynm BuageonHdopmMauum B MHMOPMALMOHHOM cCUCTEME, B TOM 4uUcne
permctpauuss  cobbITMin, CBA3a@HHbIX C  WCMNOSIb30BAHWMEM  TEXHOMOMMA  nepegayu
BUOEOUH(pOpMALMKN, WX aHanu3 W pearMpoBaHMe Ha HapylleHus, CBA3aHHble C
NCronb30BaHMEM TEXHOMNOMMIN nepefayn sugeovHgpopmaumn. Npu KOHTPOME NCNOMb30BaHUS
TEeXHOMNOorMn nepeaayun BugeonHgopmauumn omkHO BbiTb obecneveHo:

onpegeneHMe nepedHs TexHONorum (CepBUCOB) nepefadn BuUAeOUHMOopMaLn
paspeLLeHHbIX U (Mnn) 3anpeLLeHHbIX ANng NCNoNb30BaHUSA B MHHOPMaLMOHHOW CUCTEME;

onpegeneHne cyobekToB JOCTyna (KaTeropun norib3oBaTenemn), KOTOpbIM paspeLleHbl
pa3spaboTka, npuobpeTeHne unu BHeLpPeHME TeXHONorMm nepefadv BuaeouvHdopMauuu B
COOTBETCTBUWN C YCTAHOBIIEHHbIMU PONAMMU;

peanusauus napaMeTpoB HACTPOWKKW, WCKMOYAKWMX BO3MOXHOCTb yAaneHHOM
KOH(purypaumm ycTpoucTs nepegayv BuaeonHdopmauuu,

permctpauus M aHanma cobbITUN, CBSA3aHHbIX C paspaboTkon, npuobpeTteHnem u
BHeJpeHMeM TeXHOMNorum nepegadm sBugeonHgopmauuny;

UCKMOYEHNE BO3MOXHOCTU WCMOMb30BaHMS 3anpeLweHHoW TexHOonormm nepegayvv
BUAeonHpopmauun B MHPOPMALMOHHOM CUCTEME, a Takke pa3paboTku, npuobpeTeHnsa u
BHeOpEHWs1 TEXHONOrMM nepefayun suaeonHgopmaumm cybbeKkToB AoCTyna (Monb3oBaTensam),
KOTOPbIM HE pa3peLLeHO ee UCMOorb30BaHue.

TexHonorns nepegavv BUAEOUHOPMAUUKM BKMKOYaeT, B TOM 4ucne, MpUMEHeHue
TEXHOJSI0rM1 BUAEOKOH(EPEHLCBA3MN.

MpaBuna v npoueaypbl KOHTPONA Nepegavv BuaeovHgopmMaummn pernameHTMpyoTCcs B
OpraHuM3auUnoHHO-pacnopsaNTENbHbBIX JOKYMEHTax onepaTopa no 3awure nHpopmaumn.

Tpe6oBaHus kK ycunenuro 3UC.9:

He ycTtaHoBNEH®bI.

CopepxaHue 6azoBoun mepbl 3UC.9:



Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOW CUCTEMBI

4 3 2 1

31C.9 + +

Ycunenne 3UC.9

3UC.10 NMoaTrBepxaeHUe NPOUCXOXKAEHUA UCTOYHUKA UH(pOpMaLIMK, NosTy4aeMoun B
npouecce onpeaeneHNs ceTeBbIX aApecoB Mo ceTeBbIM UMEHaM Unu onpeaeneHns
ceTeBbIX UMEH MO ceTeBbIM agpecam

Tpe6oBaHusa k peanusaumm 3UC.10: B umHMPOpPMALMOHHON cuUCTEME OOSMPKHA
obecneunBaTbCsi BO3MOXHOCTb NOATBEPXKAEHNS NPOUCXOXOAEHUSA UCTOYHWKA U LIENOCTHOCTU
WHpopmauuKn, nonyyaemMonm B MpoLecce onpeneneHus CeTeBbIX agpecoB MO CeTeBbIM
UMEeHaM WM onpeaerneHnss CceTeBblX MMEH MO CeTeBbIM agpecam, B TOM u4ucne c
ncnonb3oBaHeM DNS-cepsepoB. [pn noaTBEPXXAEHUN MPOUCXOXKOEHNS UCTOYHUKA LOSKHbI
obecnevnBaTbCA:

ayTeHTuukauua B coorsetcteun ¢ MA®.7 n (nnn) NADP.2 cepsepa, sBnstoLLerocs
MCTOYHMKOM OTBETOB Ha 3anpocbl (cepBep AOMeHHbIX umeH wunn DNS-cepsep) no
onpeaeneHuto ceTesblx agpecos (IP-agpecoB) no ceTeBbIM UMEHAM (JOMEHHbIE MMEHA);

ayTeHTUuKkauua B cootsetctBun ¢ UAD®.7 n (unn) NADP.2 cepsepa, sBnstoLLerocs
NMCTOYHMKOM OTBETOB Ha 3anpochl (kawwupyowmin DNS-cepBep) no onpeaeneHunto ceTeBblX
UMeH (JOMEHHbIX UMeH) Mo ceTeBbIM agpecam (IP-agpecam).

Tpe6oBaHus k ycunenmto 3UC.10:

1) B MH(POPMALMOHHON CUCTEME AOSMKEH OCYLLECTBIATLCS MNpouecc Bepudumkaumm
LEeNOYKN OOBEPUS MEXOY OCHOBHbIM (KOPHEBBIM) U MOAYMHEHHBIMU (OOYEPHMMWN) JOMEHAMM
(Hanpumep, C WUCNONb3OBaHMEM 3anMCEN pPEeCcypcoB B CUCTEME [OOMEHHbIX WMEH,
COMOCTaBMALWNX CETEBOE MMSA U CETEBOW afpec CpPeAcTB BbIMMCIUTENBHOW TEXHUKN U
TEXHUYECKUX CPeaCTB).

CopepxaHue 6azoBoun mepbl 3UC.10:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOW CUCTEMBI
4 3 2 1
3nC.10
Yceunenne 3NC.10

3UC.11 O6ecneyeHne NOANMHHOCTU CETEBbLIX COeAMHEHUN (CeaHCOoB
B3aMMOAENCTBUSA), B TOM Yucne Ans 3awmTbl OT NoAMEHbl CeTeBbIX YCTPOMUCTB U
cepBuCOB

Tpe6oBaHusa k peanusaumm 3UC.11: B uHPOpmMauMOHHOM cCUCTEME [OSMKHO
ocyuwlectBnatbcsa  obecnevyeHve  MNOASIMHHOCTM  CETEBbIX  COEAMHEHMK  (CeaHCoB
B3aMMOOENCTBUS), B TOM 4Yucne Ans 3awuTbl OT NOAMEHbI CETEBbIX YCTPOWCTB U CEPBUCOB
(3awumTa oT atak TMna "4yenosek nocepeauHe").

Ona noaTBepXAeHWs MNOANMHHOCTM  CTOPOH CeTeBOro  CoeauHeHnsa  (ceaHca
B3aMMOOENCTBUA) M 3alWmTbl CETEBbIX YCTPOWCTB W CEPBUCOB OT MOAMEHbI A0SPKHA
OCyLLEeCTBNATbCA X ayTeHTUdukaums B coorsetctaum ¢ UA®P.2 n 3UC.10.

KoHTpomnb UenocTHOCTM nepedaBaemMon WHGOPMaUUU O0SDKEH BKNOYaTb NPOBEPKY
LeNoCTHOCTN NepefaBaeMblx NakeToB (B YacTHOCTU B cooTBeTcTBUM ¢ 3UC.3).



TpeboBaHusa k ycunenuto 3UC.11:

1) B  WHOPMAUMOHHOM  cCUCTEeMe  [OO/MKHO  obecneumBaTbCa  NPU3HaAHUE
naeHTumkaTopa ceaHca CBA3M  HeOeuCTBUTESIbHbIM  MOCMe  OKOHYaHUs  CeTeBOro
coeNHeHus;

2) B WHJOPMALMOHHOM CcCUCTEME [OSDKHA  OCYLLECTBIATbCA  perncrpaums
YCTaAHOBMEHUST M pa3pblBa CeTeBblX COEAVMHEHUN (CeaHCOB B3aMMOOEWCTBUA) B Lensx
BbISIBNIEHNSA BO3MOXHbIX MHUMAEHTOB (COObITUI Ge3onacHoCTN);

3) B MHPOPMALIMOHHON CUCTEME [OSMKHA OCYLLECTBNATLCA reHepauust U NpucBOeHme
YHUKanNbHbIX NOEHTUPUNKATOPOB (OAHOPA30BbIX) ANSA KaX40oro ceTeBOro coeAnHeHus (ceaHca
B3aMMOOENCTBUA) W  KOHTPOSMb MX MOAMMHHOCTU  (BOCNPUHMMATLCH LOSKHbI  TOJbKO
naeHTumKaTopbl, CreHepupoBaHHble MHPOPMALMOHHON CUCTEMOMW);

4) B WMHGOPMALMOHHOMW CUCTEME AO0SMKHO obecnevmBaTbCA OBHapYXXEHWE MOoMbITOK
NOBTOPHOIO MCMNOMb30BaHUA MOEHTUUKATOPOB CETEBbLIX COeAMHEHUA U pearMpoBaHue Ha
3TN NONbITKY;

5) B WH(poOpMaUMOHHON cuCTeMe [OSPKHA OCYLLeCcTBNATLCA 3awuTta OT noabopa
noeHTUUKaTopoB, npuceamBaeMblx OyaywiMm  ceTeBbIM  COEAWHEHUSIM  (CeaHcam
B3anMMOAENCTBUSA).

CopepxaHue 6azoBoun mepbl 3UC.11:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTU MHhopMaLMOHHOM CUCTEMBI
4 3 2 1

3ncC.11 + +
Ycunenne 3UC.11 1

3UC.12 UckniovyeHne BO3MOXHOCTM OTPULIAHUA NoNb3oBaTenemM pakta oTnpaBKu
MHdopmMauun apyromy nosnb3oBaTesto

Tpe6oBaHusa k peanusaumm 3UC.12: OnepaTopoM [OMKHO obecneymBaTbCs
UCKITIOYEHNE BO3MOXHOCTM OTpuUaHuMa nonb3oBaTenieM dakrta OTnpaBkn MHGOopMaumm
Apyromy nonb3oBaTtento.

Ona  ucknioYeHnss BO3MOXHOCTM  OTpuUaHUSA nonb3oBaTenemM dakra OThnpaBKu
WMHOpMaUUK ApyroMy nosib3oBaTento JOMKHbI OCYLLECTBNATLCS:

onpegerneHme OOBLEKTOB WM  TUNOB WHMOpMauun, Ana KOTopbix TpebyeTcs
obecnevyeHne HeOTKa3zyeMoCTH OTMNpPaBkM (HaNnpuUMep, COOBLLIEHNSA 3NEKTPOHHOWN NOYThI);

obecnevyeHne LENOCTHOCTU WHGOPMaLMM Mpu ee MNOArOTOBKE K nepedade W
HenocpeaCcTBEHHOW ee nepeaaye nNo kaHanam cedasu B cootseTcTBumn ¢ 3UC.3;

permctpauus cobbITUN, CBA3aHHbBIX C OTNPaBKOW MHOPMaLMm ApyromMy nosib3oBaTesto
B cooTBeTcTBMM ¢ PCB.2.

Tpe6oBaHus k ycunenuro 3UC.12:

1) B MIHPOPMALIMOHHON CUCTEME OO0SMKHA obecneynBaTbCs reHepaunsa CBUAETENbCTBa
oTnpaBneHnsa NHpopmaumm (Hanpumep, ANEKTPOHHOM NOANUCK);

2) B uvHGpOPMaAUMOHHOW cucTeme [JofmkHa obecnevnBaTbCs CBA3b aTpubyTOB
oTnpasuTens WHgopmaumm B cootBeTcTBUM C ydyeTom WUAD.1 u UAD.6 c nonamu
oTnpaBnsemMon nHpopmaunmn (TEKCTOM CoobLLEeHNUS);

3) B VH(pOpMaUMOHHOM cuUCTeMe [oikHa ObiTb obecrnevyeHa BO3MOXHOCTb
Bepudmkaummn (NpoBepKn) CBMAETENBbCTBA OTNPaBeHNs UHOpMaL K,

4) B MHGOPMALMOHHOM cucTemMe A0SmKHa ObiTb obecrneyeHa BO3MOXHOCTb 3anvcu u
3alUMLLEHHOr0 XpaHeHNa B TeYeHue YCTaHOBMIEHHOro OrnepaTtopoM BpeMeHu WHgopmaumu,
OTNpaBfeHHON Nnosib3oBaTenem apyroMmy nonb3oBaTen:o.



CopepxxaHue 6asoson mepbl 3UC.12:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOpMaLMOHHON CUCTEMBI

4 3 2 1

3nC.12 + +
Ycunenune 31C.12

3UC.13 UcknioyeHne BO3IMOXHOCTU OTPULIAHUA Nonb3oBaTtenem ¢akra nonyyeHus
MHcpopMmauum oT Apyroro nosib3oBaTens

Tpe6oBaHua k peanusaumm 3UC.13: OnepaTopoM [OMKHO obecneymBaTbCs
NCKITIOYEHNE BO3MOXHOCTW OTpULAHWUS Monb3oBaTeniemM akta nonyyvyeHns mHdopmaumm ot
ApYyroro nonb3oBaTens.

[Ona  wnckno4vyeHnMs BO3MOXHOCTM OTpuUaHMa nofb3oBaTtenemM akra nonyyYeHus
NHopMauUKN JOMKHbI OCYLLLECTBNATLCS:

onpegeneHme OOBLEKTOB WM  TUNOB WHOpMauuu, Ana KoTopbix TpebyeTcs
obecneveHne HeOTKa3yeMOCTM NOoNyyYeHUs (COOBLLEHNSA SNEKTPOHHON NOYTHI);

obecneyveHune LEenoCTHOCTM Nony4yeHHon nHopmaumm B cootseTcTeum ¢ 3UC.3;

permctpauus CcobbITU, CBs3@HHbIX C MOMNYyYEeHMEM WHGOPMauuM OT  Opyroro
nosnb3osaTtens B cooteeTcTBun ¢ PCB.2.

Tpeb6oBaHus k ycunenmro 3UC.13:

1) B MHPOPMALMOHHON cUCTEME OO0IMKHa obecnevmBaTbCs reHepaunsa cBuaeTenscrea
nonyyeHns MHdpopmMaumm (3anpoc NoATBEPXKOAEHNSA NOMYyYEHUS UK ANEKTPOHHAs NOANUCH);

2) B WHQOPMaAUMOHHOM cucteme pAofmkHa ObITb obecneyeHa cBA3b aTpubyToB
nonydatena uHdgopmauum B cooteBetctBUM ¢ UAD.1 1 UADP.6 c nonamm oTnpasBngemMomn
MHopMauumn (TeKCToM coodLLeHns);

3) B uvH(oOpMaUMOHHOM cUCTEME [OoimkHa ObiTb obecnevyeHa BO3MOXHOCTb
Bepudukaumm (NPoBepKn) cenaeTenbCcTBa NonyyYyeHns nHgopmawmm;

4) B MHGOPMALMOHHOM cuUcCTeEME AO0SmKkHA ObiTb obecneyeHa BO3MOXHOCTb 3anucu 1
3aLUULLEHHOrO XpaHEHNss B TE€YEeHWe YCTaHOBMEHHOro onepaTopoM BpeMeHu MHopMauumu,
nony4YeHHOM nonb3oBaTenem oT APYroro nofnb3oBaTens.

CopepxaHue 6azoBou mepbl 3UC.13:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI

4 3 2 1

3nC.13 + +
Ycunenue 3UC.13

31C.14 Ucnonb3oBaHMe YCTPOUCTB TEPMUHANbLHOrO AocTyna anAa o6padoTku
MHcpopmauum

Tpe6oBaHusa k peanusauum 3UC.14: Onepatopom gns obpaboTku mHGopmauum B
MH(POPMALMNOHHON CcUCTEME [LOMKHbI NMPUMEHATBLCS YCTPOWCTBA TEPMMHANbHOrO A0CTyna,
obnagawowme MUHUMaNbHbIMU  (PYHKLUMOHANbHBIMM  BO3MOXHOCTSIMW No  0OpaboTke U
XpaHeHUo MHopmaLmu.

[MpUMeHeHe YCTPOWMCTB TepMMHaNbHOrO AoCTyna [AOSMKHO ObiTb HanpasreHo Ha
cocpenoToveHme OCHOBHbIX (OYHKLMI No 06paboTke M XpaHeHuo nHopmaunmn Ha cepepax
(B ueHTpax 06paboTknm [AaHHbIX), YMEHbLUEHME cocTaBa Mep 3alimTbl UHdOPMaLUuu,



peanuayeMblix Ha Kaxxaon paboyen cTaHuumn, U NeEPEHOC UX peanv3almm Ha cepBepbl.

K Takum ycTponcteam OTHOCATCS, B TOM 4vucne, 6e3guckoBble paboyne ctaHumu, npu
NCNONb30BaHMM KOTOPbIX MHOpMaUnNSA TEKyLLEN CECCUM XPaHUTCA B OMepaTUBHOW NaMATh
WNN  Ha 3alMLEHHOM CbEeMHOM MAaLUMHHOM HocuTene WHdOopMauuKn, YCTPOMCTBA,
noagepkmBaroLLme TEXHONOMMI0 BUPTYanbHOro paboyero ctona, n UHble yCTPONCTBA.

Tpe6oBaHus k ycunenuro 3UC.14:

He ycTaHOBMNEH®bI.

CopepxaHue 6azoBou mepbl 3UC.14:

Mepa 3awuTbl MHpOpMaLmn Knacc sawmieHHoCT MHPOpMaLIMOHHON CUCTEMBI
4 3 2 1
31nC.14
Ycunenue 3UC.14

3UC.15 3awmTa apxmBHbIX hannos, napamMeTpoB HACTPOUKU CPEACTB 3alUUTbI
MHdOpMaLUuK U NporpaMMHOro obecnevyeHus U UHbIX AaHHbIX, HE Noanexawmx
M3MEeHEeHUIo B npouecce o6pabdboTku nHcpopmauum

Tpe6oBaHusa k peanusaumm 3UC.15: B unHDOpMaLMOHHON cCUCTEME OOSMKHA
obecneunBaTbCs 3alMTa apxXmMBHbIX (pannoB, nNapameTpoB HACTPOMKM CPEeACTB 3aluuThbl
MHopMauUn U NPOrpamMmMHOro obecneyeHns, UHbIX AaHHbIX, He MoAnexawmx U3MEeHEHUIO B
npouecce 06paboTkn MHGoOpMaLmu.

3awmTa apxuBHbIX hannos, NnapaMeTpoB HACTPONKN CPEACTB 3almTbl UHGOPMaLUKM K
nporpamMmMHOro obecneyeHnss U MHbIX AaHHbIX, He nognexawmx WU3MEHEeHW B npoLecce
obpaboTkn umHopmaumm, obecneunBaeTcss MNPUHATMEM Mep 3alnTbl  MHGOPMaLMK,
onpenernieHHbIX OnepaTtopoM B COOTBETCTBUM C HACTOSLMM METOLAMYECKMM [OOKYMEHTOM,
HanpaBneHHbIX Ha obecneyeHne nx KOHPUAEHUNANbHOCTU U LLENOCTHOCTH.

3awmTa gaHHbIX, He noanexawmnx M3MeHeH o B npolecce o6paboTkn nHopmauuu,
obecneunBaeTca B OTHOLIEHUM WHOPMaLUN, XPaHALWENCS Ha XEeCTKUX MarHUTHbIX OUCKaX,
ANCKOBbIX HAKOMUTENAX U UHBIX HAKONMUTENSX B MHPOPMALMOHHON CUCTEME.

Tpeb6oBaHus k ycunenmro 3UC.15:

1) onepaTopom ans obecneyeHnss KOHMOUAEHUMANbHOCTU U LIENOCTHOCTU apXMBHbIX
GrannoB, NapameTpoOB HACTPOWKM CpeacTtB 3awutbl uHGOpMaUUM W MPOrpaMmMHOro
obGecrneyeHnss W WHbIX AaHHbIX, He MOoAnexawmx MW3MeHeHulo B npouecce 06paboTkm
MHpopmauumn, B COOTBETCTBUMN C 3akoHOoAaTenbcTBOM Poccuiickon ®egepaumm npuMeHsIHoTCS
Kpuntorpaduyeckme (LumdposanbHble) CpeacTBa 3alnTbl MHOPMaLMK (OaHHbIX);

2) ucnonb3oBaHWe HenepesanucbiBaeMblX HOCUTENEN U HOCUTENEN C 3aLLULLLEHHON
obnacTblo NamMaTn Ons pasMeLlleHns (XpaHeHus) napaMeTpoB HACTPOWKW CPeacTB 3aluuThbl
MHpopMauumn 1 NPorpaMMHOro obecneyeHnst N UHbIX AaHHbIX, HE NoANeXalmxX NU3MEHEHNIO B
npouecce 06paboTkn MHpopmaumu.

CopepxaHue 6azoBou mepbl 3UC.15:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

3NC.15 + +
Ycunenune 3UC.15

3UC.16 BbisiBneHne, aHanus u 6nokupoBaHme B MHGpOPMaLMOHHON CUCTEME CKPbITbIX



KaHanoB nepegaym uHdopmMmaumum B 06xoa peannsoBaHHbIX Mep 3aWwuTbl MHopMaLun
MU BHYTPU pa3peLleHHbIX ceTeBbIX MPOTOKONOB

TpeboBaHua k peanusaumm 3UC.16: OnepatopoM [OMKHbI  BbINONHATHCS
MEpPONPUATUS MO BbISBIIEHUIO U aHanu3y CKPbITbIX KaHanoB nepefadn wnHdopmaumm ans
onpegeneHns napameTpoB nepefadn MHGoOpMaunn, KOTopble MOryT MCMNONb3oBaTbCA AnNs
CKPbITOrO XpaHeHus uHdOpMauuM W CKPbITOW nepefayn WHgopmaumn 3a npegensl
MHOPMALNOHHON CUCTEMBI.

BbisiBrneHne, aHanu3 u GrnokMpoBaHWE CKpPbITbIX KaHanoB nepefadn wnHgopmauuu
BbINOJSTHAETCA C y4€TOM HauMoHarnbHbIX CTaHA4apTOB:

FOCT P 53113-2008 WHdopmaumoHHaa TexHosorus. 3awmta WUHGOPMaUMOHHbIX
TEXHOMOMMA 1 aBTOMATU3UPOBAHHbIX CUCTEM OT Yrpo3 WMH(OpPMaUMOHHOM ©e30nacHOCTH,
peanuayeMblx C UICNOSIb30BaHMEM CKpbITbIX KaHanoB. YacTb 1. ObLime nonoxeHus;

FOCT P 53113.2-2009 WHdopMaunoHHasa TexHosorus. 3awmuTta UMHGOPMaLMOHHbIX
TEXHOSOrMA M aBTOMATU3MPOBAHHbLIX CUCTEM OT yrpo3 MHGOpMaunoHHOM 6e3onacHoCTw,
peanu3yemMbiX C WCMNOSIb30BAaHWEM CKpbITbIX KaHanoB. Yacte 2. PekomeHgauun no
opraHusauun 3awunTbl UHOPMaLMK, NHPOPMALIMOHHBIX TEXHOSTOMMI 1 aBTOMaTU3NPOBAHHbIX
CUCTEM OT aTak C UCMONb30BaHNEM CKPbITbIX KaHAOoB.

BbisiBneHne n aHanmns CKpbITbIX KaHanNoB nepegayvym UHopMauumn ocyLecTBsSeTcs Ha
aTanax pa3paboTku n peannsayumn cUCTeEMbl 3aLLMTbl MHOpMaLnN.

Tpeb6oBaHus k ycunenmto 3UC.16:

He ycTaHoOBNEH®bI.

CopepxaHue 6azoBoun mepbl 3UC.16:

Mepa 3awuTbl MHOpPMaLmn Knacc 3awmieHHOCT MHPOpMaLMOHHON CUCTEMBI
4 3 2 1
3nC.16
Ycunenne 3NC.16

3UC.17 Pa3bueHne nHcpopmaLMOHHON CUCTEMbI HA CerMeHTbl (CerMeHTupoBaHue
MH(OPMaLMOHHOMN CUCTEMbI) U 0ObecnevYeHue 3awmnTbl NepUMMeTPOB CErMeHTOB
MHOPMaLMOHHOWN CUCTEMBI

Tpe6oBaHua k peanusaumm 3UC.17: OnepaTtopoOM [OOIMKHO OCYLLECTBATLCSA
pasbueHne MHPOPMaLNOHHON CUCTEMbI HA CErMeHTbl (CErMEeHTUpOBaHUE MHGAOPMaLMOHHON
cucteMbl) 1 obecneunBaTbCa 3aliuTa NEPUMETPOB CENMEHTOB MH(POPMALIMOHHON CUCTEMBI.

CermeHTMpoBaHMe WHMOPMALMOHHON CUCTEMbI MPOBOOAUTCS C LENbl MOCTPOEHMS
MHOFOYpPOBHEBOW (3LUENOHMPOBAHHOM) CUCTEMbI 3aWUTbl UHOPMAUUK NyTEM MOCTPOEHUS
CErMeHTOB Ha pasrnyHbIX PU3ndeckux JomMeHax unu cpegax. MNpuHUUNBI cermMeHTUpPOoBaHMUS
MHOPMALNOHHOM CUCTEMbI ONpeaendlTcs onepaTtopoM C YY4ETOM (PYHKLMOHAMNbHbLIX W
TEXHONOorMyecknx ocobeHHocTen npouecca 06paboTkM WMHpOpMauMm K aHanmsa Yrpos
©e30nacHOCTU MHopMaLUMN N OOSKHbBI 3aKMOYaTbCS B CHUXKEHUM BEPOSTHOCTU peanuaaumm
yrpos u (unu) nx nokanusauumn B pamkax ogHoro cerMmeHTa.

CermeHTMpoBaHMEe NHMPOPMALIMOHHON CUCTEMbI TaKKe MOXET MPOBOAUTBLCA C LEnbto
pasgeneHus MHMOPMAaLMOHHOW CUCTEMbl Ha CErMeHTbl, MMelLWue pasfuyHble Kracchbl
3aWmLLEHHOCTN MHOPMALMOHHOW CUCTEMBI.

Mpn cermeHTMpoOBaHUN WHPOPMALMOHHON CUCTEMbl AOMMkHa OblTb obecneyeHa
3awmTa rnepumeTpoB CEerMeHToB MHMOpMaUMOHHOM cuctemMbl B cooTtBeTcTBun ¢ YIA.3 wm
3UC.23.



TpeboBaHusa k ycunenuto 3UC.17:

1) onepaTtopoM OCYLLECTBNSETCA BblAENEHNEe CENMEHTOB MH(POPMALMOHHON CUCTEMBI
Ansa pasmelleHns obenoctynHom (nyénnyHomn) nHpopmaumnm:

a) nyTeM BblAeneHust  OTAenbHbIX  (PU3NYECKUX  CeTeBbIX  UHTepdencos
KOMMYHMKaLMOHHOIro 06opyaoBaHUs 1 (Mnu) CPeAacTB 3almThl NEpUMeETPa;

0) nytem uanyeckon u30NALUMM CErMEHTOB MHMOPMALMOHHON CUCTEMbI Ans
pa3mMeLleHns obwenoctynHom (nybnuyHomn) nHpopmaumm.

CopepxaHue 6azoBoun mepbl 3UC.17:

Mepa 3awuTbl MHoOpMaLmn Knacc 3awmieHHoCT MHPOpMaLMOHHOM CUCTEMBI

4 3 2 1

3nC.17 + +
Ycunenue 3UC.17

3UC.18 ObecneyeHune 3arpy3km 1 UCNOSTHEHUA NPOrpaMMHOro obecne4yeHus ¢
MaLUMHHbIX HOCUTenen MHopmaLmm, AOCTYNHbIX TONLKO ANSA YTEeHUS, U KOHTPOJb
LLeNOCTHOCTU AaHHOro NporpaMMHoOro o6ecneveHus

Tpe6oBaHusa k peanusaumm 3UC.18: B unHPOpmaLMOHHOM CUCTEME [LOSMKHO
obecrneunBaTbCs:

BbldeneHne B COCTaBe OrnepauyMoHHOW CUCTEMbl W MPUKNAAHOro MNpPOrpamMMHOro
obecreyeHns 4acten, HemoaudUuUpyeMbiX B Mpouecce 3arpy3km W BbINOMHEHUs, U
pasmeLleHne Nx Ha MaLNHHbBIX HOCUTENAX MHAPOPMALMK, LOCTYMNHbBIX TOSBbKO NS YTEHUS;

3arpyska M BbINOMHEHWE Ha CpeacTBax BbIYUCIUTENBbHOW TEXHUKW, onpenensiemMbix
onepaTtopoM, OnepaLMoHHON CUCTEMbl C MALUMHHBIX HOCUTENen WHgOopMaLMK, OOCTYMHbIX
TOMbKO AN YTEHUS;

3arpy3ka W BbINOSIHEHME Ha CPeACcTBax BbIMUCIAUTENBbHOW TEXHWUKM MPUKIagHOro
nporpammHoro obecnevyeHus, onpegenseMoro oOnepaTtopoM, C MalMHHBLIX HOcuTernen
MHpopMauunK, OCTYNHbIX TOMBKO A5 YTEHUS.

B kauecTBe MalUMHHbLIX HOCUTEnewn WMHopMaunn, OOCTYMHbIX TOMbKO ANS YTeHus,
paccMmaTtpuBaloTcsl, B TOM 4ncne, ontuyeckme Hocutenn CD-R/DVD-R vnu nHble annapaTtHbie
MaLUMHHbIE HOCUTENW WH(OpMauuKW, BO3MOXHOCTb Nepesanucn Ha KOTopble MWCKMYeHa
TEXHOMOrMYEeCKHU.

Tpeb6oBaHus k ycunenuro 3UC.18:

1) B cermMeHTax (KOMMOHEHTax) WHPOPMaUMOHHOM CUCTEMbI, OnpegensemMbixX
onepaTopoM, MPUMEHSIIOTCS HernepesanuecbiBaeMble (3allyeHHble OT 3anucu) MalUVHHbIe
HOocuUTenu  WHopmauun, ycTtonumeble K cboaAm B nporpaMmHoM  obecneveHuu
MHPOPMALNOHHOM CUCTEMBI Y OTKITKOYEHUIO NMUTaHWUS,;

2) onepaTtopoM [AOSMPKEH OCYLLECTBMASATLCA KOHTPOMb LENOCTHOCTM NPOrpamMMHOro
obecneyeHns, 3anNMCaHHOro Ha MalUMHHbIE HOCUTENU MHOPMaLMK, AOCTYMHbIE TOMbKO AN
yTeHusi, B cootBeTcTBUMn ¢ OLLJT.1.

CopepxxaHue 6asosoun mepbl 3UC.18:

Mepa 3awuTtbl HpopmaLuum Knacc 3awmuweHHOCTU MHGOOPMaLNOHHOW CUCTEMDbI
4 3 2 1
31C.18
Ycunenune 31C.18




3UC.19 U3onsaumna npoueccoB (BbINOSIHEHUEe NporpamMM) B BblAeneHHon obnacTtu
namsaTu

TpeboBaHua k peanusauum 3UC.19: B wuHOpMALMOHHOM cUCTEME [OSHKHA
OCYLLIECTBMNATLCA U30MAUMA MPOLLECCOB (BbLINOMIHEHWE MporpaMMm) B BblaeneHHon obnactu
namsaTu.

N3onauua npoueccoB (BbINOSIHEHME MporpamMm) B BblAENEHHONW obnactu namsitm
AomkHa obecneymBaTtb HEAOCTYNHOCTb oObGnacTer namsaTh, MCNONb3yeMblX Mpoueccamm
(Nnporpammamu) BbINOMHAEMbLIMU OT MMEHWM OAHOro nosib3oBaTens (yd4eTHoOW 3anucu), Ans
npoueccoB (MporpaMmm), UCMOMNHAEMbIX OT UMEHWN APYroro nonb3oBaTens (y4eTHOM 3anucK).

N3onauma npoueccoB (BbINOSIHEHME MporpamMm) B BblAENEHHONW obnactu namsitv
peanuayeTcsi B CpeAcTBax BblYUCIIMTENbHON TEXHWKW, ONpeaerieHHbIX OnepaTtopoM, M Kak
MUHUMYM [OOJSDKHA BKMHOYaTh U30MNALMI0O NPOLECCOB, CBA3AHHbLIX C BbINOIHEHNEM (OYHKLMN
6Ge3onacHOCTM CpeacTB 3almThl MHOPMALMK.

Tpeb6oBaHus k ycunenmtro 3UC.19:

He ycTtaHoBNEHbI.

CopepxaHue 6azoBoun mepbl 3UC.19:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHpOpPMaLMOHHOMN CUCTEMBI
4 3 2 1
31nC.19
Ycunenne 3NC.19

31C.20 3awmTa 6ecnpoBoAHbLIX COeANHEHUN, NPUMEHSAeMbIX B UH(POpMaLMOHHOMN
cucteme

TpeboBaHua k peanusaumm 3UC.20: OnepaTtopom pfJomkHa 6biTb obecneveHa
3awuTa 6ecnpoBOAHbIX COEOUHEHUN, NPUMEHSIEMbIX B UHPOPMALMOHHON cucteme. 3awmTta
6ecnpoBOAHbIX COEANHEHWI BKIIOYAET:

OrpaHN4YeHMe Ha UCnonb3oBaHne B WMHGPOPMAUMOHHOM cucteme 6ecnpoBOAHbIX
coeguHeHun (B yactHoctn 802.11xWi-Fi, 802.15.1 Bluetooth, 802.22WRAN, IrDA » uHbIX
6ecnpoBoAHbIX COeOMHEHUIN) B COOTBETCTBUM C 3agadamu (PYHKUMAMM) MHADOPMALNOHHOM
CUCTEMbI, AN1A PeLLUEHNs KOTOPbIX TakMe CoOeanHEHNUs HeOOXOaANMbI;

npegocTaBneHne pJocTyna K napameTpam(M3MEeHEHW0 napaMeTpoB) HACTPOMKK
6ecnpoBOgHbIX COeANHEHWI TOMBKO agMUHUCTpaTopamMm MHPOPMaLMOHHON CUCTEMBI;

obecneyeHne BO3MOXHOCTM peanunsaumm GecrnpoBOOHbIX COEAMHEHUA TOMbKO 4yepes3
KOHTpOnMpyemble WHTepdencol (B TOM 4ucrne, nNyTeM MNpUMEHEHUS CPeacTB  3aluuThl
MHdopMauun);

perncTpauus M aHanu3 CcoObITUIR, CBSI3aHHbIX C WCMNONb30BaHMEM ©eCcnpoBOAHBIX
COeANHEHWI, B TOM Yucne ANs BbIABNEHUSA NOMNbITOK HECAHKLUMOHMPOBAHHOIO NOAKMIOYEHMS K
NMHOPMaLNOHHON cucteme yepes 6ecnpoBoaHbIE COEANHEHNS.

Mpn obecnevyeHnn 3awwmTbl 6€CNPOBOAHLIX COEANHEHUIA B 3aBUCUMOCTU OT UX TUMOB
AOJIMKHbI peann3oBbiBaTbCS Mepbl MO MAEHTMdUKAUUN U ayTeHTUMUKaLMM B COOTBETCTBUN C
MAD.1, UAD.2 n UAD.6.

Mpy HEBO3MOXXHOCTU WUCKIOYEHUSA YCTaHOBNEHUst 6ecnpoBOAHbIX COeAMHEHU U3-3a
npegenoB KOHTPONMPYEMOW 30HbI AOMKHbI MPUHMMATBCA Mepbl 3aLMLEHHOro yaaneHHoro
poctyna B cootsetcteun ¢ YNA.13 n 3UC.3.

MpaBuna v npouenypbl NPUMEHEHNS BECNPOBOAHbIX COEANHEHUI PErfaMeHTUpPyTCS
B OpraHM3aLMOHHO-pacnopsanTenbHbIX JOKYMEHTaxX onepartopa no 3awmte nHgopmMaumu.



TpeboBaHusa k ycunenuto 3UC.20:

1) onepatopoM Ana 3awuTbl 6ecnpoBOAHbIX COEOWHEHWA B COOTBETCTBUM C
3akoHopaTenbcTtBOoM  Poccuiickon  Pepepaumm  OOMMKHbI  MPUMEHSTLCA  CpeacTsa
Kpuntorpaduyeckon 3awmtbl MHGOPMaLnu;

2) B WH(OPMALMOHHON CUCTEME AOSMKHbI MPUMEHSATLCA MNPOrpaMMHO-TEXHUYECKNE
cpeacTtBa obHapyxeHusa, aHannsa n 6noKMpoBaHMS HeCaHKLVMOHUPOBAHHOIO UCMOMb30BaHMUS
6ecnpoBOAHbIX TEXHOMOMMI U NOLKITYEHNA K MHOPMaLUMOHHON CUCTEME;

3) onepaTtopoMm [OfmkKHO obecnevnmBaTtbCa 6GMOKMPOBAHME HECAHKLMOHMPOBAHHbIX
6ecnpoBOAHbIX NOAKNIOYEHUI K MIHPOPMALMOHHON CUCTEME;

4) onepaTtopom JOoSmKHa ObiTb MCKNKOYEHA BO3MOXHOCTb YCTaHOBNEHUS 6eCcnpoBOAHbIX
COeANHEHWI U3-3a NPeaenoB KOHTPONIMPYEMOW 30HbI.

CopepxaHue 6azoBoun mepbl 3UC.20:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOpMaLMOHHOM CUCTEMBI

4 3 2 1

31C.20 + + +
Ycunenune 31C.20

3UC.21 UcknioyeHue aocTtyna nonb3oBartens K MHpopmaumm, BO3HUKLIEN B
pe3ynbTaTe AeMCTBUM NpeablayLiero nonb3oBaTens Yepes peecTpbl, onepaTuBHyH
namsaTb, BHeLWWHWE 3anoMMHaKLWme YCTPONCTBA U UHbIe OOLWwme AnA nonb3oBaTenen

pecypcbl MTHPOPMaLMOHHON CUCTEMbI

Tpe6oBaHusa k peanusauum 3UC.21: B nHdpopmaumoHHON cucteme JOmKeH ObiTb
WCKNIOYEH [JOCTYyn nofb3oBaTtenis K MHGopMaumn, BO3HUKLLIEN B pe3ynbTate LEeNCTBUN
npegblaywero  nosfib3oBaTenst 4Yepe3  peecTpbl, OMNepaTUBHYK MNaMATb, BHELIHUEe
3anoMuHalowmMe YCTPOWCTBA, pecypcbl annoBoM CUCTEMbI W WHble obwue Ong
nosib3aoBaTernien pecypcbl UHPOPMALNOHHON CUCTEMBI.

WMcknioueHne poctyna K MHopmauum 4depesd obwme ansi nonb3oBaTenen pecypcbl
AOIMKHO obecneymBaTh 3anpeT AOCTyna TeKywemy nosib3oBaTento (y4eTHOW 3anucu) unm
TeKkyLeMy MnpoLeccy K CUCTEMHbIM pecypcam (peecTpam, onepaTtMBHOW NamMATU, BHELUHUM
3anoOMUHaKOWMM YCTPOMUCTBAM) MPU MX MOBTOPHOM WCMOMb30BaHWWU, B KOTOPbIX XpPaHUTCS
MHdopMauusa gpyroro (NpeabiayLuero) nonb3oBaTens.

Tpeb6oBaHus k ycunenuro 3UC.21:

1) B WHPOPMAUMOHHOM cCUCTEME [OfKHA OblTb  UCKMNOYEHA BO3MOXHOCTb
MCNonb3oBaHMs B KadecTBe OOWMX AnNa nonb3oBaTenen pecypcoB WMHAPOPMALMOHHON
CUCTEMbI, KOTOpble WUCMONb3YKTCA Kak WHTepdenc (namsTb, OOHOHanpaBfeHHble
NHTepdencol (yCTpoWCTBa) M ceTeBble KapTbl) B3aMmMoOencTBusi (CBSA3M) C cCUCTEMaMu,
UMeEIOLLMMM apYrme Knacchbl 3alUMLLEHHOCTMW.

CopepxxaHue 6asosoun mepbl 3UC.21:

Mepa 3awwuTtbl Hpopmauum Knacc 3awmueHHOCTU MHOPMaLMOHHOW CUCTEMDbI

4 3 2 1

31nC.21 +
Ycunenune 3NC.21

31C.22 3awmTa nHhOopMaLIMOHHON CUCTEMbI OT Yrpo3 6e3onacHOCTN MH(opmaLuu,
HanpaBlieHHbIX Ha OTKa3 B 06Cny>XnBaHMmn 3Ton MHpopMaLMOHHON CUCTEMBDI



Tpe6oBaHua k peanusaumm 3UC.22: B unHMPOPMALMOHHON cCuUCTEME OOSMKHA
obecneunBaTbCs 3awmTa OT yrpo3 6e3onacHOCTU MHOPMaLMK, HanpaBfeHHbIX HA OTKa3 B
o6CcnyXnBaHUM 3TON CUCTEMBbI.

OnepaTtopom AomkeH ObiTb onpeaeneH nepeyeHb yrpos (TMnos yrpo3) 6esonacHocTu
NMHopMauuK, HanpaBIiEHHbIX HA 0TKa3 B 0OCNY>XMBaHWUN.

3awmta oT yrpo3 6Ge3onacHOCTM MHGOPMaLMK, HanpaBfeHHbiX Ha OTka3 B
obcnyXmMBaHUKM, OCYLLIECTBNAETCA NOCPeaCcTBOM peanusauun B MHPOPMAaLMOHHOW cucteme
Mep 3alnTbl MHOPMaUMOHHOM cuctembl B cooTBeTcTBuM ¢ 3MUC.23 M NOBbILLEHHLIMU
XapakTepucTMkamm  Mpou3BOOUTESNIbBHOCTN  TeNeKOMMYHUKaUMOHHOro  obopyaoBaHus MU
KaHanoB nepegadn COBMECTHO C pe3epBMPOBaHMEM MHAOPMALMM N TEXHUYECKMX CPeacTB,
nporpaMmmHoro obecnevyeHusi, KaHanoB nepegaym UHgopmauum B cooTtsetctBum ¢ OOT.2,
OAaT.4 v OAT.S.

Tpeb6oBaHus k ycunenmto 3UC.22:

1) B WHMOpMaUMOHHON cucteme obecrneynBaeTcsl OrpaHUYeHne BO3MOXHOCTEN
nonb3oBaTesien No peanusauun yrpo3 6e3onacHocTM MHpopmauun, HanpasneHHbIX Ha OTKa3
B 06CNy>XMBaHUN, B OTHOLLUEHUM OTAENbHbIX CEMMEHTOB MH(POPMALMOHHOM CUCTEMBI U APYTnX
MH(POPMALNOHHBIX CUCTEM;

2) B WHGOpMaLMOHHOM cucTteme obecneymBaeTca ynpaBfeHne XapakTepucTukamu
NPOU3BOAUTENBHOCTM  TENEeKOMMYHUKAUMOHHOrO obopyaoBaHWs W KaHanoB nepefayu
WHpopMauunm B 3aBUCUMOCTU OT WMHTEHCUMBHOCTU peanu3aumm yrpo3 6e3onacHoCTu
WMHopMauuK, HanNpaBreHHbIX HA 0TKa3 B 00CNY>XMBaHWUW;

3) onepaTopoM B YCTaHOBSIEHHOM nopsgke obecneyMBaeTCs WUCMONb30BaHUE YCIyr
CTOPOHHUX OpraHusauun (npoearagepoB) No "ouncTtke" Bxopsdulero Tpadwmka (ona cbpoca
noToka nakeToB, WCMOMb3yeMblX HapylwuTenem ans peanu3aumm yrpo3 6e3onacHocTy,
HanpaBfieHHbIX Ha 0TKa3 B 06CNy>XMBaHMM 3TON MHEOPMALMOHHOWN CUCTEMbI);

4) onepatopom obecneyMBaeTcsa NPUMEHEHWE CpPeacTB 3awuTbl UHGOpMauuu,
npegHasHa4YeHHbIX ONs HeuWTpanusaumm yrpo3 6e3onacHOCTW, HanpaBfeHHbIX Ha OTKa3 B
obcnyxusanuu,

5) B MHGPOPMALMOHHOM CUCTEME MEPbI 3alnThl OT Yyrpo3 6e3onacHocTn nHdopmaumm,
HanpaBneHHbIX Ha OTKa3 B OOCNyXMBaHUW, OOMKHbI 00ecneynTb BO3MOXHOCTb 3aliuTbl OT
COOTBETCTBYHOLLMX aTak Ha MHEMOPMALMOHHYIO cucteMy 6e3 BO3AeNCTBUS Ha Tpaduk ceTu
(noaceTu), B KOTOPON OYHKUMOHUPYET MHPOPMaLIMOHHAA CUCTEMA;

6) onepaTopom obecneuMBaeTcss BO3MOXHOCTb B3aMMOLEWCTBMS MO BOMpoOcam
3aWunTbl  UMHOpMauUM OT Yrpo3, HanpaBfeHHbIX Ha OTka3 B OOCNYyXMBaHUKW, CO
crneumanbHbIMU CMCTEMAMM YNOSTHOMOYEHHbIX OpraHoB C yyeTom TpeboBaHui No 3awurte
MHGopMaLunu.

CopepxxaHue 6asosoun mepbl 3UC.22:

Mepa 3awuTbl MHOpPMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI
4 3 2 1
3nC.22 + +
Ycunenue 3NC.22

3UC.23 3awumTta nepumeTpa (P1U3nMY4eCKUX U (MUNN) NOrMYECKUX rpaHunLl)
MH(pOPMaLMOHHON CUCTEMbI NPU ee B3aMMOAENCTBUU C UHbIMU MHPOPMaALMOHHbLIMU
cucreMamu M MHOPMaLMOHHO-TENTEKOMMYHUKALUNOHHbLIMU CETAMM

TpeboBaHua k peanusaumm 3UC.23: B wnHDOPMALMOHHOM CUCTEME [OOJSIKHA



OCYLLECTBMNATLCA 3awmta nepumeTtpa (Puandecknx wn  (UnNun) rorvMyeckux rpaHuu)
WHOPMALUNOHHON CUCTEMBbI MNpU  ee B3auMOLENCTBUN C  WUHbIMW  MHOPMALMOHHBbIMU
cucTeMamm U MHPOpPMaLMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU, NpedycMaTpuBaroLas:
yrnpasrieHne (KOHTPOSib) BXOAALWMMM B MHPOPMALMOHHYIO CUCTEMY N UCXOAAWMUMU U3
WHPOPMALNOHHOM CUCTEMbI  UHAOPMAUUOHHLIMKM  MNOTOKaMU Ha usndeckon u  (unu)
NOrNM4YeCcKon rpaHumLe MHPOPMaLUMOHHON cUCTEMbI (CErMEHTOB MHAPOPMALMOHHOM CUCTEMBI);

obecneyeHne B3aMMOAENCTBUA MH(POPMALIMOHHOW CUCTEMbI U (UNN) ee CEerMeHToB C
WHBIMW MHAOPMALIMOHHBIMM CUCTEMaMKU U CETAMU TONbKO 4Yepe3 ceTeBble UHTEPdENnCHl,
KoTopble obecneuynBaloT ynpaBneHne (KOHTPOMnb) WH(OPMAUMOHHBIMA MNOTOKaMM C
MCcnosib3oBaHMEM CpeacTB 3alnTbl MHGOpMaLmMK (ynpaBnaemble (KOHTpPONnpyeMble) ceTeBble
WHTEpPdENCbI), YCTAHOBMEHHbIX Ha u3ndyeckoMm u (UNU) NOrMYeckoM rnepumeTpe
NHOPMALNOHHOW CUCTEMBI I €€ OTAESbHbIX CErMEHTOB (MapLUpyTU3aTOpPOB, MEXCETEBbIX
9KpaHOB, KOMMYTaTOPOB, NPOKCU-CEPBEPOB, LWSO30B OGE30MacHOCTU, CPeacTB MOCTPOEHUS
BUPTYarnbHbIX YACTHbIX CETEN U UHBbIX CPEACTB 3alLnTbl MHGOPMALLMK).

MpaBuna 1 npouedypbl 3awWnTbl  nepumeTpa  WMHPOPMALUOHHOU CUCTEMBDI
pernaMmeHTUpyoTCaS B OpraHM3auMOHHO-pacnopaauTenbHblX OOKYMeHTax onepatopa no
3awmrte nHpopmaumn.

Tpeb6oBaHus k ycunenmtro 3UC.23:

1) B WH(pOpMaAUMOHHON cucTeMe [dofmkHa OblTb obecnedeHa BO3MOXHOCTb
pasMeLleHnsa nyonuyHbIX O6LLEOOCTYNHbLIX PecypcoB (B YaCTHOCTM O6LLEeOOCTYNHbIN BeO-
cepBep), B3aMMOAEUCTBYHOLMX C WHPOPMALMOHHOM CUCTEMOM 4epe3 oTherbHble
duamnyeckme ynpasnsemble (KOHTPONMPYEMbIE) CETEBbLIE NHTEPENCHI;

2) B UHpOpPMALMOHHOW cucTeMe AOSMKHO ObiTb obecnedeHo npegocTasneHne goctyna
BO BHYTPEHHWE CermMeHTbl MHAPOPMAaLMOHHON CUCTEMbI (AE€MUNUTAPU3OBaHHYH 30HY) U3
BHELLHNX MHGOPMALMOHHBIX CUCTEM N CETEN TOSMbKO Yepes cpeacTBa 3almThl nepumeTpa (3a
NCKITIOYEHNEM BHYTPEHHUX CErMeHTOB, KOTOpble CrneunanbHO BblAeNeHbl ANnd  Takoro
B3anMOAENCTBUSA);

3) onepaTop OOIMKEH OrpaHUYUTb KONMMYECTBO TOYEK AOCTyna B WUH(OPMALMOHHYHO
CUCTEMY U3 BHELIHUX WHPOPMALUMNOHHBLIX CUCTEM U ceTern OO MUHMMasibHO Heobxoammoro
yucna Ons peleHns NnocTaHOBMEHHbIX 3a4ad, a Takke obecrnedmBarowero nOCTOAHHbIN U
BCECTOPOHHUIN KOHTPOSb BXOAALNX U UCXOAALLNX MHEOPMALMOHHBIX MOTOKOB;

4) onepaTtopom B MHPOPMALMOHHON CUCTEME:

a) OOMMKEeH NPUMEHATLCA OTAEeNbHbIM (PU3NYECKNA yrnpaBnseMblin (KOHTPONIMPYEMbIN)
ceTeBOM NHTepdenc Ans Kaxgoro BHELWHEro TefIieKOMMYHUKaLMOHHOIO CepBUCa;

0) OOMKHbI OblTb YCTAHOBMEHbI MpaBuna ynpasfeHuss UHPOPMALNOHHBIMU NOTOKaMM
AN KaXXaoro onanyeckoro yrnpaensemoro (KOHTPONMpyeMoro) CETEBOro MHTepenca;

B) OOMmkHa obecneumBaTbCA 3awuTta MHMOpMaumm npu ee nepefaye no KaHanam
CBSA3WN, MMEIOLLMM BbIXOA 3a Npeaenbl KOHTPONMpyemMomn 30Hbl (NPU HEOBXOAMMOCTM), NyTeEM
NPUMEHEHNSA OpraHM3auMOHHO-TEXHUYECKMX Mep WunuM  Kpuntorpaduyecknx MeToA0B B
COOTBETCTBUM C 3aKoHOAaTernbCcTBOM Poccurckon ®enepauuu;

r) AOSMKHO obecneymBaTbCsl 060CHOBaHME U AOKYMEHTUPOBAHUE BCEX UCKITHOYEHUI U3
npasu ynpasneHus UHPOPMaLMOHHBIMU MOTOKaMK, CBA3AHHbLIX C peLleHneM onpeneneHHbIX
3ag0ay B MHAOPMAUMOHHOM CUCTEME, U onpeneneHne NpoAOIMKUTENbHOCTM NOTPEBHOCTU
TaKUX UCKITIOYEHUI;

A) [OomkHO obecneymBaTbCa  yaaneHne BBEAEHHbIX MWCKMHYEHUW W3  npasun
ynpaBneHns HPOpPMaLMOHHLIMW NOTOKaMU MOCIie UCTEYEHUSA YCTaHOBNEHHOIO BPEMEHMU;

5) B WHMOPMaUMOHHON cUCTEME [OSMKEeH OblTb WUCKMAYEH BbIXOA (BXon) 4epes
ynpaBnsemMble (KOHTPONMpyemble) ceTeBble WHTepdencbl MHEPOPMAaLMOHHBIX MOTOKOB MO
yMOM4YaHuIo (peanuaaums npvHumna "3anpeLleHo Bce, YTo He paspeLueHo");

6) onepatopom obecnevnBaeTcs 3anpeT nepefadn WHgopmauun 3a npenensi



nepymeTpa MHPOPMALMOHHON CUCTEMbI Mpu OTKase (cboe) yHKUMOHMPOBaAHUS CpeacTB
3alWuTbl NepumeTpa;

7) B WH(OPMALMOHHOW cuCTeMe [OofkHa ObiTb  WUCKMHYEHA BO3MOXHOCTb
MH(OPMALNOHHOIO B3aMMOAENCTBUSA MOBUIbHBIX U UHBIX TEXHUYECKUX CPeacTB (YCTPOUCTB)
C BHELIHMMU MHMOPMALMOHHBIMX CUCTEMaMU N UHAOPMALNOHHO-TENEKOMMYHUKALNOHHBLIM
ceTaAM B npoLecce Ux yaaneHHOro nogknioyYeHus K salmwaemon MHpopMauuoHHON cucTteme
C NCNOSIb30BaHMEM CPEeACTB NOCTPOEHNSA BUPTYaribHbIX YaCTHbIX CETEN;

8) B MH(OpMaLUMOHHON cucTeme obecrnedynmBaeTcs CeTEBOE COeOMHEHNE BHYTPEHHUX
CEerMeHTOB WHMOPMAaLMOHHON cUCTEMbl (OTAENbHbIX CPEeACTB BbIYUCIIUTENBHBIX TEXHWUKN),
onpeferieHHbIX onepaTtopoM, C YCTAHOBMEHHbIMM WM  BHELHUMW MHAOPMAaLMOHHBLIMU
cucTeMamm M ceTaMu Yepes MNpPoKCU-CepBepbl, pasMelleHHble COBMECTHO CO cpeacTBamu
3awmTbl nepumeTpa, obecneuymBatowme rnormpoBaHue (otcnexumBaHne) TCP-ceccun,
ObnoknpoBaHne koHKpeTHbIX URL, gomeHHbIX umeH, |IP-agpecoB v gpyrum napameTpam
3anpocoB K BHELUHUM UH(OPMaLMOHHBIM pecypcam;

9) B WHPOPMAUMOHHOM CUCTEME UCKIMIOYAeTCss BO3MOXHOCTb BbIXOAa 4epes
ynpasnsemble (KOHTpOnupyemble) ceTeBble WHTepdencbl WHPOPMALMOHHBIX MOTOKOB,
cogepxawmx BpegoHOCHOe nporpaMmmHoe obecnevyeHve  (BUPYCbl) uAW  MPU3HaAKK
KOMMbIOTEPHbIX aTak NpeacTaBsoWMX Yrpo3y BHELWHUM MHAOPMAUMOHHBIM cCUCTEMaM U
ceTawm;

10) B MHGOPMALMOHHOM CUCTEME WUCKITIHOYAETCA BO3MOXHOCTb YTEYKM MHopMaLumnm
Yyepes ynpasrnsieMble (KOHTponMpyeMble) ceTeBble MHTepdENChl MyTeM TOYHOro cobnogeHns
dopmMaToB MPOTOKOSIOB, KOHTPOSIA WMCMOSMb30BaHUSA CTeraHorpadumn, OTKMIOYEHUS BHELLUHUX
ceTeBbIX MHTEPdENCOB, pa3bopkn 1 COOPKU NakeToB aHHbIX, KOHTPOMNSA OTKIIOHEHUS Tuna U
ob6bema MHPOPMALMOHHOIO NOTOKA OT YCTAaHOBIIEHHOIO NPOMOUNs;

11) B WHMOpMaUMOHHOW cuUcTeMe [oMmkHa ObiTb obecrneyeHa npoBepka agpeca
NCTOYHMKA MHGOPMAaLMOHHOIO NOTOKa M agpeca nonyyaTtens MHAPOPMAaLMOHHOIO MoToKa C
uenblo NoaTBEepPXAEHUs TOro, Y10 MHGOPMALMOHHOE B3aUMOAEWCTBME MexXay 9TUMU
agpecamu paspeLLeHo;

12) B WH(popmMaumoHHOW cucteme obecnevymBaeTcs 3awmTa nepumeTpa C
NCnonb30BaHMEM LWIM3a 6e30MacHOCTM Ha YpOBHE y3roB (XOCTOB) ANsi cepBepoB, paboumx
CTaHUUN 1 MOBUIBbHBLIX TEXHUYECKUX CPEACTB;

13) B WHGOPMAUMOHHOM CUCTEME OOECnevYMBaeTCa COKpbITUE CETEBbIX anpecoB
ncnonb3yemblx Ans yrnpaBrieHna cpeacTsaMmn 3amnTbl nepumeTpa, MHpopMaums 0 KOTOpbIX
MOXEeT ObITb MONlydyeHa yepe3 TEXHOMNOorMM onpeneneHus yCTpoUCTB B CeTU (B YaCTHOCTU
CUCTEMY LOMEHHbIX UMEH);

14) onepaTtopoMm obecneunmBaeTcss OTAENEHUE Yepe3 OTAENbHbIN  OU3NYECKNI
ynpaBnsembid  (KOHTpOnMpyembld) ceTeBorM uHTepdenc dyHKumMi B6es3onacHocTn un
ynpaeneHus  (agMUHUCTPUPOBAHUS)  MH(OPMAUMOHHOW  CUCTEMbI,  ONpeAeneHHbIX
onepaTtopomMm, OT ApYrnX (BHYTPEHHMNX) KOMNOHEHTOB MHGOPMALVMOHHOW CUCTEMBI;

15) onepaTopom obecnednBaeTcs UCKMOYEHNE BO3MOXHOCTN HECAHKLMOHMPOBAHHOIO
PU3MYECKOr0 CETEBOr0 MOAKMIYEHUS K ynpaBnsieMbiM (KOHTPONMMPYEMbIM) CETEBbIM
nHTepcpericam (ceteBbiM MHTEPGENCAM CPeaCTB 3alunTbl NEPUMETPaA);

16) B MHGOPMAUMOHHOM CUCTEME AN KOHTPONs (aHanwusa) 3awuMueHHOCTU JOoCTyn
agMunHucTpaTopoB  obecneuvMBaeTcs  4Yepe3  BblOENIEHHbI  OTAENbHbIA - PU3NYECKUIA
ynpaBnsembi (KOHTPONMPYyeMbIiA) CETEBON NHTEPMENC;

17) onepaTtopoM MPUMEHSIOTCS aBTOMaTU3NPOBaHHbIE CpeacTBa, obecneunBarolime
cTporoe cobntogeHne cdopmaTta CeTeBbIX MPOTOKOMIOB Ha YpPOBHE MNPUITOXEHUW (MpoBepka
NnakeToB Ha NpeameT cobnoaeHns cneundmrkalmi NPOToKoNa Ha YPOBHE NPUITOXEHWI);

18) B WHGOPMaAUMOHHOM cUCTEME obBecneyMBaeTCa KOPPEKTHOE 3aBepLUEHME ee
PYHKUMOHNPOBAHNSA B Cryvae HapyleHus yHKUMOHUpOoBaHUSA (cbos, OTKa3oB) cpeacTs



3aWmThl NepumeTpa;

19) B MHGOPMALMOHHOM CUCTEME MNpPU HEoBXOOMMOCTM NpPefocTaBnATb AOCTYN K
pecypcam MHAOPMALUMOHHOM CUCTEMbl AOSMKHA OblTb OpraHMsoBaHa AeMUNMTapu3oBaHHas
30Ha, cofepXallas 4OCTYMHble pecypchbl.

20) B WH(OPMAUNOHHOW cuCcTemMe AofkHa ObiTb obecnevyeHa BO3MOXHOCTb
pasMeLleHna nybnnyHbiXx o6LWeaoCTYNHbIX pecypcoB (Hanpumep, o6LWeaoCTynHbI Beb-
cepBep), B3aMMOAEUCTBYKOLMX C WHPOPMAUMOHHOM CUCTEMOM 4epe3 oTherbHble
duamnyeckme ynpasnsemMble (KOHTPONMpPyeMbI€) CETEBbIE MHTEP(ENCHI.

CopepxxaHue 6asoBon mepbl 3UC.23:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3nC.23 + +
Ycunenne 3UNC.23 1, 2, 3, 4a, 1, 2, 3, 4a,
46, 48, 5 46, 48, 4r, 41,
56,7

3UC.24 lNpekpalwieHne ceTeBbIX COeANMHEHUN MO UX 3aBEPLUEHNU U MO UCTEYEHUN
3afjaHHOro onepaTtopomMm BPEMEHHOro MHTepBasria HeaKTUBHOCTU CETEBOro COeAMHEHUS

Tpe6oBaHua k peanusaumm 3UC.24: B unHPOpPMALMOHHOM CUCTEME [LOSMKHO
OCYLLIECTBMATLCA 3aBepLUEHMEe CeTeBbIX COoeauMHeHMn (Hanpumep, OTKpensieHne napbl
nopt/agpec (TCP/IP)) no ux 3aBeplieHun n (Unv) nNo UCTEYEeHUM 3adaHHOro onepaTopom
BPEMEHHOI0 MHTEpBasa HeakTMBHOCTM CETEBOMO COeAMHEHUS.

Tpeb6oBaHus k ycunenmto 3UC.24:

He ycTaHOBMNEH®bI.

CopepxaHue 6azoBoun mepbl 3UC.24:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV nHhopMaLMOHHOW CUCTEMBI
4 3 2 1
3nC.24 + +
Ycunexvne 3UNC.24

31C.25 Ucnonb3oBaHne B UHPOPMALMOHHON CUCTEME UITN €€ CerMeHTaXx pasfinyHbIX
TUNOB OOLWECUCTEMHOrO, NPUKIAaAHOIo U cneyuanbHOro NporpamMmmHoro obecne4vyeHus
(cospaHme reTteporeHHOM cpenbl)

Tpe6oBaHusa kK peanusaumm 3UC.25: [IpOEKTUPOBLUMKOM Mpu  CO34aHUU
NHOPMAaLNOHHOWN OOIMKHbI MPUMEHATHCS PasfuyHble TUMbl 0OLLECUCTEMHOrO, MPUKIAAHOIo 1
cneumanbHOro NporpaMmHoro obecneveHus (CosgaHue reTeporeHHon cpeabl).

leTeporeHHaa cpefa co3gaeTca  MNyTeM  MPUMEHEHUS  PasfiMyHbIX  TUMNOB
WH(POPMALMOHHBIX TEXHOMOMMA C LENbD OrpaHUYeHUss BO3MOXHOCTEM MNOTEHUManbHbIX
HapywmTenemn no peanuaauuun yrpos 6esonacHocTK NHopmaLmm (no
HeCaHKLMOHNPOBaAHHOMY AOCTYNY K MHpopMauun, BHEAPEHNIO BPEOOHOCHOIMO NPOrpamMmMHOro
obecneyeHnsa (KOMMNbIOTEPHbIX BUPYCOB) M MO OpraHusauum BTOPXEHUA (NPOBEAEHMUIO
KOMMbIOTEPHbIX aTak)).

Cos3pgaHne reTeporeHHon cpedbl MOXeT OOCTMraTbCA B YaCTHOCTU MPUMEHEHWEM Ha
cepBepax nHhpopmaumoHHon cuctembl UNIX-nogobHbIX onepaunoHHbIX CUCTEM, OTIIMYHBIX OT



ONepaunoHHbIX CUCTEM, MPUMEHSIEMbIX HA aBTOMAaTU3MPOBaHHbLIX paboymx MecTax Tuna
Windows u (Mnn) NnpuMeHEHNEM B CMEXHbIX CETEBbIX CErMEHTax MHOPMaLMOHHON CUCTEMBI
pasHbIX TWUMNOB CETEBOro OOLWECUCTEMHOro, npuKNagHoro u (Mnn)  cneumanbHOro
nporpaMmmHoro obecneveHums.

Mpu co3gaHnn reTeporeHHon cpefbl HEOOXOAMMO YYUTbIBaTb MOBbLILLEHNE CIOXHOCTU
B ynpaBneHuu KoHurypaumen MHPOPMaLMOHHOM CUCTEMbI U BO3MOXHOCTb YBeNnuUyeHus
OLNBOK KOHPUTYpaLUN N BO3MOXKHbIX YSA3BUMOCTEMN.

Tpe6oBaHus k ycunenmro 3UC.25:

He ycTaHOBNEH®LI.

CopepxaHue 6azoBoun mepbl 3UC.25:

Mepa 3awuTbl MHpOpMaLmn Knacc sawmieHHoCT MHPOpMaLMOHHOM CUCTEMBI
4 3 2 1
3nC.25
Ycunenune 3UC.25

3UC.26 Ucnonb3oBaHWe NPUKIIAAHOro U cneuunanbHOro nporpamMmMHoro obecneyeHus,
MMeloLero BO3MOXHOCTb (pyHKLIMOHUPOBaHUSA Ha Pa3fINyHbIX TUNAaX onepauMoOHHbIX
cuctem

Tpe6oBaHua k peanusaumm 3UC.26: B unHGPOpmMaALMOHHOM CUCTEME [LOSMKHO
NPUMEHATBCA MPUKNagHoe U crneuuwanbHoe nporpamMHoe obecreyeHne, uMerowee
BO3MOXHOCTb ~ (PYHKLUMOHMPOBAHMA Ha PasfiMyHbiX TUNAx OMNepauuoHHbIX CcuUcTeMax
(He3aBMCcUMOE OT BMAa onepauMoHHOW CUCTEMbI MPUKNagHOEe U creumanbHoe nporpaMmMHoe
obecne4yeHune).

Llensto npyMmeHeHuMst He3aBUCMMOro OT nnaTdopMbl  OnepauyMoHHOW  CUCTEMbI
NPUKNagHOro U1 cneuuanbHOro nporpaMMHOro obecnedyeHns sBnaetca obecneyeHue
becnepebonHoro (wtaTHOro)  (pyHKUMOHMpPOBAHUSA npuknagHoro (cneumansHoro)
nporpamMmmMHoro obecneyeHus nytem nepesoja ero nof ynpasneHne onepaumoHHON CUCTEMDI
Apyroro Tuna B criyd4ae peanusauum KOMMbIOTEPHOW aTaku (BO3HUKHOBEHUSI MHUMAEHTA) Ha
OCHOBHYIO OMepauMOHHY0 CUCTEMY A0 BOCCTaHOBReHUs 6e3onacHoro gyHKUWOHUPOBAHUS
MHOPMALNOHHOM CUCTEMBI.

[MpMeHeHe He3aBMCMMOro OT Tuna (Buaa) onepaumoHHOM CUCTEMbI MPUKNAAHOMO U
cneumanbHOro nporpamMmMHoro obecneyeHus [OCTUraeTcsl B 4YaCTHOCTU  NPUMEHEHWEM
nporpaMmmHoro obecneveHns, PyHKLMOHMPOBAHNE KOTOPOro BO3MOXHO KakK noj ynpasreHnem
UNIX-nogobHbIX onepaunoHHbIX CUCTEM, Tak U MNOA YynpaBfieHWeM OnepaumOHHbIX CUCTEM
TMna Windows unm nHbIxX onepaumMoHHbIX CUCTEM.

lMepeyeHb NpUKNagHOro M crneuuanbHOro MNporpaMMHOro obecnedyeHusi, MMeroLero
BO3MOXHOCTb  (PYHKUMOHMPOBAHUA Ha pPasfnU4YHbiX TUNax OMEpPauUMOHHbIX CcUcTemMax,
onpegensieTcs onepaTopom.

Tpeb6oBaHus k ycunexnuro 3UC.26:

He ycTaHOBNEHLI.

CopepxaHue 6azoBou mepbl 3UC.26:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3NC.26
Ycunenne 3MNC.26




3UC.27 Co3pgaHue (amynsaumsi) NOXHbIX UHPOPMALIMOHHBIX CUCTEM UITU UX
KOMMNOHEHTOB, NpeAHa3Ha4YeHHbIX ANA OOHapyXeHus, perucTpaumMm n aHanusa
AeNCTBUN HapyluuTernen B NnpoLecce peanusauum yrpos 6esonacHocTtu nHcdopmaumm

Tpe6oBaHua k peanusaumm 3UC.27: B WHGPOPMALMOHHOW CUCTEME AOSDKHbI
NPUMEHATBCS  CreuuanbHO  CO34aHHble  (3MYNUPOBAHHbLIE)  FIOXKHbIE  KOMMOHEHTHI
WHOPMALUNOHHON CUCTEMbI  WUIIM  CO3JAKTCH  JIOXKHblE  MHAPOPMALMOHHbLIE  CUCTEMDI,
npegHasHa4vyeHHble Ans oBHapyXeHusi, peructpaumm n aHanusa LEeNCTBUW HapyluTenen B
npouecce peanusaumm yrpo3 6e3onacHoCcT MHopMaLmu.

JloXXHble MHOPMALMOHHbIE CUCTEMbI MMM WX KOMMOHEHTbl LOMKHblI BbICTynaTb B
KayecTBe UeNnen [Ana Hapywutensa npu peanu3aumm UM KOMMbIOTEPHOM aTaku U
obecneunBatb UMUTaALUMIO YHKLUMOHUPOBAHUS pearibHOW WHEMOPMALMOHHOM CUCTEMbI C
Lenbo obHapyXeHus, perMcTpauun n aHanusa enNCcTBUN 3TUX HapyLLMTenen no peanusauum
KOMMNbIOTEPHON aTakn, a Takke NPUHATUS Mep Mo NpPeaoTBPAaLLEHMIO YKa3aHHbIX Yrpos.

MpaBuna v npoueaypbl NPUMEHEHUS FOXHbBIX WH(OPMAUNOHHBIX CUCTEM UMK UX
KOMMOHEHTOB pErnameHTUpyrTCa B OpraHn3aumoOHHO-pacnopsaauTeNbHbIX  AOKYMEHTax
oneparopa no 3awute nHpopmaunn.

Tpeb6oBaHus k ycunexnuro 3UC.27:

1) B  WHPOPMALMOHHOM  CUCTEME  TMPUMEHSAKTCA  JNIOXHblE  KOMMOHEHThI
WH(POPMALMOHHON CUCTEMbI, BbICTyNawwme B KadecTBe LUenM fAns  BPeaoHOCHOro
nporpaMmmHoro obecneveHns (Bupyca) W npoBoUMpylOWME nNpexaeBpemMeHHoe (0o
BO3AENCTBUS Ha 3alyuLLaeMbli O6bEKT [OCTYNa) NPOsiBIEHME ero NPU3HaKoB.

CopepxaHue 6azoBoun mepbl 3UC.27:

Mepa 3awuTbl MHOpPMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOM CUCTEMBI
4 3 2 1
3nC.27
Ycunenne 3NC.27

3UC.28 BocnpounsseneHue NOXHbIX U (UIN) CKPbITUE UCTUHHBLIX OTAENbHbIX
MH(OPMaALIMOHHbIX TEXHOMNOTUMN U (UNKN) CTPYKTYPHO-PYHKLMOHANbHbIX XapaKTePUCTUK
MHMOPMaLMOHHON CUCTEMbBI UITN €€ CerMeHTOB, obecneynBarollee HaBs3biBaHMe Y
HapyLIUTEnNs JIOXKHOro nNpeacTaBneHnst 06 UCTUHHBIX MHOPMALIMOHHBLIX TEXHONOIUSAX
1 (UNK) CTPYKTYPHO-(PYHKLMOHANBbHbIX XapaKTepucTukax MHoOpMaLMOHHON CUCTEMbI

TpeboBaHua k peanusaumm 3UC.28: Onepatopom [OomKHO obecnevmBaTbCs
BOCMNPOU3BEAEHMNE JOXHbIX M (MNXN) CKPbITUE WCTUHHBIX OTAENbHbIX MHGOPMAaLUMOHHbIX
TeXHONoOrMn ”n (Mnn) CTPYKTYPHO-GOYHKLMOHAMNbHbLIX XapakTePUCTUMK WH(OPMaLMOHHON
CUCTEMbI UMM ee CerMeHToB, obecneuyvBalollee HaBA3bIBaHWE Y HapyLUUTENA JIOXHOro
npeacraBneHnss o6 MCTUHHBLIX  MHMOPMALUMOHHBIX TEXHOMOMMAX W (MAKM)  CTPYKTYPHO-
PYHKUMOHAINbHbIX XapaKTepucTmkax MHPOpPMaLMOHHON CUCTEMBI.

BocnpoussegeHve (Budyanusauusl) NOXHbIX M (UNM) CKpbITUE (MacKkupoBaHue)
WUCTUHHBIX OTAENbHbIX MHOPMALMOHHBLIX TEXHOMOMMA N (MNKN) CTPYKTYPHO-(PYHKUMOHAMNBHbIX
XapakTepUCTMK MHPOPMALMOHHOM CUCTEMbI NN €€ CErMEHTOB AOSMKHbI OblTb HanpaBneHbl
Ha CHWXEHME BO3MOXHOCTM YCMNELWHOW peanu3aumm Hapylutenem yrposbl 6e3onacHocTu
UHpopmauun (KOMNbIOTEPHOM aTaku) NyTeM BBeAEHWs B 3abnyxaeHwe HapywuTens
OTHOCMUTENbHO BO3MOXHbIX CMOCOO0OB N CPEACTB KOMMbIOTEPHbIX aTak Ha MHAOPMALMOHHYHO
cuUCTEMY.

Mpn aTOM BU3yanu3auus NOXHbIX U (MNN) MaCKMPOBAHUE WCTUHHBLIX OTAESbHbIX



MH(POPMALMNOHHBIX TEXHOMOMMN W (MNKU)  CTPYKTYPHO-PYHKUMOHAITbHBIX  XapaKTepUCTUK
NHPOPMAaLMOHHON CUCTEMbI MO3BOMSOT CHU3WUTb UMW UCKIIOYUTL 3aTpaTbl HA BHeapeHue
CMNOXHbIX CpeaCTB 3aLnTbl MHPOPMaLIMK.

Tpe6oBaHus k ycunenuro 3UC.28:

1) Bu3yanusaums JOXHbIX WH(POPMALNOHHBIX TEXHOMOMMN W (MNKN) CTPYKTYPHO-
yHKUMOHANbHbLIX  XapaKTepUCTUK  OCYLIEeCTBNAETCHd B  MPOU3BOMbHOM  Mopsigke C
nepuoanYHOCTbIO, onpeaensemMon onepaTopom.

CopepxaHue 6azoBoun mepbl 3UC.28:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOW CUCTEMBI
4 3 2 1
31nC.28
Ycunenune 31C.28

3UC.29 lNepeBoa MHpopMaLMOHHON CUCTEMbI UITU €e YCTPOMUCTB (KOMNOHEHTOB) B
3apaHee onpeneneHHy KOHdUrypaumio, obecneymBaroLlyo 3aWwmuTy nHcgopmauuu, B
cny4yae BO3HMKHOBEHUA OTKa30B (c60eB) B cucteme 3awmTtbl MH(popmaLmm
MH(pOPMaLMOHHON CUCTEMDI

Tpe6oBaHusa k peanusaumm 3UC.29: B uHPOpPMALMOHHON cUCTEME [LOSMKEH
OCYLLIECTBNATLCA NepeBos UH(POPMaLNOHHOW CUCTEMbI UMK ee YCTPOMCTB (KOMMOHEHTOB) B
3apaHee ornpeaesieHHy KoHdurypaumto, obecnedmsaroLLyro 3awmuTy nHgopmaumum, B criyvae
BO3HWKHOBEHUN OTKa3oB (cboeB) B cucteme 3awuTtbl MHGOPMaUUK UHAPOPMALMOHHON
CUCTEMBI.

lMepeBog MHMOPMALMOHHON CUCTEMbI MU €€ YCTPOUCTB (KOMMOHEHTOB) B 3apaHee
onpedeneHHy  KoHdurypaumio OormkeH obecneyvBaTb  3awmTy  uHGoOpmauum  npu
HacTynneHum (BO3HMKHOBEHMM) OTKas3oB (c6oeB) B (PpyHKLUMOHMPOBAHUN WHAOPMALNOHHOM
CUCTEMbI UNN €€ CErMEHTOB, KOTOpPbIE MOTYT NPUBECTU K HAPYLUEHUIO KOH(PUOEHUMANBHOCTMH,
LeNOCTHOCTU U (MNK) OCTYNHOCTM 3TOM MHpOopMaLnN.

OnepaTopoM A0SMKHbI ObITb onpefeneHbl TUMbl 0TKa3oB (COoeB) B cucteme 3aliuTbl
nHdopMauum UMHEMOOPMALMOHHON CUCTEMBbI, KOTOpble MOryT MPUBECTU K HapyLUEHUHO
KOH(pMOEeHUMAnNbHOCTK, LUEeNOCTHOCTU U (MnNKn) AOCTYMHOCTU 3TOM WMHopMauun, n npu
HacCTynneHuu (BO3HMKHOBEHMWW) KOTOpbIX AOJDKEH obecneunBaTtbca nepesos
MHPOPMALNOHHOM CUCTEMBI UK €e YCTPOMUCTB (KOMMOHEHTOB) B 3apaHee onpeneneHHyo
KOH(purypaumtio.

3apaHee onpegeneHHas KoHdwurypauuss WHEMOOPMAUMOHHOW CUCTEMbI  JOSDKHA
cogepxatb MHGOPMAUUKD O COCTOSHUN UHPOPMALMOHHOM CUCTEMbI U €e CUCTEME 3alUnTbI
MHpopmauumn (cnctemHasa MHopMaums, napaMmeTpbl HACTPOEK NporpamMHOro obecneveHus,
BKNtoYasa CpefCcTB 3almThl UHOPMaLUK), AOCTAaTOYHOM ANd nepesanycka MHPOpPMaLNOHHON
cucTeMbl 1 obecneyeHnsa ee PyHKLUMOHUPOBAHMSA B LUTATHOM peXnme, Npyu KOTOPOM TaKkKe
obecne4vnBaeTcs 3awmTa MHpopmaLmu.

PesepBupoBaHne TEXHUYECKUX CPeacTB, MNPOrpamMHOro obecnedyeHusi, KaHarnos
nepegaym uHdopmauumu, cpencts obecrneyeHus YHKUMOHUPOBAHUSA WHGOPMaLNOHHON
CUCTEMBbI ocyLlecTBnsieTca B cootTBeTcTBum ¢ OAT.2, pe3epBHOE KONMMpoBaHUe nHdopmaumm
- B cootBeTcTBMK ¢ OAT.4.

KoHTponb 6e30TKa3HOro pyHKUMOHMPOBAHUSA TEXHUYECKUX CPEeACTB UH(POPMALMOHHON
cucTeMbl ocyulecTensieTcs B cootsetcteum ¢ OAT.3.

Ob6ecneyeHne BO3MOXHOCTM BOCCTAHOBNEHNA MHOPMaLUN C pe3epBHbIX MalLUMHHbIX
HocuTenenm wHgopmaumm (pe3epBHbIX KOMUKA) B TEYEHWEe YCTAHOBIIEHHOrO BPEMEHHOrO



WHTepBana ocyuecTenseTcs B cootsetcteun ¢ OAT.5.
Tpe6oBaHus k ycunenumro 3UC.29:
He ycTaHOBMNEH®bI.
CopepxaHue 6azoBoun mepbl 3UC.29:

Mepa 3awuTbl MHoOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMBI
4 3 2 1
31C.29
Ycunenune 31C.29

3UC.30 3awmTa MOGUIbHbLIX TEXHUYECKMUX CPeACTB, NPUMEHSAeMbIX B
MH(OpPMaLMOHHON CUCTEME

Tpe6oBaHus k peanusauumn 3UC.30: OnepaTopoM AOSMKHA OCYLLECTBASATLCH 3aluTa
NpUMeHsAEMbIX B MH(POPMaLMOHHOM cucTeMe MOBUNBbHBIX TEXHUYECKMX CPeacTB.

K MOBUNbHBIM TEXHUYECKMM CpPeAcTBaM OTHOCATCS CbeMHble MalUMHHbIE HOCUTENN
nHpopmauun (pNaLl-HaAKONUTENW, BHELUHWE HAaKOMUTENW Ha XECTKUX [OUCKax W WHble
HOCUTENM), a Takke NopTaTUBHbIE BbIYUCIIUTENbHbIE YCTPOMCTBA W YCTPOMCTBA CBSA3M C
BO3MOXHOCTbIO 00paboTkm WHpopmMaumn (Hanpumep, HOYTOykM, HeTOykM, nnaHLWeEeTHl,
coToBble TenedoHbl, UMPPOBbIE KaMepbl, 3BYKO3anUCbiBaloLMe YCTPOWCTBA M WHblE
cpenctea).

3awmTa MOBUNbHbIX TEXHUYECKUX CPEACTB BKITHOYaET:

Peanusauuio B 3aBMCUMOCTM OT MOOWMBHOMO TEXHUYECKOro cpeactea (Tuna
MOOMMBHOrO TEXHWYEeCKOro cpeacTtea) Mep No wmaeHTUudukaumm wn ayteHTudukauum B
cootBeTcTBUM ¢ UAD.1 n UAD.5, ynpaBneHnto goctynom B cootsetcteum ¢ YMNA.2, YNA.5,
yna.13 v YNA.15, orpaHnyeHnio nporpaMmHon cpeabl B cootBeTcTBuM ¢ OMC.3, 3awute
MaLUMHHbIX HocuTenen uHdopmaumm B cootBetctBum ¢ 3HWU.1, 3HN.2, 3HU.4, 3HW.8,
pernctpauum cobbitun 6esonacHoctn B cootsetcteum ¢ PCB.1, PCB.2, PCB.3 n PCB.5,
aHTMBMpYCHOM 3awmte B cootBetctBuM ¢ AB3.1 un AB3.2, KoHTponio (aHanusy)
3awmueHHoctn B cooTtBetctBun ¢ AH3.1, AH3.2 n AH3.3, obecneyeHnto LENOCTHOCTU B
cootBeTcTBUM ¢ OLJ1.1.

o4YnCTKYy (yoaneHue) uHdopmaumm B MOBUNBHOM TeXHUYECKOM CpefcTBe nocre
3aBepLUeHMs ceaHca yaaneHHoro OCTyna K 3awmiaemMon MHopMauumn Unm NpUHATUE NHbIX
Mep, UCKIMYaKLLNX HECAaHKLMOHNPOBAHHLIN JOCTYN K XpaHMMOW 3almaeMon nHdopMaumm;

YHUUTOXEHNE CbEMHbIX MaLUMHHbIX HOCUTenen nHdopmaunn, KoTopble He nognexar
OYUCTKE;

BbIOOPOYHbIE MPOBEPKM MOBUIBbHBIX TEXHUYECKUX CPeacTB (Ha NpeameT Ux Hanm4ums) n
XpaHALWENcs Ha HUX WHopmauuun (Hanpumep, Ha NpeameT OTCYTCTBUA WHOpMaLMK, He
COOTBETCTBYHLLEN MapKMPOBKE HOCUTENSI MHPOPMALMK);

3anpeT BO3MOXHOCTM aBTOMaTtuyeckoro 3arnycka (6e3 koMaHAbl nonb3oBaTens) B
WH(POPMALMOHHON CUCTEME NPOrpaMMHOro obecnevyeHuss Ha MOOWIbHbLIX TEeXHUYECKUX
cpeacTBax.

MpaBuna u npouenypbl 3aLWnTbl MOBUITbHBIX TEXHUYECKUX CPEACTB pernaMeHTUpyTCs
B OpraHM3aLMOHHO-pacnopsanTenbHbIX JOKYMEHTaxX onepartopa no 3awmte nHgpopmMaumm.

Tpe6oBaHus k ycunenuro 3UC.30:

1) onepaTtopoM AO0SMKHbI NPUMEHATBCHA CPeacTBa OrpaHNYeHnsa JocTyna K MHopmaLmm
Ha CbEMHbIX MaLUMHHBIX HOCUTENAX MHOPMaUUM C NCNOSTb30BaHMEM CNeLnann3npoBaHHbIX
CbEeMHbIX MaLUUHHbIX HOCUTENEen MHOPMauMM U CPeaCcTB KOHTPOSISI CbEMHbIX MalUMHHbIX
HocuTenen nHgopmaumm ¢ yvetom 3HU.4;



2) onepatopoM fomkHa obecneunBaTbCA oOyuCTKa (ydaneHue) uHgopmauum B
MOOMNBHOM TEXHUYECKOM CpeacTBe:

a) npu npeBbllEeHUM [OMYyCTUMOrO Yucna HeycrnewHbIX MOoMnbITOK BxoAa
MHAPOPMALMOHHYO CUCTEMY NOA KOHKPETHOWM YY4ETHOM 3annchbio (4OCTyna K MHpOPMaLMOHHO
CUCTEME), OCYLLECTBISAEMbIX C MOBUITLHOIO YCTPONCTBA;

6) Npu npesbllleHUN OOMNYCTUMOrO MHTepBana BpPeEMEHW C Hayarna OcCyLLeCTBreHUs
MonbITOK BXoAa B WHMOPMAUMOHHYIO CUCTEMY MO KOHKPETHOM Y4YeTHOM 3arnuchlo,
OCYLLIeCTBNSEMbIX C MOBUNBHOIO YCTPOWNCTBA;

3) onepatopom OOmKHO obecneunBaTbCs NPUMEHEHME TEXHUYECKUX CPEACTB 3alUuThbl
nepumeTpa ypoBHS y3na, ycTaHaBNMBaeMbIX HA NOPTATUBHbIE BblYNCIIUTENbHbIE YCTPONCTBA;

4) onepaTopoM AOMKHO obecneumBaTbCs ncnonb3oBaHue pagnometok (RFID- meTok)
ANA KOHTPOSS BHOCA UMW BbIHOCA MOOMUMBbHBIX TEXHUYECKUX YCTPOMCTB U3 MOMELLEHUS U
(M) KOHTPONUPYEMOW 30HbI B LIENOM;

5) onepaTtopom obecneunBaeTcsl WNGPPOBAHME XPAHUMOW Ha HOCUTENne MOOMMBHOro
TEXHUYECKOro cpeacrtsa WHgopmauun C nNpuUMeHeHneM Kpuntorpaduyecknx MeTonoB
3aLnTbl MHhopMaLmm B COOTBETCTBMN C 3aKOHoAAaTeNnbCTBOM Poccuinckon ®epgepaunu.

CopepxaHue 6azoBou mepbl 3UC.30:

B
7

Mepa 3awuTbl MHPpOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI

4 3 2 1

31C.30 + + +
Ycunenune 31C.30




MpunoxeHne N 1

K Mepam 3awmTtbl HopmMmaLumm

B rocyaapcTBeHHbIX NHPOPMaALIMOHHbIX
cucrtemax

TepMuHbI U onpeaeneHus, NpUMeHsieMble Ons Leren HacTosLWero MeTogu4eckoro
AOKYMeHTa

AamMuHucTpaTop [cucTeMHbIM, 6e30MacHOCTU]: Nonb3oBaTenb, YMNOMHOMOYEHHbIN
BbINOSIHATL HEKOTOpble AeNCTBUA (MMEeLWnin  NOSTHOMOYUSA) MO agMWHUCTPUPOBAHMUIO
(ynpaBrneHuio) nHpopMaunoHHON cucTeMbl (aQMUHUCTPATOP CUCTEMHbLIN) U (UNTN) ee CUCTEMB
3awmTbl MHGoOpMauum (agMmHucTpatop 6e30nacHOCTU) B COOTBETCTBUM C YCTAHOBIIEHHOM
pOosbIo.

AHanu3 ya3BMMOCTEN: MepOrnpuUATUS MO BbISBAEHWUO, UAEHTUMKAUUN N OLEHKe
YA3BMMOCTEN WH(POPMALMOHHONW CUCTEMbI B UMHTEpecax onpeesieHnss BO3MOXHOCTU
peanusauumn yrpo3 6e3onacHoCTu nHgopmMauumn 1 cnocoboB npeaoTBpalLeHns yuepba.

AyTeHTUMKaUMOHHanA uHcopmauus [wHdopmauus ayteHTUMKauum]:
MHpopmauusa, ucnonbdyemas Ons yCTaHOBNEHWA MNOASIMHHOCTM (Bepudpmkaumm) cybbekta
AocTyna B MH(POPMaLMOHHON cucTemMe.

AyTeHTUMKaLmMA: nNpoBepka NPUHAONEXHOCTU CYyObeKkTy OOCTyna NpeabsBlIEHHOro
UM naeHTudukaTopa (NoaTeepXxaeHue NoANMMHHOCTU cybbekTa AocTyna B MHPOPMaLNOHHON
cucteme).

BbasoBbin Habop Mep 3awWuUTbl MHDOPMaUUN: MUHUMArbHbLIM HAbop Mep 3alnTbl
WHpopMauuKn,  YCTAHOBMEHHbIW AN COOTBETCTBYHLIEro  Krnacca  3allMLLEeHHOCTM
MHOPMALNOHHON CUCTEMBI.

Buptyanusauua: TexHonormss npeobpasoBaHne dopmata WM napaMeTpoB
NPOrpaMMHbIX UMK CETEBbLIX 3anpoCOB K KOMMbIOTEPHBLIM pecypcamM C Lenbio obecneyvyeHus
HEe3aBUCMMOCTM npoueccoB 00paboTkm MHdOpMauUM OT MNPOrpamMMHON MM annapaTHON
nnaTgopMbl NHPOPMALIMOHHON CUCTEMBI.

BuptyanbHas MawuHa: BblHUCNIMTENbHAA cCUCTeEMa, 3aMynupyemas C MOMOLLbHO
TEXHOSOrMM BUpTyanusauuu, B KOTOPOW YCTaHOBIEHa rocteBasd onepauuMoHHasa cuctema u
obecneunBaeTcs BbINOSIHEHME MPUKITAAHOIo NPOrpamMmMHOro obecneyeHus.

BHewHsn MHc¢popMaLMOHHanA cucrtema: MHOPMaLMOHHasA cucrtema,
B3aMmogencTeylowaa ¢ MHGPOpMaLUNOHHON CUCTEMOW onepaTopa u3-3a npeaerioB rpaHuL
MHOPMALMOHHOM CUCTEMBI OnepaTopa.

BHewHAA wWHMOPMaLMNOHHO-TENIEKOMMYHUKALMOHHAsA CeTb: WH(OPMaLNOHHO-
TeNeKoOMMyHUKaLMOHHAast CeTb, B3auMOAENCTBYKOWAA C MHEPOPMALMOHHON CUCTEMOM
oneparopa n3-3a npeaesnios rpaHnL MHPOPMaLMOHHOW CUCTEeMbI orepaTopa.

BpemeHHbIn hann: dann, co3gaBaembli ONepauuoHHOW CUCTEMOW UMW UHbIM
nporpaMmMHbIM obecneyeHnemM ANa COXpaHEeHUs NMPOMEXYTOYHbIX pe3ynbTaToB B npouecce
PYHKUMOHNPOBAHUA UK Nepefadn gaHHbIX ApYroMy nporpaMmmMHoMy obecrneyeHmto.

MnepBusop: nporpamma (nNporpammHoe obecneyeHue), cosgawwaa cpeay
PYHKUMOHNPOBAHUS ApyrMx nporpaMmm (B TOM 4ucne Apyrux rvnepBu3opoB) 3a CHET
nMMTaUUKM  annapaTHbIX CPeaCTB  BblYUCIUTESIbHOW TEXHWKW, ynpaBrfieHUs OaHHbIMU
cpeacTBaMn U rocTeBbIMM OMEPALMOHHBIMU cUcTEMaMn, (PYHKLNOHUPYIOWNMUA B LaHHOW
cpege.

FocteBas onepauuoHHass cucTtema: ofnepauuoHHasi cUcTemMa, YCTaHOBIIEHHas Ha
BUPTYyanbHOW MallVHe.

OdemunutapmnsoBaHHas 30Ha: 3KPAHMPOBAHHbLIN CErMEHT MHOPMAaLMOHHON CUCTEMBI,



pasMeLLeHHbI Ha ee BHEeLWHeW rpaHuue U BbIMOMHAWNA PYHKUMU "HENTPanbHOW 30HbI"
(bycpepHoM 30HbI ©e3onacHoOCTM) MeXay 3almaemMon  MHGOPMAaUMOHHON CUCTEMOM
onepatopa W  BHEWHEN  MHOOPMALUMOHHOW  CUCTEMOW UMK MH(OPMALMOHHO-
TeNeKOMMYHUKALMOHHOW CEeTbIO.

[HoBepeHHas 3arpy3ka: 3arpyska ornepaumoHHON cUCTEeMbI cpeactea
BbIYUCIIUTENBHON TEXHUKN C 3apaHee onpeeneHHbIX MOCTOAHHbLIX MaLlLUMHHBLIX HOCUTENen npu
06a3aTeNbHOM YCMNEeLWHOM NPOXOXKAEHMM Npoueayp NPOBEPKM LENOCTHOCTU NPOrpamMMHON U
annapaTHOM cpeabl U uaeHTUmnKaumm n ayteHTuukaumm.

[loBepeHHbIN KaHan: MexaHW3M B3auMMOAEWNCTBUSA Mexay CpeacTtBamMu 3aliuThbl
MH(POPMALNOHHON CUCTEMbI UMW MEXAY CPeACTBOM 3alunTbl MHOPMaLMM U NPOrpaMMHbIM
obecneveHnem MHHOOPMaLIMOHHOWN CUCTEMBI.

[loBepeHHbIN MapLIPYT: MEXaAHU3M B3aMMOOENCTBUA Mexady CcybbekToM gocTtyna u
CPeACTBOM 3alUnTbl MHOPMALMM MHOPMALIMOHHON CUCTEMBI.

[JocTynHoCcTb MHOpMauMK: cBOMCTBO 6e30nacHOCTU MHAOPMaUUK, NPU KOTOPOM
cybbekTbl 4OCTYNa, MMetoLWue npaea goCcTyna, MoryT 6ecnpensaTCTBEHHO NX peann3oBarTb.

3awmiieHHbIe IMHUU CBA3U: NMHMKM (KaHanbl) CBA3MW, Npy nepegadve nHdopmMaumm no
KOoTopbiM obecneymBaeTca TpebyeMbli YpOBEHb ee 3alULeHHOCTN (KOHUOaeHUManbLHOCTDb,
LeNOCTHOCTb M (M) AOCTYNHOCTb MHApOPMaLnN).

UpeHTtudukartop: npeacraBneHune (cTpoka CMMBOJSIOB), OAHO3HA4YHO
naeHtTudmumnpytowlee cybbekt n (Mnn) obbekT gocTtyna B UHPOPMaLMOHHOW CUCTEME.

UpeHTucdpukauma: npucBoeHne  cybbektam  goctyna, obbektam  gocTyna
noeHTnunkaTopoB  (YHMKanbHbIX  WUMEH) W (UnKM)  cpaBHEHWE  MNpeabsSBIEHHOro
noeHTuukaTopa ¢ nepeyHem NPUCBOEHHbIX NAEHTUHOMKATOPOB.

MHcopmaumoHHasas cuctema: COBOKYMHOCTb coaepxawenca B 6asax [OaHHbIX
UHopmMmauun un obecnedmBarownx ee 06paboTKy MHEMPOPMALMOHHBIX TEXHOMNOMMN U
TEXHUYECKUX CPeacTB.

MHUMpeHT: HenpeasuaeHHOE WnuM HexenatesnbHoe cobbiTue (rpynna  cobblTuin)
6e3onacHoCTM, KOTOpoe npuBenio (MOryT NPUBECTM) K HapPYLUEHUO YHKLMOHMPOBAHUSA
WHPOPMALNOHHOM CUCTEMbI UMM BO3HUKHOBEHWUIO yrpo3 6GesonacHOCTM UHGOopMauuu
(HapyLweHnio KOHPMAEHUNANBHOCTN, LLENOCTHOCTU, AOCTYNHOCTN).

KoMnoHeHT nporpaMmMHOro obecne4yeHus: CcocTaBHasi 4acTtb (NPOrpamMMHbIN
MOAYINb) NPOrpamMmMHOro obecneyeHns, BbINOMNHAKLWAs onpeaeneHHyo yHKLMIO.

KoMnoHeHT uWH(pOpMaALUMOHHOM CUCTEMbI: 4YacTb WH(OPMALMOHHON CUCTEMBI,
BKMNtOYatoLLaa HEKOTOPYK COBOKYMHOCTb MHdopMauun mn obecneymBarowmx ee obpaboTky
OTAENbHbIX NHPOPMALMOHHBIX TEXHONOMIN U TEXHUYECKNX CPEACTB.

KoHTponupyemass 30Ha: NpOCTPaHCTBO (TeppuTopus, 34aHue, 4YacTb 34aHus), B
KOTOPOM MCKINOYEHO HEKOHTponvpyemoe npebbiBaHne nuuy, a Takke TPaHCNOPTHbIX,
TEXHUYECKUX MU UHBIX CPEACTB.

KoHdmaeHumanbHOCTbL MHOpMaUun: CBONCTBO 6Ge30nacHOCTU MHOopMaLMK, Npu
KOTOPOM JOCTYN K HEWN OCYLLECTBIAIT TONbKO CyOBbEKTbI 4OCTYNA, MMEKLLNE Ha HEro npaso.

JlokanbHbIM AgocCcTyn: [OCTyn CybbekToB Aoctyna K obbektam  [ocTyna,
OCYLLIECTBMSEMbIA  HEMOCPEACTBEHHO 4Yepe3 MNOAKIYEHWEe (OOCTYn) K  KOMMOHEHTY
WHOPMALMNOHHOM  CUCTEMbI UMW Yepe3  NOoKalbHYK  BblYUCIUTENBHYKD ceTb (0es
NCNoSb30BaHMA UHPOPMALNOHHO-TENEKOMMYHUKALMOHHOW CeTH).

MHorodaktopHaa ayTteHTUdUMKaumA: ayTeHTUdUKaUMs C UCMONb30BaHMEM ABYX
(aByxdhakTopHas) nnmn 6onee pasnuyHbix QakTopoB ayTeHTUdUKaLUN.

Mob6unbHbIN KOA: HECAMOCTOATENbHOE MporpaMmHoe obecneyeHne UM KOMMOHEHT
nporpamMmmMHoro obecneyeHns (CKpMNTbl, MAaKpOChl, UHbIE KOMMOHEHTbI) NOony4YaemMble N3 MecT
pacnpoctpaHeHnsa MobunbHOro Kkoga, nepedaBaeMble MO CETU U BbIMOMHAEMble Ha
KOMMOHEHTax MHOPMaLUMOHHON CUCTEMBI (B MECTaX UCMONb3oBaHUs MOBunbHoro koga) 6es



npeaBapuUTenbHON  YCTAHOBKM  (MHCTannauuu)  nonb3oBaTeneM  And  pacluMpeHus
BO3MOXXHOCTEN CUCTEMHOIO U (UNIM) NPUKIaAHOro NporpaMMHoOro obecneveHums.

HenpuBunermpoBaHHass y4YeTHasi 3anUCb: Y4yeTHas 3anuMcb MoONb3oBaTeNs
(npouecca, BbINOMIHAEMOro OT ero UMeHn) MHPOPMaLMOHHON CUCTEMBI.

O6beKkT aoctyna: egMHMLa MHAPOPMALMOHHOIO pecypca MHOPMAaLMOHHOM CUCTEMBI
(cbann, TexHn4yeckoe cpeacTBO, y3enl CeTW, NMHUS (KaHarn) cBs3u, MOOMMbHOE YCTPOWMCTBO,
nporpamma, TOM, KaTtanor, 3anucb, Mone 3anucem U MHble OOBLEKTHI), OOCTYM K KOTOPOW
pernaMmeHTupyeTcs npaBunaMmm pasrpaHuyeHus AocTyna M MNo OTHOLIEHUIO K KOTOPOM
Ccy6beKTbl 4OCTYNa BbINOMHAT Onepaumu.

Onepatop WHMOPMALMOHHOM CUCTEMbI: TPaXOaHUH WU  KpUandeckoe nuuo,
OCyLLeCTBASWME OeATENbHOCTb MO 3JKchnyaTaumm MHAPOPMALMOHHON CUCTEMbI, B TOM
yucne no obpaboTke nHopmaumn, cogepawienca B ee 6asax AaHHbIX.

OTka3 B o6GcnyXMBaHUKU: NMPenATCTBME CaHKLUMOHMPOBAHHOMY LOCTYMNy K pecypcam
WHOPMALMOHHON CUCTEMbI WUNW  3agepXka onepauun u  QYHKUMA  NHAOPMALIMOHHOM
CUCTEMbI.

MepumeTp MHPOPMALMOHHON CUCTEMbI: husndeckas n (Unu) nornyeckasa rpaHuua
MHOPMALNOHHOM CUCTEMbI (CerMeHTa WMHPOPMALUNOHHOM CUCTEMbI), B npeaesiax KoTopou
onepaTtopom obecneuynBaeTcs 3awmTa MHOpMaLMM B COOTBETCTBMM C €ANHBbIMW NpaBuiamu
1 nNpoueaypamMmu, a Takke KOHTPOSb 3a peann3oBaHHbIMU MepamMm 3almnTbl MHGQOPMaLUK.

NMonb3oBaTtenb: nNUUO, KOTOPOMY paspeLleHO BbINOMHATL HEeKoTopble OencTBUus
(onepauuun) no obpaboTke MHpoOpMaunn B MHPOPMALMOHHON CUCTEME UNU UCMONb3yoLlee
pesynbTaTbl €e PYHKUNOHUPOBAHWS.

MoTeHumMan HapywuTens: Mepa YCUNUn, 3aTpavMBaeMblX HapyluMTenem npwu
peanusauuun yrpo3 6esonacHoCcTn nHgopmauum B MIHGPOPMaLMOHHOW CUCTEME.

MpuBunermpoBaHHas y4eTHasA 3anUCb: Y4YeTHas 3anuCb agMUHUCTpaTopa
MHGOPMaLMOHHOW CUCTEMBI.

MporpammHas cpeaa: COBOKYMHOCTb NMPOrpaMmMHoro obecnevyeHuns, MCnosib3yemMoro B
MHGOPMAaLMOHHOW cnUcTemMe ANs peLleHnst OOHOM UM HECKOSTbKUX 3a4av.

Ponb: npeponpeneneHHas COBOKYMNHOCTb MNpaBwsl, YCTaHaBMMBAKLWMX [ONYCTUMOE
B3aMMOZENCTBME MeXaY Nnonb3oBaTenemMm n MHopMaLMOHHON CUCTEMOWN.

CermMeHT MH(MpOPMALMNOHHOM CUCTEMbI: COBOKYMHOCTb HECKOSIbKUX KOMMOHEHTOB
MHAOPMALMOHHOM CUCTEMBbI, UCMONb3yHLWMX 06wy (B TOM 4Yucne pasgensiemylo) cpeay
nepegaym n o0begMHEeHHbIX 418 e4MHCTBA peLleHnst YHKLUMOHamNbHbIX 3a4ay.

Cob6biTne 6e3onacHocTun (vHdopmaLmnoOHHON): naeHTMnunpoBaHHoe
BO3HMKHOBEHME  COCTOSIHUSE  MHGOPMAUMOHHOM  CUCTEMbI  (CEerMeHTa, KOMMOHEHTa
MH(POPMALMOHHON CUCTEMBI), CEPBMCA UK CETU, YKasbliBaloLlee Ha BO3MOXHOE HapylueHue
GesonacHoCcTM WHpopmauun, wunn cbon cpeacts 3awuTbl MHOPMaUMK, WUNKM  paHee
HEN3BECTHYI0 CUTYyaLMIO, KOTOpas MOXET ObITb 3Ha4YMMon Ans 6e3onacHoCT MHGOPMaLMK.

Cyb6beKkT goctyna: nonb3oBaTeslb, NPOLECC, BbIMOMHAKWME onepaunn (4encTeus)
Hag obbekTamum JgocTyna WM OENCTBUS  KOTOPbIX  PEerraMeHTUpyloTcs  npasunamm
pasrpaHnyYeHuns gocryna.

TexHunyeckoe cpeacTBO: annapaTtHoe WM NporpamMHO-annapaTtHoe YCTPOWCTBO,
ocyulecTenswowee dopmupoBaHme, obpaboTKy, nepegadyy wnu npuvem uHdoOpMauMM B
MHOPMALNOHHOM CUCTEME.

TexHonorum MoOOMNBLHOrO Kopa: peanv3oBaHHble B NporpaMMHOM obecnedeHun
npoLecchbl CO34aHNA U MCMNOMb30BaHNA MOBUNBLHOrO Koda (B 4aCTHOCTM TexHonoruu Java,
JavaScript, ActiveX, VBScript).

YpaneHHbIW AOOCTyNn: Mpouecc MonydeHuss [ocTyna (4epe3 BHELLHIKW CeTb) K
obbekTam goctyna MHGPOpMaLMOHHON CUCTEMbI U3 APYron MHPOPMaLMOHHON CUCTEMBI (CETN)
MM CO  CpeactBa  BbIMMCNUTENBHOW  TEXHUKW, HE  SABMSAKOWErocs  MOCTOSHHO



(HenocpeaCTBEHHO) COeAMHEHHbIM  (PU3NYECKU UM NOTMYeckKn C  UHGOPMaLNOHHOM
CUCTEMOWN, K KOTOPOW OH nonyyaeTt JOCTyn.

YnpaBneHue AOCTYNOM: OrpaHUYeHME K KOHTPOSb JOCTyna CyObekToB JocTyna K
obbektam poctyna B MHPOPMaUMOHHOMW CUCTEME B COOTBETCTBUM C YCTAHOBJIEHHbIMU
npasuiiaMmun pasrpaHmyeHus gocTyna.

YCTPOMCTBO: KOHCTPYKTUBHO 3aKOHYEHHbI TEXHUYECKUA 3MEMEHT, UMEHLMI
onpegeneHHoe oyHKUMOHaNbHOe Ha3HavyeHne B MHPOPMaLMOHHON CUCTEME.

YasBumocTb "HyneBoro AHA": yA3BUMMOCTb, KOTOpad CTAHOBUTCA W3BECTHOW [0
MOMEHTa BblMycka pa3paboTyMkoM nporpammMmHoro obecneveHnsi UHPOPMaLNOHHON CUCTEMDI
Mep 3aLMTbl MHOPMaLMK MO ee YCTPaHEeHUIo, NcnpasBneHnin owmnboK Nnmn cooTBETCTBYHOLLNX
OBGHOBNEHNN.

YasBumMocTb MHcpOopMaLMOHHOMN CUCTeMbI: HegoCTaToOK (cnabocTb)
MHOPMALNOHHOM CUCTEMBI, KOTOpbIN (KOTOpasi) co3gaeT noTeHuuarnbHble UM pearibHO
CyLLeCTBYylOLIME YCMOBUA ANA peanusauuMm  unum  nposiBfeHus  yrpo3 GesonacHocTu
MHdOpMaUuK.

XocToBass onepauvMoHHasi cUcTema: OnepaunoHHas cuctema, B cpefe KOTopow
PYHKUMOHUPYET rmnepBm3sop.

LlenocTtHoCcTb MH(popMmauun: cBoNCTBO GesonacHocTM MHGOpMaLMK, Npu KOTOPOM
OTCyTCTBYeT ntoboe ee naMeHeHne nMbo nameHeHne cybbektamn JOcTyna, UMeKLWnMM Ha
Hero npaso.



MpunoxeHune N 2

K Mepam 3awmTtbl HopmMmaLumm

B rocyaapcTBeHHbIX NHPOPMaALIMOHHbIX
cucrtemax

CopepxaHue 6a30BbIX Mep 3alWmTbl MHhopMaumum Ans COOTBETCTBYIOLLEro Kracca
3alMLEHHOCTN UH(POPMaALIMOHHON CUCTEMbI

YcnosHoe Mepbl 3aWmnThbl MHopMaLmn B Knaccbl 3aLluLeHHoCTH
obo3HayveH MHGOPMAaLMOHHBIX cUcTeMax NHGOPMAaLMOHHOW CUCTEMbI
me un 4 3 2 1
HoMep
Mepbl

I. UpeHTdMkauma n ayteHTUpUKaLma cyoLeKToB gocTtyna u o6vekto goctyna (MAD)

NAD.1 VaoeHTudukaums n ayteHTudukaums + + + +
nonb3oBaTenen, ABNAKLMXCA 1a, 2a, 1a, 2a,
paboTHMKaMu onepatopa 3 3,4

NAD.2 NoeHTndpukauma n ayteHTuumnkaums + +

yCTpOﬁCTB, B TOM 4uUcrne
CTauMOHapHbIX, MOBUMBbHBLIX U

NopTaTUBHbLIX

NA®.3 YnpaBneHnue ngeHtngukatopamu, B + + + +
TOM 4YUCne co3gaHue, NPUCBOEHNE, 1a, 2a 1a, 2a 10, 26
YHUYTOXEHNE MAEHTUPNKATOPOB

NAD.4 YnpasrneHue cpeacrtesamu + + + +
ayTeHTUdukauumm, B TOM vmcre 1a 16 1B 1r

XpaHeHue Bblga4va, nHuumManmsaums,
BGrnokupoBaHue cpeacTs
ayTeHTMdUKaumm n NpuHATUE Mep B
crny4ae yTpatbl U (Mnn)
KOMMnpomeTauun cpeacTs

ayTeHTudukaumm

NAD.5 3awmta obpaTHOM CBA3M Npu BBOAE + + + +
ayTEeHTUUKALNOHHOM MHOpMaL MK

NAD.6 WpoeHTndpukauma n ayteHTuunkaums + + + +

nonb3oBaTtenen, He BMSLWNXCA
paboTHMKaMn onepaTtopa (BHELUHUX
nonb3oBaTenemn)

NAD.7 WpoeHTndpukauma n ayteHTuunkaums
06beKTOB hannoBom CUCTEMBI,
3anyckaeMbiX U UCMONHAEMbIX
mMoaynen, o6bEKTOB CUCTEM
ynpaBneHus 6asammn gaHHbIX,
06BbEKTOB, CO3AaBaeEMbIX
NpUKNagHbIM U cneumnanbHbIM
nporpamMmMHbIM ob6ecneyYeHmnem, NHbIX
006BbEKTOB gocTyna




Il. YnpaBneHue ooctynom cy6LeKToB foctyna K oobekram aoctyna (YINQ)

yna.i

YnpaBneHue (3aBeaeHne, aktneaums,
GnoKMpoBaHNE N YHNUTOXEHME)
YYETHLIMW 3annUCsiMKN Nosib3oBaTeNewn,
B TOM YMCNE BHELLUHUX
nonb3oBartenen

+

+
1,2

+
1,2, 3a

1,2, 36

ynpa.2

Peanunsauus HeobxogMmMbIx METOOB
(ANCKPELIMOHHbBIN, MaHAATHbIN,
poSiIeBOM UNN MHOW MeTo[), TUNOB
(4TeHune, 3anncb, BbIMOMHEHNE UMK
WHOW TUM) 1 NpaBu pasrpaHuyeHuns
poctyna

1,2,3,4

yna.3

Ynpasnenue (punstpauus,
MapLUpyTU3aLUus, KOHTPOIb
coeiHEeHWI, OAHOHanpaBneHHas
nepegada u nHble cnocobbl
ynpasrieHus) MHPOPMaLMOHHbIMU
NOTOKaMu Mexay YyCTponcTBamu,
cermMeHTaMm MHPOPMaLNOHHON
CUCTEMbI, a TaKKe Mexay
MHOPMALMOHHBIMIN CUCTEMaMM

yrna.4

PasneneHnue obsaszaHHocTen
NOSIHOMOYMI (ponen),
aAMUHUCTPATOPOB U NN,
obecneymBatoLmx
YHKUNOHNPOBAHME
MHGOPMAaLMOHHOW CUCTEMDI

4+

yna.s

Ha3HauyeHne MmHumManbHo
Heob6xoauMbIX NpaB 1 NPUBUIETUIA
nonb3oBaTensaM, agMMHUCTpaTopam
1 nuam, obecnevymBaloLLM
YHKUNOHNPOBaAHME
MHGOPMAaLMOHHOW CUCTEMBI

yrnpa.e

OrpaHuyeHne HeycneLHbIX NOMNbITOK
BXO4a B MHPOPMALIMOHHYIO CUCTEMY
(moctyna K MHopMauNOHHOM
cucTeme)

yrn.7

MpeaynpexaeHne nonb3oBaTens npu
ero Bxoge B MHOpMaLMOHHY0
CMUCTEMY O TOM, YTO B
MHOPMALNOHHON CUCTEME
peann3oBaHbl Mepbl 3aLLUTbI
nHpopmauun, n o0 HeobxogMMocCTn
coOnNaeHNA UM YCTaHOBIIEHHbIX
oneparopom npasun o6paboTku
nHdopmMayunm

yrna.8

OnoselleHve nonb3oBartens nocne
yCneLHoro Bxoaa B
MHPOPMALNOHHYK CUCTEMY O ero




npegblayLiemM Bxoae B
MHGOPMAaLMOHHYIO CUCTEMY

yna.9

OrpaHunyeHne vncrna napansenbHbIX
CeaHCoB [oCTyna Ans Kaxaoun
y4yeTHOM 3anncu nonb3oBaTens
MHGOPMAaLMOHHOW CUCTEMBbI

1a, 3

yna.10

BrnokupoBaHue ceaHca goctyna B
NHOPMALMOHHYO CUCTEMY NocIe
YyCTaHOBMEHHOIO BPEMEHU
6e3nencTeus (HEaKTUBHOCTH)
nonb3oBaTeNia UK No ero 3anpocy

1a, 2

16, 2

yna.11

PaspelueHue (3anpeT) oencrTenm
nonb3oBaTenewn, pa3peLLeHHbIX 40
naeHTUmKaLmm n aytTeHTMdukaumnm

yna.12

Mopaepxka n coxpaHeHne atpubyToB
B6esonacHocTn (MeToK
6e30nacHOCTK), CBSA3aHHbIX C
MHopMauunen B npoLecce ee
XpaHeHus n 06paboTku

yna.13

Peanusauusa 3awuiieHHoro
yAaneHHoro goctyna cybbekTos
AocTyna Kk obbektam gocTyna yepes
BHeLHWe NHPOPMaLIMOHHO-
TENEeKOMMYHUKALMOHHbIE CETU

2,3

1,2,3,5

yna.14

PernameHTaums n KOHTPOnb
MCMNONb30BaHUA B MHPOPMaLIMOHHOM
cucTeme TexHomnormin 6ecnpoBoaHOro
gocTyna

1,3,4,5

yra.1s

PernameHTaums n KOHTPOnb
MCMONb30BaHUA B MHPOPMaLIMOHHOM
cucTeMe MOBUITbHBIX TEXHUYECKUX
cpeacTB

1,2

yra.16

YnpasrneHne B3aMmMogencTBneM ¢
MHGOPMAaLNOHHBIMU CUCTEMaMM
CTOPOHHUX OpraHn3auun (BHELLHME
MHPOPMALIMOHHbIE CUCTEMbI)

1a 1a, 16

1a, 16

1a, 10

ynap.7

Ob6ecneyeHne [OBEPEHHOM 3arpy3Kku
CpPeAcCTB BblYUCINTENBHOW TEXHUKN

[EEN

[ll. OrpaHnyeHune nporpamm

Hou cpeabl (OlC)

Oric.1

YnpasneHune 3anyckom
(obpalleHnaAMn) KOMMOHEHTOB
nporpaMmmHoro obecneveHus, B TOM
yucne onpeneneHne 3anyckaeMbix
KOMMOHEHTOB, HAaCTpoMKa
napameTpoB 3anycka KOMMNOHEHTOB,
KOHTPOSb 3a 3amnyCKOM KOMMOHEHTOB
nporpamMmmHoro obecneyeHus

oric.2

YnpaBneHue ycTaHOBKOM
(MHCTannaunen) KOMNOHEHTOB

4+




nporpamMmmHoro obecneveHusi, B TOM
yucrne onpeneneHne KOMNOHEHTOB,
nognexawux yctaHoBKke, HacTpouka
napameTpoB YCTaHOBKM
KOMMOHEHTOB, KOHTPOSIb 3a
YCTaHOBKOW KOMMOHEHTOB
nporpaMmHoro obecnevyeHus

Ooric.3

YcTaHoBKa (MHCTannaumns) TonbKo
paspeLUeHHOro K UCNOMNb30BaHUIO
nporpaMmmHoro obecneveHns n (Mnm)
€ro KOMNOHEHTOB

oric.4

YnpasrneHne BpemMeHHbIMU hannamm,
B TOM YuCre 3anpeT, pa3peLueHue,
nepeHanpasneHne 3anucu, yaaneHme
BPEMEHHbIX (hansios

IV. 3awmTa MaWMHHbIX HOcUTenen nHegop

mauumn (3HN)

3HN.A

YyeT MalnHHBIX HOCUTENen
MHopMauunn

+

+

1a

1a, 10

3HWN.2

YnpaBneHne 40CTYNOM K MalUNHHbIM
HOCMTENsIM MHcbopMaLIMK

+

+

3HWN.3

KoHTponb nepemMeLLeHms MalnHHbIX
HocuTenen nHgopmauuun 3a npegensl
KOHTPONUPYEMOW 30HbI

3HW.4

MckntovyeHne BO3MOXKHOCTH
HEeCaHKLUMOHNPOBAHHOIO
O3HaKOMIEHUS C CoaepKaHnem
MHG OpPMaLNK, XpaHALLENCA Ha
MaLUMHHBIX HOCUTENSAX, U (MNn)
NCMOJSIb30BaHUA HOCUTENEN
MHGOPMaLNKM B UHbIX
MHAPOPMALMOHHBIX CUCTEMAX

3HW.5

KoHTponb ncnonb3oBaHns
MHTepdencoB BBoAa (BbiBOAA)
MHpopMaLUKN Ha MaLUMHHbIE
HocuTenn nHopmMaunm

3HW.6

KoHTponb BBOAa (BbiBOAA)
MHOPMaLMN Ha MaLLUUHHbIE
HOCUTENW MHpopMaLIUK

3HN.7

KoHTponb NoakNiyYeHns MallvHHbIX
HocuTenen nHpopmauunm

3HW.8

YHUUTOXEHNE (CTUpaHue)
NHOPMaLUN Ha MaLUNHHBIX
HOCUTENAX NPU UX Nepegade mexay
nons3oBaTensmMm, B CTOPOHHNE
opraHusauuu onsi peMoHTa unu
yTUnu3aumm, a Takke KOHTPOIb
YHUYTOXEHUSA (CTUPaHUS)

5a

1, 56

1, 5B

1,2, 3,
5r

V. Peructpaumnsa cobbitum 6esonacHoctu (PCB)




PCB.1 OnpepgeneHne cobbiTui + + + +
©es3onacHocTK, nognexalimx 1, 3, 4a 1, 2, 3,
perncTpauumn, 1 CPOKOB UX XPaHEHNS 46

PCB.2 OnpegeneHne coctasa n + + + +1a
coaepxaHus nHpopmaumm o 1a
cobbITnAX 6e30nacHOCTH,
nognexawmx permcrpaumm

PCB.3 C6op, 3anucb n xpaHeHue + + + +
NHopmauumn o cobbITUAX 1 1
BGesonacHoCTK B TeveHue
YCTaHOBJIEHHOIO BPEMEHU XpPaHEHUS

PCB.4 PearnposaHue Ha cboum npu + + + +
pernctpauumn cobbiTni 1a, 2
BGesonacHocTH, B TOM 4ucre
annapartHble 1 NporpamMmMHble
owmnbkn, cbom B MmexaHmamax cbopa
NHpopMauun n JOCTMKEHME
npegena unu nepenonHeHna obbema
(eMKoCTW) namMaTH

PCB.5 MoHUTOPUHr (NPOCMOTP, aHanun3) + + + +
pe3ynbTaToB permcrpaumm cobbliTuim 1
BGes3onacHOCTU 1 pearnpoBaHune Ha
HUX

PCB.6 "eHepupoBaHMe BPEMEHHbBIX METOK U + + + +
(MnKn) CUHXPOHU3ALMS CUCTEMHOTO 1
BpeMeHU B MHGOPMaLMOHHOM
cucTeme

PCB.7 3awmTa nHdpopmMauumn o cobbITUAX + + + +
6esonacHoCTK 1 1

PCB.8 Ob6ecneyeHne BO3MOXHOCTHU
NpoCMOTpa U aHanuaa nHgpopmauum
0 AEWCTBUAX OTAENbHbIX
none3oBarernien B UHPOPMaLMOHHOMN
cucteme

VI. AHTUBUpYycHas 3awmTta (AB3)
AB3.1 Peanusauusa aHTMBMpYCHOM 3aLUnThI + + + +
1 1,2 1,2

AB3.2 O6HoBneHne 6a3bl AaHHbIX + + + +
NpuU3HaKoB BPeAOHOCHbIX 1 1
KOMMbIOTEPHbIX Nporpamm (BUpPycoB)

VII. O6HapyxeHue BTop>xeHun (COB)
COB.1 O6HapyxXeHne BTOPXEHUN + +
2 2

COB.2 O6HoBneHne 6asbl peLuaroLmx + +

npasun 1,2,3
VIil. KoHTponb (aHanu3) 3awmweHHocTn nicpopmaumm (AH3)
AH3.1 | BoisiBneHue, aHanms ya3snmocTen |+ | o+ +




MHPOPMALNOHHON CUCTEMBI U
onepaTMBHOE yCTpaHeHNe BHOBb
BbIsIBITEHHbIX YSI3BUMOCTEN

1,4

1,2,4

1,2,4,7

AH3.2

KoHTponb ycTaHOBKM OOHOBMEHNN
nporpamMmmHoro obecneveHus,
BKIoMas obHOBMNEHWE NPorpaMmMHOro
obecneyeHuns cpeacTs 3aLnTbI
nHdopmMauunmn

AH3.3

KoHTponb paboTtocnocobHocTu,
napameTpoB HAaCTPOWKU U
NpPaBUIbHOCTU PYHKLNOHNPOBAHUS
nporpaMmmHoro obecneveHuns un
CPeACTB 3aWmTbl MHopmauum

|

AH3.4

KoHTponb cocTtaBa TEXHUYECKNX
CcpeacTs, NPorpaMMHOro
obecnedeHuns n cpeacTs 3aLMThl
nHdopmMauunmn

H

1,2

AH3.5

KoHTponb npaBun reHepauunmn u
CMeHbl Naponen nonb3oBaTenen,
3aBefieHNd N yaaneHus y4eTHbIX
3anucen nonb3oBaTenen,
peanusaunn npasusn pasrpaHnyeHns
AOCTYNOM, MOSTHOMOYUNN
nonb3oBartesien B MIHGPOPMaLMOHHOM
cucteme

H

IX. O6ecneyeHne LENOCTHOCTU MH(POPMALIMOHHON cucTeMbl U nHopmauum (OLT)

o1

KOHTpOrnb LenocTHOCTH
nporpamMmmHoro obecneveHus,
BKIO4asa nporpammHoe obecneveHme
CpeacTB 3almnTbl UHGOPMaLUK

+
1,3

+
1,3

oun.2

KOHTpOrb LenocTHOCTH
MHdOpMaLKnK, coaepKallencs B
6asax gaHHbIX MH(POPMALMOHHOM
CUCTEMBI

oun.3

Ob6ecne4vyeHne BO3MOXKHOCTH
BOCCTAHOBMNEHUS NPOrpaMmMHOro
obecneyenus, Bkno4vas
nporpaMmmHoe obecnevyeHne CpeacTs
3awmTbl MHoOpMaLmm, nNpu
BO3HUKHOBEHUM HELUTaTHbIX
cuUTyauum

oun.4

O6HapyxeHune n pearmpoBaHue Ha
nocTynfeHne B UHPOPMaLMOHHYHO
CUCTEMY He3anpalumMBaeMblX
9NEKTPOHHbIX COObLLEHMI (NUCEM,
AOKYMEHTOB) 1 MHOW MHpopMaLnu,
He OTHOCSALUMXCS K
PYHKLMOHNPOBAHUIO
MHPOPMALNOHHOM CUCTEMBI (3aLumTa




OT cnama)

oun.s

KoHTponb cogepxaHusa nHopmaumu,
nepegasaeMon U3 MHPOPMaLNOHHOMN
cucTeMbl (KOHTENHEPHbIN,
OCHOBAaHHbI Ha CBOMCTBax obbekTa
A0CTyna, N KOHTEHTHbIN, OCHOBaHHbIN
Ha Noucke 3arnpeLLeHHON K nepegade
NHpopMauun ¢ NCnonb3oBaHNEM
CUrHaTyp, MacoK 1 UHbIX METOAOB), U
NCKNIOYEeHE HenpaBoOMEpPHON
nepegayv nHgopmaumm 13
MHGOPMAaLMOHHOW CUCTEMBbI

oun.6

OrpaHunyeHne npaB nonb3oBaTenen
no seBoay nHopmauum B
NHPOPMALMOHHYIO CUCTEMY

oun.7

KOHTponb TOMHOCTW, MONHOTHLI 1
NpaBUNbHOCTUN AaHHbIX, BBOAUMbIX B
MHPOPMALIMOHHYIO CUCTEMY

oun.s

KoHTponb owmnbo4HbIX 4ENCTBUI
nons3oBaTenen no Beogy v (unu)
nepegade nHpopmaumm n
npegynpexaeHve nons3osartenen ob
OWNBOYHBIX AENCTBUSX

X. ObecneyeHne fJOCTYNHOCTU

nHcpopmauum (OAT)

oAt A

Mcnonb3oBaHne 0TKa3oyCTONYNBBIX
TEXHUYECKUX CPeaCTB

oAT.2

PesepBurpoBaHne TEXHUYECKNX
cpeacTs, NPOrpamMMHOro
obecneyeHuns, kaHanoB nepegayv
MHdopmMauuKn, cpeacts obecneveHus
OYHKLMOHUPOBaAHNA
MHPOPMALIMOHHOW CUCTEMBI

oAT.3

KoHTponb 6e30Tka3Horo
PYHKUNOHNPOBAHUS TEXHNYECKNX
cpencTts, O6HapyxeHne n
nokanusaumsi 0TKasoB
PYHKUNOHUPOBAHWS, NPUHATUE MEP
MO BOCCTAHOBIEHMIO OTKa3aBLUNX
CPEACTB U UX TECTUPOBaHME

OOT.4

lMepuoanyeckoe pesepBHOE
KonnpoBaHne nHdopMaunm Ha
pe3epBHble MalUMHHbIE HOCUTENN
MHopMauunn

1,2

1,3

oaT.5

ObecneyeHne BO3MOXHOCTU
BOCCTaHOBMNEHNSA nHdopMaumm ¢
pe3epBHbIX MaLUMHHbLIX HOCUTENewn
NHpopmauunn (pe3epBHbIX KOnuin) B
TeyeHne yCTaHOBMNEHHOro

BpeMeHHOro nHrtepBarsa




OoAT.6

KnacTtepusauna nHpopmMaLnoHHON
cucTemMbl 1 (M) ee CermeHToB

oaT.7

KOoHTpOnb COCTOAHNA 1 KayecTBa
npeaocTaBneHns ynorHOMOYEHHbIM
NNLIOM BbIMUCINTENBHBLIX PECYPCOB
(MoLWHOCTEN), B TOM Yncre no
nepegaye nHgopmauum

Xl. 3awumTa cpeabl BUpTyanusauum

(3CB)

3CB.1

WNpoeHTndpukauma n ayteHTumnkaums
cy6beKkToB JoCcTyna 1 06BHEKTOB
AocTyna B BUPTYyanbHOM
NH(ppacTpyKType, B TOM Ymcne
aAMWHNCTPATOPOB YyrpaBrieHns
cpeAcTBaMmn BUpTYyanusaumm

+

H

=

3CB.2

YnpasneHue JocTyrnoMm cybbLekToB
AocTtyna Kk obbektam gocTyna B
BUPTYyaribHON MHAPACTPYKTYpPE, B
TOM YmMcCne BHYTPU BUPTYarbHbIX
MaLUWH

1,2

1,2

1,2

3CB.3

Pernctpauus cobbiTnin 6esonacHocTn
B BUPTYyasibHON MHAPACTPYKTYype

3CB.4

Ynpasnenue (punstpauus,
MapLIpyTU3auns, KOHTPOIb
cOeaVHeHus, OAHOHanpaBeHHas
nepegava) notokamu MHgopmMaumm
MeXay KOMMOHEeHTaMu BUPTYyasibHON
NHQPACTPYKTYpPbI, @ TakKe no
nepumMeTpy BUPTYyanbHOW

NHAPACTPYKTYPbI

1,2

3CB.5

[loBepeHHas 3arpy3ka cepBepoB
BMpTYyanusauuun, BUpTyanbHOM
MaLUuHbIl (KOHTENHEpa), cepBepoB
yrnpaBJieHnsa BUpTyanusaumnen

3CB.6

YnpaBneHne nepemMeLleHnem
BUPTyanbHbIX MaLWWH (KOHTENHEPOB)
n obpabarbiBaeMbIX Ha HUX AAHHbIX

H

3CB.7

KoOHTpOnb LenoCTHOCTU BUPTYanbHON
NHPaCTPYKTYpbI U ee
KOH(purypaumm

w

3CB.8

Pe3epBHOEe KOoNMpoBaHUe AaHHbIX,
pe3epBNPOBaHNE TEXHNYECKNX
cpeacTs, MPOrpamMmMHOro
obecneyeHuns BMpTyanbHON
NHAPACTPYKTYpPhI, @ TaKkkKe KaHanos
CBS13M BHYTPY BUPTYyaribHON

I/IHCbpaCprKTypbl

3CB.9

Peanusauus v ynpasneHue
aHTUBMPYCHOWN 3aLUNTON B
BUPTYasibHON MHQPACTPYKTYype

H

[ —




3CB.10 | PasbueHue BupTyansHon + +
NHPPaCTPYKTYpbl HA CErMEHTbI 2
(cermeHTMpoOBaHMe BUPTyanbHOM
NHPaCTPYKTYpbl) Anst 06paboTku
NHpopmauun oTaenbHbIM
nonb3oBaTesnieM n (MnNu) rpynnown
nonb3oBartesien

XIll. 3awumTta TexHnyeckux cpeacts (3TC)

3TCA1 3awmta nHdopmauuu,
obpabaTbiBAEMOM TEXHNYECKMMN
CpeacTBaMu, OT ee YTeUKN Mo
TEXHUYECKMM KaHanam

3TC.2 OpraHnsauus KOHTPONMpyeMOou + + + +
30HbI, B Npegenax KoTopowu
NOCTOSAHHO pa3MeLLalTcs
CTaLMOHapHble TEXHNYECKME
cpencTtea, obpabaTbiBatoLine
MHpopmauuio, n cpeacTaa 3aLnTbl
MHopMaUuK, a Takke cpeacTea
obecneyeHnsa PyHKLMOHMPOBAHNS

3TC.3 KoHTponb 1 ynpaeneHue + + + +
PU3nN4eCcKnM OOCTYNOM K
TEXHUYECKMM cpeacTBaM, cpeacTBam
3awnTbl MHoOpMaumm, cpeacTeam
obecneyeHns (PyHKUMOHMPOBaHNS, a
Takke B NMOMELLEHNSI U COOPYXKEHUS,
B KOTOPbIX OHWN YCTaHOBJIEHbI,
ncKknvaroLme
HeCaHKLMOHNPOBAHHbLIN (OU3NYECKUI
A0CTyn K cpeacTBam 06paboTku
MHpopmauun, cpeacTeam 3aLmThbl
MHpopmauun n cpegcTeam
obecneyeHnsa PyHKLMOHMPOBAHNSA
MHPOPMALMOHHON CUCTEMBI U
MOMELLIEHNS N COOPYXKEHUS, B
KOTOPbIX OHW YCTAHOBIEHbI

3TC.4 PasmeLlleHne yCcTponcTB BbIBOAA + + + +
(oToBpakeHust) Hdopmauuu,
NCKNoYvaroLLee ee
HeCaHKUMOHNPOBAHHbIN NPOCMOTP

3TC.5 3awmTa OT BHELLUHNX BO3OENCTBUN +
(BO3OENCTBUIN OKpYXKatoLen cpeqbl,
HecTabunbHOCTN aneKkTpocHabXeHus,
KOHANLMOHNPOBAHUS N NHbIX
BHELLHNX )aKTOPOB)

XIlll. 3awmTa nHhpopMaLMOHHON CUCTEMBI, €€ CPeacTB, CUCTEM CBA3U U Nepegavun
AaHHbIX (3UC)

3UC.1 | Pasgenenve B MHpOPMALMOHHOW \ | + +




cucTeme (PyHKUMI Mo yrnpaBrieHno
(aAMMHUCTPUPOBaAHUIO)
MHGOPMAaLMOHHOWN CUCTEMOMN,
ynpaBneHuio (agMMHUCTPUPOBAHNIO)
CUCTEMOW 3almnTbl MHpOpMaLMK,
dyHKUMn No obpaboTke nHpopmaumm
N UHBIX PYHKLMN MHGOPMALMOHHOM
CUCTEMbI

3nC.2

MpenoTBpalleHne 3a0epKkn Unu
npepbIBaHUS BbIMNOMTHEHNSI NPOLIECCOB
C BbICOKMM NPUOPUTETOM CO CTOPOHBbI
NPOLLeCCOB C HU3KMM MPUOPUTETOM

31C.3

O6ecneyeHune 3awmTbl MHGPOPMaL MK
OT packpbITUd, Moanmkaunm m
HaBA3bIBaHMS (BBOAA JTOXKHON
MHpopMauun) Npn ee nepegaye
(noagroToBke K nepeaaye) no
KaHanam cBsi3un, UMEIOLLMM BbIXO[, 3a
npeaenbl KOHTPONMPYEMOWN 30HbI, B
TOM 4ncne 6ecnpoBOAHbIM KaHanam
CBSA3N

31C.4

Ob6ecneyeHne oOBEPEHHbIX KaHana,
MapLipyTa Mexay
afMWHUCTPaTOPOM, Nofnb3oBaTenemM
N cpefcTBaMu 3amTbl MHopmauun
(dbyHKUMAMM B6e30nacHOCTU CpeacTB
3awmTbl MHopMaLmn)

31C.5

3anpeT HeCcaHKLMOHNPOBAHHOW
yAaneHHoW akTMBauumn Buageokamep,
MUKPOCGOHOB U MHbIX NepudepumrHbIX
YCTPOWCTB, KOTOpPble MOryT
aKTMBUPOBATbLCS yaaneHHo, n
onoBeLlleHne nonb3oBaTenen od
aKTUBaLMN TakuxX YCTPONCTB

H

1,2

31C.6

lMepepaya 1 KOHTPOSb LLENOCTHOCTH
aTpnbyToB 6e3onacHoOCTM (METOK
6e3onacHOCTK), CBA3AHHbIX C
nHopmauunen, npu obmeHe
MHdopMaumnen ¢ NHbIMU
NHOPMALMOHHBIMIN CUCTEMaMM

3nC.7

KOHTpOnb CaHKUMOHMPOBAHHOIO U
NCKNIYEeHNE HeCaHKLIMOHNPOBAHHOIO
NCMOJSIb30BaHMNA TEXHOMNOMNN
MOOUNBbHOIro Koaa, B TOM Yucne
pernctpaumnsa cobbiTuin, CBA3AHHbIX C
NCMOJSIb30BaAHMEM TEXHOMNOIrNM
MOOUIBHOrO KoJa, UX aHanm3 u
pearmpoBaHue Ha HapyLUeHus,
CBS13aHHbIE C UCMNOMNb30BaHNEM
TEXHOMNOrMMm MobunbHOro Koga

[EEN

1,2




31C.8

KOHTpOnb CaHKUMOHMPOBAHHOIO U
NCKNOYEHNEe HEeCaHKLMOHMPOBAHHOIO
NCMNONb30BaHUS TEXHOSOMMI
nepegayv peyn, B TOM yucne
perncTpaumns cobbITUn, CBA3aHHbIX C
MCNoNb30BaHMEM TEXHOMOMMI
nepenayun peyu, ux aHanus u
pearnpoBaHue Ha HapyLLeHus,
CBSI3aHHbIE C UCMOMb30BaHMEM
TEXHONOIMN Nepegayun peym

31C.9

KOHTpOnb CaHKUMOHMPOBAHHOW 1
NCKIMOYEHNE HECAHKLMOHMPOBAHHOM
nepegayun sugeonHdopmMmauum, B TOM
yucne pernctpauuns cobbiTun,
CBsI3aHHbIX C nNepegaven
BMnaeomHdopmaLmm, Nx aHanms un
pearmpoBaHue Ha HapyLueHus,
CBsi3aHHble C nepegayen Buaeo
MHopMauunn

31C.10

MoaTBepXaeHne NponcxoXxaeHus
MCTOYHMKA MHGOpMaLmH,
nosiydaemomn B npouecce
onpeaeneHnsi ceTeBbIX agpecos no
ceTeBbIM UMEeHaM Wnn onpeaeneHns
CeTEBbIX UMEH MO CeTeBbIM agpecam

31C.11

ObecnevyeHne NOASIMHHOCTU CEeTEBbIX
coeauHeHun (ceaHcoB
B3aMMOAENCTBUS), B TOM Yncne ons
3aluTbl OT NOAMEHbI CeTEBbIX
YCTPOWCTB N CEPBUCOB

3nC.12

NckntoyeHrne BO3MOXKHOCTU
oTpuuaHuna nonb3oBatenem hakra
OTnpaBkn MHGOPMaLUKN Apyromy
nonb3oBaTento

31C.13

NckntoyeHrne BO3MOXKHOCTU
oTpuuaHmna nonb3oBartenem dakra
noslydeHust MHpopmaumm oT Apyroro
nonb3oBartens

31nC.14

Vcnonb3oBaHue yCTPOUCTB
TepMMUHaNbLHOro JoCTyna ans
06paboTkn nHpopmauun

3nC.15

3awuTa apxmBHbIX anos,
napamMeTpoB HaCTPOWKN CPeacTB
3aWwnTbl MHOpMaLUn n
nporpaMmHoro obecnevyeHms N NHbIX
AaHHbIX, HE Nnognexawmx
N3MEeHeHnto B npoLecce obpaboTkm
nHopmaLnm

3nC.16

BbisiBneHue, aHanua n 6rnokMpoBsaHme
B MH(POPMALMOHHON CUCTEME




CKPbITbIX KaHanoB nepenayn
MHopMauun B o6xoa
peanu3oBaHHbIX Mep 3aLM1Thbl
NHbopMaLn Unu BHyTPK
paspeLleHHbIX CETEBbLIX MPOTOKOIIOB

3nC.17

Pa3bveHne nHpopmMmaumnoHHON
CUCTEMbI Ha CErMEHTbI
(cermeHTMpOBaHUE
MHPOPMALIMOHHOW CUCTEMbI) U
obecneyeHune 3alnTbl NEPUMETPOB
CerMeHToB MHGOPMaLNOHHOM
CUCTEMbI

3nC.18

ObecneyeHune 3arpysku u
NCMNONHEHNSA NPOrPaMmMHOro
obecneyeHunst ¢ MalLNHHbIX
HocuTenen nHpopmauumn, OCTYMHbIX
TONbKO AN YTEHUS, U KOHTPOb
LeNOCTHOCTM JAaHHOro NPOrpaMMHOro
obecneyeHus

31C.19

M3onsaums npoueccoB (BbINONHEHNE
nporpamMmm) B BblaeneHHon obnactu
namsTm

31C.20

3awwmTa 6ecnpoBOAHbBIX COEOUHEHWMN,
NpUMeHsieMbIX B MHGOPMaLMOHHOM
cucTeme

3nC.21

WckntoyeHne goctyna nonb3oBaTtens
K MHGOOpMaLnK, BOSHUKLLEN B
pesynbTate AeNCcTBUM NpeabiayLero
nonb3oBaTens Yepes peecTphl,
onepaTtuBHY NaMsiTb, BHELUHNE
3anoMMnHarLMe YCTPOMUCTBA U UHbIE
obLwme ons nonb3oBaTtenen pecypchbl
MHGOPMAaLMOHHOW CUCTEMBbI

3nC.22

3awuTta NHOPMaLNOHHOM CUCTEMBI
OT yrpo3 6e3onacHoCTu
MHOPMaUUK, HanpaBrieHHbIX Ha
OTKa3 B 06CnyxmBaHUu
NH(OPMALMOHHON CUCTEMBI

31C.23

3awmTa nepumeTpa (pmM3ny4ecknx n
(Mnn) nornyecknx rpaHnL)
MHOPMALNOHHOM CUCTEMBI NPU ee
B3aMMOOENCTBUN C UHBIMU
NHPOPMALMOHHBIMWN CUCTEMAMU U
MHJOPMaLMOHHO-
TENEeKOMMYHUKALUNOHHBbIMWU CETAMM

1,2, 3,
4a, 40,
4B, 5

1,2, 3,
4a, 40,
4B, 4r,
4n, 5, 6,

3nC.24

MpekpalleHne ceTeBbIX CoOeaNHEHUN
Mo MX 3aBEPLUEHUM UMK MO
NCTeYeHUN 3aaHHOro ornepaTopoMm
BPEMEHHOro MHTepBsarna
HeaKTUBHOCTU CETEBOr0 COeANHEHUS




3NC.25 | Ncnonb3oBaHue B MH(pOpMaLMOHHOWN
CUCTEME UNN ee CerMeHTax
pasnU4YHbIX TUNOB OBLLIECUCTEMHOTO,
NPUKNagHoro 1 cneumnansHoro
nporpamMmmHoro obecneveHus
(cosgaHue reTteporeHHon cpeapbl)

3NC.26 | Micnonb3oBaHWe NpuknagHoro u
crnewmanbHOro NporpaMmMHoro
obecneyeHns, NMeLLnx
BO3MOXHOCTb (PYHKLIMOHMPOBAHNSA B
cpeaax pasnuyHbiX onepaumoHHbIX
CUCTEM

3NC.27 | Co3gaHue (amynsums) NOXHbIX
NHPOPMALMNOHHBIX CUCTEM UNKN UX
KOMMOHEHTOB, NpefHa3HayYeHHbIX
Ana obHapyXXeHus, permcTpaunm un
aHanusa OeCTBUN HapyLuMTenen B
npoLecce peanusaumm yrpos
6Ge3onacHOCTU MHopmaLmn

31C.28 | BocnpouaseneHue NoxHbIX 1 (Mnn)
CKPbITUE UCTUHHBIX OTAENbHbIX
NHGOPMAaLMOHHBIX TEXHOMOMN U
(Mnn) CTPYKTYPHO-PYHKLUNOHANBLHBIX
XapakTepucTnk tHpopMaLnoHHON
CUCTEMBbI UNN ee CerMeHTOB,
obecneyunBatoLLiee HaBA3bIBaHNE
HapyLUMTENO NOXHOMo
npeacTtaBneHns 06 NCTUHHBIX
NHPOPMALMOHHBIX TEXHONOMNAX U
(Mnn) CTPYKTYPHO-PYHKLMOHAMNbHbIX
XapakTepucTukax MHPopMaLnoHHOM
CUCTEMbI

31C.29 | lNepeBog MHPOPMALIMOHHOWN CUCTEMDI
Nn ee yCTPOMUCTB (KOMMOHEHTOB) B
3apaHee onpeeneHHyro
KOHUrypaumto, obecneumsaroLLyto
3alWmTy MHopmaumm, B cnydae
BO3HWKHOBEHMM OTKa30B (cboeB) B
cMCTEME 3alUMTbl UHpOpMaLMK
MHPOPMaALMOHHOW CUCTEMbI

3NC.30 | 3awmTa MOBUIbHbIX TEXHUNYECKNX + + +
CpeacTB, MPUMEHSIEMbIX B
MHOPMALNOHHON CUCTEME

"+" - Mepa 3awuTbl MHPOPMauMM BKMoYeHa B 6Gas3oBblM Habop Mep AOns
COOTBETCTBYHOLLErO Krnacca 3aliMEHHOCTM MHGOPMALMOHHOM CUCTEMbI WU OOJTKHbI
BbINOSTHATLCA TPebOoBaHNA K peanusaummn AaHHOW Mepbl 3alimTbl MHOpMauun, ykasaHHble B
paspgene 3 HacToALWEro JOKYMeHTa noa pybpukon "tpeboBaHns K peanusaummn”.

"undppa" unm "undppa"odykBa" - AOMKHbI BbIMNOMHATLCA TPEOOBAHUA K YCUNEHUIO
AaHHOW Mepbl 3alnTbl MHOPMaUUK, yKasaHHble B pasgene 3 HacTosilero AOKyMeHTa B



nogpasgene "TpeboBaHMa K yCUNEHUIO Mepbl 3awwmTtbl MHpopmauun”. Lindpbl n Gykebl, He
BKMIOYEHHbIE B Tabnvuy W YykasaHHble nog pybpukamu "TpeboBaHus K ycuneHuo"
npuMeHsaTCa nNpyu agantauum 6GasoBoro Habopa Mep M YTOMHEHUM afanTUPOBAHHOIO
6asoBoro Habopa Mep, a Takke npu paspaboTke KOMMEHCUPYIOLWNX Mep 3alunTbl
MHOpMaunn B MHPOPMALMOHHOM CUCTEME COOTBETCTBYHOLLErO Kracca 3allULLEHHOCTMW.

Mepbl 3awmTbl MHGOPMaUMKM, He O0BO3HAYEHHble 3HaKOM "+", MPUMEHSAITCA Npu
apgantaumm 6asoBoro Habopa Mep M yTOYHEHUM aganTupoBaHHoro 6asoBoro Habopa mep, a
Takke npu paspaboTke KOMMEHCUPYHOLLMX Mep 3awuTbl MHpoOpMauMm B MHGOPMAaLMOHHOM
CUCTEeMe COOTBETCTBYIOLLErO Krnacca 3aLuLLEeHHOCTH.



