lNMpukas PegepanbHON CNYXObl NO TEXHUYECKOMY U 3KCMOPTHOMY
KOHTPOO
oT 18 peBpana 2013 r. N 21
"006 yTBepxaeHmn CoctaBa n cogepxaHms opraHM3aLUOHHbIX U
TEXHMYECKUX Mep no obecrneyeHUo 6e30nacHOCTU
NnepcoHanbHbIX AaHHbIX MPU X obpaboTke B MHPOPMaLIMOHHbIX
cucTtemMax nepcoHasibHbIX gaHHbIX"

B cootBeTcTBMM C 4acTbio 4 ctatbu 19 depnepanbHoro 3akoHa ot 27 uonga 2006 r.
N 152-®3 "O nepcoHanbHbix daHHbiX" (CobpaHue 3akoHogaTtenbctBa Poccuinckon
depepaumn, 2006, N 31, ct.3451; 2009, N 48, cT1.5716; N 52, cT.6439; 2010, N 27,
cT. 3407; N 31, cT. 4173, c1.4196; N 49, cT. 6409; 2011, N 23, cT. 3263; N 31, c1.4701) 1
NMonoxeHnem o ®degepanbHoM cnyxbe NO TEXHUYECKOMY M SKCMOPTHOMY KOHTPOSO,
yTBepxaeHHbIM YKa3som [pesngeHta Poccuickon degepaumm ot 16 asrycta 2004 r. N 1085
(Cobpanune 3akoHopaTtensctBa Poccunckon denepaumm, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), NnpukasbiBato:

1. YTBepamTb npunaraemble CocTtaB W coaepXaHue OpraHU3aunoHHbIX U
TEXHUYECKNX Mep No obecneveHnto 6e30nacHOCTN NepPCcoHanbHbIX AaHHbLIX NpU X obpaboTke
B MHOPMALMOHHBIX CUCTEMax NePCOHanbHbIX AaHHbIX.

2. MpwusHatb yTpatmewmm cuny npukas ®CTIK Poccum ot 5 cdespana 2010 r. N 58
"O6 yTtBepxaeHun [lonoxeHnss o MeTogax W crnocobax 3awuTbl WHoOpMauuM B
MHAOPMALMOHHBLIX CUCTEMAaX NePCOHarbHbIX AaHHbIX" (3apernctpupoBaH MuHioctom Poccum
19 pepansa 2010 r., pernctpauymoHHbii N 16456).

HunpexTtop PepepanbHOn cnyxobl B. CenuH
MO TEXHUYECKOMY N SKCMOPTHOMY KOHTPOSTHO

3apernctpmpoBaHo B MuHiocte P® 14 mas 2013 T.
PernctpauyunoHHbin N 28375



CocTtaB u coaepxxaHue
OpraHM3auMOHHbIX U TEXHUYECKMX Mep No obecne4vyeHUIo 6e30nacHOCTH
nepcoHanbHbIX AaHHbIX NPU NX 06paboTke B MH(POPMALIMOHHbLIX CUCTEMAX
nepcoHanbHbIX AaHHbIX
(yTB. npukaszom PepepanbHON CNyXObl N0 TEXHUYECKOMY U 3KCNOPTHOMY KOHTPOJIIO OT
18 cpeBpansa 2013 r. N 21)

|. O6LwWwme nonoxeHus

1. Hactosiwmin OokymeHT paspaboTtaH B COOTBETCTBMM C 4YacTbio 4 ctatbu 19
depepanbHoro 3akoHa oT 27 nona 2006 r. N 152-9®3 "O nepcoHanbHbix gaHHbIX" (CobpaHne
3akoHogartenbctBa Poccunckon depepaummn, 2006, N 31, cr. 3451; 2009, N 48, ct. 5716;
N 52, cT. 6439; 2010, N 27, cT1.3407; N 31, cT.4173, cT. 4196; N 49, cT1. 6409; 2011, N 23,
cT. 3263; N 31, cT1.4701) n ycTaHaBnMBaeT COCTaB W COAEepXaHWe OpraHn3auMOHHbLIX U
TEXHUYECKNX Mep No obecneveHnto 6e30nacHOCTN NepcoHarbHbIX AaHHbIX NPU X obpaboTke
B MH(OPMALMOHHBIX CUCTEMax MNepCoHanbHbIX AaHHbIX (Janee - Mepbl No obecrnevyeHuto
©e30MacHOCTM MepcoHasribHbIX AaHHbIX) ANS  KaXOoro M3 YPOBHEW  3alUMLLEHHOCTU
nepcoHasnbHbIX AaHHbIX, YCTAaHOBMEHHbIX B TpeboBaHMAX K 3alumMTe NepCcoHarnbHbIX AaHHbIX
npu mx obpaboTke B MHHPOPMALMOHHBLIX CUCTEMAX NEePCOHarnbHbIX OaHHbIX, YTBEPXOEHHbIX
noctaHoBneHuem [lpasutensctea Poccuiickon ®epepauum ot 1 Hosbpsa 2012 r. N 1119
(Cobpanue sakoHogaTtenscTBa Poccurckon ®egepauuu, 2012, N 45, cT. 6257).

Mepbl no obecnevyeHnto 6e30MacHOCTU MEPCOHarnbHbIX AAHHbBIX MPUHUMAKOTCA AN
3aWmTbl NepcoHanbHbIX [aHHbIX OT HENPaBOMEPHOro WM CrAyYamHOro AOCTyna K HUM,
YHUUTOXEHUS, N3MEHeHNS, GnokmpoBaHus, KOMMpOoBaHwus, npegocTaBneHuns,
pacrnpoCTpaHeHUs1 NepPCoOHarbHbIX AAHHbIX, @ Takke OT MHbIX HEeNnpPaBOMEpPHbIX OEUCTBUN B
OTHOLLIEHMM NEepPCOHarbHbIX AAHHbIX.

B HacTosILleM JOKyMeHTe He paccMaTpmBaloTCs BOMPOChl obecneveHns 6e3onacHOCTU
nepcoHasnbHblX AaHHbIX, OTHECEHHbIX B YCTAHOBMEHHOM MOpsAKe K CBeOeHUsM,
COCTaBMALWMM rOCYJapCTBEHHYKO TarHy, a TakKkKe Mepbl, CBA3aHHble C MNPUMEHEHUeM
WwmncpoBanbHbIX (KpynTorpaduniecknx) cpeacTs 3awmuTbl MHOOPMaLMK.

2. besonacHoCTb MNepcoHarnbHbIX AaHHbIX Npu MX 0bpaboTke B MHMOPMaLMOHHOMN
CUCTEME MNepcoHarnbHbIX AaHHbIX (danee - WMHOPMaUMOHHas cuctema) obecneuvmBaeT
onepartop UnNu nuuo, ocyulectensolee obpaboTky nepcoHanbHbIX AaHHbLIX MO MOPYYEHUIO
ornepaTtopa B COOTBETCTBMU C 3aKOHoAaTenbCTBOM Poccuinckon denepauuu.

[nsa BbinonHeHns paboT no obecnevyeHnto 6e30NacHOCTU NePCOHanbHbIX AaHHbIX NpU
nx obpabotke B MHPOPMALMOHHOM CUCTEME B COOTBETCTBUM C 3aKOHOLATENbCTBOM
Poccunckon degepauumn MoryT npusriekaTbCs Ha LOrOBOPHOWM OCHOBE lOpuandeckoe nuuo
UM MHOMBUOYanbHbIA NpegnpuHuMaTteslb, UMelLWmne nUUEH3NK Ha OeATerbHOCTb Mo
TeXHMYeCcKoW 3alunTe KoHpunaeHunansHon nHpopmaumn.

3. Mepbl no obecneveHntio 6e30MacHOCTN NEPCOHanbHbIX AaHHbIX peanuayrTcs B
paMKax CWUCTEMbl 3aluTbl MNEepPCOHasnbHbIX [AaHHbIX, CO34aBaeMOW B COOTBETCTBUUN C
TpeboBaHMAMM K 3alimMTe NEpPCcoHanbHbIX AAHHbBIX NpU nx obpaboTke B MH(OPMALMOHHBIX
cucTteMax nepcoHanbHbIX AaHHbIX, YTBEPXOEHHbIMM RNocTaHoBneHueM [lpaBuTenbcTBa
Poccuiickon depepaumm ot 1 Hosibps 2012 r. N 1119, n gomkHbl 6GbITb HanpaBneHbl Ha
HenTpanu3auuio akTyanbHbIX Yrpo3 6e30nacHOCTU NepcoHarnbHbIX AaHHbIX.

4. Mepbl no obecneyeHnto 6€30MacHOCTM NEPCOHarbHbIX JaHHbLIX PeanuayTcs B TOM
yucre nocpeacTtBoM MPUMEHEHUS B MHMOPMAUMOHHOM CUCTEME CPeAcTB  3aluuThl
MHdOpMauuK, NpoLleawmnx B YyCTaHOBIEHHOM MOpsiaKe npouenypy OLEHKU COOTBETCTBUS, B



cny4asix, Korga nNpMMeHeHne Takux cpencTB HeobxoauMMo NS HenTpanu3auuun akTyanbHbIX
yrpo3 6e30nacHOCTM NepPCOHanbHbIX AAHHbIX.

6. OueHka 3(dEKTUBHOCTU peanu3oBaHHbIX B paMkax CUCTEMbl 3aluThbl
nepcoHanbHbIX [aHHbIX Mep Mo obecneyeHnto 6e30MacHOCTM MepCcoHarnbHbIX  AaHHbIX
NpPoOBOAMTCA OMNepaTopoM CaMOCTOATENbHO WUAW C NPUBIIEYEHMEM Ha OOrOBOPHOW OCHOBE
IOPUANYECKMX NUL, WU MHOMBUAOYANbHLIX MpegnpuHMMaTenen, UMEKLWnMX JNULEH3NID Ha
OCYLLIECTBMNEHNE OEATENBHOCTU NO TEXHNYECKOWN 3alumTe KOHUAEHUMaNbHON MHGOPMaLMK.
YkasaHHas oueHKa NpoBOaMTCS He pexe 04HOro pasa B 3 roga.

7. Mepsbl no obecneveHnto 6e30MacHOCTM NEePCOHarbHbIX AaHHbLIX NpU nx obpaboTke B
rocygapCTBEHHbIX  MH(OPMALMOHHBLIX CUCTEMax MPUHUMAKOTCA B COOTBETCTBUM C
TpeboBaHMAMM O  3awmte  UHOpMaLMKM, COoAepXawencs B rocyaapCTBEHHbIX
MHAPOPMALMOHHBLIX cucTemax, YycTtaHasnumBaembiMm OCTIOK Poccum B npegenax cBOuX
NOSIHOMOYMA B COOTBETCTBMM C YacTbk 5 ctatbn 16 depepanbHoro 3akoHa oT 27 wuwons
2006 r. N 149-03 "O6 wuHopmMauuK, WHGPOPMALMOHHBLIX TEXHOMOMMSAX M O 3awuTte
nHdpopmauun" (CobpaHue 3akoHogaTenbctBa Poccuickon Penepauunm, 2006, N 31, cT. 3448;
2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

Il. CocTtaB u cogepxaHue Mmep no o6ecnevyeHno 6e30MNacHOCTU NepPCOoOHaNbHbIX AaHHbIX

8. B coctaB mep no obecneyeHnto 6e30NacHOCTU NEpPCOHarbHbIX AaHHbIX,
peanuayemMbiXx B paMKax CUCTEMbl 3aLMTbl MEPCOHAsbHbIX OAHHbIX C Y4ETOM aKkTyarbHbIX
yrpo3 ©e30MacHOCTU MNEepCoHasrbHbIX AaHHbIX U NPUMEHSAEMbIX  WUHAOPMALMNOHHbIX
TEXHONOr1In, BXOOAT:

noeHTndmkauma n ayteHTudmkaumsa cybbekToB AocTyna n o6bEeKTOB JOCTYNa;

ynpaBrneHue gOCTyrnom cybbekToB AoCTyna K o6bekTam AoCTyna;

OorpaHMyeHne nNporpamMmmMHON cpeabl;

3aWmuTa  MalUMHHbIX HocuTenem WHdopMaumm, Ha KOTOPbIX XpaHATca u  (1unu)
obpabaTbiBalOTCA NepcoHarnbHble AaHHble (ganee - MalWHHbIE HOCUTENW NepPCOHarnbHbIX
AaHHbIX);

pernctpauus cobbiTnin 6€30nacHoOCTK;

aHTUBMPYCHas 3aLUnTa;

obHapyxeHue (NpeaoTBpaLLEHNE) BTOPXKEHNIA;

KOHTPOIb (aHanun3) 3almLLEeHHOCTM NEPCOHanbHbIX AaHHbIX;

obecne4veHne LenoCTHOCTU MHPOPMALIMOHHON CUCTEMBI N NEPCOHANbHbLIX OAHHbIX;

obecneyeHne JOCTYNHOCTM NEPCOHAarbHbIX AaHHbIX;

3awmTa cpenbl BUpTyanu3aumm;

3almTa TEXHUYECKUX CPEACTB;

3awmTa nMHopMaLMOHHON CUCTEMbI, €€ CPEACTB, CUCTEM CBA3M N Nepenayn gaHHbIX;

BbIIBNIEHNE MHUMAEHTOB (OQHOr0 COOLITUSE MNKU rPynnbl COObITUI), KOTOpbIE MOryT
NpuBECTU K CO0AM MM HapyLUEHWNIO OYHKLMOHMPOBAHNSA UHPOPMALMOHHON CUCTEMBI U (M)
K BO3HMKHOBEHMIO Yyrpo3 ©e30nacHOCTM MepCOoHanbHbIX AaHHbIX (ganee - WHUMAOEHTbI), U
pearmpoBaHue Ha HUX;

yrnpaBneHne KoHdurypaunen uHPOPMaLUMOHHON CUCTEMbI M CUCTEMbl 3aLUTbI
nepcoHanbHbIX OaHHbIX.

CocTtaB 1 cogepxaHme mep no obecnevyeHno 6€30MNacHOCTM NepPCOHanbHbIX OaHHbIX,
HeobOxoauMbIX Ans obecrneyeHust Kaxgoro M3 YPOBHEW 3alUULEHHOCTU MNEepCOHarbHbIX
AaHHbIX, NPMBEAEHbI B MPUNOXEHUN K HACTOSILLLEMY AOKYMEHTY.

8.1. Mepbl No maeHTMdUKaLUMN N ayTeHTUMKaLMM CyObekToB AOCTyNa U OOBHEKTOB
AoCcTyna OOMmKHblI obecnevnBaTtb NPUCBOEHUE CybbekTaM U obbekTaM JOCTyna YHUKanbHOro



npusHaka (ngeHTudukaTopa), cpaBHeHME NpeabaBNAemMoro cybbektoMm (06bEKTOM) AocTyna
noeHTugukaTtopa C nepevyHeM [MPUCBOEHHbIX, WOEHTU(MPUKATOPOB, a TaKke MNpoBEpPKY
NpUHaanNexHocTn cybbekTy (0O6bekTy) [OoCTyna MpeabsBNEHHOr0 MM  uaeHTudukatopa
(noaTBepxaeHne NoAIMHHOCTHN).

8.2. Mepbl N0 ynpaBfeHuo OO0CTYyNoM cyObekToB AocTyna K obbektam JocTtyna
OOMMKHbI  obecneynBatb ynpaBreHve npaBamMn U npuBuneraMuM cybbekToB [OCTyna,
pasrpaHyyeHne goctyna cyGbekToB AoCTyna K obbektaM A0CTyna Ha OCHOBE COBOKYMHOCTM
YCTaAHOBMEHHbIX B MHMOPMALMOHHOW CUCTEME MpaBwuSl pasrpaHUYeHus OOCTyna, a Takke
obecneunBaTb KOHTPOMb 3a COBNogeHNEM 3TUX NpaBun.

8.3. MepbI N0 OorpaHMyeHnto NPorpamMMHON cpeabl AOMKHbI obecnevnBaTb YCTaHOBKY U
(vnKn) 3anyck TONbKO paspelleHHOro K WCMNOoSib30BaHMIO B WH(OPMAaLMOHHOW CcuUCTeME
nporpaMMHOro obecrneyeHns WNn UCKIYaTb BO3MOXHOCTb YCTAHOBKM M (MUnM) 3anycka
3anpeLLeHHOro K NCnosib30BaHUI0 B MHPOPMAaLMOHHOM CUCTEME NPorpaMmmMHOro obecneyeHus.

8.4. Mepbl N0 3awmTe MAaLUMHHBIX HOCUTENEW MepcoHanbHbIX AaHHbIX (CpeacTs
00paboTkn (XpaHeHuss) nepcoHarnbHbIX OaHHbIX, CbEMHbIX MalUMHHbBIX HOCUTenen
nepcoHasnbHbIX AaHHbIX) OOIMKHbI UCKITHOYaTh BO3MOXHOCTb HECAHKLMOHMPOBAHHOMO A0CTyna
K MalWHHBbIM HOCUTENSAM W XPaHALWMMCS Ha HUX MNEepcoHamnbHbIM AaHHbIM, a Takke
HECaHKUNOHUPOBAHHOE WCMOSIb30BaHNWE CbEMHbIX MAaLUMHHBIX HOCUTENEW MepCoHarnbHbIX
AaHHbIX.

8.5. Mepbl no pernctpaumm cobbiTnii 6e3onacHOCTU LOMMKHbI obecneumBaTtb cbop,
3anucb, XpaHeHue 1 3awmTy UHgopmauum o cobblTnsax 6esonacHOCTU B MHGOPMALMOHHOM
CcUCTEME, a Takke BO3MOXHOCTb MPOCMOTPa M aHanuMsa MHOpMaLun O TakUx COBbLITUAX U
pearmpoBaHue Ha HUX.

8.6. Mepbl N0 aHTMBMPYCHOW 3awmTe [OOMMKHbI obecneynBatTb OOGHapyXeHue B
WHPOPMALNOHHOM  CUCTEME  KOMMbIOTEPHLIX nNporpaMm  NiMbo  MHOWM  KOMMNbIOTEPHON
MHpopmauuu, npegHasHa4YeHHOM AN HECAHKLUMOHMPOBAHHOIO YHUYTOXEHNS, BrIOKMpoBaHus,
Moandukaumm, KOnMpoBaHUS KOMMbIOTEPHOM MHGOPMaUMM UK HENnTpanusauun cpeacTts
3aWwnTbl MHpopMauun, a TakkKe pearmpoBaHue Ha OOHapyXeHue 3dTUX nporpaMm U
MHopMaUUK.

8.7. Mepbl no obHapyxeHunto (NpegoTBpaLLEHMIO) BTOPXKEHUI A0MKHbI obecneumBaTtb
obHapyxeHne  OencTBum B WMH(OPMaLMNOHHON cucteme, HanpaBneHHbIX  Ha
HECaHKUMOHMPOBAHHbIN  AOCTYyN K  WHOpMauun, chneumarnbHble  BO3OEUCTBUSA  Ha
WHPOPMALUMNOHHYKD cUCTEMY U (UNKM) nNepcoHarbHble [daHHble B Uensx JoObiBaHuS,
YHUMTOXEHUSA, UCKaXKEHUA 1 BrokupoBaHWs OOCTyna K MepCoHanbHbIM AaHHbIM, a Takke
pearmpoBaHue Ha 3TU OeNCTBUS.

8.8. Mepbl N0 KOHTPOMO (aHanu3sy) 3almLEeHHOCTU NepCOHarbHbIX AaHHbIX OOJTKHbI
obecneyvnBaTb KOHTPOSb YPOBHS 3aLUULLEHHOCTU NEPCOHarbHbIX AaHHbIX, 0bpabaTbiBaeMbIX
B MH(OPMALMOHHOMW cuUCTeMe, NyTeM MpOBeAeHUs cucTemMaTUdeckux MeponpuaTUin no
aHanuay 3alMLEeHHOCTN MHGOPMALMOHHOM CUCTEMBI U TECTMPOBaHMIO paboTocnocobHOCTM
CUCTEMbI 3aLLUMTbl NEPCOHAbHbBIX AAHHbIX.

8.9. Mepbl no obecnevyeHnto UENOCTHOCTM  MHMOPMALMOHHON CUCTEMbI W
nepcoHasnbHbIX AaHHbIX OOJDKHbI obecneunBaTtb obHapyxeHue hakToB
HECaHKUMOHUPOBAHHOIMO  HapyLeHUs1  LEeNIOCTHOCTU  MH(OPMALMOHHON  CUCTEMbI U
cogepXxalimxcsd B HeW NnepcoHarnbHbIX AaHHbIX, a Takke BO3MOXHOCTb BOCCTaHOBIIEHUS
MHPOPMALNOHHOM CUCTEMBI N COAEPKALLMXCSA B HEN NEPCOHarnbHbIX AaHHbIX.

8.10. Mepbl no obecnevyeHnto OOCTYMHOCTU MEPCOHANbHbIX [AaHHbIX OOSMKHbI
obecneunBaTb aBTOPM30OBaHHbLIA AOCTYN MONb30BaTefNien, MMeKLWmMX npasa no JOcTyny, K
nepcoHanbHbIM JaHHbIM, coAepXallnMMca B UHPOPMALNOHHOM CUCTEME, B LUTATHOM pexnme
YHKUMOHNPOBaAHNA NHAOPMALIMOHHOWN CUCTEMBI.

8.11. Mepbl no 3awute cpedbl  BupTyanu3aumm  OOSMDKHbl  UCKIOYaTb



HECaHKLMOHNPOBAHHbIN JOCTYN K NepCOHanbHbIM AaHHbIM, 06pabaTbiBaeMbiM B BUPTYaribHOM
MHPACTPYKTYPE, U K KOMNOHEHTAM BUPTYyarbHON UHAPACTPYKTYPbl U (MNK) BO3AENCTBME Ha
HUX, B TOM 4uCne K CpeAcTBaMm YynpaBfeHus BUPTyanbHOW WMHGPACTPYKTYPOW, MOHUTOPY
BUPTYyanbHbIX MawWH (TMNepBU3opy), CUCTEME XPaHeHUs [OaHHbIX (BKIYad CUCTeEMY
XpaHeHuss 00pas3oB BUPTyanbHOW WHMPACTPYKTYpbl), CEeTM nepefayn [aHHbIX 4epes
3NeMeHTbl BUPTyanbHOW WU PU3MYECKON WHAPACTPYKTYPbl, FOCTEBbLIM OMepauVoOHHbIM
cuctemMaMm, BUPTyarnbHbIM MawuHaMm (KOHTEMHepaMm), CUCTEME W CeTU pennukauumu,
TEPMUHanbHbIM 1 BUPTyaribHbIM YCTPONCTBAM, a Takke CUCTEME pPe3epBHOro KONMPOBaHUSA U
CcO34aBaeMbIM €10 KOMUSAM.

8.12. Mepbl no 3awute  TexXHUYEeCKUX  CpPencTB  AOOSKHbI MCKnovaTb
HEeCaHKLMOHNPOBAHHbIV AocTyn K CTaLUMOHapHbIM TEXHUYECKUM cpeacTeam,
obpabaTbiBaoLLNM nepcoHanbHble JaHHble, cpeacrteam, obecneyuBaoLmm
PYHKUMOHNPOBaHNE UMHGOPMALMOHHON CcuUCTeMbl (danee - cpeactBa obecneyvyeHus
PYHKUMOHNPOBAHMUS), U B MOMELLEHUS, B KOTOPbIX OHW MOCTOSHHO PacnosiOXeHbl, 3aluTy
TEXHUYECKUX CPEACTB OT BHELLUHMX BO3OENCTBUM, @ TaKKe 3aluTy NepCoHasnbHbIX AAHHbIX,
npeacTaBfieHHbIX B BUAE MHAOPMATUBHbBIX 3NIEKTPUYECKMX CUrHANOB N (PU3nyeckux nonemn.

8.13. Mepbl no 3awmTe UHPOPMALNOHHON CUCTEMbI, €€ CPenCTB, CUCTEM CBSA3N U
nepegayvM [daHHbIX  OOMKHbI  obecneuvBaTb  3aWMTYy MEPCOHAmNbHbIX [aHHbIX  NpU
B3aMMOOENCTBUN MHAPOPMALMOHHOM CUCTEMbI UMM €€ OTAESNbHbIX CErMEHTOB C MHbIMU
WH(POPMALMNOHHBIMX  CUCTEMAMU U UH(POPMALNOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMM
nocpencTBOM NPUMEHEHUST apXUTEKTYPbl MIHAPOPMALMOHHON CUCTEMbI U NPOEKTHBLIX PELLEHWUNA,
HanpaBneHHbIX Ha obecneyeHne 6e30nacHOCTN NepCoOHanbHbIX AaHHbIX.

8.14. Mepbl MO BbISBMEHUIO WHUMOEHTOB W pearnpoBaHUO Ha HUX OOSDKHbI
obecneunBatb OOHapyxeHue, MaeHTUUKaLmMo, aHanms MHUMOEHTOB B MHAOPMaLUMOHHON
CUCTEME, a TaKKe MPUHATUE Mep NO YCTPaHEHUIO U NPeaYNPEXAEHNIO MHLMAEHTOB.

8.15. Mepbl No ynpasneHntio KoHurypaumen MHEPOPMaLUMoOHHON CUCTEMbI U CUCTEMBI
3aWnTbl NEepCoHarnbHbIX [OaHHbIX OOIMKHbI obecneunBaTb ynpaBneHWe W3MEHEHUsIMU
KOHUrypaumm WHPOPMAaLMOHHON CUCTEMbI U CUCTEMbl 3alUMTbl NEPCOHarnbHbIX OaHHbIX,
aHanu3 MnoTeHUManbHOro BO3AEWCTBUS MNNaHUPyeMblX M3MEHeHM Ha obecneveHne
6e30nacHOCTM NepcoHanbHbIX OAaHHbIX, @ Takke JOKYMEHTUPOBaHME 3TUX U3MEHEHUN.

9. Bbibop mMep no obecneyeHnto 6e30nacHOCTM NepCcoHarnbHbIX AaHHbIX, NoAMeXaLlnx
peanu3auun B MHPOPMAUMOHHOMW CUCTEME B paMKaxX CUCTEMbl 3alUMTbl MEPCOHanbHbIX
AaHHbIX, BKITHOYaeT:

onpeaeneHne 6asoBoro Habopa mep no obecnevyeHnto 6Ge30MacHOCTM NEPCOHArnbHbIX
AaHHbIX ONs  YCTAHOBMEHHOINO YPOBHS  3alUMLLEHHOCTM MNEpPCOHalnbHbIX AaHHbIX B
cooTBeTCTBUM C Ba3oBbIMM Habopamm mep no obecrneyeHnto 6e30MacHOCTN NEePCOHANbHbIX
AaHHbIX, NPUBEAEHHBbIMU B MPUMNOXEHUN K HACTOSILLEMY JOKYMEHTY;

agantauuio 6asoBoro Habopa mep no obecneyeHuto 6e30MacHOCTU NEePCOHAarnbHbIX
AAHHbIX C Y4€TOM CTPYKTYPHO-(PYHKLUNOHANbHbBIX XapakTepUCTUK MHPOPMAaLMOHHON CUCTEMBI,
WH(POPMALMOHHBIX TEXHONOrMN, OCOBEHHOCTEN OYHKLUMOHUPOBAHUS  MHGOPMAaLMOHHON
cucTeMbl (B TOM YnUCne UCKNtoYeHne n3 6asosoro Habopa mep, HENOCPeACTBEHHO CBA3aHHbIX
C MHPOPMALMOHHBIMU TEXHOMNOMUSIMU, HE NCNOSNb3yeMbIMU B MH(POPMALMOHHON CUCTEME, UMK
CTPYKTYPHO-(PYHKLMOHANbHLIMU XapakTepUCTMKaMu, He CBOWCTBEHHbIMU MHGOPMAaLMOHHON
cucTeme);

yTOYHEHWEe aganTupoBaHHOro 6aszoBoro Habopa mMep no obecneyeHuto GesonacHOCTU
nepcoHasnbHbIX JaHHbIX C YY4ETOM He BblOpaHHbIX paHee Mep, NPpMBEAEHHbIX B MPUMOXKEHNN K
HacTosiLeMy [AOKYMEHTY, B pesynbTaTe 4ero onpeaensawTcss Mepbl No obecneyeHuro
6e30nacHOCTM NepCoOHanbHbIX AaHHbIX, HaNpaBreHHblIe Ha HEUTPanM3aumo BCeX akTyarnbHbIX
yrpo3 6e30nacHOCTM NePCOHanbHbIX AaHHbIX AN KOHKPETHOM MHOPMaLMOHHON CUCTEMBI;

AOMNOSIHEHNE YTOYHEHHOro aganTupoBaHHOro 6asoBoro Habopa mep nNo obecneyeHunto



6e30nacHOCTM  MepCcoHanbHbIX  AaHHbIX  Mepamu, obecneymBaloWMMN  BbINONHEHNE
TpeboBaHUN K 3alumMTe MepcoHarnbHbIX AaHHbIX, YCTAHOBMEHHbIMU WHBIMW HOPMAaTUBHLIMU
npaBoBbIMM akTamu B obnactu obecnevyeHuss 6e30NacHOCTM MNEPCOHANbHbIX AaHHbIX W
3aLnTbl MHopMaLmn.

10. MNpn HEBO3MOXHOCTU TEXHUYECKOW peanusaunm oTaesibHbIX BblOpaHHbIX Mep Mo
obecrneyeHnto 6e30NacHOCTM MEepCoHanbHbIX OaHHbIX, @ TakKe C Y4EeTOM 3KOHOMMUYECKOW
uenecoobpasHoCTM Ha 3Tanax agantaumum 6GasoBoro Habopa Mep U (MnM) YTOYHEHUS
agantmpoBaHHoro 6asoBoro Habopa mep MoryT paspabaTbiBaTbCA MHbIE (KOMMNEHCUPYOLLME)
Mepbl, HanpaBfeHHble Ha HEWTpanuM3aumio akTyasnbHbIX yrpo3 6e30nacHOCTM NepCoHanbHbIX
AaHHbIX.

B atom cnyyae B xoae pa3paboTkm CUCTEMbI 3aLUTbl NEPCOHANbHbBIX AaHHbLIX OOMMKHO
OblTb NpoBegeHO OOOCHOBaHME MNPUMEHEHUS KOMMEHCUpYKOLWMX Mep Ans obecneveHus
©e30nacHOCTU NepcoHanbHbIX AaHHbIX.

11. B cnyyae onpegeneHns B COOTBETCTBUM C TpeboBaHMAMM K 3awuTe
nepcoHanbHbIX Npu nx obpaboTke B MHEOPMALMOHHBIX CUCTEMAX MEepPCOHaNbHbIX OAHHbIX,
yTBEPXAEHHBIMX nocTaHoBneHneMm [pasutensctea Poccuinckon degepaumm ot 1 HoA6ps
2012 r. N 1119, B KayecTBe akTyarnbHbIX Yrpo3 6€30MacHOCTU NePCOHarnbHbIX AaHHbIX 1-ro n
2-r0 TUNOB [AOMOMHUTENBHO K Mepam no obecneyeHuto 6e30nNacHOCTM MNepCOHanbHbIX
AaHHbIX, YKasdaHHbIM B MyHKTE 8 HacTosWero AOKyMeHTa, MOryT NPUMEHSTbCA creaytoLlime
Mepbl:

npoBepka CUCTEMHOro U (UnnM) NpPUKNagHoOro nporpaMmmHoro obecneyeHus, BKN4Yas
NPOrpaMMHbIN Ko, Ha OTCYTCTBME HedeKnapupoBaHHbLIX BO3MOXHOCTEN C UCMOSb30BaHNEM
aBTOMATU3NPOBAHHbIX CPEACTB U (Mnn) 6e3 NCNonb3oBaHMS TaKOBbIX;

TeCTUpoBaHUe NH(POPMALMOHHON CUCTEMbI HA NMPOHUKHOBEHUS;

ncrnonb3oBaHMe B MHAOPMALWMOHHOW CUCTEME CUCTEMHOro M (MnNu) NpuknagHoro
nporpamMmmMHoro obecneyeHns, paspaboTaHHOro C UCMNONb30BaHMEM METOLO0B 3alLUMLLIEHHOIO
nporpamMmmMmMpoBaHuS.

12. lNpu wncnonb3oBaHUM B MHGPOPMALMOHHBLIX CUCTEMAX CepTUULMPOBAHHBLIX MO
TpeboBaHnaM Be3onacHOCTN MHpOopMaLMK CpeacTB 3amTbl MHGOPMaLMK:

a) ons obecneyeHns 1 M 2 ypOBHEN 3aWULEHHOCTU NEPCOHanNbHbIX OaHHbIX
NPUMEHSIOTCS:

CpeAcTBa BbIYUCIIUTENBHOW TEXHUKM HE HMXe 5 Knacca;

CUCTEMbI OOHapyXXeHust BTOPXKEHUA U CpefcTBa aHTMBMPYCHOW 3aluTbl HE Huxke 4
Knacca;

MeXceTeBble 3KpaHbl He HMXe 3 Kracca B criydae akTyanbHOCTWU Yrpo3 1-ro unm 2-ro
TANOB UMM B3aMMOLENCTBUS  MHAPOPMALMOHHOM  CUCTEMbI C  MHAOPMALMOHHO-
TENEeKOMMYHUKALMOHHBIMW  CETAMMU  MEXAYHApPOL4HOro  MHMOPMaUMOHHOro obmeHa u
MeXceTeBble 9KpaHbl He Hwke 4 Knacca B Crnyyae akTyanbHOCTM yrpo3 3-ro tuna u
OTCYTCTBMSI  B3aMMOLENCTBMS  MH(OPMALMOHHOM  CUCTEMbI C  MH(OPMaLNOHHO-
TENEeKOMMYHUKALMOHHBIMU CETAMU MEXOYyHapO4HOro MHPOPMaLNOHHOrO 0OMeHa;

0) onsa obecneyeHns 3 ypoBHSA 3aLLMLLIEHHOCTM NEPCOHanbHbIX AAaHHbIX MPUMEHSAIOTCS:

CpeACTBa BbIYUCIIUTENBHOW TEXHUKM HE HMXKe 5 Knacca;

CUCTEMbI OOHapyXXeHusi BTOPXKEHUA U CpencTBa aHTMBMPYCHOW 3aluTbl HE Huxke 4
Knacca 3awuTbl B Criydae akTyanbHOCTM Yrpo3 2-ro Tuna win B3auMOOeWCTBUSA
WH(POPMALMOHHON  cUCTEMbI  C  MHEOPMAaUMOHHO-TENEKOMMYHUKALUMOHHLIMUA  CETSAMM
MEXAYHaApOOHOro MHAOPMALMOHHOIO OBMeHa u cucteMbl OBHApPY)XEHUS BTOPXKEHUA U
CpeAcTBa aHTUBUPYCHOWM 3aLLUMTbl HE HXKe S Krnacca 3aluThbl B Criyqae akTyarbHOCTU yrpo3s 3-
ro TMna n OTCYTCTBUSA B3auMOOENCTBUS WH(OPMaALMOHHOM CUCTEMbI C MHEOPMALMOHHO-
TENEeKOMMYHUKALNOHHBIMWU CETAMU MEXAYHapO4HOIro MH(POPMaLNOHHOIO OO6MeHa;

MeXceTeBble 3KpaHbl He HUXe 3 Knacca B Crlydae akTyarbHOCTWU yrpo3 2-ro tuna unm



B3anMOAencTBms MHPOPMAaLMOHHON CUCTEMbI C UHAPOPMALMOHHO-TENTEKOMMYHUKALMOHHBIMU
ceTaMn MeXayHapoLHOro WMHMOpPMaUMOHHOIO OBMeHa M MexXceTeBble 3KpaHbl He Huxke 4
Knacca B Criydae akTyanbHOCTM Yrpo3 3-fro0 Tuna W OTCYTCTBMS B3auMOOEWCTBUA
WH(POPMAUNOHHON  cUCTEMbI C  MHKOPMaUMOHHO-TENEKOMMYHUKAUMOHHBIMU  CETAMM
MeXayHapoaHOro MHOPMaLMOHHOrO 06MeHa;

B) Ans obecneyeHns 4 ypoBHS 3aLUULLEHHOCTN NepCoHanbHbIX AAaHHbIX MPUMEHSIOTCS:

CcpencTBa BblYUCINTESNTbHON TEXHUKU HE HUXKe 6 Kracca;

cUCTeEMbl OBHapyXXeHUs BTOPXEHUA U CpeacTBa aHTMBMPYCHOM 3aluUTbl HE HWxXe 5
Knacca;

MeXceTeBble aKpaHbl 5 knacca.

[na obecnedeHns 1 n 2 ypoBHEN 3aLLMLLEHHOCTU NEPCOHAaNbHbIX OAHHbIX, @ TakKke
ana obecneyeHns 3 YypOBHSA 3aLUULLEHHOCTU MEPCOHarnbHbIX OAaHHbIX B UH(OPMAaLNOHHbIX
cuctemax, Anst KOTopbIX K akTyanbHbIM OTHECEHbI Yrpo3bl 2-ro Tuna, NPUMEHSIIOTCA CpeacTBa
3aWnTbl UHpOpMauuK, nporpammMmHoe obecnevyeHne KOTOPbIX NPOLLSIO NPOBEPKY HE HMXKE YeMm
Nno 4 ypOBHIO KOHTPONSA OTCYTCTBUSA HeAeKNapupoBaHHbIX BO3MOXHOCTEN.

13. lpn ucnonb3oBaHUM B MHEMOPMAUMOHHBIX CUCTEMAX HOBbIX MH(OPMaLMOHHbLIX
TEXHOSIOrMA U BbISIBIEHUN JOMNOSTHUTENbHBIX Yrpo3 6e30MacHOCTM NepcoHasnbHbIX OaHHbIX,
ANA  KOTOpbIX He onpegerneHbl Mepbl obecriedeHns wux 6e30nacHOCTU,  OOSMKHbI
paspabaTtbiBaTbCs KOMMEHCUMPYOLWKNE Mepbl B COOTBETCTBMM C MyHKTOM 10 HacTtosiwero
AOKYMeHTa.
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I. UmeHTUDMKaUmna n ayteHTUdPUKaLmMA cyobLeKToB AocTyna n oobekroB goctyna (MAD)

NAD.1

NoeHTndukauma n ayteHTUuKauma nonb3oBarternen,
ABNSAOLWMXCS paboTHMKaMK oneparopa

+ + + | +

NAD.2

NoeHTudukaums n ayTeHTudukaumsi yCTpomucTs, B TOM
yucre CTaumMoHapHbIX, MOBUNBHBIX U MOPTATUBHbIX

+ |+

NAD.3

YnpaBneHue naeHtudukaTopamm, B TOM Ymcne
co3faHune, NPUCBOEHUE, YHUYTOXEHNE NOEHTUHUKATOPOB

NAD .4

YnpasneHue cpeactBaMmu ayTeHTudmkaumm, B TOM Yynucne
XpaHeHue, Bblga4va, nHuumanmsaums, 6nokMmpoBaHue
cpeacTB ayTeHTUdMKaLUUN N NPUHATME Mep B Criyyae
yTpaTtbl 1 (MNKn) KOMNPOMETaLUUN CPeacTB
ayTeHTudukaumm

NAD.5

3awmTa obpaTHOM CBA3M Npun BBOAE
ayTeHTUUKALNOHHOM MHOpMaL K

NAD.6

NoeHTndukauma n ayteHTUunKauma nonb3oBartenien, He
asnaowmxcs paboTHMkamm onepatopa (BHELHUX
nonb3oBaTenemn)

Il. YnpaBneHue poctynom cy6bLeKkToB gocTyna k oobekram gocryna (YNA)

yna.i

YnpasneHue (3aBegeHune, aktnsauus, 6nokmposaHue u
YHUYTOXEHUE) YY4ETHbIMM 3anncsaMu nonb3oBaTenen, B
TOM YMCrie BHELUHUX Nnorib3oBaTenem

+ |+ |+ | +

yna.2

Peanusauunsa HeobxoaMMbix METOO0B (ANCKPELIMOHHbIN,
MaHAaTHbIN, PONIEBOM UM UHOW MEeTo[), TUNOB (4TeHue,
3anuncb, BbINOSTHEHNE UM MHOW TUMN) U NpPaBun
pasrpaHuyeHus gocryna

yna.3

YnpasneHue (unbTpauuns, MapLipyTnsaumns, KOHTPOIb
COeaVHEeHU, OQHOHanpaBeHHas nepegada n uHble
cnocobbl ynpasneHus) MHPOPMaLUMOHHLIMU NOTOKaMM
MeXay yCTpomcTBamu, cermeHTamm MHPopmMaLMoOHHOM
CUCTEMbI, a Takke Mexay MHPOPMaLMOHHbIMU
cucrtemamm




yrna.4

PaspgeneHne nonHomounn (ponen) nons3osaTernen,
aAMWHNCTPATOPOB 1 Nnu1u, obecneymBaoLLmnx
dYHKLUNOHUPOBaHUE MHAOPMALMOHHON CUCTEMBI

yna.s

HasHaveHrne MruHMMansHO HeobxoauMbIX Npas n
npuBmunerun nonb3oBartendam, agMmHucTpaTopam n
nvuam, obecneynsBaroLLMM (PyHKLUMOHMPOBaHUE
MHPOPMALIMOHHOW CUCTEMbI

ynpa.e

OrpaHuyeHre HeycneLlHbIX MONbITOK BXOAa B
MHPOPMAaLMOHHYIO cucTeMy (gocTyna K
MHPOPMALMOHHON CUCTEME)

yna.7

MpenynpexneHne nonb3oBaTtens nNpu ero BXoae B
NHPOPMALMOHHYIO CUCTEMY O TOM, YTO B
NHJOPMAaLMOHHOW CUCTEME pearnim3oBaHbl Mepbl Mo
obecneyveHnto 6e30nacHOCTN NepcoHanbHbIX AaHHbIX, U O
Heob6xoaMMOCTK COBNAEeHUS YCTaHOBIEHHbIX
oneparopom npasun 06paboTkn NepcoHanbHbIX AaHHbIX

yna.8

OnoseLleHVe nonb3oBaTtens nocre ycnewHoro Bxoaa B
MHPOPMALMOHHYIO CUCTEMY O ero npeablaywem Bxoae B
MHAOPMAaLIMOHHYIO CUCTEMY

yna.9

OrpaHn4yeHne yncna napansenbHbiX CeaHCoB JOCTyna
OS5 KaXXO0M Y4eTHOW 3anmcuy nNosib3oBaTtens
NHPOPMALIMOHHOW CUCTEMbI

yna.10

BriokmpoBaHue ceaHca goctyna B MHPOPMaLMOHHYIO
CMCTEMY Nocre YyCTaHOBNEHHOro BpeMeHn 6e3aencTeus
(HEeaKTMBHOCTW) NONb30BATENS UM NO €ro 3anpocy

yna.11

PaspelueHue (3anpeT) 4encTBmin NoNb3oBaTenen,
pa3speLUeHHbIX 40 MAeHTUMKaUumM n ayTeHTndmkaumm

yna.12

Mopaepxka n coxpaHeHue atpmbyToB 6e3onacHOCTU
(MmeToK 6Ge30MacHOCTM), CBA3aHHbLIX C MHGOpPMaLMeENn B
npouecce ee xpaHeHusi 1 06paboTku

yrna.13

Peanunsaumsa 3awmiieHHoro yaaneHHoro gocrtyna
cybbeKkToB JoCTyna K o6bekTam AocTyna Yepes BHeLLHWEe
NHHOPMALNOHHO-TENEKOMMYHMKALMOHHbIE CETU

yna.14

PernameHTaums n KOHTPONb NUCMNOMNBb30BaHUSA B
MHPOPMALMOHHON CUCTEME TEXHOMOMN BECNPOBOAHOIO
gocTtyna

yna.15

PernameHTaumsa 1 KOHTPONb UCMONb30BaHMA B
NHOPMALMOHHON CUCTEME MOBUITBHBLIX TEXHUYECKNX
cpeacTB

yra.16

YnpasneHne B3anMogencTasmem ¢ MHOOPMaLMOHHbIMN
cMcTeMamMm CTOPOHHUX OpraHu3aumi (BHeLIHNe
NHPOPMALNOHHbBIE CUCTEMDI)

ynap.7

Ob6ecneyeHne oOBEPEHHOW 3arpy3ku CpeacTB
BbIYNCIIUTENBbHON TEXHUKM

lll. OrpaHnyeHue nporpammHon cpenbl (OMNC)

Oric.1

YnpasneHue 3anyckom (obpallieHmsiMm) KOMNOHEHTOB
nporpammMHoro obecrneveHusl, B TOM Y1crne onpegeneHve
3anyckaeMbIX KOMMNOHEHTOB, HACTPOWKa NapameTpoB
3anycka KOMNOHEHTOB, KOHTPOSIb 32 3aMyCKOM




KOMMNOHEHTOB rNnporpamMmmMmHoro obecneveHuns

Ooric.2 YnpaBneHne yCTaHOBKOW (MHCTannaunen) KOMNoHEHTOB
nporpamMmmHoro obecneveHusi, B TOM 4Yncrne onpegenexHme
KOMMOHEHTOB, MOANEXALLUNX YCTAHOBKE, HAaCTPONKa
napameTpoB YCTAHOBKN KOMMNOHEHTOB, KOHTPOSb 3a
yCTaHOBKOW KOMMOHEHTOB NpOorpamMHoro obecnevyeHms

Ooric.3 YcTaHoBKa (MHCTannNaumnsa) TONbKO paspeLLleHHoro K
NCNOnb30BaHMIO NPOrpaMMHOro obecnevyeHns n (Mnn) ero
KOMMOHEHTOB

oric.4 YnpaBneHne BpeMeHHbIMW hannamu, B TOM Yucne
3anpeT, paspeLleHne, nepeHanpasneHne 3anucu,
yaaneHne BpeMeHHbIX bannos

IV. 3awmTa MaWMHHbIX HOCUTENEN nepcoHarnbHbIX AaHHbIX (3HA)

3HN.1 Y4YyeT MalUMHHbBIX HOCUTENEN NepcoHasribHbIX AaHHbIX

3HN.2 YnpasneHue 4OCTYNoOM K MalMHHBLIM HOCUTENSAM
nepcoHanbHbIX JAaHHbIX

3HN.3 KoHTpornb nepemMeLleHnst MalliMHHbIX HOCUTENen
nepcoHanbHbIX JaHHbIX 32 Npegernbl KOHTPONMpyeMon
30HbI

3HN.4 MckrntoyeHne BO3MOXHOCTUN HECAHKLMOHUPOBAHHOIO

O3HaKoOMJ1EHNA C cogep’KaHnem nepcoHarbHbIX AAaHHbIX,
XpaHALWNXCA Ha MallMHHBIX HOCUTENAX, U (I/IJ'II/I)
NCNOoNb30BaHUS HOCUTENEN nepcoHaribHbIX gaHHbIX B
MHbIX I/IHd)OpMaLI,I/IOHHbIX cnucrtemax

3HN.5 KoHTponb ncnonb3oBaHus nHTepdencos BBoaa (BbIBOAA)
MHpopMaLUKN Ha MaLUMHHbIE HOCUTENW NEePCOHAaNbHbIX
AaHHbIX
3HN.6 KoHTponb BBOAA (BbiBOAA) MHPOPMALIMN HA MALLMHHbIE
HOCUTENW NepCoHarbHbIX AaHHbIX
3HN.7 KOHTpOnb NoaKMo4YeHNa MallUHHbBIX HOCUTENEN
nepcoHanbHbIX AaHHbIX
3HN.8 YHUUYTOXEHMNE (CTUpaHue) unm obeanmymBaHue +

NepCcoHanbHbIX AaHHbLIX HA MALLUMHHbIX HOCUTENSX NPU KX
nepegade Mexay nonb3oBaTeNnsaMm, B CTOPOHHUE
opraHusauumn gnst peMoHTa uUnu yTunmsaumm, a Takke
KOHTPOSb YHUYTOXEHNS (CTMpaHus) nnm obesnnymBaHus

V. Pernctpauus cobbiTnn 6esonacHoctu (PCB)

PCB.1 OnpegeneHne cobbiTin 6e30nacHOCTK, Nnognexawmnx + +
perncrtpauumn, U CPOKOB UX XpaHEHUS

PCB.2 OnpepgeneHve cocTaBa 1 cogep)xaHusa nHpopmauum o + +
cobbITMsAX 6e30NacHOCTM, NoANeXawmux permcrpaunm

PCBE.3 C6op, 3anncb 1 xpaHeHne nHopmaLmm o cobbITUAX + +
6e3onacHOCTU B TeYEHME YCTAHOBINIEHHOIO BPEMEHM
XpaHeHns

PCBE.4 PearnposaHue Ha cbou npu pernctpaumm cobbiTum
Ge3onacHOCTK, B TOM YMCne annapaTtHble U NporpaMMHble
owmnbkm, cbon B MexaHmamax cbopa nHdopmauumn n
OOCTUMXXEHME Npegena unu nepenonHexHms obbema




(eMKoCTM) namMaTH

PCB.5 MoOHUTOPUHI (NPOCMOTP, aHann3) pesynbTaToB + | +
permctpauumn cobbiTun 6Ge3onacHoOCTU 1 pearpoBaHue Ha
HUX

PCB.6 "eHepupoBaHue BpeMeHHbIX METOK U (UIn)

CMHXPOHM3aLMs CUCTEMHOIO BPEMEHU B
MHOPMALNOHHON CUCTEME

PCB.7 3awmta nHdopmMmauum o cobbITuax 6e3onacHoCTn + + + +

VI. AHTuBMpycHas 3awmta (AB3)

AB3.1 Peannsauusa aHTMBUPYCHOW 3aLMThI + + + +

AB3.2 O6HoBneHne 6a3bl AaHHbIX NPU3HAKOB BPE4OHOCHbIX + + + +
KOMMbIOTEPHbIX Nporpamm (BUpYcoB)

VIl. O6bHapyxeHue BTopxxeHun (COB)

COB.1 O6HapyXeHne BTOpPXXEeHUM + | +

COB.2 O6HoBneHne 6asbl peluaroLmx npasus + | +

VIil. KonTponb (aHanu3) 3awueHHOCTH nepcoHanbHbIX AaHHbIX (AH3)

AH3.1 BbisBneHue, aHanua ysa3asumMmocTten MHpopmMaLMOHHON + + +
CUCTEMbI N ONepaTUBHOE YCTPaAHEHNE BHOBb BbISIBIIEHHbIX
ysiI3BUMOCTEN

AH3.2 KoHTponb ycTaHOBKM OOHOBMNEHUIN NPOrpamMmMHOro + + + | +

obGecnevyeHus], Bkno4yas 0OHOBNEHME NPOrpaMMHOro
obecneyvyeHnss CpeacTB 3alUnTbl MHOPMaLUK

AH3.3 KoHTponb paboTocnocobHOCTM, NnapamMeTpoB HACTPOWKU U + + | +
NpaBUNbHOCTU PYHKLMOHNPOBAHMSI NPOrpamMMHOro
obecnevyeHuns n cpeacTs 3aWmThl MHOOPMaLMK

AH3.4 KoHTpornb cocTaBa TEXHUYECKNX CPeacTB, MPOrpaMMHOro + + +
obecnevyeHuns n cpeacTs 3aWmThl MHOPMaL MK
AH3.5 KoHTpornb npaBus reHepaumnmn u CMeHbl naponeun + | +

nonb3oBaTesien, 3aBeeHns 1 yaaneHus y4eTHbIX
3anuncen nonb3oBartenien, peanusaunmn npasun
pasrpaHuyeHus ocTyna, NoIHOMOYUKM Nofb30oBaTeNen B
MHGOPMAaLIMOHHON CUCTEME

IX. O6ecneyeHune LEeNOCTHOCTU MHPOPMALIMOHHON CUCTEMBbI U NePCOHaNbHbIX AaHHbIX

(oun)

ous.1 KoHTpOnb LEenocTHOCTM NporpaMmMHOro obecneyeHus, + | +
BKIOYasn nporpamMmmHoe obecnedeHne cpeacTs 3allnThbl
MHopMauunn

oun.2 KOHTpPOSIb LLeNOCTHOCTM NEPCOHAaNbHbIX JaHHbIX,
copgepxawumxcsa B 6aszax gaHHbIX MHPOPMaLMOHHOM
CUCTEMDI

ousn.3 Ob6ecneyeHne BO3MOXHOCTN BOCCTAHOBEHUS
nporpaMmMHoOro obecneveHusi, Bkno4vasi nporpaMmmMmHoe
obecneyeHne cpeacTB 3aWnTbl MHOpMaUnn, Npu
BO3HUKHOBEHMMW HELLTATHbIX CUTYyaUui

oun.4 O6HapyxXeHue n pearmpoBaHue Ha NOCTyNMeHNE B + | +
NHOPMALMOHHYIO CUCTEMY He3anpaluBaeMblX




9MNEKTPOHHbIX COOBLLEHMIN (MMceM, AOKYMEHTOB) Y MHON
NHJOPMaLNK, HE OTHOCALLMXCS K OYHKLMOHUPOBAHUIO
MHPOPMALMOHHOM CUCTEMBI (3aLLmTa OT cnamMa)

oun.s

KoHTponb cogepxaHua nHopmMauum, nepegasaeMon s
MHPOPMALMOHHON CUCTEMBI (KOHTEMHEPHbIN,
OCHOBaHHbIN Ha CBOMCTBax ob6bekTa focTyna, u (Mnum)
KOHTEHTHbIN, OCHOBaHHbIM Ha MOWCKe 3anpeLleHHON K
nepegaye MHopMaLmm C UCNONb30BaHUEM CUrHaTYp,
MacCoOK 1 UHbIX METOLOB), N UCKIIOYEHNE HeNpaBOMEPHOM
nepegadun nHopmaumm ns MHoOpMauMOHHON CUCTEMBI

oun.6

OrpaHnyeHne npaB nonb3oBaTtenen no BBoAy
NHdOpMaLUM B MHPOPMALMOHHYO CUCTEMY

oun.7

KOHTpOsb TOYHOCTU, MOMHOTLI M NPaBUbHOCTU AaHHbIX,
BBOAMMbIX B MH(DOPMALIMOHHYO CUCTEMY

oun.s

KoHTponb owmnbo4HbIX 4ENCTBMI NONb3oBaTenen no
BBOAY M (MNK) Nepeaayve nNepcoHanbHbIX 4AHHbIX U
npegynpexaneHne nonb3oBartenen 06 owmnboYHbIX
AEeNCTBUAX

X. ObecnevyeHne 4OCTYNHOCTU NEPCOHaNbHbIX AAaHHbIX

(OAT)

oaT.1

Vicnonb3oBaHue OTK830yCTOIZ‘-II/IBbIX TEXHNYECKUX CpeaCTB

oAT.2

PesepBurpoBaHne TeEXHUYECKUX CpeacTB, NPOrpamMmMHOro
obecneyveHuns, kKaHanoB nepegaym nHopmaumm, CpeacTs
obecnevyeHns PyHKLMOHMPOBAHNSA NHPOPMALIMOHHON
CUCTEMbI

oAT.3

KoHTponb 6e30TKa3HOro oyHKLMOHMPOBAHNSA
TEXHUYECKUX CPEeACTB, OBHapyXeHue 1 nokanusaums
0TKa30B PYHKLVNOHUPOBAHWS, NPUHATUE MepP MO
BOCCTAHOBMEHUIO OTKa3aBLUNX CPeaCTB U UX
TeCTUpoBaHue

oAT.4

Meproanyeckoe pe3epBHOE KOMUPOBaHNE NepcoHarnbHbIX
[laHHbIX Ha pe3epBHble MaLlVHHbIE HOCUTENN
NepcoHarnbHbIX AaHHbIX

oAT.5

Obecne4yeHne BO3MOXKHOCTU BOCCTAHOBMNEHUSA
NnepcoHarnbHbIX AaHHbIX C Pe3ePBHbIX MALLUMHHbIX
HOCcUTenen nepcoHarbHbIX AaHHbIX (Pe3epPBHbIX KOMUN) B
TeYeHne yCTaHOBIIEHHOrO BPEMEHHOIo HTepBana

Xl. 3awuTta cpeabl BupTyanusauum (3CB)

3CB.1

WpeHTndmrkaumsa n ayteHTnmrkauma cybbektos goctyna
N 06BEKTOB JOCTyNa B BUPTYyarbHOM MH(pACTPyKType, B
TOM 4YUcne agMUHUCTPATOPOB ynpaBrieHus cpeacTBamu
BUpTyanusauum

3CB.2

YnpaBneHue gOCTynoM cybbekToB AOCTyna K o6bekTam
AOCTyna B BUPTYyarbHOM MHAPACTPYKType, B TOM Yncre
BHYTPW BUPTYanbHbIX MaLUVH

3CB.3

Peructpauusa cobbiTnin 6€30nacHOCTM B BUPTYanbHOWM
NHPaCTPyKType

3CB.4

YnpasneHue (punbTpauuns, MapLupyTusawms, KOHTPOsb
cOoeVHeHus, OAHOHanpaBneHHas nepegayda) noTokamm




MHOPMaUUKN MeXay KOMNOHEHTaMN BUPTyarbHOM
NHQPACTPYKTYpPbI, @ TaKKe No nepumMeTpy BUPTyaribHON

I/IHCbpaCprKTypbl

3CB.5 [loBepeHHas 3arpy3ka cepBepoB BUpTyanusauuu,
BUPTyarbHOM MaLlUHbI (KOHTENHepa), cepBepoB
yrnpaBrieHus BUpTyanusauuen

3CB.6 YnpasneHue nepemMeLleHnemM BUPTYyanbHbIX MaLlvH +
(koHTenHepoB) 1 obpabaTbiBaEMbIX HA HUX AaHHbIX

3CB.7 KOHTpOrb LenoCcTHOCTU BUPTYanbHOWU MHPPACTPYKTYPbI U +
ee KOHurypaumm

3CB.8 PesepBHOE KONMpoBaHWe AaHHbIX, pe3epBUpPOBaHME +

TEXHUYECKNX CPeacTB, NporpamMmmMHoro obecneveHus
BUPTYaribHOM MHAPACTPYKTYPbI, @ TaKKe KaHanoB CBA3U
BHYTPUW BUPTYanNbHON MHAPACTPYKTYpbI

3CB.9 Peanunsauusa v ynpaBneHne aHTMBUMPYCHOWN 3aLMTON B + +
BUPTyanbHOW MH(ppaACTPyKType
3CB.10 Pa3bueHne BnpTyanbHOM MHPPACTPYKTYpPbl HA CErMEHTbI + +

(cermeHTMpOBaHWe BUPTYyarbHOM MHMPACTPYKTYpbI) ANs
06paboTkn NnepcoHanbHbIX AaHHbIX OTAEMNbHbIM
nons3oBaTenem u (unu) rpynnou nosib3oBartenem

XIll. 3awuTta TexHnyeckux cpeacts (3TC)

3TC.1 3awuTa nHdopmaummn, obpadbartbiBaeMoOn TEXHUHYECKNMM
cpeacTBamMu, OT ee YTEYKM MO TEXHNYECKUM KaHanam
3TC.2 OpraHunsauus KOHTPONMPyeMOW 30HbI, B npeenax

KOTOPOW NOCTOSIHHO pa3MeLlaloTCs CTauMoOHapHbIe

TexHn4yeckue cpeactea, obpabaTbiBatoLmne

MHd OpMaLNIo, N cpeacTBa 3almTbl UHOPMaUuK, a
Takke cpeacTea obecnevyeHns PyHKLUMOHNPOBaHUS

3TC.3 KoHTponb v ynpasneHue ousnyecknm 4OCTyrnoMm K + + +
TEXHUYeCKUM cpeacTBam, CpeacTBam 3allnThbl
MHopMauuKn, cpeacTesam obecneveHust
PYHKUNOHUPOBAHWS, @ TakKe B MOMELLEHMNS U
COOPYXXEHUS, B KOTOPbIX OHW YCTaHOBSEHbI,
NCKNIoYaloLLmnme HeCaHKLUMOHMPOBAHHbIN (ON3NYECKNin
AOCTYN K cpeactesam 06paboTkm nHopmawmu,
cpeacTeam 3aluTbl UHoOpMauumn 1 cpeacTeam
obecneyeHns PyHKLUMOHMPOBaHNA NHHOPMALIMOHHOM
CUCTEMbI, B MOMELLEHUS U COOPYXKEHUS, B KOTOPbIX OHK

YCTaHOBJIEHDI

3TC.4 PasmelleHne ycTponcTB BbiBOAa (0TOOBpaXkeHns) + + +
MHOopMaLUK, UCKNoYatoLLee ee HeCaHKLMOHMPOBAHHbIN
NPOCMOTP

3TC.5 3almTa oT BHELUHNX BO34ENCTBUN (BO3AENCTBUN

OKpYy)XawLen cpenbl, HeCTabunbHOCTH
3NEeKTPOCHaBXEeHNS, KOHOULMOHMPOBAHNA U UHbIX
BHELLHNX haKTOPOB)

XIlll. 3awmTa nHchopmMaLMOHHON CUCTEMBI, €e CPEeACTB, CUCTEM CBA3U U Nepeaaun
AaHHbIX (3UC)




3NC.1 PasgeneHue B HOpMaunoHHOM cucteme oyHKLMM No
ynpaBneHuno (agMUHUCTPUPOBAHNIO) MHPOPMAaLIMOHHON
CUCTEMOW, yNpaBrieHno (aAMUHUCTPUPOBAHUIO) CUCTEMOWN
3alWnTbl NepPCoHanbHbIX AaHHbIX, PYHKUUIN No obpaboTke
nepCcoHanbHbIX AaHHbIX U UHbIX OYHKLMI
MHGOPMaLMOHHOW CUCTEMBbI

3NC.2 MpenoTBpalleHne 3a8ep>KKn Unv npepbiBaHus
BbIMOSIHEHUS MPOLECCOB C BbICOKUM NPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KNM NPUOPUTETOM

31C.3 Ob6ecneyeHune 3aWmTbl NEPCOHANbHbIX AaHHbIX OT
packpbITMs, MoandrKkaumm n HaBa3bliBaHUS (BBOAA
NOXHOW MHopmaLumn) Npu ee nepenade (NOAroToBKE K
nepeagave) no kaHanam CBsi3v, MMELLMM BbIXOA 3a
npeaenbl KOHTPONMPYEMOW 30HbI, B TOM YKCre
6ecnpoBOAHbIM KaHanam CBs3u

3nC.4 Ob6ecneyeHne goBepeHHbIX KaHana, MapLpyTta Mexay
aAMWHUCTPaTOPOM, Nonb3oBaTeneM 1 cpeacTsamu
3awmTbl MHGopmaumm (PyHKLMsIMU Be3onacHoCcTU
cpeacTs 3awmTbl MHGOpPMaLmmn)

3nC.5 3anpeT HeCaHKLMOHNPOBAHHOW yaaneHHoW akTuBaLumm
Buaeokamep, MMKPOGOHOB M NUHbIX NepudepumnHbIX
YCTPOWCTB, KOTOPblE MOTYT aKTUBMPOBATLCA yAaNEeHHO, U
ornoBelleHne nonb3oBaTenen o6 akTMBaLmm Taknx
YyCTPOUCTB

3nC.6 Mepenaya n KOHTPOMb LLENOCTHOCTN aTpMbyTOoB
6esonacHocTu (MeTok 6e30MacHOCTH), CBA3AHHbLIX C
NepcoHarnbHbIMW AaHHBIMUK, NPU OBMEHEe MY C UHBIMK
MHOPMALMOHHBIMU CUCTEMaMMU

3nC.7 KOHTpOnb CaHKLUMOHMPOBAHHOIO U UCKITHOYEHNE
HeCaHKUMOHNPOBAHHOIO UCMONb30BaHNSA TEXHONOIMMI
MOOMNBHOro Koga, B TOM YMCne perucrpaums cobbiTui,
CBSI3aHHbIX C MCMNOMb30BAHUEM TEXHOMOMI MOOUITbHOIO
Koda, NX aHanu3 u pearMpoBaHue Ha HapyLUEeHWs,
CBsi3aHHbl€ C UCMOJIb30BaHNEM TEXHOSIOrMIN MOBUMNBHOIO
Kooa

3nC.8 KOHTpOrb CaHKUMOHMPOBAHHOIO U UCKINIOYEHWEe
HeCaHKUMOHNPOBAHHOIO UCMOSMb30BaHNUSA TEXHOSTIOMMM
nepegayu peyu, B TOM Ymcne permcrpaumsi coboituin,
CBSI3aHHbIX C UCMOSMb30BaAHNEM TEXHOSIOMMI nepegaydu
peyn, nx aHanua n pearmpoBaHMe Ha HapyLleHus,
CBSI3aHHbIE C UCMOMb30BaHMEM TEXHOMNOMMN nepegayu
peyn

3nC.9 KoOHTpOnb CaHKUWOHMPOBAHHOMW U UCKITIOYEeHne
HeCaHKLMOHNPOBaHHOW Nepeaaym BuaeonHgopmauuu, B
TOM ymcne perncTpauns cobbITUi, CBA3aHHbIX C
nepegaven BugeonHgopmauumn, ux aHanms um
pearMpoBaHue Ha HapyLLEeHUs, CBA3aHHbIE C Nnepeaaven
BUAEOnHG opMaumnm

3nC.10 MoaTBepxaeHne NPoNCXoXgeHNa NCTOYHMKA
MHdopMaLuKn, Nony4aemMon B npoLecce onpeneneHus




ceTeBbIX agpecoB no cetesbiM MUMEHaM UJAN
onpepgeneHna ceteBblX MMEH Mo CETEBbIM agpecam

31C.11 ObecnevyeHne NOANTIMHHOCTU CEeTEBbLIX COeANHEHUN
(ceaHcoB B3aMMogeNCTBNA), B TOM YnUCne Ans 3aWwmThbl OT
NoAMEHbI CeTEBbIX YCTPONCTB U CEPBUCOB

3nC.12 MckntoyeHne BO3MOXKHOCTUN OTPULL@HMS Nosfb30oBaTeNeEM
hakTa OTnpaBKM NEePCOHanbHbIX AHHbIX A4PYrOMYy
nonib3oBaTesnto

31nC.13 MckntoyeHmne BO3MOXHOCTU OTPULL@HMS Nosfb3oBaTeNeM
hakTa Nony4yeHns NepcoHarbHbIX AaHHbIX OT APYroro
nonb3oBaTens

3nC.14 VMcnonb3oBaHue yCTPOMUCTB TEPMUHANBHOIO JoCcTyna Ang
06paboTKn NnepcoHanbHbIX AaHHbIX

3nC.15 3awmTa apxmBHbIX (hannos, NnapaMeTpoB HACTPOMKU
CpeAcTB 3awmTbl MHopMauumn n NporpaMmMHoOro
obecnevyeHns N MHbIX AaHHbIX, HE NoANeXaLmx
N3MEHEHNI0 B Npouecce 06paboTkn NnepcoHanbHbIX
AAHHbIX

31C.16 BbisiBneHue, aHanna n 6rnokMpoBaHue B
MHPOPMALIMOHHOM CUCTEMBI CKPbITbIX KAHAINOB nepeaayn
nHdpopmauun B 06xoa peanmsoBaHHbIX MepP UM BHYTPU
paspeLleHHbIX CETEBbLIX MPOTOKOJIOB

3nC.17 Pa3bueHne nHpopMaLMOHHON CUCTEMbBI HA CErMEHTbI
(cermeHTMpoOBaHME NHPOPMALMOHHON CUCTEMBI) U
obecneyeHune 3alMTbl NEPUMETPOB CENMEHTOB
MHPOPMALIMOHHOW CUCTEMbI

31nC.18 O6ecneyeHune 3arpyskm 1 UCMONHEHUSA NPOrPaMMHOro
obecneyeHns ¢ MalNHHbBIX HOCUTENEN NepCcoHarbHbIX
[AaHHbIX, OOCTYMHbIX TONBKO OIS YTEHUS], U KOHTPOIb
LLeNIOCTHOCTM AaHHOro NporpaMmMHoro obecneyeHuns

3nC.19 M3onsaumsa npoueccoB (BbINOMIHEHNE NporpaMm) B
BblAeneHHon obnactn namaTn

31C.20 3awuTta 6ecnpoBoAHbIX COEANHEHUN, NPUMEHSIEMbIX B
MHGOPMAaLIMOHHON CUCTEME

XIV. BbisiBNneHMe MHLUUAEHTOB U pearupoBaHme Ha Hux (UHL)

MHL.1 OnpegeneHve nuu, OTBETCTBEHHbIX 3a BbISBIIEHNE
WHUMAEHTOB N pearnpoBaHne Ha HUX

MHL.2 O6HapyxeHue, ngeHTudpmrkaunsa n permcTpaumns
NHUNOEHTOB

MHL.3 CBoeBpeMeHHOoe NHOPMUPOBAHME NNL, OTBETCTBEHHbIX
3a BbISIBNIEHME MHLUNOEHTOB U pearnpoBaHne Ha HUX, O
BO3HMKHOBEHUN MHUWAEHTOB B MH(POPMaLMOHHON
cucTeMe Nonb3oBaTensaMm 1 agMUHUCTpaTopamu

MHL.4 AHanus nHUMOeHToB, B TOM YuCrie onpeaeneHve
MCTOYHMKOB U NPUYNH BO3HUKHOBEHNSA UHUWAEHTOB, a
TaKkxe oueHKa UxX nocrneacTeum

NHLL.5 [MpuHATME MEp NO YCTpaHEHUIO NOCNeACTBUA NHLUMOEHTOB

NHL|.6 [MnaHupoBaHne N NpUHATUE Mep Mo NPeaOoTBPaLLEHUIO




| NOBTOPHOrO BO3HWKHOBEHUS! MHLIMAEHTOB ] | ]

XV. YnpaBneHue KoHcpurypaumem nHcpopmaLMoOHHOU CUCTEMbI U CUCTEMbI 3aLUThI
nepcoHanbHbIX AaHHbIX (YK®)

YK®.1 OnpegeneHne nuu, KOTOPbIM pa3peLleHbl 4ENCTBUS MO + + | +
BHECEHNIO N3MEHEHNI B KOHPUTYpaLNIO
MHJOPMAaLMOHHOWN CUCTEMbI U CUCTEMbI 3aLUUThI
NnepcoHanbHbIX JAHHbIX

YK®.2 YnpaBneHne nameHeHnamMm KoHdurypauum + + | +
MHJOPMAaLNOHHOW CUCTEMbI U CUCTEMBI 3aLLMUTbI
nepcoHanbHbIX JaHHbIX

YK®.3 AHanna NnoTeHuManbHOro BO3AeNCTBUS MNaHUpyeMbIX + + +
N3MEHEHNN B KOHUrypaLumm MHPOPMaLMOHHON CUCTEMBI
N CUCTEMbI 3aLNTbl NEPCOHanbHbIX AaHHbIX Ha
obecneyveHune 3aWwmnTbl NEPCOHanbHbIX aHHbIX U
corfiacoBaHne U3MeHeHNn B KOHGUrypaumm
MHPOPMALNOHHON CUCTEMBI C AOSMKHOCTHBIM JTULIOM
(paboTHUKOM), OTBETCTBEHHbLIM 3a 0becneyeHne
6e30MacHOCTM NepcoHanbHbIX AaHHbIX

YKo .4 [lokyMeHTUpoBaHue nHgopmaumm (4aHHbIX) 06 + + | +
N3MEHEHNAX B KOHpUrypaumm MHOpMaLnoHHON
CUCTEMbI N CUCTEMbI 3aLUNTbI NEPCOHANbHbIX AaHHbIX

"+" - Mepa no obecneyeHno 6e30NacHOCTU MNEepCOHanbHbIX OaHHbIX BKMAOYEHA B
0as3oBbl Habop Mep Ans COOTBETCTBYIOLWErO YPOBHS 3alUMLLEHHOCTM MepCOoHarbHbIX
AaHHbIX.

Mepbl no obecneyeHuto 6€30NacHOCTU MEPCOHANbHbLIX AaHHbIX, HE O0003HA4YEeHHbIE
3HakoMm "+", npumMmeHsitoTcs nNpu  agantauum 6as3oBoro Habopa Mep U YTOYHEHUU
aganTupoBaHHoOro 6asoBoro Habopa Mep, a Takke npu pa3paboTke KOMMNEHCUPYIOLNX Mep No
obecneveHnto 6e30MacHOCTM NepCcoHanbHbIX AAHHbIX.



