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O603HavYeHNs1 1 CoKpaLLeHNs

APM - aBTOMaTn3nMpoBaHHoe pabovee MecTo

BU - Bugosas nHgpopmaumna

BTCC - BcnomoraTesnbHble TEXHUYECKUe CpeacTBa U CUCTEMDI
UCNOH - vHopMmaLMOHHasa cuctemMa nepcoHarbHbIX JaHHbIX
K3 - KoHTponupyemasi 30Ha

M3 - mexceTeBon akpaH

HOB - HegeknapupoBaHHbIE BO3MOXHOCTH

HCJ - HecaHKUMOHNPOBAHHBIN JOCTYN

OBIAH - o6ecneyeHne 6e30MNacHOCTM NEPCOHANbHbIX AAHHbIX
OC - onepaunoHHas cuctema

MAOH - nepcoHanbHble AaHHbIE

NMMB - nporpammHo-MaTeMaTU4YeCcKoe BO34ENCTBNE

MO - nporpammHoe obecneveHne

NM3MWUH - no60o4YHbIE 3NEKTPOMArHUTHLIE U3MyYEHNSA N HABOLKW
PWU - peuesas nHpopmayms

CBT - cpeactBO BbIYUCNTESNIBHON TEXHUKN

C3M - cpencTBO 3aWmThl MHOpMaLmn

CIW - cteraHorpadguyeckoe npeobpasoBaHne MHopmaumnm
C3YIU - cneumanbHble 3NEKTPOHHbIE YCTPOUCTBA NepexsaTta MHpopmMaumnm
TKYMW - TexHn4eckm kaHan yTeykn nHgopmaumm

TCOM - TexHnyeckne cpeactsa obpaboTkm MHpopmaumnm
YBINAH - yrpo3bl 6e30nacHOCTN NepCoHarnbHbIX aHHbIX

1. TepMuHbI U onpeaeneHus

B HacTosiLeM AOKyMEHTE UCMOMb3YTCs crneayowme TePMUHbI U X onpeaeneHus:

ABTOMaTM3UpPOBaHHas CUCTEMA - CCTEMa, COCTOsLIas U3 nepcoHana u komnnekca
cpeacTB aBTOMaTU3aLMKN ero AesTernbHOCTM, peanuaytollas MHPOPMAaLMOHHYO TEXHOMOMMIo
BbINONTHEHMS YCTaHOBMEHHbIX PYHKLWIA.

AyTeHTUdMKauusa oTnpaBuUTensl AaHHbIX - NOATBEPXKAEHWE TOro, YTO OTNpaBuUTENb
MOMYyYEHHbIX AaHHbIX COOTBETCTBYET 3asiBIIEHHOMY.

Be3onacHOCTb NepcoHanbHbIX AaHHbIX - COCTOSIHUE 3aLUMLLEHHOCTM NEPCOHAaNbHbIX
[AaHHbIX, XapaKkTepusyemMoe CrnocoOHOCTbIO MOoNb3oBaTeNnen, TEeXHUYECKUX CPEACTB U
NHOPMAaLMOHHBIX  TeXHOoMormin  obecrneynTb  KOHMUAEHUMANBHOCTb, LENOCTHOCTL WU
AOCTYNHOCTb MNEepPCOHarnbHbIX AaHHbIX NpU UX obpaboTke B MH(OPMALMOHHBLIX CUCTEMaXx
nepcoHarbHbIX OaHHbIX.

BnokMpoBaHue nepcoHanbHbIX A[aHHbIX - BpeMeHHoe npekpaweHve cbopa,
cucTemMaTm3aumm, HaKkomnmeHUsl, UCNoNb30BaHNs, PacnpoCTPaHeHUsl, NepcoHarnbHbIX AaHHbIX,
B TOM Ymncrie nx nepegayv.



Bupyc (KkoMnbrOTEpPHbIA, NPOrpaMMHbINA) - UCMOMNHAEMbIM NPOrpaMMHbIA KOL Win
MHTepnpeTMpyeMbid HAbop MHCTPYKLUMIKA, obnagatowmin CBONCTBaMU HECAHKLNOHMPOBAHHOIO
pacnpocTpaHeHusa n camoBocnpounssegeHus. CosgaHHble aybnukaTel KOMNBIOTEPHOMO BMpyca
He Bcerga CoOBMagalwT C OPUNMHANOM, HO COXPaHAKT CMNOCOBOHOCTbL K AdanbHenwemy
pacrnpoCcTpaHeHUIO 1 CaMOBOCNPOU3BELEHNIO.

BpenoHocHasa nporpamma - nporpamma, npegHasHavyeHHas Ons OCyLecTBIieHUs
HEeCaHKUMOHUPOBAHHOIO A0CTyna W (Mnn) BO3AENCTBUS Ha NepcoHasrbHble AaHHble WUIu
pecypcbl MUHPOPMALMOHHON CUCTEMbI NEPCOHAsbHbIX AaHHbIX.

BcnomoraTternbHble TEXHUYECKME CpeACcTBa U CUCTEMbI - TEXHUYECKME CpeacTBa U
CUCTEMbI, He npefHa3HaYeHHble ONa nepegayn, obpaboTkm M XpaHeHUs NepCoHarnbHbIX
AaHHbIX, YCTaHaBfiMBaeMble COBMECTHO C TeXHUYEeCKMMU cpeactsaMm W cuctemamu,
npegHasHavYeHHbIMU Ana o6paboTku nepcoHanbHbIX AaHHbIX, UM B NOMELLEHUNAX, B KOTOPbIX
yCTaHOBIEHbl MH(POPMAaLMOHHbIE CUCTEMbI NEPCOHASbHbBIX JaHHbIX.

HdocTtyn B onepauvoHHyr cpeny KomnblTepa (MHDOPMaALUMOHHOM CUCTEMbI
nepcoHarnbHbIX AAaHHbIX) - MOSlyYeHWe BO3MOXHOCTM 3arnycka Ha BbIMNOfMIHEHME LUTaTHbIX
KOMaHg, «yHKUMIA, npoueayp OnepaumoHHOW CUCTEMbI (YHUYTOXEHWUSA, KOMMPOBaHUS,
nepemMeLLeHna 1 T.n.), UCNOSTHAEMbIX hanoB NPUKNagHbIX NPOrpaMm.

Joctyn K wWHdopmMaumMm - BO3MOXHOCTb MONyYeHUa WHopMaunmm u ee
NCMonb30BaHWS.

3aknago4yHoe YCTPOMCTBO - 3MEMEHT cpeactBa Cbema MHGOPMauun, CKPbITHO
BHegpsieMbln (3aknagbliBaeMbli UM BHOCUMbIA) B MeCTa BO3MOXHOMo cbema nHpopmaumm (B
TOM 4ucne B OrpaxaeHue, KOHCTpyKuuio, obopygoBaHue, npegMeTbl UHTepbepa,
TPaHCMNOPTHbIE CPeAcTBa, a TakKe B TeXHWYeckne cpeacrtBea M cuctembl ob6paboTku
MHdopMauun).

3awmwaemaa wuHdopmauua -  UHopMauus,  dBndlowaaca  npegmeTom
cOBCTBEHHOCTM UM noanexawiaa 3awuTe B COOTBETCTBMM C TpeboBaHWSMW NpPaBOBbIX
AOKYMEHTOB nnu TpeboBaHnsaMK, ycTaHaBnMBaeMbIMM COBCTBEHHUKOM MHOpMaLnW.

UpeHTndukauma - npucsoeHne cybbektam n obbektam gocrtyna naeHtugukaTopa um
(vnKn)  cpaBHeHME npeabsBAseMoro UMAeHTUdUKaTopa C MNepevyHeM  MNPUCBOEHHbIX
NOEHTUMKATOPOB.

UHdopmaTUBHBLIN curHan - anekTpuyeckue CcuUrHansl, aKycTudeckue,
3NeKTpoMarHuTHble N gpyrme dusndeckme nond, no napameTpaMm KOTOpbIX MOXeT ObiTb
packpbiTa KOHpuaeHumMansHaa nHhopmaums (nepcoHanbHble gaHHble), obpabaTbiBaemas B
MHGOPMAaLMOHHOW cUCTEME NepCOHarbHbIX JaHHbIX.

UHopmaumoHHaa cuctemMa nepcoHanbHbIX AaHHbIX - 3TO MH(OpPMaUMOHHaA
cucTema, npegcrasnsowas cobon COBOKYNHOCTb MEPCOHarNbHbIX AaHHbIX, COOEPXAaLUUXCH B
0ase [JaHHbIX, a Takke WH(POPMALUMOHHBIX TEXHOMOMMN W TEeXHUYECKUX CPeacTs,
MO3BONSAOLWMNX OCYLLECTBNATL 06paboTKy Takmx NepcoHarnbHbIX AaHHbBIX C MCMOfb30BaHUEM
cpencTB aBToMaTusaumm unmn 6e3 ncnonib3oBaHnsa Taknmx cpeacTs.

MHdopmaLnOHHbIe TeXHONorMm - npouecchbl, MeToabl noucka, cbopa, XxpaHeHus,
00paboTkn, npefocTaBneHusi, pacnpocTpaHeHns nHgopmaumMm 1 cnocobbl OocyLlecTBAEHNS
TakMx NpoLeccoB U METOO0B.

UcTouyHuUK yrpo3sbl 6e3onacHocTu MHpopmaLmm - CyObekT JocTyna, MaTtepuanbHbIi
00BbEKT W  usnyeckoe sBreHUe, SABNALWMECH MPUYNMHON BO3HUKHOBEHUS  Yrpo3bl
B6e3onacHoCTU NHhopmaumn.

KoHTponupyemas 30Ha - 3TO MNPOCTPAHCTBO, B  KOTOPOM  WUCKIHOYEHO
HEKOHTponMpyemoe npebbiBaHMe COTPYLHMKOB W MOceTUTenen onepatopa U NOCTOPOHHUX
TPaHCMNOPTHbIX, TEXHUYECKUX U NHBIX MaTepuaribHbIX CPeacTB.

KoHdmaeHumanbHOCTL NepcoHarnbHbIX AaHHbIX - 0b6A3aTtensHoe Ans cobniogeHus
onepaTopoM UIM MHbIM NOMYYMBLUMM AOCTYN K NEPCOHANbHbIM LaHHbIM NMUOM TpeboBaHue



He gonyckaTb MX pacnpocTpaHeHuss 6e3 cornacusa cybbekTa NepcoHanbHbIX OAHHbIX WUIK
HanNU4nst MHOro 3aKOHHOTO OCHOBAHWUS.

MexceTeBOoM 3KpaH - rOKanbHOe (OOAHOKOMMOHEHTHOE) WNN  PYHKUMOHANbHO-
pacnpegeneHHoe  nporpamMMmHoe  (MporpamMMHo-annapaTtHoe)  cpeacTtBo  (KOMMMEKC),
peanusylollee KOHTPONb 3a WHdopMauuen, nocTtynawwen B MHPOPMALMOHHYK CUCTEMY
nepcoHanbHbIX AaHHbIX U (UNK) BbIxoadALWwen U3 MHPOPMaLMOHHON CUCTEMBI.

Hapywwutenbo 6e3onacHOCTU nepcoHanbHbIX QAaHHbIX - dusmyeckoe nuUUO,
Crny4arHO MNn nNpejHamMepeHHo coBepluarllee AeNCTBUSA, CrEeACTBMEM KOTOPbIX SIBMSEeTCS
HapyweHne 6e30MacHOCTU NepcoHarnbHbIX AaHHbIX MNpy nx 06paboTke TexHUYEeCKUMM
cpeacTBamMu B MHPOPMaLMOHHBIX CUCTEMax NepCoHarnbHbIX AaHHbIX.

HepeknapupoBaHHble BO3MOXHOCTU - (QYHKLMOHAIbHblE BO3MOXHOCTM CPeacTB
BblYMCIIUTENBHON TEXHWUKW, HEe OMuUCaHHble WAW He COOTBETCTBYHOLUME OMNUCaHHbIM B
AOKYMEeHTauun, Nnpu UCNosnib3oBaHMM KOTOPbIX BO3MOXHO HapylleHWe KOHUOEHUNanbHOCTH,
AOCTYNHOCTM UK LLeNIoCTHOCTM obpabaTbiBaeMoin MHpopmaumu.

HecaHkunoHupoBaHHbLIW AOCTYN (HeCaHKUMOHUpPOBaHHbIE AEUCTBUS) - O0CTYN K
WHopMauuM unn  OencTBua ¢ MHGOpMauMen, OcCyLleCTBrseMble C HapyLleHuem
YCTaAHOBIEHHbIX MpaB W (MnNn) npaBun OcTyna K MHpopmaumm vnu OencTBUA C HEW C
NPUMEHEHNEM LITaTHbIX CPEACTB MHPOPMALMOHHOW CUCTEMbI UNN CPEACTB, aHANOMYHbIX UM
Nno CBOUM (OYHKLMOHANbHOMY NpeaHa3HaAYeHUI0 U TEXHUYECKUM XapakTepucTmkam.

Hocutenb uHcdpopmaumm - dusmyeckoe nNUUO MNU MaTepuarnbHbii 0OBLEKT, B TOM
Jyucne usmyeckoe nosne, B KOTOPOM WHoOpMauus Haxo4uT CBOE OTpakeHue B Buae
CMMBOSIOB, 00Opa3oB, CUrHANOB, TEXHWYECKUX pPELUEHUWN U MNPOLECCOB, KOMUYECTBEHHbIX
XapaKkTePUCTUK PUBNYECKMNX BESNTUYNH.

O6paboTka nepcoHanbHbIX AaHHbIX - OEWCTBUA (onepaumm) C nepcoHanbHbIMU
AaHHbIMK,  BKMoYass cbop, cucTemMatvM3auuio, HaKoMneHue, XpaHeHwe, YTOYHEeHue
(obHOBNEHME, U3MEHEHME), UCMOMb30BaHME, pacnpocTpaHeHne (B TOM 4ucne nepepady),
o6eanuunBaHne, 6NoKMpoBaHNE, YHUUTOXEHME NEPCOHANbHbIX JAHHbIX.

OnepaTtop - rocyaapCTBEHHbIN OpraH, MyHUUMNAanbHbIA OpraH, puandeckoe Wunu
duamyeckoe nuuo, opraHusylwmre n (unu) ocyulecternswowme obpaboTky nepcoHanbHbIX
AaHHbIX, @ TaKkKe onpegensioLmne uenu n cogepxaHme ob6paboTkm nepcoHarnbHbIX AAaHHbIX.

MepexBat (MHdOpMaumn) - HenpaBOMepHOe MOfyyYeHUe WHpopmMaumm
NCNONb30BaHMEM TEXHMYECKOTO CpeAcTBa, OCYLIeCTBASLWero obHapyxeHue, npuem U
00paboTKy MHGOPMATUBHBIX CUTHASOB.

NMepcoHanbHble AaHHble - nobas MHOpMaLMs, OTHOCALWAACA K onpeneneHHoOMy
unu onpegenseMoMy Ha OCHOBaHUW TakoW WHQopmauuun dusandeckoMmy nuuy (cybbekTy
nepcoHasnbHbliX AdaHHbIX), B TOM 4ucne ero damunus, uMms, OT4ecTBO, faTa U MecCTo
poXaeHus, agpec, CeMenHoe, couunarnbHOe, WUMYLLEeCTBEHHOE MOornoxeHne, obpasoBaHue,
npocpheccus, [oxoabl, Apyrasi MHopMaLms.

Mo6GoYHble 3NEeKTPOMarHUTHbIE U3FNYYEHUA WU HaABOAKU - 3NEKTPOMarHUTHbIE
N3NyYeHNs TeXHUYECKUX cpeacTB 06paboTku 3alumaeMon MHopMaLmm, BO3HUKaOLWNE Kak
noboyHoe sBMEHME W BbI3BaHHbIE JNEKTPUYECKMMU CUrHanNamu, OencTByOLMUMUM B UX
ANEKTPUYECKMUX U MArHUTHbIX LEnsX, a TakKe 3NeKTPOMarHMTHbIE HaBOLKN 3TUX CUrHANoB Ha
TOKOMNPOBOASLIMNE JIMHUKN, KOHCTPYKLUN 1 LeNn NUTaHKS.

NMonb3oBaTtenb MHPOPMALUMOHHOW CUCTEMbl NEePCOHaNbHbLIX AAHHbLIX - NUUO,
yyacTteywouwee B (PYyHKUMOHMPOBAHUN MHAOPMALMOHHOMW CUCTEMbI MEPCOHAanbHbIX AaHHbIX
nUnu ucnonbayloLee pesynbTaTtbl €e PYHKLMOHUPOBAHKS.

NMpaBuna pasrpaHuMyYeHUss AOCTyna - COBOKYMNMHOCTb MNpaBus, PernameHTUpPYLLINX
npaBa goctyna cybbekToB gocTyna K obbektam gocryna.

MporpaMmHaa 3aknagka - CKPbITHO BHECEHHbIW B nporpamMmHoe obecneyeHue
yHKUMOHANbHbBIM OOBHLEKT, KOTOPbIN MpPU ONpeaeneHHbIX YCnoBusax cnocobeH obecneunTb



HEeCaHKUMOHMPOBaHHOE MNporpaMmHoe Bo3gencTBue. [lporpammHas 3aknagka MoxeT ObiTb
peanu3oBaHa B Buae BpeAOHOCHOW NporpaMmmbl UNn NporpaMmMHoOro Kkoga.

MporpammHoe (nporpammHoO-maTemMaTU4eckoe) BO3encTBMe -
HeCaHKLMOHNPOBaHHOE BO3OENCTBME Ha pecypcCbl aBTOMaTU3NPOBAHHOW MH(OPMaLMOHHOMN
CUCTEMbI, OCYLLLECTBNSAEMOE C UCMNOSNb30BaHNEM BPEAOHOCHbIX MPOorpamMm.

Pecypc uWHMpOpMaLMOHHON CUCTEMbI - WMEHOBAHHbIA 3MEMEHT CUCTEMHOrO,
npuKNagHoro wnu annapatHoro obecneyeHns YHKUMOHMPOBAHUS MHGOPMAaLMOHHON
CUCTEMBI.

CpeactBa BbIYUCIIUTENTBHON TEXHUKMU - COBOKYMHOCTb NMPOrPaMMHbIX U TEXHUYECKUX
anemMeHToB cuctem o6paboTkmM AaHHbIX, CMOCOBHbBIX PYHKLMOHUPOBATL CAMOCTOSTENBHO MUMKn
B COCTaBe ApYrux CUCTEM.

Cyb6bekt poctyna (cy6bekT) - nuuo wunmM  npouecc, [AOencTBUA  KOTOPOro
perrnamMmeHTUpyTCs NpaBunamMm pasrpaHnyeHnst Aoctyna.

TexHunyeckmne cpeacrtBa MHMOPMALMOHHOM CUCTEMbl MEPCOHaNbHbIX AAHHbIX -
CpeAcTBa BblMUCIUTENBHON TEXHWUKWA, NHPOPMALMOHHO-BbIYMCIINTENBHbLIE KOMMIEKCHI N CETH,
cpeacTBa U cucTembl nepefayn, npuema n obpaboTkM nepcoHanbHbIX AaHHbIX (cpeactsa v
CUCTEMbI  3BYKO3anucu, 3BYKOYCWUSIEHMS, 3BYKOBOCIMPOM3BEAEHWUSA, MNEeperoBopHble U
TENEeBU3NOHHbIE YCTPOWCTBA, CPeaCTBa W3rOTOBMEHUS, TUPAXUPOBAHWA [OOKYMEHTOB U
apyrve TexHudeckue cpenctsa obpaboTkm pedeBon, rpaduyeckon, Bmaeo- uU OyKBEHHO-
umdgposor uMHOpmaumm), nNporpaMmMmHble cpeactBa (onepaumoHHblE CUCTEMbI, CUCTEMbI
ynpasneHus 6aszamun gaHHbIX 1 T.M.), CPeACcTBa 3alnTbl HopMaLuu.

TexHUYecKU KaHan yTeuykn nHcdopmaumm - COBOKYNHOCTb HOCUTEnNs nHdopmMaumm
(cpeacTtBa 0bpaboTku), bmsmnyeckon cpefbl pacnpocTpaHeHUst UHPOPMATUBHOIO CUrHana u
CPeAcCTB, KOTOPbIMU LOObIBaeTCA 3alumiaeMas MHopMaLums.

Yrpo3bl 6e30MacHOCTU MNepCoOHalribHbIX AaHHbIX - COBOKYMHOCTb YCMOBUA U
haKkTopoB, CO3A4aloLWMX OMNACHOCTb HECaHKUWOHUPOBAHHOMO, B TOM 4MCME Cry4YawmHoro,
AOoCTyna K MepcoHaribHbIM AaHHbIM, pe3ynbTaToOM KOTOPOro MOXeT CTaTb YHUYTOXEHUE,
n3mMeHeHue, OMNOKMpOBaHWE, KOMMPOBaHWE, PacnpoOCTpaHeHMe MEepPCOHarnbHbIX AaHHbIX, a
TakKe MWHbIX HECAHKLUMOHUPOBAHHbLIX OEACTBUW Npu ux obpaboTke B MHGOPMALMOHHOM
cUCTeMe NepcoHasbHbIX AaHHbIX.

YHUUYTOXEHMEe nepcoHanbHbIX AaHHbIX - [OEUCTBUS, B pesynbTate KoTopbIX
HEBO3MOXHO BOCCTAHOBWUTb COAEpP)XaHWEe MnepcoHarbHbIX [OaHHbIX B  MHAOPMAaLMOHHON
cUCTEME NepCoHanbHbIX JAaHHbIX UMW B pe3ynbTaTe KOTOPbIX YHUYTOXAKTCA MaTepuarnbHble
HOCUTENM NepPCoHarbHbIX AAaHHbIX.

YTeuka (sawmwaemon) uHdopmaumumn no TEXHUYECKUM KaHanam -
HEKOHTpPONMpyemMoe  pacnpocTpaHeHne  uHopMauMM  OT  HOCUTENs  3awumuiaemMomn
MHopMauumn 4Yepes (PU3NYECKYD cpedy OO0 TEXHWYECKOro CpeacTBa, OCYLLEeCTBNSALEro
nepexsaT MHOpMaL K.

YA3BUMOCTb - Hekasd crnabocTb, KOTOPYH MOXHO WCMONb30BaTb ANA HapyLleHus
CUCTEMbI NN coaepxaLlencsa B He tHdopmMauuu.

LlenocTtHOCTb MHMOpMaLUKM - COCTOSHME WMHOPMaLUKU, NMPU KOTOPOM OTCYTCTBYET
noboe ee u3MeHeHMe §nMBO WM3MEHEHME OCYLLECTBNSAETCA TOMbKO MNpeaHaMepeHHO
cybbekTaMmm, UMEKLLMMIN Ha Hero npaeo.

2. Oowure nonoxeHus

HacTtoawasa "basoBass mogenb yrpo3 6e30nacHOCTM NepCoHanbHbIX AAHHbLIX MpU KX
o6paboTke B MHPOPMALMOHHBIX CMCTEMAX NepcoHanbHbIX AaHHbIX" (ganee - Mogenb yrpos)
COAEPXNT CUCTEMAaTU3NPOBAHHBIN NepeYeHb Yrpo3 6e3onacHOCTU NepCcoHanbHbIX AaHHbIX



npyn nx obpaboTke B MHPOPMALMOHHbLIX CUCTEMAX NEePCOHalNbHbIX AAHHbLIX. DTN Yrpo3bl
o0ycnoBneHbl NpegHaMepPEHHbIMU UM HENPEOHAMEPEHHbIMU AENCTBUAMU PU3UYECKUX NULL,
AeNcTBUAMN 3apybexHbIX cneucnyxb nnu opraHmsaumin (B TOM Yncne TeppopUCTUYECKMX), a
TakKke KpUMMHanbHbIX rPynnMpOBOK, CO34aloWmMX YCrioBus (MPeanochbisikiv) Ans HapyLleHus
6esonacHocTM nepcoHanbHbiX AaHHbIX (MAH), kKOTOpoe BedeT K yweplby XM3HEHHO BaXKHbIX
MHTEepPEeCcoB NMUYHOCTK, ObLLLeCcTBa 1 rocydapcTaa.

Mogenb yrpo3 coaepXuT efuHble UCXOOHble OaHHble Mo yrpo3am 6e3onacHoCTH
nepcoHanbHbIX OaHHbIX, obpabaTbiBaeMblX B MH(POPMALMOHHBLIX CUCTEMAX MEPCOHasbHbIX
AaHHbIX (MCMNAOH), cBA3aHHBLIM:

c nepexBatoM (cbemom) NLOH N0 TEXHUYECKMM KaHanam C LENbo MX KONMMPOBaHUS
NN HENPaBOMEPHOro PacrnpoCTPaHEHUS;

C HECaAHKLMOHNPOBAHHBIM, B TOM 4ucrie cnyyYamHbiM, goctynom B WCIOH C uenbio
N3MEHEHNHA, KOMUPOBaHWs, HernpaBOMepHOro pacnpocTtpaHenuss MNOH vnn OecTpyKTUBHBLIX
Bo3gencTBun Ha anemeHTbl VICTOH n obpabaTtbiBaemMbix B HuX lMOH C ucnonb3oBaHWEM
NPOrpaMMHbIX W MNPOrpaMMHO-annapaTHbIX CPeACTB C  UENbl  YHUYTOXEHUS  UNu
6noknpoBanHusa MNMAH.

Mogenb yrpo3 4BndeTcs MEeTOAUYECKMM [JOKYMEHTOM W NpefHa3HayeHa Ans
rocygapCTBEHHbIX M MyHUUMMANbHbIX OPraHoB, HPUANYECKUX W (MNKN) PUIMYECKUX NnL,
(oanee - onepaTopoB), opraHU3yLWMX K (MnNKn) ocyuwlecTternstowmx obpaboTtky MNMAOH, a Takke
onpeaensaowmnx LUenn n cogepxaHme obpabotkn MNMAH, 3akazumnkoB n paspadotymkos NCIOH
n nx nogeuctem. C npumeHeHmem Mogenu yrpos peLuaroTcs cnegyowme 3agaym:

paspaboTka 4yacTHbIXx Mogenen yrpo3 6e3onacHoctu lMOH B KOHKpeTHbIX WCIIOH c
Yy4eTOM MX Ha3Ha4yeHns, ycnosBun n ocobeHHocTen yHKLMOHNPOBAHNS;

aHann3 3awmweHHoctn UCIOH oT yrpo3 6esonacHoctu MNOH B xo4e opraHusauumn m
BbINOSTHEHUS paboT nNo obecneyeHmto BesonacHocTn MNOH;

paspaboTka CUCTEMbI  3aLUUTHI MAOH, obecneuvBaroen  HeUTpanu3auumto
npegnonaraemMblXx Yrpo3 C WCMNOMb30BaHMEM MeTogoB W cnocoboB  3awmtbl  [OH,
npenycMOTPEHHbIX aAns cootBeTcTBytowero knacca ACIOH;

nposegeHne MepPOoNPUSATUR, HanpaBfeHHbIX Ha npegoTBpaLleHne
HeCaHKLMOHMpOBaHHOro goctyna k MNAH 1 (unu) nepegaym mx nuuam, He MMEKLLMM npasa
A0CTyna K Takon nHdopmauuu;

HegonyLleHne BO3OENCTBUS Ha TexHudeckme cpeactea WCIOH, B pesynbtaTte
KOTOPOro MOXeT BbITb HapyLUEHO X (PYHKLMOHUPOBAHWUE;

KOHTPOISb 06ecnevYeHnss ypoBHS 3aLLMULLEHHOCTU NEPCOHArbHbIX AAaHHbIX.

B Mogenn yrpo3 pgaHo o6ob6uweHHoe onucanne WCIOH kak oOB6bekToB 3aLuThl,
BO3MOXHbIX MCTOYHUKOB Yrpo3bl 6e30MacHOCTU nepcoHanbHbIX AaHHbix (YBIOH),
OCHOBHbIX knaccoB yassumocten NCI1OH, BO3MOXHbIX BUAOB AECTPYKTUBHbLIX BO3AENCTBUI
Ha lN[H, a TakKke OCHOBHbIX CNOCOOOB MX peanu3auunu.

Yrpo3bl ©e3onacHoctn [10H, ob6pabaTtbiBaembix B WCIIOH, cogepxawmecs B
HacTosawen Mooenu yrpos, MOryT YTOYHATLCS M AOMNOMNHATLCA MO Mepe BbISIBIEHUS HOBbIX
NCTOYHMKOB Yrpo3, pa3suTtus cnocobosB n cpeacts peanusaumm YBIOH B UCIMNOH. BHeceHue
nameHeHnn B Mogenb yrpos ocyuectensietca PCTIK Poccum B ycTaHaBnMBaemMoM Nopsiake.

3. Knaccudmkaums yrpo3 6e30nacHOCTU NepCcoHanbHbIX JaHHbIX

CoctaB u cogepxanue YBIOH onpegensieTcss COBOKYMHOCTbIO YCMOBMIA U haKTOPOB,
cO3JaroLmMx ONacHOCTb HECAHKUMOHNPOBAHHOIO, B TOM Yuchne criydanHoro, goctyna K MNaH.

COBOKYMNHOCTb Takmx ycrnosBun n paktopoB POPMUPYETCA C YH4ETOM XapaKTepUCTUK
NCMAOH, cBonctB cpenbl (NyTM) pacnpocTpaHeHusi UHGOPMaTUBHbLIX CUFHANOB,



cogepxalumx sawuiaemMmyro MHpopmaLuuio, 1 BO3MOXHOCTEN UCTOYHUKOB Yrpo3bl.

K xapaktepuctnkam WCIOH, obycnosnuBatowmmMm BO3HMKHOBEHWE YDBIOH, MOXHO
OTHeCTM kaTeropmto 1 o6bem obpabaTtbiBaembix B UCIOH nepcoHanbHbIX AaHHbIX, CTPYKTYPY
NCMAOH, Hannune noagkntodeHnin ACTOH k ceTam cBsA3m obLLero nonb3oBaHus U (Unn) cetsm
MEeXAyHapOaHOro MHAPOPMaUMOHHOIO obMeHa, XxapakTepUCTUKN noacuctemMbl 6e3onacHOCTU
MAH, obpabaTbiBaembix B NCIOH, pexuMmbl 06paboTku nepcoHanbHbIX AaHHbIX, PEXUMbI
pasrpaHMyeHus npaB pgoctyna nonb3oBatenen WCIIOH, mecToHaxoxaeHue un ycroBus
pasmMeLleHnsa TexHmyeckmx cpeacts NCIOH.

MHpopMaLUNOHHbIE  cUCTEMBI Man npeacTaBnsAlT  coboM  COBOKYMHOCTb
NHPOPMaLNOHHBIX n nporpaMmHo-annapaTHbIX 9N1EeMEHTOB, a Takxe
MH(POPMALIMOHHbIX TEXHONOIMN, NpUMeHseMbIX Npu obpaboTke MAH.

OcHoBHbIMK anemeHTamu UCIOH saBnaoTcs:

nepcoHanbHble [JaHHble, cofepXawmecss B 6aszax [AaHHbIX, KakK COBOKYMHOCTb
MHdopMauuKn 1 ee Hocutenen, ncnonbdyemoix B MCIOH;

MHOPMAaUNOHHbIE TEXHONOIMK, NpUMeHsieMble npu obpaboTke MNOH;

TEXHUYECKMe  cpeacTtBa,  ocywlectenswowme  obpabortky  OH (cpenctBa
BbIYMCNIUTENBHOM TEXHUKN, MHOOPMALMOHHO-BLIYUCTIUTENBHbBIE KOMIMIEKCHI U CeTU, cpeacTaa
N cuctembl nepegayun, npuema u obpabotkm [N[H, cpeacTtBa M CUCTEMbI 3BYKO3anucw,
3BYKOYCUIEHNS, 3BYKOBOCMNPOU3BEOEHUS, MEPEeroBopHble W TeneBU3NOHHbIE YCTPOMCTBA,
CpeacTBa WM3rOTOBIIEHUSA, TUPAXMPOBaHMUA [OOKYMEHTOB W OpyrMe TexHuyeckue cpeacrsa
0bpaboTkn pedeBon, rpaduyeckon, Bnaeo- n OykBeHHO-UMPpoBON MHpopMauun) (ganee -
TexHuveckune cpegcrea NCIOH);

nporpaMmHble cpeactsBa (onepaunoHHblE CUCTEMbI, CUCTEMbI ynpasneHna 6asamu
AaHHbIX U T.NM.);

cpencTea 3awmThl MHopMaumu;

BCnomMoraTesfibHble TeXHU4Yeckue cpeactea u cuctembl (BTCC) - TexHuyeckme
cpenctBa M CUCTEMbl, UX KOMMYHUKaUWUKW, He npeaHasHadeHHble ans obpabotku OH, HO
pasMeLleHHble B NOMeLLeHUsX (danee - cnyxebHble noMeLeHns), B KOTOPbIX PacrnonoXeHbl
NCIMOH, nx TexHn4eckne cpenctea (pasnuyHoro poda TenedoHHble CpeacTBa U CUCTEMBbI,
CpeAcTBa BbIMMCNUTENBHOM TEXHUKW, CPeacTBa M CUCTEMbI Nepefadnm AaHHbIX B cCUcCTemMe
paguMocBA3n, cpencTBa M CUCTEMbl OXPaHHOM M MOXapPHOWM CUrHanuaauum, cpencrea U
CUCTEMbI OMOBELLEHUS N CUrHanM3aumm, KOHTPONbHO-U3MepUTENbHaa annapartypa, cpeacrtsa
N CUCTEMbI KOHOULMOHMPOBAHUSA, CpeacTBa U CUCTEMbI MPOBOAHON pagnoTPaHCAALMOHHON
ceTM W npuemMa nporpaMm paguoBeLlaHus U TeneBuaeHusd, CpeacTBa  dNEKTPOHHON
OPITEXHUKN, CPeACTBa U CUCTEMBI ArieKTpoYacoukaumnn).

CsowcTtBa cpeabl (NyTn) pacnpocTpaHeHus MHPOPMAaTUBHBLIX CUTHANOB, COAEPKaLLMX
3awmuaemyo  MHopMaumio, XapakTepusyrTcsa BUOOM (PU3NYECKOM cpefbl, B KOTOPOW
pacnpocTtpaHstoTcs [NOH, n onpeaensaoTcs npu oLeHke BO3MOXHOCTU peanusauun YBIOH.

BoamoxHocT  muctoyHukoB  YBIOH o6ycnoBneHbl  COBOKYNHOCTbHO  cnocobos
HEeCaHKUMOHNPOBaAHHOIMO u (Mnu) cnyydamHoro poctyna Kk [MOH, B pe3ynbTaTe KOTOPOro
BO3MOXHO HapyLleHne KOH(pmMaeHUMansHOCTH (konupoBaHue, HenpaBoMepHoe
pacnpocTpaHeHne),  UeroCTHOCTU  (YHUYTOXEHWe, M3MEHEHNE) K1 OOCTYMHOCTU
(6nokuposanue) MNMAx.

Yrposa 6es3onacHoctn [MH peanu3dyetca B pes3ynbTaTte oOpas3oBaHWsa KaHana
peanusauun YBIMOH mMexgy WCTOYHMKOM Yrpo3bl U HocuTenem (MCcTodHumkom) [OH, 4TO
cosgaeT ycrnosBua Ana  HapyweHus 6esonacHoctu [MOH (HECaHKLMOHMPOBAHHBLIN UMK
cny4aviHbIn JOCTyn).

OcHoOBHbIMY anemMeHTamMu KaHarna peanu3auum YBIOH (pucyHok 1) ssnsaioTcs:

nctoyHmk YBIMOH - cybbekt, maTepuanbHbii OOBLEKT Wnn usnyeckoe sBreHue,
cospatowne YBIOH;



cpepa (nyTb) pacnpocTtpaHeHus MNOH unv Bo3gencTsun, B KOTOPOW onsnyeckoe none,
CUrHan, QJaHHble WnuM nporpaMMmbl  MOTYT PacnpoCcTpaHATbLCA W BO3OencTBoBaTb Ha
3almaemble cBoMCTBa (KOHOMAEHUNANBHOCTb, LEeSTOCTHOCTb, 4OCTYNHOCTL) MNOH;

HocuTenb [MOH - dm3nyeckoe nNUUO WK MaTepuarnbHblii OOBLEKT, B TOM 4ucne
dusnyeckoe none, B kKotopom [NH HaxXo4saT CBOe OTpaxeHue B BUAE CMMBOSOB, 06pa3os,
CUrHanoB, TEeXHUWYECKUX pPeLleHnn U NpoLecCoB, KOJNIMYECTBEHHbLIX  XapaKTepuUCTUK
PU3NYECKMX BESNTUYNH.

Cpena paclhnpoCTpPpaHeHUd

VICTOUHUK I[IIH 1 BO3IOEMCTBUN
yIrpo3 6e30IacHOCTU 44— [TpreMHUK r4—> Hocurens I1IH
[IIu MHOOPMATUBHOT'O CHUI'HaJa
[lepenaTumk

BOBI[e]ZCTByIOLU,eI‘O CHI'HalJla

PucyHok 1. O606wWweHHaa cxema KaHana peanusauum yrpo3 6esonacHocTun
nepcoHanbHbIX AaHHbIX

Hocutenn TOH mMoryt copgepxatb WHOpMauuo, NpeacTaBeHHyl B Crefyowmx
BUaax:

akycTudeckasn (peyeasi) uHdopmauus (PW), copepxawascs HenocpeacTBEHHO B
npounsHocnmon peyun nonbsosatenda VCIOH npu ocywecTBneHnn UM (pyHKUUKM roriocoBOro
Beoga lNAOH B NCIOH, nnbo Bocnpoussoanmas akyctudecknmm cpegcrsamm UCIOH (ecnun
Takme yHKUMWN npeaycMoTpeHbl TexHonornen obpabotkm MNOH), a Takke cogepxallasacs B
9NEKTPOMarHUTHbIX MOMSX W 9MNEKTPUYECKMX CUrHanax, KoTopble BO3HUKAKT 3a cuyeT
npeobpasoBaHW akyCTUYECKON MHpopMaLnu;

Bngoeas uHdopmauua (BW), npencraBneHHass B BMAE TeEKCTa U M306paxeHuin
pPasfnyHbIX YCTPOWUCTB OTOBpaxeHuss WHGoOpMauun CpeacTtB BblYUCIIUTENbHOM TEXHUKM,
NH(POPMALNOHHO-BLIYUCIINTENBHBIX ~ KOMMMEKCOB,  TEeXHUYECKMX cpeactB  06paboTku
rpaduyeckon, Buaeo- n 6ykBeHHoO-LMdppoBon nHopmauum, Bxoadawmx B coctas VCTOH;

nHdopmauus, obpabatbiBaemasg (unpkynupytowasi) B ICINOH, B BUAE anNeKTpudeckux,
3NEKTPOMarHUTHbIX, ONTUYECKNX CUrHANOB,

nHdopmauusi, obpabateiBaemaa B WCII[OH, npeacrtaBneHHass B Buae Out, 6awT,
drannoB 1 Opyrnx Normvyeckux CTPykTyp.

B uensax dopmmnpoBaHnsa cuctematnsampoBaHHoro nepeydHs YBIOH npu nx obpaboTtke
B VCIOH n pa3paboTke Ha MX OCHOBE YaCTHbIX MOAENEN MPUMEHUTENBHO K KOHKPETHOMY
sungy WCIOH yrposbl KnaccuduumpyloTcss B COOTBETCTBMM CO CreAylLMMU MPU3HaKamu
(pncyHoOK 2):

no suay 3awmwaemon ot YBIAH nHpopmauum, cogepxawden MNAH;

no BMAAM BO3MOXHbIX MCTOYHUKOB YBIH;

no Tuny NCIQH, Ha koTopble HanpasneHa peanusauusa YBIOH;

no crnocoby peanusaumn YBIOH;

no Buay Hapywaemoro CcBoWCTBa WHGopmauum (Bugy HeCaHKUMOHMPOBAHHbIX
AencTBui, ocyectensembix ¢ MNOH);

Nno UCrnonb3yemMomn ysa3BUMOCTH;

no o6bekTy BO3OEeNCTBUS.

Mo Buaam BO3MOXHbIX nctovHnkos YBIOH BblioenaoTca cneayroLlimne Knaccehl yrpoas:

Yyrpo3sbl, CBSi3aHHble C MpegHaMepPEeHHbIMU UMW HenpegHaMepeHHbIMU OeUCTBUSMU



nny, nmerownx goctyn Kk NCIOn, sknovas nonb3oBatenen WCIOH, peanusyowmnx yrposbl
HenocpeacTeeHHO B NCIOH (BHYTPEHHUI HapYyLUNTESb);

Yyrpo3bl, CBSi3aHHble C NpefHaMepeHHbIMU WU HenpegHaMepeHHbIMU LENCTBUAMMU
iy, He umetowmx goctyna k WCIMOH, peanu3ylowmx yrposbl U3 BHELLUHUMX CETEN CBSA3MU
o6Lero NonNb3oBaHUA n (MNK) ceTen MexayHapogHOro MHAPOPMAaLMOHHONO o6MeHa (BHELLHUI
HapyLmTenb).

Kpome Toro, yrpo3bl MOryT BO3HMKaTb B pe3yfnbTaTte BHEAPEHWS annapaTHbIX 3aknagok
1N BPeAOHOCHbIX NporpamMm.

Mo Ttuny WCIOH, Ha KoTopble HanpaeneHa peanu3auma YBI[OH, BbligensawTcs
crnegyoLmne Knaccbl yrpos:

yrpo3bl 6e3onacHoctn [H, obpabatbiBaembix B WCIOH Ha 6a3e aBTOHOMHOIO
aBTOMaTU3NPOBaHHOIO paboyero mecta (APM);

yrpo3bl ©6e3onacHoctn [1H, o6pabaTtbiBaembix B WCIOH Ha 6asze APM,
NOAKMIOYEHHOrO K ceTu obLiero nonb3oBaHUA (K CeTM MeXayHapoOHOro MHAPOPMaLMOHHOMO
obmeHa);

yrpo3bl 6esonacHoctn [1[H, obpabatbiBaembix B WCIOH Ha 6a3e nokanbHbIX
WHPOPMAUMOHHBIX cuctem 6e3 noaknoveHMs K ceTu obuwero nonb3oBaHua (K CeTu
MeXayHapoaHoro MHOopMaLUMOHHOro obMeHa);

yrpo3bl 6esonacHoctn [1H, obpabatbiBaembix B WCIOH Ha 6ase nokanbHbIX
WH(POPMALUMNOHHBIX CUCTEM C MOAKMYEHMEM K ceTu obuwero nonb3oBaHua (K CeTu
MeXayHapogHOro MHopMaLUMOHHOro obMeHa);

yrpo3bl 6esonacHoctu MNOH, obpabatbiBaembix B NCIOH Ha 6a3e pacnpeneneHHbIX
WHPOPMALUMOHHBIX cuctem 6e3 noaknoveHnMs K ceTu obuwero nonb3oBaHua (K CeTu
MexXayHapoaHoro MHopMaLUMOHHOro obMeHa);
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[T Vrpom PR ] [ Vrpossl BHL ] [ Yrposs nadapmaLin, o8pabatsisacmon s TCON | VTpo3sl wHdopmalin, oBpabaThiBacMon B AC |
l'Io BHIAM BOIMOKHBIX HCTOUHNKOB YBITTn
7 o 1
CosnaBacMbIC HAPY LINTCACM Co3NABACMLIE aMapaTHON [ c pOrpa i
(dusuyeckum nuuom) aknaakod
Co30aBaembie BHY TPEHHNM 1 . CozaBaeMLie BCTPOSHHOI NporpaMMHO# 3aknaiaKoi. nporpammModi Tuna TPosHCKHE KOHb™ |
| |
y ! KnamKoi
HapylmTenem ; | | 3aKnaznkol . - NPOrpaMMHbIM BUPYCOM ]
Co3naBaeMble BHELUHMM I i Co3aBaeMbie aBTOHOMHOM - — —
HapYWHTEIEM | 3aknazkoi | BPEJICHOCHOH NPOrpaMMOIi, PACTIPOCTPAHSIOLIEHCR MO ceTh (CeTeBbiM HEpBEM) ‘
APYCUMHU BPEAOHOCHBIMH [IPOrPAMMAMH, NPEAHAZHAMCHHBIMY 1S
ocymectsacuus HCJL (noaGopa napoeit, yaanennoro A0cTyna v ag.)
To BBAY Hapywaemoro csoiicTsa nnd (Bay H np X uellcnmu OCYLIECTBAREMBIX ¢ ll,.lu)

[ e - — —
| Yrpozbl KOHQUICHLMATLHOCTY (YTCUKY, NCPEXBATA, ChEMA, Yrpo3bl 1IEIOCTHOCTH (y'rpam YHHUYTOXKEHHA, Yrposbl uocr) MHOCTH
KOTIMPOBAHMS, XUIIIEHHA, pasrianienys) nHhopmaru smoaudukaumu) uudopmauny (6noxupoBanus) UHGOPMaLMH

TTo runy MCILOs, Ha KoTOpble HanpaBJeHa peaansauus YBI1a

" Vrposul GesonacHocT L1IH, Yrpo3sl 6esonacHocTr T1TH, oﬁpanaﬂ,lmemmx B

777 Vrpossr GesonacrocT# T1/TH, 0GpaGaThiRaeMbIX B
o6padarbisaemeix B UCITH Ha 6aze APM (¢ UCTI[In Ha 6a3e NOKaNkHOH BhIYUCAUTEILHONK

HCTIQu Ha Gase pacnpeleneHHbIX
HMHDOPMALMOHHBIX CHCTEM (C NOAKIIOYEHHEM,
| Be3 moakloucHHs K ceTh OBLLIETO [0N1b30BaHIS )

MOAKIIIOYCHUCM I 53 MOAKMIOYEHUS K CCTH (C NOJKIIFOUSHHEM H 6e3 MOAKITIOYEHUS K
BLIYHCAUTENBHON CeTH) PACIPCACACHHON BbIMHCIIHTENLHOM CeTH)

ITo cnoco6am peaauzaunn YBITAn

T
‘ Vrpossl crieumansHeIx BosaeicTauil va UCTIIH Yrposer HCJ 8 UCTTOH : | Vrposbl yreuku HHhOpMaLHH 110
I ! | TeXHHYECKUM KaHaaM
[ MeXaHHYECKOr0 BO3EHCTRUA YTpO3bl, peani3yembic ¢ :

T
XHMHHUECKOTO BO3ACHCTRYA 3”emp,,qecm\m TIPOTPAMMHBIX CPCACTE ONCPALMOHHON CHCTEMBI 0 paaMoKaHany i e
Yrposel yreuku PHU

110 IEKTPHUHECKOMY KaHaly

r—{ AKY CTHHECKOIO BO3/JIeHCTBUS "M”W‘hCﬂM‘"
5 Vrpossl, peau3yembic ¢
- [ BMONOrKHECKOTO BO3NEHCTBHA_| 3nempomammubmu ‘ CreumansHo paipadoTantoro 110 ‘ 10 onTHeCKONY KanaTy F Vrposi yredxn BH ‘

HALMONIION0 BO3ACHCTBHS TS
TEPMHYECKOTO Bome CTBYA VTposbl, peani3yeMeIe C TPUMCHEHHEM (Bt {OHHOMY) KaHaTy Yrpo3bl yTeuky
MAarHUTHBIM [10.1EM . Ty
BPEIOHOCHBIX MIPOrpaM MHpOpMALMHU [0 Kanatam
- H3MHH

Rw No CMEIIaHHEIM
(napaMeTpUveCKum) KaHanam
llo HCM01b3YeMOii YR3BHMOCTH

[~ C ucnonb3oBaneM C MCHIONb30BaAHHEM C 1CTIONE30BAHNEM C HCTIONB30BAHHEM YA3BIMOCTEL, ]
¢ "C,gg’;'f%?::‘m ¢ "f,‘;gﬁﬁ%mm YA3BUMOCTH, BBI3BAHHON YA3BHMOCTEH [IPOTOKOJIOB YA3BUMOCTH, BBI3BAHHOH OGYCIOR/MBRIOIIAX HAI (e C HCTIONE30BAHMEM
CH)CxeMHQm i) o ro [10 Hamuumem 8 AC CETEeBOro BIaUMOACHCTBUA K HEJIOCTATKAMM OPIraHW3al My | TEXHWYECKHX KAHANIOB YTE1KH yassumocredi C3U
TIPMKITAIHO annapaTHoit 3aKNajaKH KaHasoB NMepeaadn JanibiX T3 or HCA | vrichopMaLmH
Mo 06meKTy BO3ACHCTBHS
N 5 VBI1[B, 06pabaTEIBAEMEIX B BLLACHCHHEIX | f YBII[n, nepenaBaemMbix Y rpo3bI MPHIUTAHEIM MTPOrPAMMAM. | Y rpoabl CUCTEMHOMY
p 3
’ VB, obpaGattisaeMeix 1a APM /‘ ‘ TCXHHUCCKUX cpcucmax oBpadoTkit 110 CeTsIM CBS3K (IpeIHa3HAUCHHBIM AT PaGoTH! ¢ /1 | H% oGeCneunBOLIEMY
- YHKITHO
4{ Ha oruy:kaacMbiX HocuTensx uHpopMannm Ha npuutepa, ""OT‘NP&X VBI1/IH npH nepeaaye CHrHa1oB j2{81y Vi)
rpar}mnoc-rpou'remx HT.00. 0 IHHHAM CBAZN
[ Ha BCTPOEGHHLIX HOCHTENAX NOINOBPEMEUHOTO XPAHEHHA uuq)opvmuuu ‘\ -
T —— Ha BbiHOCHBIX TEPM"HEUW‘( VBI/iH tupyu 08paboTke NaKeToB B
— B cpencrtaax 06paboTkun u xpaHeHus onepaTuBHOH uHdopMaLnyu MOHHUTOPAX, BUIEONPOSKTOPAX KOMMYHHKALMOHHBIX 2/NEMEHTAX
B cpenctrax (noprax) BB 01 | nHLl.vopMaunoHHc-
PencTaax (OpTEX) PROAa (xet802a) MAgopyaLK L | gfgggg{m e[ ooy cncron

"PucyHok 2. Knaccudumkaumus yrpo3 6e3onacHOCTM NepCcoHarbHbIX AaHHbIX"

Knaccudpumkaums yrpo3 6e3omacHOCTU nepcoHarnbHbIX OaHHbIX, obpabaTtbiBaembix B
MHAPOPMALMOHHBLIX CUCTEMAX MEepCOoHanbHbIX AdaHHbIX  yrpo3bl  6e3onacHoctn  [MOH,
obpabaTtbiBaembix B WCIOH Ha ©6ase pacnpegeneHHbiX WH(OPMAUNOHHBIX CUCTEM C



NnoAaKNto4YeHMeM K ceTu obero nonb3oBaHnA (K CeTU MexXayHapoAHOro MHEOPMaLUMOHHOIo
obmeHa).

Mo cnocobam peanusaumun YBIOH BblaenstoTCa cnegyroLume Krnaccbl yrpos:

yrposbl, ces3aHHble ¢ HCL k MNOH (B TOM 4ucne yrpo3bl BHEAPEHUS BPEOOHOCHbIX
nporpamMmm);

yrpo3bl yTeyku MNOAH No TeXHUYEeCKMM KaHanam yTe4dyku nHdopmaumu;

yrposbl cneumansHblix Bo3genctann Ha NCIOH.

Mo BMOy HecaHKUMOHMPOBAHHbLIX OENCTBUN, ocyulecTtBnsembix ¢ lOH, BbliaenstoTcs
cnefyroLlme Krnacchbl yrpos:

yrposbl, NPUBOASALLME K HapyLleHUO KOHuaeHumanbHocTy MOH (KonupoBaHUio mMnu
HeCaHKUNOHNUPOBAHHOMY pacnpoCTpPaHeHuto), Npyu peanu3aumm KOTOpbIX He OCYLLeCTBNAeTCS
HenocpeacTBEHHOrO BO3AENCTBUS HA coaepaHne nHopmMauuu;

yrposbl, NpuMBOAsLIME K HECAHKUMOHMPOBAHHOMY, B TOM 4uCNe CrydYanHoMmy,
BO3OENCTBMIO Ha coaepxaHue WHdopMauun, B pes3ynbTate KOTOPOro OCYyLEeCTBNsAeTcs
nameHeHwue MNOH nnn nx yHNYTOXEHUE;

yrposbl, NpuMBOASILLME K HECAHKLMOHMPOBAHHOMY, B TOM 4uCNEe Cry4YanHoMy,
BO3JENUCTBMIO Ha nNporpaMMHble WUNU nporpamMmHo-annapatHole anemeHtol WVCIIOH, B
pesynbTaTe KOTOpPOro ocyulectensetca 6nokmposanme MNOH.

Mo ncnonesyemon ya3BMMOCTU BbIAENAOTCA criefyoLlme Knacchl yrpos:

yrpos3bl, peanusyemMble C UCMOfb30BaHNEM YSI3BMMOCTM cuctemHoro MNO;

yrposbl, peanusyemMble C UCMONb30BaHNEM YS3BMMOCTU NpuknagHoro M0O;

Yyrpo3bl, BO3HMKAKOLNE B pe3ynbTaTe MWCMNOMb30BaAHUA YA3BUMOCTU, BbI3BAHHOW
Hanndnem B AC annapaTHOWM 3aKknagku;

yrpo3bl, peanu3yemble C MWCMNOSib30BAaHNEM YA3BMMOCTEN MPOTOKONOB CETEBOro
B3aMMOAENCTBUSA M KaHANOB nepeaadn JaHHbIX;

Yyrpo3bl, BO3HMKAKOLWNE B pe3ynbTaTe WCMNOMb30BAHUA YA3BUMOCTUM, BbI3BAHHOW
HegocTaTkamu opraHmnsaumm T3 ot HC[;

yrpo3bl, peanudyemble C UCNOSb30BaHMEM YSA3BUMOCTEN, 0OYCNOBAMBAIOLLNX HaNMyme
TEXHUYECKUX KaHanoB yTeykn nHopmauuu;

yrpos3bl, peanumsyemMble ¢ Ucnonb3oBaHnem ysasumocten C3MN.

Mo 06bEeKTY BO3OENCTBUA BbIAENAKTCA Crieaytowme Knaccbl yrpos:

yrpo3bl 6e3onacHocTu NH, obpabaTbiBaeMbix Ha APM;

yrpo3sbl 6esonacHoctn MNOH, obpabaTbiBaeMbiX B BbleNeHHbIX cpeacTBax ob6paboTku
(npuHTEpax, nnotrepax, rpadonoCTpomTENSAX, BbIHECEHHBIX MOHMTOPAX, BMAEOMNPOEKTOpAX,
cpencTBax 3ByKOBOCNPOM3BEAEHUSA U T.1.);

yrpo3bl 6esonacHocTu N[H, nepegaBaeMbiX No CETSM CBA3Y;

yrpo3bl NpuKnagHbIM nporpaMmmam, ¢ NOMOLLIbIO KOTOpbIX obpabaTtbiBatotcs MNOH;

yrpo3bl cuctemHomy O, obecneumsatowemy dyHkumoHnposaHne NCIOH.

Peanusauuna ogHon u3 YBIOH nepeyncrneHHbIX KnaccoB Unm nx COBOKYMHOCTU MOXeET
NPUBECTM K CneaywwmumM Tunam nocneactenn ansa cyévekron MNH:

3Ha4YuTENbHbIM HEraTUBHBIM NocneacTenam anga cybvekros MNOH;

HeraTuUBHbIM nocneacTenam ansa cyovekros MNH;

He3Ha4YnTENbHbIM HEraTUBHbLIM NOCNeACcTBMAM ansi cyobekToB MNH.

Yrposbl yTedknm [1OH N0 TEeXHMYEeCKMM KaHanaMm OAHO3Ha4YHO OnNUCbIBaKOTCA
XapaKkTepucTMkamm UCTOYHMKA MHopmaumm, cpegbl (NyTu) pacnpoCcTpaHeHUss U NpUEMHMKA
MHOPMATUBHOIO CUrHana, To eCcTb onpeaensarTCa XxapakTepucTukamm TeEXHUYECKOro KaHana
yteuku MNAOH.

Yrpo3bl, CBA3aHHbIE C HECAHKUMOHNPOBaHHbLIM aoctyrnom (HC) (nanee - yrpossl HC
B WCIOH), npeacrtaBngawTcsa B BUAE COBOKYMHOCTM OOOOBLLUEHHBIX KAacCOB BO3MOXHbIX
nctodHunkoB yrpo3 HC[l, yssBumocTern nporpaMMHoOro n annapatHoro obecneyenna UCTOH,



cnocoboB peanusauuMn  yrpo3, OOBLEKTOB BO34ENCTBUS  (HOcuTenen  3alimiaemou
UHdopMauuun, ampektopues, katanoros, ¢dannos ¢ MNMOH unm camux MOH) 1 BO3MOXHbIX
OECTPYKTUBHbIX ~ OencTBuMi.  Takoe  npeacTaBrieHMe  ONUCbIBaeTCca  creayollen
doopmMann3oBaHHOW 3arucbIo:

yrpo3a HC: = <UCTOYHMK yrpo3bl>, <ySA3BUMOCTb MPOrpaMMHOro unu annapaTHoro
obecneveHunsa>, <cnocob peanusauumn yrpo3sbl>, <06beKT BO34ENCTBUS>,
<HeCaHKLUNOHUPOBaHHbIN JOCTYM>.

4. Yrpo3sbl yTeuku nHcpopmauum no TeXHUYECKUM KaHanam

OCHOBHbIMM 3fIEMEHTaMMN OMNUCAHUA YrpPo3 YTEYKM WHOPMALUN MO TEXHUYECKUM
kaHanam (TKYW) saBnawTca: WUCTOYHMK  yrpo3bl, cpega (NyTb) pacnpocTpaHeHust
MHOPMATUBHOIO CMrHana u HocUTenb 3alluLLLaeMon NHpopmMaunn.

McTouyHMKamMM yrpo3 yTeuyknm UHopMauum no TEXHUYECKMM KaHanam SBNSTCSA
dusmyeckme nuua, He umerowme goctyna k NCIOH, a Takke 3apybexHble crneucnyxobl nnm
opraHmsaumm (B TOM YWUCRE KOHKYPUPYHOLLUME WU TEPPOPUCTUYECKME), KPUMUHAmbHbIE
rpynnUpOBKK, OCYyLIeCTBRASWME nepexsaT (CbeM) WHGoOpMauMM C UCMNOSb30BaHUEM
TEXHUYECKUX CPEACTB €e pernctpauuun, npuema nnum dortorpacdmpoBaHms.

Cpega pacnpocTpaHeHusi MHPOpPMaTMBHOIO CUrHama - 3To uamyeckass cpega, no
KOTOpON  WMHGOPMATMBHBLIN  CUTHaAN  MOXET  pacrnpoCTPaHATbLCA UM NPUHMMATLCA
(pernctpupoBatbes) npuemMHukoM. Cpefa pacnpocTpaHeHus MoXeT ObiTb Kak OAHOPOLHOM
(Hanpumep, TONbKO BO3QYLLHOW), Tak U1 HEOAHOPOLHOM 3a CYET Nepexoda curHana u3 ogHon
cpefbl B Apyryto (Hanpumep, B pesynbTaTe akyCTO3MEKTPUYECKUX Unn BUBPOaKyCTUYECKNX
npeobpasoBaHui).

Hocutenem MNAH aBngaetca nonb3oBaTtenbs NCIOH, ocywecTBNAKOLWMIA rONOCOBOM BBOA
Nnan B WCIOH, akyctnyeckaa cuctema WCIIOH, Bocnpoussogawas [MOH, a Takke
TexHnyeckne cpegctsa UCMOH u BTCC, cospawowme dusnyeckme nons, B KOTOPbIX
MHdOpMaUUa HaXo4UT CBOE OTpaXkeHne B BUAE CMMBOJIOB, 06pa3oB, CUrHaNoOB, TEXHUYECKUX
peLleHnn 1 NPOLIECCOB, KONMMYECTBEHHbIX XapaKTEPUCTUK (OU3NYECKNX BENUYNH.

Mpn obpaboTtke MAOH B NCIOH 3a cyeT peanu3aumm TEXHUYECKUX KaHaroB YTEYKU
MHOpPMaLUK BO3MOXHO BO3HUKHOBEHME crneyowmnx YBIMOH:

Yrpo3 YyTEUKN aKyCTU4eCKon (peveBon) nHdopmaumm;

Yrpo3 yTeYKn BUAOBON MHAOPMALMK;

yrpos YTEYKM NHpopmMaLumn no KaHanam
NOGOYHbIX 3NIEKTPOMArHMTHbLIX U3nyyeHun n Hasoaok (MIMUH).

4.1. Yrpo3bl yTe4YKMN aKyCTUYEeCKoM (peveBomn) nHcpopmaumm

BO3HMKHOBEHME YrpO3 YyTEYKN aKyCTUYECKOWN (peyvyeBor) Hdopmauum, cogepxallencs
HenocpeacTBEHHO B npousHocumon peun nonb3oBatens WCIMOH, npu obpabotke MNOH B
NCIMAOH, obycnosneHo Hannumem dyHKumin ronocosoro seoga MAH B NCIMOH nnn doyHKumin
BocnpowusBeaeHus MNOH akyctudecknmm cpeacteamm ACTOH.

[MepexBaT akycTMyeckon (pedeBon) UHGOPMAaUUM B AaHHbLIX Criyvasix BO3MOXEH C
nUcnonb3oBaHMEM  annapaTtypbl, PErncTpupyroen  akyctudeckne (B BO3ayxe) MU
BUBpoakycTudeckue (B ynpyrmx cpefax) BOSiHbl, @ TakkKe 9NeKTpoMarHuTHble (B TOM 4ucne
ONTUYECKME) U3NYYEHUA W INEKTPUYECKNe CurHanbl, MOOYNMPOBaHHblE WH(OPMATUBHBLIM
aKyCTMYECKUM CUrHarioM, BO3HMUKaloLLMe 3a cHeT npeobpasoBaHUn B TEXHUYECKUX CpeacTBax
obpabotkn [OH, BTCC wn cTpOUTENbHbIX KOHCTPYKUMSX U UHXEHEPHO-TEXHUYECKMX



KOMMYHMKaLMAX MO BO3OENCTBMEM aKyCTUYECKMX BOJTH.

Kpome aToro, nepexBaT akycTM4YecKom (peyeBor) WHGOpMaunMnm BO3MOXKEH C
NCNONb30BaHMEM CreumanbHbIX 3MEKTPOHHBLIX YCTPOMCTB CbeMa peyvyeBOn MHdopmauuu,
BHEOpPEHHbIX B TexHuyeckne cpepcrea obpabotku [MOH, BTCC u nomelwieHna wnu
NOAKMIOYEHHbIX K KaHanam CBA3W.

Yrpo3bl 6e3onacHocTu MN[H, cBA3aHHbLIE C NEpexBaToOM aKyCTUYECKOW MHGOopMauumn C
NCNONb30BaHMEM CrneumanbHblX 3NEKTPOHHBIX YCTPOMCTB CbemMa pevyeBor WHdOopmauunm
("3aKnagoYHbIX YCTPOMCTB"), OnNpeaensiTcs B COOTBETCTBMM C  HOPMATMBHbLIM
AokymeHTamm  ®depepanbHon  cnyxbbl  6esonacHoctn  Poccuickon  depepaumm B
YCTaHOBIEHHOM €10 NOopsiaKe.

[MepexBaT akycTn4eckon (peveBomn) MHpopmaL MM MOXeT BECTUC:

CTaunoHapHOM annapaTypou, pasmMeLliaemMon B bnuanexaiwmx CTpoeHusx (3aaHusax) c
HEKOHTPONMpYyeMbIM NpebbiBaHMEM MOCTOPOHHUX NNL;

nopTaTMBHOM BO3MMOW annapaTtypon, pasMellaeMon B TPaHCMNOPTHLIX CpeacTsax,
OCYLLIECTBMSAOLWMX ABUKEHNE BOMM3M Cry)KeOHbIX NOMELLEHNI UK NPU UX NapKOBKE PSAOM C
3TUMU NOMELLEHNAMN;

nopTaTMBHOW  HOCMMOW  annapaTypon -  uandeckumm  nuuamm  npu Ux
HEKOHTpPONMpyemMoM npebbiBaHUM B CRYXEOHbIX MOMELLEHMAX UM B HENOCPeACTBEHHOM
OnIN30CTU OT HUX;

aBTOHOMHOW aBTOMaTU4EeCKOMN annapartypown, CKpPbITHO yCTaHaBfiMBaeMomn
dusndeckMmn  nMuaMm - HenocpencTBEHHO B CNAYXEOHbIX  MOMELLEHUsIX unu B
HenocpeacTBEHHON B6yIM30CTM OT HUX.

4.2. Yrpo3bl yTe4km BUAoBOW nHopmMaumm

Yrposbl yTeykun BuOoOBOM WHGOpMauuu peanusyoTcsa 3a cyeT npocmoTtpa [OH ¢
NOMOLLbKO ONTUYECKNX (ONTUKOSNEKTPOHHbLIX) CPEACTB C 9KPAHOB AMCNNEeeB U APYrMx cpeacTs
oTOOpaxeHns CcpeactB  BbIYUCIIUTENIbHOW  TEXHUKW, WH(OPMaLNOHHO-BLIYUCIINTENbHbIX
KOMIMMEKCOB, TEXHMYECKUX cpeacTB obpaboTku rpacmnyeckon, Bugeo- n BykBeHHO-LMKPOBOM
nHdopmauuu, Bxoaawmx B coctas VCIOH.

Kpome aToro, npocmotp (peructpauusi) [10H BO3MOXEH C UMCNONb30BaHUEM
crneumanbHbIX 3NEKTPOHHbBIX YCTPONCTB ChbeMa, BHEAPEHHbIX B CIYXXEOHbIX NOMELLEHNAX UIn
CKPbITHO  MCMNOSIb3yeMbIX  (PUNYECKUMW  NULAMU  NPU  NOCELLEHUN UMK CIYKEOHbIX
MOMELLEHNN.

Yrposbl 6e3onacHoctn [1[H, CBAi3aHHbIE C WX MNepexBaToOM Mpu WUCMONb30BaHWUU
crneumanbHbIX 3NEKTPOHHbBIX YCTPOWCTB CbeMa BWOOBOW MHGOPMaLMM (BUOeO3aknagok),
OnpeaensitoTcs B COOTBETCTBMM C HOPMATUBHbIM AOKyMeHTamu PenepanbHOM CryXObl
6e3onacHocTn Poccunckon ®enepaunm B yCTaHOBNIEHHOM €10 NOPsSiaKe.

HeobxoanmbiM ycrnoBmem ocCyLecTBNeHns npocmoTpa (peructpauumn) MNOH asnseTcs
Hanu4ne NpsMon BUAMMOCTU MeXAy CpeacTBOM HabnogeHus n Hocutenem MNAH.

Mepexsat NH MOXeET BECTUCH:

CTauMoHapHOW annapaTypown, pasmellaemMon B Grvsnexaiumx CTpoeHusax (3gaHunax) c
HEKOHTPONMpyeMbIM NpebbiBaHNEM MOCTOPOHHUX NULL;

nopTaTMBHOW BO3MMOW annapaTypown, pasmeLlaeMon B TPaAHCMOPTHbIX CpeacTBax,
OCYLLECTBASALWNX ABMXKEHMNE BONM3N CNYXEOHbIX MOMELLEHUI UKW NPU UX NApPKOBKE pSaOM C
3TUMU NOMELLEHUAMN;

nopTatTMBHOM  HOCMMOM  annapatypon -  PU3NYECKMMU  nuuamum  npu - Ux
HEKOHTpPONMpyemMoM npebbiBaHM B CNYXEOHbIX MOMELLEHUAX MM B HENOCPeACTBEHHOM
BrnM30CTN OT HUX.



MepexBaT (npocmoTp) MNOH MOXeET OCyLLEeCTBNATLCA NOCTOPOHHUMU NiMLaMU NYTEM UX
HenocpeacTBEHHOro HabnaeHnsa B crny>ebHbix nomelleHnsax nmbo ¢ paccTossHUS NPsSIMON
BMnaumMocTtun ms-3a npegenos VMCIOH ¢ ucnonb3oBaHMeM ONTUYECKUX (OMTUKOISNEKTPOHHbIX)
CcpencTB.

4.3. Yrpo3bl yTe4ku nHcpopmMaLMm no KaHanam NoO6OYHbIX INIEKTPOMarHUTHbIX
M3Ny4YeHUN N HaBOAOK

BosHukHoBeHune yrposbl MOH no kaHanam MNOMWH Bo3MOXHO 3a cyeT nepexsarta
TEXHUYECKUMU cpeacTBamMu MNOBOYHBLIX (He CBA3aHHbIX C NPAMbIM - PYHKUUOHANBHBIM
3HayeHnem anemeHtoB WCIOH) WHMOpMAaTMBHBLIX  3MEKTPOMArHUTHbLIX  MNonenm u
9NEKTPUYECKUX CUrHanoB, BO3HMKaWWMX MNpu obpaboTtke [N TexHudecknmun cpencrsamu
NCMNAOH.

eHepauuns wHdopmaumn, cogepxawen [MOH M UMPKYNIMpYOWeEN B TEXHUYECKUX
cpegctBax WCIOH B BMAOE 3nNeKTpUYECKNX WHAOPMATUBHBLIX CUrHanos, obpaboTka u
nepefada ykasaHHbIX CUIHANoOB B 3MeKTpuYeckmx uenax TexHudeckux cpeacts UCIOH
conpoBOXAaeTca  MNOOOYHLIMU  SNEKTPOMarHUTHbIMU  U3NYYEHUSAMWU,  KOTOpble  MOryT
pacnpocTpaHATbCA 3a npefenbl CryXebHbIX NoOMeLeHUWn B 3aBUCUMOCTU OT MOLLHOCTU
nanydexHunn n pasmepos CIMOH.

Pernctpauua T[MOMWUH ocyuwectBnsieTcs ¢ uUenblo nepexsata MHGOpMaumm,
UMPKYNUpYOLLEN B TEXHUYECKUX cpeacTtBax, obpabateiBatowmx [MOH (B cpeacrtBax
BbIYMCNUTENBHOW  TEXHWUKN, WH(POPMAaLMNOHHO-BbIYUCIIUTENBHBLIX KOMMMEKcax W  CeTax,
cpeacTBax M cuctemMax nepegadu, npuema u obpabotkm MNLOH, B TOM yncne B cpencTsax u
cucTtemax — 3BYyKO3anucu, 3BYKOYCUINEHWUSA, 3BYKOBOCMNPOW3BEOEHWS, MNeperoBopHbiX U
TENEBU3NOHHbIX YCTPOWCTBAX, CPeACcTBax W3roTOBMEHUHA, TUPaXMPOBAHUA [LOKYMEHTOB U
APYrMx TEXHUYECKUX cpeactBax obpaboTkm pedeBon, rpadmyeckon, Buaeo- n OyKBEHHO-
UM poBoKn MHopmaLumm).

Ona pernctpaumn NMOMWH mncnonb3yetca annapatypa B cCOCTaBe pagvuornpuUeMHbIX
YCTPOMCTB N OKOHEYHbIX YCTPONCTB BOCCTAHOBIIEHUSI MH(bOpMaLN.

Kpome atoro, nepexsat [MTOMWH BO3MOXeH C MCNOMb30BAHNMEM 3IIEKTPOHHbIX
YCTPOWCTB nepexsaTa MH(opMaunn, NOLKMYEHHbIX K KaHamam CBA3WM WU TEXHUYECKUM
cpeacteam obpaboTtkm MAH.

Pernctpauyusa NOMUH mMoxeT BeCcTUCb C MCNOMb30BaHMEM annapaTypbl CregyloLwwmx
BUOOB:

cTaunoHapHOM annapaTypou, pasmeLiaemon B bnuanexawmnx cTpoeHnax (3gaHusx)
HEKOHTPONMpyeMbIM NpebbiBaHMEM MOCTOPOHHUX MNL;

nopTaTUBHOM BO3MMOW annapaTypbl, pasMelaeMon B TPaHCMOPTHbIX CpeacTBax,
OCYLLIECTBASOLWMX OBUKEHNE BOMM3M CryXeOHbIX NMOMELLEHNA UK NPU X NApKOBKe PSALOM C
3TUMU NOMELLEHUAMMU;

nopTaTUBHOW HOCMMOW annapaTtypou - (Pu3nyecknmMu nvuamum B HernocpeacTBEHHOW
onusoctun ot NCIAH;

aBTOHOMHOW aBTOMaTn4eCcKom annapaTtypowu, CKPbITHO yCTaHaBnMBaemoWu
dom3nveckMmun nuuamm B HenocpeacteeHHom 6nmsoctn ot ACIIOH.

Kananbl yTedkn wmHdopmaumn, obycrnoBneHHble HaBogkamu, obpasyTca 3a cyeT
coeauHUTENbHbIX NUHMIA TexHnyecknx cpeacts NCTOH n BTCC n nocTOpOHHMX NPOBOAHNKOB
(B TOM YMcne uenen aNEeKTPONUTaHUSA 1 3a3eMINeHNs).

HaBoakn anekTpoMarHuUTHbIX U3nyyvyeHun texHmyeckmnx cpeacts NCIOH Bo3HMKaOT npu
nanyvyeHun anemeHTamun TexHudeckux cpeacts WCIMOH vH(OpMaTMBHBLIX CUrHanoB mnpu
HanM4YNM €MKOCTHOW, WHAOYKTUBHOW UMW rafibBaHMYECKOW CBA3EW COeOUMHUTENbHbIX NUHUN



TexHuveckux cpencts NCIOH, nuHmin BTCC 1 noCTOPOHHMX NPOBOAHUKOB. B pesynbtate Ha
CnyyamHblX aHTeHHax (uenax BTCC wnu nOCTOPOHHMX NPOBOAHMKAax) HaBoaUTCS
MHPOPMATUBHBIA CUTHATT.

MpoxoxaeHne MHMOPMATMBHBLIX CUTHANOB B LENU 3MEKTPONUTAHUA BO3MOXHO MNpw
HanMyMm eMKOCTHOW, MHAOYKTUBHOW UMW ranibBaHMYECKOM CBA3UN UCTOYHUKA MHGOPMAaTUBHBLIX
CcUrHanoB B cocTtaBe TexHuyecknx cpeacts VICTOH v uenen nutaHus.

lMpoxoxaeHne WHMOPMATUBHBIX CUrHANoOB B Lenu 3asemneHus 00yCnoBneHo
Hann4Ynem eMKOCTHOW, NHOYKTUBHOM UIN ranbBaHNYEeCKOW CBA3U MCTOYHMKA MHPOPMATUBHbLIX
curHanos B coctase annapatypbl TCIA n uenen sazemneHus.

[nsa cbema nHgopmarmm ¢ NnpoBOAHbIX JIMHUWA MOTYT UCMNOJSIb30BaTLCA:

cpefcTtBa CbemMa CUrHanoB, coepXalmx 3awuuiaemyro MHgopmMauuio, € Lenen
TexHuveckux cpencts NCIMOH n BTCC, nuHun cBA3KM 1 nepefayn LaHHbIX, BbIXOOALWMNX 3a
npegenbl  crnyxebHblXx MNOMeLleHNn (dKBUBASEHTbl CeTW, TOKOBble TpaHchopmaTophl,
NPOBHUKN);

cpeacTBa CbeMa HaBeAEeHHbIX MHAOPMATUBHbBIX CUTHANoB C Lenen anekTponnuTaHus;

cpencTBa cbemMa HaBeAEeHHbIX MHAOPMATUBHBIX CUTHANOB C LUWMH 3a3€MITIEHWS;

cpeacTBa cbeMa HaBeAeHHbIX MHPOPMAaTUBHLIX CUFHASOB C MPOBOASALLMX MHKEHEPHbIX
KOMMYHUKaLINNA.

11151 BOMTOKOHHO-OMTMYECKOM CUCTEMbI Nepeaayn AaHHbIX YrPO30n yTeyvkn nHgopmarmm
SBMSAETCA YyTeyka OMNTUYECKOrO M3NyYeHUs, copepallero 3salumiaemyro mHdopmaumio, C
OOKOBOW NOBEPXHOCTU ONTUYECKOrO BOSIOKHA.

[NossBNeHMe HOBbIX KaHanoB CBSA3W - COTOBOM CBSI3W, NEWOXKUHIOBLIX COOOLLEHUN,
CMYTHUKOBbIX W 6ecrnpoBOAHLIX ceTen nepefadn [AdaHHbIX - TMPUBENO K PasBUTUIO
cneunanmaMpoBaHHbIX CUCTEM W CPEACTB KOHTpONA W nepexeata MHGopmauuu,
OPVEHTUPOBAHHBIX Ha WUCMOSMb3yeMble B HUX WHAOPMAUWNOHHbLIE TEXHOMOMMU, B TOM 4uCne
CpencTB:

nepexsaTta NENOXUHIOBbIX COOBLLEHNN U COTOBOW CBSA3MN;

nepexeara nHgopmaumm B kKaHanax nepegayvv AaHHbIX BbIYUCANTENbHbIX CETEN.

5. Yrpo3bl HeCaHKLLIMOHMPOBAHHOIO AOCTyNa K UH(hopMauum B MUHPOPMaLUOHHOM
cucTemMe NepcoHanbHbIX AaHHbIX

Yrposel HC[] B UCIOH ¢ npyuMeHeHneM nporpaMMHbIX U AporpaMMHo-annapaTHbIX
CPEeACTB  peanu3yloTcs MNpyv  OCYLLECTBNEHUN HECAHKUMOHMPOBAHHOIO, B TOM 4uUcne
cnyyamHoro, goctyna, B pe3ynbTaTte  KOTOpPOro  OCYLECTBASeTCS  HapyleHue
KOH(MAEHUMANBHOCTH (konupoBaHue, HeCaHKUNOHUPOBaHHOE pacnpocTpaHeHue),
LEeNOCTHOCTU (YHUYTOXEHUE, UBMEHEHNE) U AOCTYNHOCTU (6nokuposaHue) MNOH, n BkNoYaoT
B cebs:

yrpo3bl goctyna (MPOHWKHOBEHWHA) B OMepauuoHHY cpefy KommnbioTepa C
NCNONb30BaHMEM LUTATHOrO nNporpaMmmMmHoro obecneveHms (CpeacTB onepaumoHHON CUCTEMBI
UNN NPUKNagHbIX NporpaMmm obLero NpUMeHeHus);

Yyrpo3bl CO30aHUA HeWTaTHbIX PEeXMMOB paboTbl nporpaMmMHbiX (MpOrpaMmHo-
annapaTHblX) CpeacTB 3a CcYeT npefHaMepeHHbIX W3MEHEHUNA CIYyXeOHbIX OaHHbIX,
WUFHOPUPOBaHUSA NPEAYCMOTPEHHbIX B LITATHbIX YCMOBUAX OFpaHWYEeHWn Ha COCTaB MU
XapakTepucTmkn obpabaTtbiBaemon nHopmaummn, nckaxeHms (Mogndumkaumm) cammx gaHHbIX
nT.n;

yrpo3bl BHEApPEHWS BPEAOHOCHbIX nporpamm (nporpammHo-
MaTeMaTU4ecKoro Bo3gemcTBeus).

CocTtaB anemeHToB onucanus yrpo3 HC[L k uHdopmauun B UCIIOH npuBeneH Ha



puUcyHke 3.

Kpome aTOro, BO3MOXHbl KOMOMHMPOBaHHbIE Yrpo3bl, npeacTaBnsawowme cobon
coyeTaHMe yKasaHHbIX yrpo3. Hanpumep, 3a cHeT BHEOPEHUS BPEOOHOCHbLIX NporpamMmm MoryT
cosgaBaTbces ycrnosusa ana HCI B onepauMoHHy0 cpedly KOMMboTepa, B TOM 4ucre nyTem
hopmMMpoBaHNSA HETPAAMULMOHHBIX MHAPOPMALMOHHbBIX KaHaNoB AocTyna.

Yrpo3sbl pocTtyna (NPOHUKHOBEHUSA) B onepauuoHHYI0 cpeay NCMNaH c
MCNONb30BaHMEM LUTATHOTO MporpaMmHOro obecnevyeHus pasgenstoTcs  Ha  yrposbl
HenocpeaCcTBEHHOTO W yaaneHHoro [JocTyna. Yrposbl HenocpeACTBEHHOro AocTyna
OCYLLIECTBMSATCA C WUCNOMb30BaHMEM MNPOrpamMMHbLIX U MporpaMMHO-annapaTHbiX CPeacTB
BBOAa/BbIBOAA KOMMblOTEpa. Yrpo3bl yaaneHHOro JocTyna peanusyloTcs C UCMNOfb30BaHNEM
NPOTOKOSIOB CETEBOrO B3aMMOAENCTBUSI.

OTu yrpo3sbl peanusytotcsa oTHocutenbHo VICTTOH kak Ha 6a3e aBTOMaTU3MpOBaHHOIO
pabo4ero MmecTa, He BKIMOYEHHOMO B CETU CBA3KN 06OLLEro Nofb30BaHUA, Tak U MPUMEHUTENBHO
ko Bcem WCIIOH, nmeowmm nogKnioyYeHne K ceTaMm CBA3M obLero nonb3oBaHUA U CETAM
MEeXAyHapoaHOro MHOpPMaLMOHHOro obMeHa.

OnucaHue yrpo3 pgoctyna (NPOHUKHOBEHWS) B OMEPALMOHHYKD Cpeay KoMMbkoTepa
dhopmanbHO MOXET ObITb NPeACcTaBneHo crieqgyowmm obpasom:

yrpo3a HCL B WCIIOH: = <uCTOYHMK yrposbl>, <yassumoctb WCIOH>, <cnocob
peanusauun yrposbl>, <OO6beKT BO3OenCTBUA (nNporpamma, MNPOTOKOS, AaHHble U Op.)>,
<[OEeCTPYKTUBHOE OENCTBUE>.

Yrpo3bl CO34aHuMsi HewTaTHbIX pPexuMMoB paboTbl NporpaMMmHbIX  (MpOrpamMmHo-
annapaTHbIX) CpeacTB - 3To yrpo3dbl "OTkasa B o6cnyxmaHmn". Kak npaBuno, AaHHble Yyrpo3bl
paccmatpuBatotca npumeHntensHo kK WCIIOH Ha 6ase nokanbHblX W pacnpegeneHHbIX
MH(POPMALMNOHHBIX CUCTEM BHE 3aBMCUMOCTM OT MOAKMYEHUS MHPOPMaUMOHHOIoO obmeHa.
Nx peanunsaumsi obycnoeneHa Tem, 4TO Npu pas3paboTke CUCTEMHOrO WU MNPUKNagHOro
nporpamMMHoro obecrnevyeHnss He yYnMTbiBaeTCa BO3MOXHOCTb NpeAHaMepeHHbIX AENCTBUA MO
ueneHanpaBneHHOMY M3MEHEHMIO:

cogepxaHua cnyxebHon uHdopmauMmM B MNaketax cooblieHun, nepegaBaeMblX MO
ceTu;

ycnoBui o6paboTkM AaHHbIX (Hanpumep, WUrHOPMPOBAHWE OrPaHUYEHUN Ha AOSNIMHY
naketa coobLeHuns);

dopmaToB NpeacTaBneHnss AaHHbIX (C HEeCOOTBETCTBMEM W3MEHEHHbIX (bopmaTos,
yCTaHOBMEHHbIX ANna 06paboTKkmM N0 NPOTOKOMaM CETEBOro B3auMOAENCTBUS);

nporpaMmmHoro obecneveHns o6paboTkm AaHHbIX.

B pesynbtate peanusaumm yrpo3 "OTkasza B obcnyxmBaHun" npoucxogut
nepenonHeHne bydepoB n 6rnokmpoBaHue npouenyp obpaboTku, "3aumknueaHue" npoueayp
0bpaboTkn 1 "3aBucaHne" komnbloTEpPa, OTOpPackLiBaHME nakeToB coobweHuin n ap. OnucaHne
Takux yrpo3 oopmMarnbHO MOXET OblTb NpeacTaBneHo criegyowmm obpasom:

yrpo3a "OTkasa B obcnyxuBaHun": = <UCTOYHUK Yrposbl>, <yassumocTb NCITOH>,
<cnocob peanusaumm yrposbl>, <00bekT BO34ENCTBUS (HocuTenb MNnax)>,
<HEenocpenCTBEHHbIN  pe3ynbTaT  peanu3auuum  yrposbl  (nepenonHeHne  Gydepa,
GnokupoBaHue npoueaypbl 06paboTku, "3aunknmeaHme" o6paboTkn n T.M.)>.

Yrpo3bl BHEOPEHWs  BPEOOHOCHbIX MporpaMm  (NporpamMHO-MaTeMaTu4eckoro
BO34eNCTBUS) HelenecoobpasHo OnNUCkbIBaThb C TOM XXe AeTanbHOCTbIO, YTO U BbilleyKa3aHHble
yrpo3bl. 310 0OyCrnoBneHO Tem, 4TO, BO-NEpBbIX, KONMMYECTBO BPEAOHOCHbLIX Mporpamm
CEerofHs yXXe 3HauuMTenbHO MNpeBbiaeT CTO ThicAd. Bo-BTOpLIX, NpM OpraHu3auumn 3awmTbl
WHpopMauUM Ha npakTUKe, Kak npaBuio, AOCTAaTOMHO NUWb 3HATb Knacc BpeaoHOCHOM
nporpammbl, cnocobbl U NOCNeacTBUA OT ee BHeApeHus (MHuunpoBaHus). B cBa3n ¢ aTum
yrpo3bl nporpaMmmHo-matemaTudeckoro Bosgencteua (MMB) dopmanbHO MoOryT ObiTb
npeacTasneHbl criegyowmm obpasom:



yrpo3a NMB B WCIOH: = <knacc BpedoHOCHOW NporpamMmbl (C ykasaHuMeMm cpenbl
obuTaHnda)>, <UCTOYHUK yrpo3bl (HOCUTENb BPELOHOCHOW nporpammbl)>, <crnocob
NMHPMUMPOBaHUA>, <OOBEKT BO3AENCTBUS (3arpy30dHbI cekTop, dhann u T.n.)>, <onucaHue
BO3MOXHbIX OECTPYKTUBHbIX OEWCTBUA>, <OonofnHWUTEenbHas WHgopmauna o6 yrpose
(pe3ngeHTHOCTb, CKOPOCTb pacnpoCTpaHeHus:, NONMMOPMOUYHOCTL U Ap.)>

Hwxe gaetcs obwasa xapakrepuctmka MCTOYHUKOB Yrpo3 6e3onacHoCcTn nHgopmaumm,
YySI3BUMOCTEN, KOTOpble MOryT OblTb WCNONb30BaHbl MNpu peanusaumn yrpo3 HCL, wn
XapakTepuctmka pesynbTatoB  HECaHKLMOHUMPOBAHHOIO  WUMAW  CrlyYanHoro  JocTyna.
Xapaktepuctuka cnocoboB peanusauumm yrpo3 JaeTtcda nNpu OnNucaHum Yyrpos3 Jdoctyna
(NMPOHMKHOBEHMSI) B OMEpaLMOHHY0 cpefy KOMMbiTepa, yrpo3 oTka3a B OOCNyXuBaHUM U
yrpo3 [NMB.
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5.1. O6was xapakTrepucTMKa UCTOYHMKOB Yrpo3 HeCaHKLUMOHMPOBAHHOro AOCTyna B
MH(OPMaLNOHHOWN CUCTEMe NepPCOoHaNbHbIX AaHHbLIX

NcTtounukamm yrpos HCl B UCIMOH moryT ObiTb:

HapyLmTenb;

HOCUTENb BPEJOHOCHOW NporpamMmsl;

annapartHas 3aknagka.

Yrpo3bl ©6e3onacHoctu [[H, cBsi3aHHble C BHeOpeHWeM annapaTHbIX 3aknagok,
OnpeaensitoTcs B COOTBETCTBMM C HOPMATUBHbIM AOKyMeHTamu PenepanbHOM CryxObl
6esonacHocTn Poccunckon Pegepaumm B yCTaHOBIIEHHOM €10 MOPsSiAKe.

Mo Hanuuuio NpaBa NOCTOSAHHOIO UMW Pas3OBOro OCTYNa B KOHTPONUPYEMYHO 30HY
(K3) NCIMNAH HapywunTenn nogpa3gensioTcsa Ha ABa Tuna:



HapywuTtenun, He umetowme goctyna K VCIOH, peanuayowme yrposbl N3 BHELUHUX
ceTen CBA3M oOWlero nonb3oBaHus M (UNKM) ceTen MexAyHapOoAHOro WHAOPMAaLVNOHHOIo
oBMeHa, - BHELLHWE HapyLUUTENw;

HapywuTtenn, wumetowme poctyn k WCIOH, Bknwovas nonb3oBatenen WCIMOH,
peanusylowme yrposbl HenocpeactseHHo B VICTTOH, - BHyTpeHHME HapyLlnTesnu.

BHeLwWHMMN HapywmMTensMm MoryT ObITb:

pasBeabiBaTeNbHbIE CYXObl rOCyaapCTB;

KpUMUHanNbHbIE CTPYKTYpbI;

KOHKYPEHTbI (KOHKYpUpYHoLLMEe opraHn3awumm);

HeJoBpPOCOBECTHbIE NapTHEPSI;

BHeLUHWe cybbekTbl (dusnyeckne nuua).

BHewWwHnn HapywiMTens nmeeT criegytoLme BO3MOXHOCTH:

OCYLEeCTBNATb HECaHKLUMOHUPOBAHHbLIA LOCTYN K KaHanam CBS3W, BbIXOAALWMM 3a
npegenbl cryXebHbIX NOMeLLEeHNN;

OCYLEeCTBNATb HECAHKLMOHMPOBAHHbLIA LOCTYN Yyepe3 aBToOMaTMU3MpoBaHHble paboune
MecTa, NOAKMIOYEHHbIE K CETAM CBA3M 06LLEero nonb3oBaHns 1 (Mnn) ceTam MexayHaponHoro
MHOPMaLNOHHOIo 0OMeHa;

OCYLLEeCTBMNATb HECAHKUMOHUPOBAHHbLIM AOCTYN K WHJOpMauuu C MCNoSib30BaHUEM
cneumarnbHbIX  MNPOrpaMMHbLIX  BO3AENCTBMMA  MOCPEACTBOM  NPOrpaMMHbIX  BUPYCOB,
BPEeOOHOCHbLIX NporpaMmm, anropuTMmUYeCKUX UM NporpamMMHbIX 3aknagok;

OCYLWEeCTBNATb HECaHKUMOHUPOBAHHbLIN O0CTYN 4epe3 3feMeHTbl MH(OPMaLMOHHON
nHdppacTpykTypbl NCIOH, koTOpblie B NpoOLECCE CBOErO XU3HEHHOMO LMKNa (MogepHM3aLuuu,
COMPOBOXAEHUS, PEMOHTa, YTUIM3auuu) oKasbiBalTCA 3a npefeniamu KOHTPOonMpyemMomn
30Hbl;

OCYLEeCTBMNATb HECaHKUMOHUPOBAHHbLIN A0CTYN 4Yepe3 WHPOPMALMOHHbIE CUCTEMBbI
B3aMMOENCTBYIOLWNX BeAOMCTB, OpraHusauum v ydpexaeHun npu ux MNOAKNIYEeHUn K
NCMNAOH.

BO3MOXHOCTM BHYTPEHHEro HapyluTens cywecTBeHHbIM 006pas3oM 3aBUCAT OT
AENCTBYIOWNX B Npegenax KOHTPOMPYEMOW 30Hbl PEXUMHBbIX W OpraHM3auuoHHO-
TEXHUYECKUX Mep 3aluTbl, B TOM Yucre no Jonycky duamyeckux nuuy K MNMOH n KoHTporto
nopsigka nposeneHns pabor.

BHyTpeHHMe noTeHuManbHble HapyLwMTenu noapasgensTcs Ha BOCEMb KaTeropum B
3aBMCUMOCTM OT crnocoba gocTtyna n nofiHoMo4um goctyna K MAx.

K nepBon kaTeropum OTHOCATCHA Ivua, UMeKLUMe CaHKUMOHMPOBAHHLIM [OCTYN K
NCMAOH, HO He wumetowme pgoctyna Kk [MOH. K 3tomy Tuny Hapywutenen OTHOCATCA
AOJDKHOCTHbIE Nnua, obecnevmBatoLme HopMmanbHoe yHkumoHmposarHne ACTOH.

Jlnuo aTon kaTeropmmn, MoOXer:

uMeTb  goctyn K pparmeHTam  uHopmauun, cogepxawen MNOH n
pacnpocTpaHsALWeNca No BHyTPEHHUM kaHanam ceasn UCTOH;

pacnonaraTb parmeHTamm nHdopmaumm o tononormm NCIOH (KOMMYyHMKaLWOHHOWN
YacTu noaceTn) n 06 NCNonb3yemMbiX KOMMYHUKALWMOHHBLIX MPOTOKOMNAaxX U X cepBucax;

pacrnonaraTb MMeHaMu W BeCTU BbISBIIEHME Naponen 3aperncTpupoBaHHbIX
nosnib3oBaTenen;

N3MeHATb KOoHdUrypaumo TexHmdecknx cpencts VCIOH, BHOCUTbL B HEE NpOrpamMMHO-
annapaTHble 3aknagku n obecnevmBatb CbeM MHGOPMaLMK, UCMOMb3ys HENOCPEOCTBEHHOE
nogkntoveHne K TexHundecknm cpeacteam UCTOH.

Ko BTOpOM KaTeropum OTHOCATCS 3apeructpumpoBaHHble nonb3oBatenun WCIOH,
OCyLLeCTBNSAOLWME OrpaHn4eHHbIn foctyn K pecypcam NCIOH ¢ pabo4vero mecrta.

Jlnuo aTon kaTeropuu:

obnagaeTt BCEMU BO3MOXHOCTAMM MWL, NEPBON KaTeropuu;



3HaeT, N0 MeHbLUeNn Mepe, OOHO feranbHoe NMS AOoCTyna;

obnapaet BCEMU HeobxoanMbIMM aTpmbytamm (Hanpumep, naponem),
obecneynBaroLLMMmn JOCTYN K HEKOTOPOMY nogmMHoxecTBy MAH;

pacnonaraeT KOH(MAeHUManbHbIMU JaHHbIMUY, K KOTOPbIM UMEET AOCTYn.

Ero goctyn, ayTeHTUbmKauma n npasa no JOCTYNy K HEKOTOpOMY noamHoxecTtsy IMOH
AOJIMKHbI pernameHTMpoBaTbCs COOTBETCTBYHOLLUMMY NpaBuiaMn pasrpaHuyeHus aoctyna.

K TpeTben kaTeropym OTHOCATCA 3apernctpmpoBaHHble rnonb3osatenn WCIOH,
ocyulecTengwowme yganeHHbln goctyn k MNOH no nokanbHbiM u (Unn) pacnpegeneHHbIM
NHPOPMAaLMOHHBIM CUCTEMAM.

JInuo atom kateropun:

obnagaeTt BCEMMU BO3MOXHOCTAMM ML, NEPBOW N BTOPOW KaTeropui;

pacnonaraet uHdopmauuen o Tononormm WCIIOH Ha 6ase nokanbHOW w (Mnn)
pacnpegeneHHon NHPOPMaLMOHHON CUCTEMbI, Yepe3 KOTOPYH OCYLLeCTBNAeTcs AOCTYM, U O
cocTtaBe TexHun4yecknx cpeacts NCI0H;

MMeeT BO3MOXHOCTb npsiMoro (cpmamyeckoro) goctyna Kk dparmMeHTam TEXHUYECKUX
cpencts NCT10H.

K yeTBepTOM KaTeropum OTHOCSATCHA 3apermcTpupoBaHHble nosib3oBatenv WCMOH ¢
NoSIHOMOYNAMM agMUHUCTpaTopa Be3onacHocTn cermeHTa (cbparmenTa) ACTOH.

JInyo aton kateropun:

obnagaeTt BCEMU BO3MOXHOCTAMM NUL NpeablayLLMX KaTeropum,

obnagaet nonHonm wHGOpPMauMenm O CUCTEMHOM W MNPUKNAQHOM MNPOrpaMMHOM
obecne4veHunn, ncnonblyeMmom B cermeHTe (pparmeHte) NCIOH;

obnagaet nonHoM wuHdoOpMauMen O TeXHUYEeCKUX CcpeacTBax W KOHurypaumm
cermeHTa (dpparmenta) NCT10H;

UMeeT [OCTyn K CpeAacTBam 3alumTbl MHOPMALMM M NPOTOKONMPOBAHUSA, a Takke K
OTAENbHBIM 3NIEMEHTAM, UCMNONb3yeMbIM B cermeHnTe (pparmeHte) NCIMOH;

nMeeT JOCTYN KO BCEM TEXHMYECKMM cpeacTBaM cermeHTa (pparmenta) NCTOH;

obnagaeTt npaBamMn KOHPUIYpMpoBaHUA N aOMUHUCTPATUBHOW HACTPOMKM HEKOTOPOro
NOAMHOXEeCTBa TEXHUYECKUX CpeACcTB cermeHTa (pparmeHta) NCIOH.

K naton kaTeropum OTHOCATCHA 3aperMcTpMpoOBaHHbIe MOMb3oBaTeNy C NOSIHOMOYUSMN
cuctemHoro agmmHuctpatopa CIOH.

JInyo atom kateropuu:

obnagaet BCEMM BO3MOXHOCTAMM UL, NpeablayLnX KaTeropum;

obnagaet nonHom wHMOpPMaUMEN O CUCTEMHOM M MNPUKIAAHOM MPOrpamMmMHOM
obecneyennn NCTOH;

obnapgaeT NonHon nHdopMaumnen o TEXHUYECKUX cpeacTBax u koHdurypaumm NCIOH;

UMeeT AOCTYyNn KO BCEM TEXHUYECKMM cpeacTBam 06paboTku MHdopMaumm U OaHHbIM
NCIAaw;

obnagaeTt npaBamMu KOHPUIYPUPOBaAHUS U aAMUHUCTPATUBHOM HACTPOMKM TEXHUYECKNX
cpeacts NCTOH.

CUCTEMHBIN  aAMUHUCTPATOP  BLINOMHAET  KOH(MrypMpoBaHue W©  ynpaBrieHue
nporpammHbiM  obecneyeHnem (MO) wn  obopypoBaHvem, Bk4Yas obopyaoBaHue,
oTBevawuwee 3a 6esonacHOCTb 3awmuiaemMoro obbekTa: cpeacTBa Kpuntorpaduyeckon
3aWnTbl MHOOPMaLIUN, MOHUTOPUHIA, perncTpaumm, apxmeaumm, 3awmtel ot HCL,.

K wecton kaTeropum OTHOCATCA  3aperucTpupoBaHHble  Mofb3oBaTenM C
nonHoMo4YnaMn agmumHucTpatopa 6esonacHoctn NCIOH.

Jlnuo aTon kaTeropuu:

obnagaeTt BCEMU BO3MOXHOCTAMM NUL NpeablayLLMX KaTeropum,

obnapgaet nonHon nHdopmaunen 06 NCIaH;

nMeeT AOCTyn K cpeacTBam 3awMTbl MHOPMALMKM U NPOTOKONMPOBAHUSA U K YacTu



kntoyeBbix anemeHToB NCIOH;

He uMeeT npaB AOCTyna K KOHMUIypUpoBaHUIO TEXHUYECKUX CPeacTB ceTu 3a
NCKITHOYEHNEM KOHTPOMbBHbIX (MHCNEKUMOHHbIX).

AgmuHucTpatop 6GesonacHoOCTM OTBeYvaeT 3a cobrnogeHve npasun pasrpaHuyeHus
AOCTyna, 3a reHepaumio KIYEeBbIX 3NEMEHTOB, CMeHYy naponen. AamuHUCTpaTop
6e3onacHOCTM OCYyLLEeCTBNSAET ayauT Tex e CpeAcTB 3awwmTbl 06bekTa, YTO U CUCTEMHbIN
agMuUHUCTpaTop.

K ceobmon KaTeropum OTHOCATCA NPOrpaMMUCTbl-pas3paboTymkm  (MOCTaBLUMKN)
npuKnagHoro nporpaMmMmHoro obecneyeHns u nuua, obecneymnsaroLe ero ConpoBOXAEHUE
Ha 3almaeMom obbekTe.

JTnuo atom kateropuu:

obnapaet nHgopmaumen ob anroputmax n nporpammax obpaboTkm MHopmauumn Ha
NCrmim;

obnapaeTt BO3MOXHOCTAMM BHECEHUS OLINOOK,
HeAeKNapupoBaHHbIX BO3MOXHOCTEN, NMPOrpaMMHbIX 3aKnagoK, BPEAOHOCHbIX MporpaMm B
nporpammHoe obecnedyeHne WCIIOH Ha cTtagum ee pas3paboTkn, BHeOPEHUs U
COMPOBOXAEHMS;

MOXeT pacnonaratb NobbiMn dparmeHTamm uHdopmMauun o tononorun NCTOH wn
TexXHMYeckux cpeacreax obpabotku u 3awmTel NAH, obpabaTbiBaembix B UCIMOH.

K BoCbMOW KaTeropum oTHocATCA paspaboTumkn n nuua, obecrneynsBaroLme nocTasky,
COMpPOBOXAEHME N PEMOHT TexHu4eckux cpeacts Ha VCTOH.

JInuo atom kateropun:

obnagaeT BO3MOXHOCTSIMU BHECEHUS1 3aKknagok B TexHuyeckne cpegcrtesa VCIOH Ha
cTagmn nx paspaboTku, BHEOPEHUSA N CONPOBOXAEHWS;

MOXeT pacnonaratb NobbiMn dparmeHTamn uHdopmauum o Tonosnorum UCMOH w
TEXHUYECKNX cpeacTBax 06paboTkun n 3awmuTsbl tHGopmauum B MCIOH.

YKaszaHHble  KaTeropumM  HapywuTenenm LOfKHbl  Y4MTbIBaTbCA  NPU  OLEHKe
BO3MOXHOCTen peanusaumn YBIOH.

Hocutenem BpegoHOCHOM nporpamMmbl  MOXET OblTb  annapaTHbIin - 3NeMeHT
KoOMMbloTEPA WM NpoOrpaMMmHbIA  KOHTenMHep. Ecnn  BpegoHOCHast nporpamma He
accounmpyeTcs C Kakom-nmbo npuknagHoM nporpammMon, TO B KadeCcTBe €€ HOCUTEens
paccmaTpuBaloTCS:

OTYYyXJaeMbli HocuTernb, TO eCcTb guckeTa, ontudeckun guck (CD-R, CD-RW), dnaww-
namsaTb, OTYYXKAAEeMbIA BUHYECTEP U T.1.;

BCTPOEHHbIE HOCUTENU UHoOpMauun (BMHYECTEPLI, MUKPOCXEMbI OMNEepaTUBHOM
namsaTv, Npoueccop, MMUKPOCXEMbl CUCTEMHOW  MnaTtbl, MMWKPOCXEMbl  YCTPOMCTB,
BCTpaMBaeMbIX B CUCTEMHbIN Onok, - BMAeoaganTepa, CETEBOW nnaTtbl, 3BYKOBOW Nnathl,
MoAema, YCTPOWCTB BBOAA/BbIBO4A MAarHWTHbBIX XECTKMX M ONTMYECKMX AUCKOB, ©Ornoka
nNUTaHMUs U T.MN., MUKPOCXEMbI MPSIMOro AOCTyNa K nNamsaTi, LWKMH Nepedayvy OaHHbIX, NOpTOB
BBOAA/BbIBOAA);

MUKPOCXEMbI BHELLUHWX YCTPOMCTB (MOHWUTOpPA, KNaBuaTtypbl, NPUHTEpA, MoAema,
ckaHepa U T.M.).

Ecnn BpegoHOCHasi nporpaMmma accoummpyetca C  Kakou-nmbo  npuknagHom
nporpammomn, ¢ annamu, UMerLnUMM onpeaeneHHble pacluMpeHns unm nHole atpmubyTol, C
coobLeHmamMmM, nepegaBaemMbIiMU NO CETU, TO €e HOCUTENAMM ABNSAIOTCS:

nakeTbl NnepegaBaeMbiX MO KOMMbIOTEPHOW CETU COOBLLEHNN;

dannbl (TEKCTOBbIE, rpaduyeckne, NCNONHAEMbIE U T.4.).

5.2. O6wan xapakrepucTmka ya3sBMMocTen MHPOPMAaLMOHHON CUCTEMbI NePCOHaNbHbIX
AaHHbIX



YA3BUMOCTb MHAOPMALMOHHON CUCTEMbl MEPCOHarbHbIX OAHHbIX - HEJOCTaTOK WMn
cnaboe MecTo B CUCTEMHOM WM MPUKIALHOM NPOrpamMHOM (MporpaMmMHoO-annapaTHOM)
obecrneyeHnn aBTOMATU3NPOBAHHON WHMOPMALUOHHOW CUCTEMbI, KOTOpble MOryT ObliTb
NCNonb3oBaHbl ANs peanu3aumm yrpo3bl 6€30nacHOCTM NePCOHarnbHbIX AaHHbIM.

[MpryYnMHaMM BO3HUKHOBEHNS YA3BMMOCTEN ABMSOTCS:

OWwnBKM NpuM  MPOEKTUPOBaHMM U pa3paboTke NpOrpamMmHOro (MporpamMmHo-
annapaTHoro) obecneveHus;

npegHamepeHHble OENCTBUA MO BHECEHUIO YA3BMMOCTEMN B XO4Ee MPOEKTUPOBAHUSA U
pa3paboTku NporpaMmMHOro (NporpamMmmMHo-annapaTtHoro) obecneyeHus;

HenpaBubHbIE HACTPOWKM MPOrpaMMHOro obecnedeHusi, HenpaBoMepHoe U3MEHEHNEe
pexXuMoB paboTbl YCTPOWUCTB U NPOrpamm;

HECaHKLUMOHNPOBaAHHOE BHEOPEHWE U WCMNOMb30BaHNE HEYYTEHHbIX MporpamMm C
nocreayoLwmm HeobOCHOBaHHbLIM pacxo4oBaHMEM PECYPCOB (3arpyska npoueccopa, 3axsaT
onepaTMBHOM NAaMATU U NAMATN Ha BHELUHUX HOCUTENSIX);

BHeApeHWe BPEAOHOCHbIX MporpaMM, CO3Aalolmx YA3BUMOCTM B MPOrpaMMHOM U
nporpamMmmMHo-annapaTHoM obecneyeHuu;

HEeCaHKUNOHNPOBaHHbIE HEyMbILSIeHHble OEeNCTBUSA MNorib3oBaTtenen, npuBoaswune K
BO3HMKHOBEHWIO YA3BMMOCTEN;

cbon B pabote annapaTHOro u NporpaMmmHoro obecnevyeHuns (Bbi3BaHHble cOosiMU B
9NEKTPONUTaHUKN, BbIXOAOM M3 CTPOSl annapaTHbIX 3MIEMEHTOB B pe3ynbTaTe CTapeHusa wu
CHWXEHUS HaleXXHOCTWN, BHELLHUMU BO3AEVCTBUAMMU 3NEKTPOMArHUTHbBIX NOMEeNn TeXHUYECKNX
YCTPOWCTB 1 Ap.).

Knaccudmkauma ocHoBHbIX yassumocTten CTOH npuBeaeHa Ha pucyHke 4.



Kiaccuduxanus ysisBuMocTeit
IIPOrpaMMHOTO 00ecTiedeHUs

|
[ [ [ 1

o Tumy 1O o arany ®u3HeHHOTrO ITo npuuune ITo xapakrtepy

LHHKJIa NpOorpaMMHOIo BO3HUKHOBEHUA [IOCAEACTBUM OT

obecnedeHus, Ha KOTOPOM YA3BUMOCTH peayMzaluy aTak

BO3HUKACT YASBUMOCTH
Cucremuoe 10

Y 43BHUMOCTH, Henocrarkn —»| YsazsumocTH,

»| BosnMKaoumMe Ha P MeXaHH3MOB HCIONB3YEMbIE IS
lpuknanoe sTane ayTeHTHpUKauUU MepernoHEHUs
NpOTPamMMHOE MPOEKTUPOBAHUS Gydepa
obecneyeHune NPOrpPaMMHOTo Henocrarks

obecnieyenns 3aIIUThI YHETHBIX Ysizsumocr,
peanann P sanunceit —»| ucnonbiyemsle Ul
[POrpPaMMHOTO noadopa napons Uin
obecreuenus Hammune niaeHTu(]pukaTopa
dynkum,
WHCTAJUISLIMY U P [103BOISAIOUINX
.| HacTpohku BBINIOJIHATE Ya3zsumoctH,
MPOrpamMMHOro LECTPYKTUBHEIC |, HCMONb3YEMBIC 115
obecngueHust neitcTBuUs M3MEHCHHS TpaB
aoctyna
OrcyrcrBre
NpOBEPKH
P KOPPEKTHOCTH Vs3BUMOCTH,
BXO/HBIX AAHHbBIX [ | Menoap3yembie A
peanmn3salny araku
«Otka3 B
00cny)KHBaHHUM»

"PucyHok 4. Knaccudgukaumsi ya3BMMOCTEN NporpaMmMHoro obecneveHns”

Hwxe npeactaBneHa obuias xapakTepucTnka ocHOBHbIX rpynn yassumocTten NCTIOH,
BKIHOYAOLLNX:

YSI3BUMOCTU CUCTEMHOrO nporpammMmHoro obecnevyeHms (B TOM 4ucne MNpPOTOKONOB
CEeTEBOro B3aMMOAENCTBUSA);

YSI3BUMOCTW NPUKNaAHOro nporpaMmHoro obecneveHus (B TOM Ynucne CpencTs 3auUThl
MHdopMauun).

5.2.1. O6Lwan xapakTepucTuKa ya3BUMOCTEN CUCTEMHOrO NpPorpamMmMHOro obecneyeHus

YA3BMMOCTM CUCTEMHOIO NporpaMMHoro obecnevyeHnsa Heobxoanmo paccmaTpusaTb C
NPUBA3KON K apXUTEKTYpe MOCTPOEHUS BbIYUCITUTESNbHBIX CUCTEM.

Mpy 3TOM BO3MOXHbI YSA3BUMOCTH:

B MUKponporpammax, B npowmskax MN3Y, M3y,

B cCpeacTBax oOnepauuMoHHOM CUCTEMbl, MNpeAHasHaYyeHHbIX ANns  ynpaBreHus
nokanbHbiMn pecypcamm UCIOH (obecneuynBarolimx BbINOSIHEHNE YHKLUUA ynpaBneHns
npoueccamn, NamsaTbio, YCTPOMCTBaMM BBOAA/BbIBOAA, MHTEPdENCOM C Mnofnb3oBaTtenieMm u
T.N.), ApaneBepax, ytmnurax;

B cCpeactBax onepauyMoHHOW CUCTEMbl, MpefHa3HaYeHHbIX Afs  BbINOSHEHNUS
BCNoMoraTesibHbIX  QYHKUUA, - yTunuTax (apxmBupoBaHus, gedparMeHTaumm w  ap.),
CUCTEMHbIX obpabaTbiBalOWmMX NporpaMmmax (KOMNMnaTopax, KOMMOHOBLUMKAX, OTnagyunkax u



T.M.), NporpamMmMax npenocTaBfieHUsl NoNb30oBaTeNto AOMOMHUTENBHBLIX YCNyr (cneynanbHbIX
BapuaHTax MHTepdenca, kanbkynatopax, urpax u T.n.), oubnuortekax npouenyp pasnmyHoro
Ha3Ha4yeHus (bnbnunotekax maTemMaTUYeCKNX PYHKLMIA, PyHKUMIA BBOLA/BbIBOAA U T.4.);

B CpeacTBax  KOMMYHMKAUMOHHOIMO  B3amMogencTBusi  (CeTeBbIX  CpeacTBax)
onepawlmoHHON CUCTEMbI.

YA3BMUMOCTM B MUKpOMNporpamMmax WM B CpeAacTBax OMEpPauMoOHHOW  CUCTEMBbI,
npefHasHa4yeHHbIX ANS  ynpaBfieHUs FoKanbHbIMWM  pecypcaMu W BCNoOMOratefnbHbIMU
PYHKUMSAMU, MOTYT NpeaAcTaBnsaTb CO60N:

dyHKUMK, npoueaypbl, U3MEHEHME MNapaMeTpPOB KOTOPbIX onpeaenieHHbiIM 06pa3om
Nno3BOSISIET MCMNONb30BaTh UX ANA HECAHKUMOHUPOBAHHOIO AocTyna 6e3 obHapy>XeHus1 Taknx
N3MeHEHN onepaunoHHON CUCTEMOW;

dparMeHTbl koga nporpamm
nosponslowme obxoauTb npouenypsbl
LeNOCTHOCTU 1 Ap.;

OTCYyTCTBME  HeobXxoAuMbIX  CpeAacTB  3awuTbl  (ayTeHTUdMKauum, nNpoBepKn
LeNOCTHOCTN, NPOBEPKN opMaToB COOOLWEHMIA, ONOKMPOBaAHUS HECAHKLWMOHMPOBAHHO
MOANULMPOBAHHBIX (PYHKUUIA U T.M.);

ownbkn B nporpaMmmax (B o6bABNEHMM NepeMeHHbIX, OYHKUMIN 1 npoueayp, B Kogax
nporpamMm), KOTopble Npu onpeaeneHHbIX YCroBusiX (Hanpumep, Npy BbIMOAHEHUN JTOrMYECKUX
nepexoaoB) NpuBOAAT k cO0sIM, B TOM 4mcre K c6osiM (OyHKLMOHMPOBaHUSA CPEACTB U CUCTEM
3aWmnTbl MHbopMauun.

YA3BMMOCTM MPOTOKONOB CETEBOr0 B3aMMOLENCTBUSA CBsA3aHbl C OCOBEHHOCTSAMU UX
nporpaMmMHON peanusaumm n oBYyCrOBMEHbI OrpaHUYEeHUsSIMU Ha pasMepbl NPUMEHAEMOro
Oydepa, HegocTaTkaMm Npoueaypbl ayTeHTUDMKALNN, OTCYTCTBMEM NPOBEPOK NPaBUITbHOCTU
cnyxebHon nHpopmaumm n ap. Kpatkas xapakrepucTnka aTnx ysasBuMoCTen NPpUMEHUTENBHO
K MpoTOKONam npmBeaeHa B Tabnuue 2.

("abipbl",  "nwokn"),
naeHTudukauumm,

BBEAEHHble pa3paboTymkom,
ayTeHTMduKauun, npoBEPKM

Tabnuua 2

YA3BMMOCTU OTAENbHbIX NPOTOKONOB cTeka npoTtokonoB TCP/IP, Ha 6a3e koToporo
(PYHKUMOHMPYIOT rnobanbHble ceTH obLero nonb30BaHUA

HanmeHoBaHue YpoBeHb HanmeHoBaHue CopepxaHue HapyLLeHus
npoTokona cTeka (xapakTepucTuka) 6GesonacHocTn
NPOTOKONOB YA3BMMOCTU nHdopmMauunm
FTP (File MpuknagHo | 1. AyteHTudukaunsa Ha 6ase | BoaMOXHOCTb nepexsaTta
Transfer n, OTKPbITOro TekcTa (naponm AaHHbIX Y4ETHOW 3anuncu
Protocol) - npeacTtaBuT | NepechInatTcH B (nveH
NPOTOKON €nbHbIN, He3awwngpoBaHHOM BUAE) 3aperncTpupoBaHHbIX
nepegaym ceaHcoBbl | 2. [loCcTyn No ymMonyaHuio nonb3oBaTenen, naponen).
¢hannos rno cetu 3. Hanuuue gByx oTKpbITbIX MNony4eHue yganeHHoro
nopToB [OoCTyna K Xxoctam
telnet - npoTtokon | MNMpuknagHo | AyTeHTuduKaums Ha 6ase Bo3moXXHOCTb NepexBaTta
ynpaBreHus n, OTKPbITOro TEKCTa (naponu AaHHbIX Y4ETHOM 3anucu
yAaneHHbIM npeacTaBuT | NepechInatTcs B nonb3oBaTens.
TepMUHarom enbHbIN, He3alwmndppoBaHHOM BUAE) MonyyeHwe yganeHHOro
CeaHCOBbIN [O0CTyrna K Xxoctam
UDP - npotokon | TpaHcnopTt | OTcyTCTBME MexaHu3Mma Bo3moXHOCTb peanunsaumm
nepegayu HbI npenoTBpaLleHnst UDP-witopma.




AaHHbIX 6e3

neperpysok dydepa

B pesynbTaTte obmeHa

yCTaHOBMEHUS nakeTamu nponcxoanT
coeauHeHus CyLLEeCTBEHHOE CHUXEHNEe
NPOM3BOAUTENBHOCTU
cepsepa
ARP - npotokon | CeTteBou AyTeHTndmrkaumna Ha 6ase Bo3moXHOCTb NepexBaTta
npeobpasoBaHu OTKPbITOro TeKcTa Tpacdhmka nonb3oBartens
a |IP-agpeca B (vHbopmaumsa 3M10YMBbILLITEHHUKOM
doranyeckum nepecoinaeTcsd B
agpec He3awngpoBaHHOM BUAE)
RIP - npotokon | TpaHcnopT | OTcytcTBME Bo3MoXHOCTb
MapLUPYyTHON HbIN ayTeHTuumkaumm nepeHanpasneHnsa Tpaduka
NHopMauun ynpaBnsawLLmnx coodLeHnm yepes XoCT
00 M3MeHeHuM MapLupyTa 3M10yMbILLUNIEHHMKA
TCP - npotokon | TpaHcnopt | OTCcyTCTBME MEXaHU3Ma CyLLeCcTBEHHOE CHMXEHNE
yrnpaBneHus HbIN NPOBEPKN KOPPEKTHOCTU CKOpOCTU 0BMeHa 1 gaxe
nepenaden 3anosiHEHNs Cry>XebHbIX NOJSIHbIN pas3pbiB
3arosfioBKOB nakeTa NPOU3BOSIbHBIX COEaUHEHUI
no npotokony TCP
DNS - npotokon | lNMpuknagHo | OTcyTcTBUE CpeacTs danbcudgukaums oTeeta
yCTaHOBIIEHNSA n, NPOBEPKM ayTEHTUMKaLNK DNS-cepBepa
COOTBETCTBUA npeacTaBuUT | MNOMNYYEHHbIX AaHHbIX OT
MHEMOHMYECKNX | eNTbHbIN, NCTOYHMKA
MMEH N CeTEBLIX | CeaHCOoBbIN
agpecos
IGMP - CeTteBom OTtcytcTBKE 3aBucaHue cuctem Win
NPOTOKON ayTeHTumnkaumnm 9x/NT/200
nepegayn coobLeHnn 06 n3amMeHeHun
coobueHnn o napameTpoB MapLupyTa
MapLupyTusaumm
SMTP - MpuknagHo | OTcyTCTBUE NOAAEPKKM Bo3moxHoCTb
NPOTOKON n, ayTeHTUMKaLumn 3aronoBKoB | NoaaenbiBaHust CoobLeHnin
obecneyeHuns npeacTaBuT | coodLLEeHNI SNEKTPOHHOM MOMTHI, a
cepBuca enbHbIN, TaKkke agpeca oTnpaBuTens
AOCTaBKu CeaHCOBbIN coobLeHus
coobLeHnn no
3S1IEKTPOHHOM
noyrte
SNMP - MpuknagHo | OTcyTCTBUE NOAOEPKKM Bo3MOXXHOCTb
NPOTOKON n, ayTeHTUMKaLUKM 3arofoBKOB | MepPENOSTHEHMS MPONYCKHON
yrnpaBneHus npeacTaBuT | coobLueHui CcnocobHOCTUN ceTu
MapLUpyTU3aTop | efbHbIN,
amu B ceTax CEaHCOBbIN

[na cuctemaTtusauumn onmcaHUs MHOXeCTBa YSI3BUMOCTEN Ucnonb3yeTcs eanHasa 6asa
AaHHbIX ysa3sumocTtenn CVE (Common Vulnerabilities and Exposures), B paspaboTke KOTopomn
NPUHUManu yvyactue cneumanuctbl MHOMMX U3BECTHbLIX KOMMAHUA U OpraHu3auuim, Takmx Kak
MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT, Carnegie Mellon
University, nHcTutyT SANS 1 T.4. 3Ta 6a@3a AaHHbIX NOCTOAHHO NOMOSHAETCH U UCNONb3YyeTCA
npy dopmMmmpoBaHun 6a3 AaHHbIX MHOMOYUCIIEHHbLIX MPOrPaMMHbLIX CPeAcTB aHanuaa




3allNLWLEeHHOCTHN U, npexae Bcero, ceTeBblX CKaHEPOB.

5.2.2. O6wan xapaKkTepucTuka ya3aBumMocTen NpUKIagHoro nporpaMmMHoro
obecne4yeHuns

K npuknagHomy nporpaMmMHOMY O6ecrneyeHuo OTHOCATCS NpuKNnagHble nporpamMmbl
o6Lero NonNb3oBaHUA 1 cneumanbHble NPUKNagHble NporpamMmel.

MpuknagHble nporpaMmmbl O6LWEro NOMb3OBaHUA - TEKCTOBble U rpaduyeckue
pegakTopbl, Meava-nporpamMmmbl (ayamo- U BMAEONpOUrpbiBaTeNN, NporpaMmMHble CpeacTBa
npuema TeneBU3MOHHbIX MporpaMm W T.N.), CUCTEMbl YynpaBneHus 6asamu [aHHbIX,
nporpaMmmHble nnatopMbl 06LWEero Nonb3oBaHns Ans pa3paboTkn NporpaMMHbIX NPOAYKTOB
(Tvna Delphi, Visual Basic), cpeactsa 3awuTbl UHoOpMauum obLLero nosib3oBaHus u T.n.

CneunanbHble nNpuKnagHble MnporpamMmMmbl - 3TO MNpPOrpamMmbl,  KOTOpble
paspabaTtbiBalOTCA B UHTEPECaX PeLUEHNS KOHKPETHbIX NPUKnagHblx 3agad B gaHHon NCIOH
(8 TOM umucne nporpamMmHble CpeacTBa 3awwmTbl MHMOpMaumn, paspaboTaHHble Ans
KoHKkpeTHon NCIIOR).

YA3BMMOCTM NPUKNAgHOrO NporpaMMHoOro obecnevyeHms MoryT npeacraBnsiTb COGOMN:

dyHKUMM W1 npoueaypbl, OTHOCALMECS K pasHbIM MPUKIagHbIM - nNporpammamMm  u
HecoBMeCTUMble Mexay cobon (He (PYHKLMOHUPYIOLLME B OQHOW OnepaunoHHON cpeae) us-3a
KOH(PNMKTOB, CBA3AHHbIX C pacnpegeneHnemM pecypcoB CUCTEMBI;

dyHKUMKN, npoueaypbl, U3MeHeHue onpeaeneHHbiIM ob6pa3omM MnapamMeTpoB KOTOPbIX
NMo3BOMSET NUCNONb30BaTb MX ANS NPOHUKHOBEHUA B onepaumoHHyto cpeay NCIOH v Bbi3oBa
LWTATHbIX (PYHKUMA ONepaunoHHON CUCTEMbI, BbINOMIHEHNS HECaHKLMOHMPOBAHHOIO AOCTyna
6e3 06HapyXeHNSA TakKNX M3MEHEHUIN ONePaLMOHHON CUCTEMOW;

parmeHTbl KOoga nporpamm ("Ablpbl", "nokn"), BBeAEHHble pa3paboTyMkom,
nosgonswowmne obxoguTb npoueaypbl  UOeHTUUKAUMWM, ayTeHTUdUKauum, npOBEPKM
LEenoCTHOCTU 1 Ap., NPeAyCMOTPEHHbIE B ONepaLmOHHON CUCTEME;

OTCYTCTBME  HEeOOXoOAMMbIX CpeAcTB  3awuTbl  (ayTeHTuduKkauun,  NpoBEpKu
LEenoCTHOCTN, NPOBEPKN opMaToB CoObOLWEHUA, B6fOKMPOBaAHUS HECAHKLUOHMPOBAHHO
MOANDULMPOBAHHBLIX (OYHKUUIA 1 T.M.);

ownbkn B nNporpaMmmax (B ob6bABNEHUM nepeMeHHbIX, OYHKUM 1 npoueayp, B Kogax
nporpamm), KOTopble Npy onpeaeneHHbIX YCNoBUSX (Hanpumep, Npu BbIMOMHEHWUU NOMMYECKUX
nepexonoB) NPMBOAAT K c60sIM, B TOM 4ncne kK c60aM (PpyHKLUMOHMPOBAHUSA CPEACTB U CUCTEM
3aWnTbl MHPOPMaLIMN, K BO3MOXHOCTU HECAHKLMOHUPOBAHHOIO A0CTYNa K MHopMaLumu.

[aHHble 06 ysA3BMMOCTSAX paspabaTbiBaemMoro W pacnpoCTpaHsemMoro  Ha
KOMMepP4YeCKON OCHOBE MPUKNagHOro nporpammMmHoro obecnevyeHmst cobumpatorcs, obobLuatoTcs
n aHanusnpytotca B 6ase gaHHbix CVE*.

5.3. O6wwas xapaKkTepucTUKa yrpo3 HenocpeaCcTBEHHOro 4OCTyrNa B ONepaLyoHHYI0
cpeany MHPOPMaLMOHHON CUCTEMbI NePCOHaNbHbIX AaHHbIX

Yrpo3bl gocTtyna (MPOHUKHOBEHMS) B OMEpauMOHHY0 cpefy KoMMbloTepa U
HeCaHKUMOHUPOBAHHOIo gocTyna K [N[H cBA3aHbl C JOCTYNOM:

K nHdopMaumm n komaHgam, xpaHawmmcsa B 6asoson cucteme Bsoga/sbisoga (BIOS)
NCIMOH, ¢ BO3MOXHOCTLIO MepexsaTa ynpasfieHUsl 3arpy3kon onepauyoHHOW CUCTEMbI U
nosly4eHvem npas JOBEPEHHOro Nonb3oBaTens;

B OMepauuoHHyl0 cpefy, TO eCTb B cpedy (YHKLMOHMPOBAHUSA FOKarbHOWN
onepaumoHHON cUCTeMbl oTAenbHOro TexHuyeckoro cpeactesa WCIOH ¢ BO3MOXHOCTbIO



BbIMOSMIHEHUSI  HECAHKUMOHMPOBAHHOIO [OCTyna nyTeM Bbi30Ba LWTATHbIX MNporpamMmm
OonepauuoHHOM CcUCTeMbl UM 3anycka cneuuanbHO  pas3paboTaHHbIX — Nporpamm,
peanu3ylLunx Takme eNCcTBuS;

B cpedy YHKUMOHUPOBAHUS MpPUKNagHbIX nporpamm (Hanpumep, K rloKanbHOW
cucTteme ynpasneHnsa 6azammn gaHHbIX);

HenocpeacTBEHHO K MHdopMauuu nonb3oBaTens (K dannam, TEKCTOBOMW, ayano- u
rpacpmyeckon uMHOpMaLMM, MNOASIM W 3anNUCAM B 3MEKTPOHHbIX 6aszax AaHHbIX) |
0o0ycnoBneHbl BO3MOXHOCTbIO HapylleHUs ee KOHMMAEHUMAnbHOCTU, LENOCTHOCTU U
AOCTYMNMHOCTMW.

OTn yrposbl MOryT ObITb peanu3oBaHbl B criydae nosiydeHns usndeckoro Joctyna K
NCMNAOH vnn, no kpanHen Mepe, K cpeactesam Beoda uHdopmaumm B UCMOH. X MOXHO
06BbEeJUHUTL MO YCNOBUAM peanuaauumn Ha Tpu rpynnbl.

lMepBas rpynna BknodYaeT B cebs yrposbl, peanusyemMble B XO4e 3arpysku
onepaunoHHON cucTeMbl. ATK yrpo3bl 6€30MacHOCTN MHpopMauuKn HanpaeneHbl Ha Nnepexsart
naponen wnu wnaeHTUUKaATopoB, MoaudUKauuilo nporpaMMHoOro obecnedyeHns 6Ga3oBow
cuctembl BBoga/BbiBoga (BIOS), nepexeBaT ynpaBneHust 3arpy3kod C  U3MEHEHUEM
HeobXxoauMOoWn TexXHONOrM4Yeckon nHgopmauumn gna nonydeHns HCJL B onepaunoHHyo cpeay
NCIMOH. Yawe Bcero TakMe yrpo3bl peanunsyrTcad C UCMONb30BaAHUEM OTYYXXOAEMbIX
HocuTenen nHopmaLmm.

BTopas rpynna - yrposbl, peanudyemble Mnocne 3arpysku onepauuoHHOW cpenbl
He3aBMCMMO OT TOro, Kakas npuknagHasi nporpamma 3arnyckaeTcsl nonb3oBaTtenem. OTu
yrposbl, Kak npasuno, HanpasneHbl Ha BbINOSTHEHUE HenocpeacTBEHHO
HeCaHKUMOHUPOBAHHOIO JocTyna K uHdgopmauuu. Npu nonyvyeHnn goctyna B onepaumoHHYH
cpeay HapyLlwumTenb MOXET BOCMNONb30BaTbCA Kak CTaHAAPTHBIMU (OYHKUUAMM OnepaumoHHOM
CUCTEMbI UMW KakoW-NMBO npuKknagHoW nporpaMmmbl O6LWEro nonb3oBaHus (Hanpumep,
CUCTEMbI ynpaBneHuss 6asaMmu AaHHbIX), Tak U crneuManbHO CO3[4aHHbIMU ONS BbIMNOMHEHUS
HeCaHKUMOHUPOBAHHOIO 4OCTYNa nporpammMamu, Hanpuvep:

nporpamMmmMamMu NpocmoTpa 1 Mmognudukaunm peecTpa;

nporpaMmamMm MoucKa TEeKCTOB B TEKCTOBbIX (pansiax Mo Kr4YeBbIM CrioBam U
KOMMpOBaHUS;

crneumarnbHbIMK MporpaMmMamMm NPOCMOTPa U KONMMPOBaHUs 3anucen B 6asax gaHHbIX;

nporpaMmmamMmmn GbICTPOro npocMmoTpa rpadmyecknx annos, nx pegakTMpoBaHus Unu
KONMMpoBaHuS;

nporpaMmmamMn  NOAAEPXKKA BO3MOXHOCTEN pPeKOHUrypaumm nporpamMmMHon cpenbl
(HacTpouku NCIOH B UHTEpecax HapywmTens) n ap.

HakoHeu, TpeTba rpynna BKAYaeT B ceba  yrposbl, peanu3aums KOTOPbIX
onpegensieTcss Tem, Kakas u3 MNpuknagHbiX NporpaMmm 3anyckaeTcsd Monb3oBaTenem, wunu
dakTom 3anycka nobon 13 npuknagHbix nporpamm. bonbluas YacTb Takux yrpos - 3TO yrpo3sbl
BHeOpEeHWs1 BP€AOHOCHbIX MporpamMm.

5.4. O6wan xapakTepucT1ka yrpo3 6e3onacHOCTU NepcoHanbHbIX AaHHbIX,
peann3yemMbIiX C UCNOSIb30BaHNEM NPOTOKOJIOB MeXCeTeBOro B3auMoaencTems

Ecnrm  WCIMOH peanu3oBaHa Ha 6asle nokanbHOM wWnNn  pacnpeaeneHHou
WHPOPMALMOHHON CUCTEMbI, TO B HEW MOryT ObiTb peanu3oBaHbl yrpo3bl GesonacHoCcTu
MHdOpMaUUKM NyTEM MCMNONb30BAHUSA NPOTOKONIOB MEXCETEBOro B3ammopencTeus. MNpu atom
moxeT obecneunBatbes HCL k MOH nnn peanns3oBbiBaTbCA yrpo3a oTkasa B 06CnyXnBaHus.
OcobeHHO onacHbl yrposbl, korga WCIOH npegcraBnsetr cobon  pacnpeneneHHyto
NHPOPMALMOHHYIO CUCTEMY, MOLKITHOYEHHYHO K CeTAM OOLero nonb3oBaHUA U (Unn) ceTam



MEeXAyHapoaHOro  MHopMaumoHHoro obmeHa. KnaccudukaumoHHass cxema  yrpos,
peanuayeMblx No cetTu, npuBedeHa Ha pUcyHkKe 5. B ee oCHOBY MOMNOXEHO CeMb CreayroLmnx
NepBUYHbBIX MPU3HAKOB Knaccudukaumm.

1. Xapaktep yrposbl. [10 aToMy npu3HaKy yrpo3bl MOryT ObITb NACCUBHbIE U aKTUBHbIE.
MaccvBHas yrpo3a - 9TO yrpos3a, Mpu peanu3auum KOTOPOW He oOKasblBaeTcs
HenocpeacTBeHHoe BnvsiHue Ha paboty VCIIOH, HO MoryT 6bITb HapyLUeHbl YCTaHOBIEHHbIE
npaeBuna pasrpaHudexus goctyna k MNOH unu ceteBbiM pecypcam. [Npumepom Takmx yrpos
aBndeTcs yrposa "AHanmn3 ceTeBoro Tpaduka", HanpasrieHHas Ha NpocrylwmnBaHUe KaHanos
CBSI3N N NepexBaT nepegaBaemMon MHopMaumn.

AKTMBHasa yrposa - 39TO yrpo3a, cBsidaaHHasa ¢ Bo3genctanem Ha pecypcbl WCTOH, npu
peanu3auun KOTOPOM OKasblBaeTCs HEMOCPeACTBEHHOE BMAHME Ha paboTy cuctemsl
(n3meHeHne KOoHurypaummn, HapyleHne paboTocnocobHOCTM U T.4.), U C HapyLIEHUEM
YCTaHOBIEHHbIX NpaBui pasrpaHndeHmsa goctyna K MNMOH nnu ceteBbiM pecypcam. Npumepom
Takmx yrpos gaesndetcsa yrpo3a "Otkas B obcnyxmBaHun", peanudyemasn kak "wtopm TCP-
3anpocos".

2. Uenb peanusauuu yrposbl. Mo aToMy npusHaky yrpo3bl MOryT 6bITb HanpasfieHbl Ha
HapyLleHne KOHpMAeHUNanbHOCTH, LLEeNOCTHOCTN U OOCTYMNHOCTU MHGopMaumm (B TOM Yucne
Ha HapylweHne pabotocnocobHocTn NCIOH nnn ee anemMeHTOB).

3. YcnoBve Havyana OCyLECTBREHNs npouecca peanusauun yrposb.
NpuU3HaKy MoXeT peann3oBbiBaTbCH yrposa:

no 3anpocy oT ob6bekTa, OTHOCUTENBHO KOTOPOro peanuayeTtcd yrpo3a. B atom cniyyae
HapywmTenb OXuaaeT nepegayun 3anpoca onpegeneHHoro Tmuna, Kotopbli n yageT ycrnosnem
Hayana OCyLEeCTBNEHNSA HECAHKLMOHMPOBAHHOIO A0CTYNa;

Mo aTtomy

Knaccuduxanus yrpos 6e30macHocTi HEGOPMALNH, PEATU3YEMbIX C UCONB0BAINEM POTOKOJIOB MEKCETEBOTO
B3aUMOJIEHCTBIS B aBTOMATH3HPOBAHHBIX CHCTeMaxX
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MeXXceTeBoro B3ammoaencrTeuns”

No HACTYMNEHU OXMOAEeMOro cobbiTUss Ha OObekTe, OTHOCUTESIbHO KOTOPOro
peanuayeTcs yrposa. B aTom cnyyae Hapywmtenb OCyLEeCTBNSET NOCTOAHHOE HabnogeHue
3a coctosiHmem onepaunoHHon cuctembl VCIMOH M npy BO3HUKHOBEHUW ONpeaerieHHOro



cobbITNSA B 3TON CMCTEME HAYMHAET HECAHKLMOHNPOBAHHbIN JOCTY;

OesycnoBHoe  Bo3genctBne. B 3TOM  cnyyae  Havano - OCyLEeCTBIEHUS
HEeCaHKLUMOHMPOBaAHHOIO AocTyna 6e3yCcnoBHO MO OTHOLLEHWIO K Lenu AocTyna, TO eCTb
yrposa peanusyetcsa HemeaneHHO U 6e30THOCUTESTbHO K COCTOSAHMIO CUCTEMBI.

4. Hannune obpatHon ceasn ¢ VCMOH. o aToMy npu3Haky npouecc peanusaumm
yrpo3bl MOXeT 6bITb ¢ obpaTHOM CcBA3bI0 U 6e3 obpaTHOM CBA3W. Yrpo3a, ocyuiecTBnsemMas
npu Hanudnm obpaTtHon ceasun ¢ NCIOH, xapaktepusyeTca TeM, YTO Ha HEKOTOpPbIE 3anpochl,
nepeganHble Ha VICMNOH, HapywuTenio TpebyeTcs nonyynTb otBeT. CnegoBatensHo, Mexay
Hapywutenem n WCIMOH cywecTtByeT obpaTHasa CBs3b, KOTOpasi NO3BOMSET HapyLMUTENo
afleKkBaTHO pearMpoBaTb Ha Bce uamMmeHeHus, nponcxogswme B CIMOH. B otnuune ot yrpos,
peanuayemMbix Npu Hannumm obpatHom ceasu ¢ NCIOH, npyu peanusaunmn yrpo3 6e3 obpatHon
CBsA3M He TpebyeTca pearmpoBaTb Ha Kakne-nnbo nameHeHus, nponcxogsawme 8 NCIaH.

5. PacnonoxeHnue Hapywutena otHocutenoHo WCIOH. B cooTBeTCcTBMM C 3TUM
NPU3HaKoOM yrpo3a peanuayeTcs Kak BHyTPUCErMEHTHO, Tak U MexXcerMeHTHo. CerMeHT ceTu -
dusmyeckoe obbeanHeHne xoctoB (TexHuyeckux cpencts NCIOH Mnnm KOMMYHUKAUWNOHHbIX
3NEMEHTOB, MMetoLKnX ceTeBon agpec). Hanpumep, cermeHT NCIOH ob6pasyeT COBOKYNHOCTb
XOCTOB, MOAKMIOYEHHBIX K cepBepy no cxeme "obuwias wuHa". B cnyyae, korga nmeet mMecto
BHYTPUCErMEHTHaA yrposa, Hapywutenb wumeeT QU3NYECKM AOCTyn K annapaTHbIM
anemeHtam WCIOH. Ecnn wnmeeT MeCcTo MeXcerMeHTHas yrposa, TO HapylwuTenb
pacnonaraetcsa BHe WCI[OH, peanunsysa yrpo3y 13 Opyron CeTU Wnu u3 Apyroro cermeHta
NCran.

6. YpOBEHb 3TanoHHOM MOLENN B3auMOOENCTBUS OTKpbITbIX cuctem** (ISO/OSI), Ha
KOTOpOM peanusyeTcsa yrposa. [1o aToMy npu3Haky yrposa MOXeT peanui3oBbiBaTbCA Ha
dU3NYECKOM, KaHarbHOM, CEeTeBOM, TPaHCMOPTHOM, CEaHCOBOM, MpeaAcTaBUTENbHOM WU
npuknagHom yposHe mogenun 1ISO/OSI.

7. CooTHOWEHNE Konmn4yecTBa Hapywutenen u anemeHtoB WCII[OH, oTHOCMTENBHO
KOTOpbIX peanuayeTcs yrposa. [1o aToMmy npuaHaky yrposa MoxeT BbITb OTHECEHa K Knaccy
yrpos, peanusyemMbiX OOHWUM HapyLiMTeneM OTHOCUTESIbHO OOHOr0 TEeXHUYECKOro CpeacTBa
NCIMOH (yrposa "oguH K ogHoMy"), cpady OTHOCUTESIbHO HECKOJSIbKUX TEXHWYECKUX CPeAcTB
NCMNOH (yrpo3a "ogMH KO MHOMMM") WKW  HECKONbKUMW HapyLUTENAMWU C  pPasHbIX
KOMMbIOTEPOB OTHOCUTENIbHO OAHOrO WIM  HECKONbKMX TexHuyeckux cpegcts WCIOH
(pacnpegeneHHble UM KOMBUHMPOBAHHLIE YIPO3bl).

C yyeTOM NpoBeOEHHOM Krnaccuukaumm MOXHO BblOeNUTb ceMb Haubonee 4vacTto
peanuayeMblix B HacTosILLee BpeEMS yrpos.

1. AHanu3 ceTteBoro Tpadguka (PUCYHOK 6).
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"PucyHok 6. Cxema peanusaumm yrpo3abl "AHanms ceteBoro Tpagpumka"

OTa yrposa peanuayeTcs ¢ MOMOLLbIO crieLmanbHON NporpaMmMbl-aHanu3aTopa nakeTos
(sniffer), nepexeaTtbiBatoLLen BCe NakeTbl, NepegaBaeMble No CErMEHTY CeTU, U BblaenstoLwemn
cpean HUX Te, B KOTOPbIX NepefarTcsa naeHTudunkaTtop nonb3oBaTensd u ero naposnb. B xoge
peanusauun yrposbl HapywuTenb Wu3yyvaeT JorMky paboTbl ceTu - TO eCTb CTPeMUTCH
nonyyYnTe OAHO3HAYHOE COOTBETCTBME COOLITUA, MPOUCXOAALMX B CUCTEME, U KOMaHA,
nepecbiniaemMbix NPy 3TOM XOCTaMu, B MOMEHT MOSIBEHNSA AaHHbIX cObbITU. B ganbHenwem
3TO MO3BOMSET 3M0YMbILUIIEHHUKY HA OCHOBE 3aJaHUsA COOTBETCTBYIOLLMX KOMaHA Mony4YuThb,
Hanpumep, nNpuBUIIErMpoOBaHHbIE MpaBa Ha OENCTBUS B CUCTEME UMW PaclUMpUTb CBOWU
NMOSIHOMOYNSA B HEW, NepexBaTuTb NOTOK NepedaBaeMblX OaHHbIX, KOTOpbIMU 0BMeHMBatoTCA
KOMMOHEHTbl CEeTEBOW OMepauuoHHOM CUCTEMbI, AN U3BNEYEHNS KOHUAEHUMANTbHON UK
NOeHTUMUKALUNMOHHON MHdOPMauuK (HanpumMep, CTaTUYECKUX Naponen nonb3oBaTenen Ans
AocTyna K yganeHHbIM xoctam no npotokonam FTP n TELNET, He npeaycmaTpusatowmm
lwmncpoBaHmne), ee NogMeHbl, mogmudukaumm n T.n.

2. CkaHupoBaHue ceTu.

CywHoCTb npouecca peanu3auumn yrposbl 3akfyaeTca B nepefade 3anpocoB
ceteBbiM cnyxbam xoctoB WCIIOH n aHanu3e oTBeToB OT HuX. Llenb - BbisiBNeHWe
NCronb3yeMbiX MPOTOKOSMOB, AOCTYMHbIX MOPTOB CETEBbIX CIYX0D, 3aKOHOB (POPMUPOBaHUS
NOEHTU(PUKATOPOB COEANHEHUI, OnNpedesieHne akTUBHbIX CeTeBbIX CepBMCOB, noabop
NOeHTNMKaATOPOB U Naposien nonb3oBaTenen.

3. ¥Yrpo3a BbisiBrieHMsi Nnapons.

Llenb peanunsauuu yrpossl coctouT B nonydyeHmn HC nytem npeogoneHns naposibHOM
3aWnTbl. 3MOYMbILLNIEHHMK MOXET peanv3oBbiBaTb Yrpo3y C MOMOLLbIO LEenoro psga MeToaos,
TakMx Kak npocton nepebop, nepebop C WMCNONMb3OBaHMEM CheunanbHbIX CroBapen,
yCTaHOBKa BpeOOHOCHOW mnporpaMmmbl Ofi9 nepexsaTa napons, noameHa [OOBEpPeHHOro
obbekta cetn (IP-spoofing) n nepexsat naketoB (sniffing). B ocHoBHOM anga peanusauuu
Yyrpo3bl UCMNOSb3YKTCA CrneuuanbHble NporpaMmbl, KOTOpPble MbITAOTCA NOMyYUTb AOCTYN K
XOCTy MnyTeM nocregoBaTenbHOro nogbopa naponen. B cnyyae ycnexa, 3rnOyMbIlNIEHHUK
MOXeT co3gaTtb ansa cebs "npoxoa" ons Oyayulero goctyna, KOTopbin 6yaeTt OencTBOBaTh,
Aaxke ecriv Ha XocTe U3MEHUTb Naposib 4OCTyna.

4. NogMeHa goBepeHHOro obbekTa ceTn U nepegaya no KaHanam CBA3N COOobLLEeHUI
OT €ro MMEeHU C NPUCBOEHUEM €ro NpaB JocTyna (PUCYHOK 7).



1. Xocr X Beger HabnmogeHue 3a xoctaMu A ¥ B 1 onpeaensieT HyMepaLum o
MAKETOB COOOLIEHUH, HAYLLYHO OT XocTa B

Xocr X - XOCT HapyLUUTEIst

N

XocT A - noBepeHHbBIR XOCT

2. Xocr X noceiiaet Ha xocT A cepuic TCP-3anpocoB Ha CO3/1aHHE COSMHEHUS,
3ar0JIHsA TEM CaMbIM OUYepelb 3aMPOCOB € LUE/bI0 BBIBECTH U3 CTPOsI HA HEKOTOPOE
Bpemst xocT A

SYN,
ISSx
TCP-3anpoc¢ Ha OTKPBLITHE COEAUHEHUS OT UMEHM XOocTa A
SYN-OuT CHHXPOHH3ALMH HOMEPA NOCIEN0BATEIIBHOCTH
[SSx-npOoM3BONEBHEII HOMEpP NMOCJEN0BaTEIBHOCTH
XOCT A BBIBEAEH U3 CTPOS

OtBeT xocra B na TCP-zanpOC/

SYN, ACK, ISSb XocT B
ACK(ISSx+1)

SYN-GUT CHHXPOHU3AUUH HOMEPA [TOC/IEIOBATENLHOCTH
[SSb-Mpou3BOJILHBIR HOMEP MOCIEN0BATEILHOCTH XocTa B
ACK(ISSx-+1)-nomep noareepxxaeHus npuema TCP-nakera ot

xocTa A, paBHbIH [SSx+1

ASK(ISSb+1)-nomep noarsepxaecHusa nprema TCP-nakera ot xocra B,
B KOTOPOM aTakyUWHH yKka3sIBaeT noao0paHHslil HoMep [SSb+]

ACK, ISSx+1
ACK(ISSb+1) 7
__ - BT TASKASSx+ 1)-womep o B
———T cnenyrouierc TCP-nakera

——
——
—

OTcyTeTBRYeT coodleHue o paszpbiBe TCP-coenunenus ot
BbIBEJICHHOIO M3 CTPOs X0CTa A (MAaKET C 3ar0JIHEHHEIM
cnyxebHbiM 3arosioBkoM RST)

"PucyHok 7. Cxema peanusaumm yrposbl "lNogmeHa gosepeHHoro obbekra cetn”



Takas yrposa a(peKkTMBHO peannayetcs B cucTemax, rae NpUMeHSITCA HeCToMKue
anropuTMbl  MAeHTUMKaUMM 1 ayTeHTMdUKauum XxocToB, nonb3oBatenen wn T1.4. [log
AOBEPEHHbIM OOBEKTOM MNOHMMAaeETCs OOBLEKT ceTu (KOMMbKTEP, MeXCceTeBOW 3KpaH,
MapLipyTu3aTop v T.M.), NeranbHO NOAKMYEHHbIN K CEPBEPY.

MoryT ObITb BblAeneHbl OBe pPas3HOBMOHOCTU Mpouecca peanu3aumm ykasaHHOM
Yrpo3bl: C yCTaHOBMNEHNEM N 6e3 yCTaHOBMEHMS BUPTYanbHOrO COEAUHEHNS.

Mpouecc peanu3aumm C yCTAHOBMIEHMEM BUPTyarbHOMO COEAWHEHUSI COCTOUT B
NMPUCBOEHNN MpaB AOBEPEHHOro cybbekTa B3aMMOAEWUCTBMUS, YTO NO3BONSAET HapyLUUTENHo
BECTM ceaHC paboTbl C OOBLEKTOM CeTU OT MMEHW [oBepeHHoro cybbekra. Peanusauus
yrpo3bl AaHHOro Tuna TpebyeT npeofoneHus cucTeMbl MAeHTUMKaUUMN 1 ayTeHTUgukaumm
coobueHun (Hanpumep, ataka rsh-cnyx6esl UNIX-xocTa).

Mpouecc peanusaumm yrposbl 6e3 yCTaHOBMEHUA BUPTYyanbHOrO COEOUHEHUA MOXET
UMETb MECTO B CETSX, OCYLLUECTBAKLWMX WOSHTMMKALMIO NepeaaBaeMbiX COOBLLEHUN
TONbKO Mo ceTeBOMy agapecy oTnpasuTens. CyLHOCTb 3akntovaeTcs B nepegade cnyxebHbix
COOOLEHNN OT WMEHM CEeTEBbIX YNpPaBndAlWNMX YCTPONUCTB (Hanpumep, OT WMEHMU
MapLupyTn3aTopoB) 06 M3MEHEeHUN MapLUPYTHO-aApPeCHbIX AaHHbIX. [1pn aTOoM Heobxoaumo
UMETb B BMAY, YTO €OUHCTBEHHbIMU MAeHTUdMKaTOpamMn aboOHEHTOB U coeamHeHust (no
npoTokony TCP) asnsatTca asa 32-6uTtHbix napameTpa Initial Sequence Number - ISS (Homep
nocneposaTtenbHoctn) u Acknowledgment Number - ACK (HOMep noaTBepXaeHus).
CnepoBatenbHo, onga popmmpoBaHus noxHoro TCP-nakeTa HapywimMTento HeobxogMmo 3HaTb
Tekylwime naeHtTndukatopbl Ans gaHHoro coeanHenuns - ISSa n ISSb, rae:

ISSa - HekoTOpOoe YUCMEeHHOEe 3HadeHwe, xapakTepusylllee MnopsaaKoBbIA HOMEP
otnpaensiemoro TCP-naketa, yctaHaBnmBaemoro TCP-coeanHeHus, WHULMMPOBAHHOIO
XOoCcTOM A;

ISSb - HekoTOpOoe uYMCNEHHOE 3HadYeHue, XapakTepuaylllee MNopsaKOBbIA HOMEP
otnpasnsemoro TCP-naketa, yctaHasnmBaemoro TCP-coegnHeHus, WHULMMPOBAHHOIO
xoctom B.

3HaveHne ACK (Homepa noateepxgeHust ycrtaHoBrneHus TCP-coeguHeHns)
onpegensieTcss Kak 3HavYeHWe Homepa, Mofy4YeHHoro oT pecnoHaeHta ISS  (Homep
nocnegoBaTenbHocTn) nnoc eanHnua ACKb = ISSa + 1.

B pesynbTate peanum3auuu yrposbl HapywuTenb nonydaeT npaBa AOCTyna,
YyCTaHOBIIEHHbIE €ro nonb3oBaTenemM Ans JOBEPEHHOro aboHeHTa, K TEXHUYECKOMY CpeacTBY
WCIMOH - uenu yrpos.

5. HaBsisbiBaHME NOXHOro MapLupyTa ceTu.

[aHHaa yrposa peanu3yeTcss O4HUM U3 OBYX CNOCOOOB: NMyTEM BHYTPUCETMEHTHOIO
WU MEXCEerMEeHTHOro HaBsi3blBaHUS. BO3MOXHOCTb HaBA3bIBAHWUS NOXHOIO MapLipyTa
obycnosneHa HegocTaTkamu, NPUCYLLMMK anropuTMam MapLupyTnsaumm (B YaCcTHOCTU, M3-3a
npobnembl naeHTUdMKauMn CeTEBLIX YyNPaBnALWMX YCTPOUCTB), B pe3ynbTaTte Yero MoXHo
nonactb, Hanpumep, Ha XOCT WM B CETb 3MOYMbIWUMIEHHUKA, rOe MOXHO BOWTM B
onepaumoHHyto cpefny TexHuyeckoro cpeactBa B coctaBe WCIIOH. Peanusauus yrposbl
OCHOBbIBAeTCS Ha HECaHKLMOHUPOBAHHOM WCMNOMIb30BaHMN MNPOTOKOSIOB MapLupyTM3aLmm
(RIP, OSPF, LSP) n ynpasneHuna cetbto (ICMP, SNMP) ana BHeCEeHUs M3MEHEeHuUn B
MapLIpyTHO-aapecHble Tabnuubl. [pu aTomM HapywwuTenio Heobxoaumo nocnaTb OT UMEHM
CEeTeBOro  ynpaBnfAwLWEro YCTpoMUCcTBa (Hanpumep, Mapulpytu3atopa) ynpasnswouee
coobueHmne (pucyHku 8 n 9).



1 Tlepenaua HapytnTenem Ha xoct | noxkHOro coobuienus no npotokony ICMP Redirect ot
HMeHH mapupytHiatopa | 00 n3MeneHur Tabauib
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"PucyHok 8. Cxema peanusaumm atakm "HaBsasbiBaHWe noOXHOro  mMappyra”
(BHYTpUcermeHTHoe) ¢ ncnosnb3oBaHnem npotokona ICMP c uenbio HapyLieHns ceasn”
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cepBepe

MHTepuer

T

MapinpyTtusarop 1 o Mapiupytusarop 2

XocT 1 nepenaer
TaKeThI,

@ 1 npennassaueHHbIC
3 top.secret.com, Ha
Q XOCT aTaKyuIere

XOocCT HapyuuTens

ATaKyouui oT UMEHH
X0cTa 1 nepenaeT NaxkeTh!
Ha top.secret.com

Xoer 1 Cepsep tdp".s'écrel.com

"PucyHok 9. Cxema peanusauum yrposbl "HaBsasbiBaHWMe NOXHOro  mapupyrta”
(MexxcermMeHTHOE) € uenbio nepexsarta Tpaduka”



6. BHegpeHue noxHoro obbekTa ceTu.

OTa yrpo3a OCHOBaHa Ha WCMONb30BaHWW HEeOOCTaTKOB asnropuTMOB YyAareHHOro
noucka. B cny4vae, ecnun o6beKTbl CETU M3HAYarbHO HE UMEKT agpecHoOn nHdopmaLmm apyr o
apyre, UCnomnb3yTCs pasfiMyHble NPOTOKOMbl yaaneHHoro novcka (Hanpumep, SAP B ceTsax
Novell NetWare; ARP, DNS, WINS B ceTsix co ctekom npotokonos TCP/IP), sakntovatowmecs
B nepegaye Mo ceTu cneuuarnbHbIX 3anpocoB W MNOMyYEeHUW Ha HUX OTBETOB C MCKOMOW
nHdopmauuen. lNpn aTom cywecTByeT BO3MOXHOCTb NepexBaTta HapylmTenem rnomckoBOro
3anpoca M Bblda4Yn Ha Hero JIOXKHOro OTBeTa, WCNOoSfib30BaHME KOTOPOro npusener K
TpebyemMoMy M3MEHEHUI0 MapLUpyTHO-aApecHbIX [AaHHbIX. B ganbHenwem Becb MOTOK
MHpopMaLUKn, accoUMMPOBAHHbIN C OOBEKTOM-XEepPTBOW, ByaeT NpoxXoanTb Yepes3 NOXKHbIN
006bekT ceTn (pucyHkm 10-13).
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"PucyHok 10. Cxema peanusauum yrpo3ssbl "BHegpeHune NOXHOTO ARP-cepBepa"



1. ®aza oxuaanus atakyommm DNS-3anpoca ot xocTa 1 (atakyouil HaxoauTes n1ubo Ha XxocTe
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1. Hapywwurens nepeaaet HanpaBiaeHHbIH wtopM DNS-oTBeTOB Ha XOCT |
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"PucyHok 12. Cxema peanusauumn yrposbl "BHegpeHue noxHoro DNS-cepsepa" nytem
wtopma DNS-oTBeTOB Ha KOMNbIOTEP ceTH"



1. Hapyiiureb co3naeT HanpaB/ieH b WTOpM N0KHBIX DNS-0TBETOB OT MMEHH OJHOTO U3 KOPHEBBIX
DNS-cepBepoB 1 npu 3TOM MTPOBOLIMPYET STOT CEpBEp Ha OTBET, nocblias Ha Hero DNS-3anpoc
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"PucyHok 13. Cxema peanusaumm yrposbl "BHegpeHue noxHoro DNS-cepepa" nytem



wtopma DNS-otBeToB Ha DNS-cepBep”

7. OTKka3 B 06CnyxmBaHuu.

OTN yrpo3bl OCHOBaHbl Ha HedocTaTkax CEeTeBOro nporpamMHOro obecneyeHus, ero
YA3BMMOCTSIX, MO3BOMAOWNX HapyWUTEeNo co3daBaTb YCIOBUS, Korga onepaumvoHHas
cUCTeMa OKasblBaeTCs He B COCTOSAHUM obpabaTtbiBaTb NOCTyNaoLLmMe nakeTbl.

MoryT 6bITb BblAeneHbl HECKOMBbKO pa3HOBUAHOCTEN TakuX yrpos:

a) CKpbITbI OTKa3 B OOCNY>XUBaHWW, BbI3BaHHbLIA MPUBIIEYEHNEM 4YacTuM pPecypcoB
NCMOH Ha o6paboTKy nakeToB, nepeAaBaeMblX 3M0YMbILUNIEHHUKOM CO CHUXEHUEM
NPOMYCKHOM CMOCOBHOCTM KaHanoB CBA3W, MNPOU3BOAMTENBbHOCTU CETeBbIX YCTPOWCTB,
HapyweHnem TpeboBaHuin KO BpeMeHn 06paboTkm 3anpocos. Mpumepamun peanusaumm yrpos
nogoBHOro poga MOryT CRYXWUTb: HamNpaBEHHbIN LTOPM 3X0-3anpocoB no npoTtokony ICMP
(Ping flooding), wrtopm 3anpocos Ha yctaHoBneHne TCP-coeanHeHun (SYN-flooding), wtopm
3anpocoB Kk FTP-cepsepy;

0) ABHbIN OTKa3 B 0b6CNyXmMBaHWW, BbI3BaHHbIN ncHepnaHnem pecypcos UCIOH npwu
obpaboTke NakeToB, nepedaBaeMblX  3MOYMbIWIEHHUKOM  (3aHATME BCEW  MOJSIOCHI
NPOMNyCcKaHNA KaHanoB CBSA3W, NMepernosiHeHne odepenen 3anpocoB Ha O6CnyXuBaHue), npu
KOTOPOM feranbHble 3anpocbl He MOryT ObiTb NepefaHbl Yepes3 ceTb M3-3a HeOOCTYNHOCTU
cpenbl nepefayn nmbo nonyyarT OTKa3 B OOCNyXMBaHUW BBMAOY MepenofiHeHUs odepenen
3anpocoB, AMCKOBOro NpoOCTpaHCcTBa namatv u 1.4. Npumepamn yrpo3 gaHHOro tuna mMoryT
CNYXWUTb WTOPM wWnpokoBeLatensHblx ICMP-axo-3anpocos (Smurf), HanpaBneHHbIN WTOPM
(SYN-flooding), wtopm coobLieHnn nodtoBomy cepepy (Spam);

B) IBHbIN OTKa3 B OOCMyXWBaHUW, BbI3BAHHbIA HapyLUEHWEM FfOrM4Yeckon CBS3HOCTU
mMexay TexHudeckumn cpencteamum UCIIOH npu nepefade HapywuTenem ynpasnsioLmnX
COOBLLEHNN OT MMEHU CETEBBLIX YCTPOUCTB, NPUBOASALLUNX K USMEHEHUIO MapPLUPYTHO-aApEeCHbIX
AaHHbIX (Hanpumep, ICMP Redirect Host, DNS-flooding) wnu wvaeHTUdUKALNMOHHONW W
ayTeHTUUKaLNOHHOM MHGOPMaLMK;

r) ABHbIA OTKa3 B 06CnyXnBaHuu1, Bbi3BaHHbIM Nepeaayven 310yMblLUNIEHHUKOM NaKkeToB
C HecTaHOapTHbIMM aTpubytamu (yrposbl Tuna "Land", "TearDrop", "Bonk", "Nuke", "UDP-
bomb") nnu MmerWwmMx AnNuHy, NpeBbILAKOLWYI0 MakCUManbHO OONYCTUMbIA pa3mep (yrposa
tvna "Ping Death"), 4To MOXeT npmBecTn K cOOK CceTeBbIX YCTPOWCTB, y4yacTBYHOLIUX B
0bpaboTke 3anpocoB, Mpu YCNOBUM HanMuMst OWMOOK B nporpaMmmax, peanuayroLmnx
NPOTOKOSIbI CETEBOrO 06MeHa.

Pesynbtatom  peanu3auunm  JaHHOW  yrpo3bl  MOXeT  CcTaTb  HapyleHue
paboTOCNOCOBHOCTM COOTBETCTBYIOLWEN CryxObl NpefoCTaBneHus yaaneHHoro Aoctyna K
MAan 8 UCIQH, nepenada ¢ ogHOro agpeca Takoro KOnmyecTsa 3anpoCoB Ha NMOAKMNIYEHNE K
TexHu4yeckomy cpeactsy B coctaBe VCIOH, kakoe MakcuManbHO MOXeT "BMecTUTb" Tpadumk
(HanpaBneHHbIM "WTOPM 3anpocoB"), YTO BreYyeT 3a cobon nepenosniHeHne ovyepeam 3anpocos
N OTKa3 OAHOW N3 CETEBbIX CMY>XO MMM NOMHYK OCTAHOBKY KOMMbOTEPA N3-3a HEBO3MOXXHOCTU
CUCTEMbI 3aHMMATbCS HUYEM APYrMM, Kpome 0b6paboTkm 3anpocos.

8. YoaneHHbIn 3anyck NpunoxXeHnn.

Yrpo3a 3akniwo4vaetcsd B CTpemsieHun 3anyctutb Ha xocte WCIOH pasnuyHble
npefBapuTenbHO BHeOPEHHble BPeAOHOCHbIE MpOorpamMMmbl: NPorpaMmbl-3aknagki, BUPYCHI,
"ceTeBble LWMNWOHBLI", OCHOBHAA LUeNb KOTOPbIX - HapylweHue KOoHPUAEHUNanbHOCTH,
LEeNOCTHOCTN, OOCTYNHOCTU MH(OpMauMn U MOSHbIA KOHTPOSb 3a paboTton xocTta. Kpome
TOro, BO3MOXEH HECAHKLMOHUPOBAaHHLIN 3anyCcK NpuKnagHbIX nporpamMmM nonb3oBartenen ong
HECaHKUMOHUPOBAHHOIO MOMNYYEeHUS HEeOoBXOOMMbIX HapyLMTento [AaHHbIX, ANna 3anycka
ynpasnsemMblx NpuKnagHou nporpaMmMon npoueccos 1 ap.

BblgensatoT Tpy nogknacca AaHHbIX Yyrpos:

1) pacnpocTpaHeHne ¢annoB, cogepxalimx HeCaHKUMOHUPOBAHHbLIA WUCMONHAEMbIN



Ko,

2) yOaneHHbIn 3anyck MPUNOXeHUs NyTeM nepenonHeHus 6ydepa npunoxeHun-
CEpBEpPOB;

3) yOoaneHHbIn 3anyck NpunoXeHnsa nyteM UCnosnib3oBaHUS BO3MOXHOCTEN yaaneHHoro
yrnpaBreHns CUCTEMOWN, NpPenoCTaBnseMblX CKPbITbIMA MPOrpaMMHbIMW U annapaTtHbIMU
3aknagkamu nmbo ncnonb3yembiMU LWTaTHbIMU CpeacTBamMuU.

Tunosble yrpo3bl NepBOro 13 ykasdaHHbIX NOAKNACCOB OCHOBBLIBAKOTCA Ha akTUBMU3aLuUK
pacnpocTpaHseMblx hannos nNpu cryv4anHom obpalleHnn Kk HUM. MNMpumepammn Taknx gannos
MOTFYT CRY>XWUTb: dpannbl, coaepXxalme UCNoNHAeMbl KOA4 B BUAE MaKpOKOMaHL, (OOKYMEHTbI
Microsoft Word, Excel n T.n.); html-gokymeHTbl, cogepxalwme MCNONHAEMbIA KOO B BUAOE
anemeHToB ActiveX, Java-annnetoB, MHTepPrnpeTupyeMblX CKpUNTOB (Hanpumep, TeKCTbl Ha
JavaScript); dhannbl, cogepxaline mncnonHsemble koabl nporpamm. [Ona pacnpocTtpaHeHust
hannoB MOryT MCMNONb30BaTbCA CAYXXObl 3NEKTPOHHOM MOYTLI, Nepegadn annos, ceTeBomn
¢rannoBon CUCTEMBI.

Mpn yrposax BTOPOro nogknacca UCMNOMb3YyTCA  HeAOoCTaTKuM  Mporpamm,
peanuaylomnx ceTeBble CepBUCbl (B YaCTHOCTW, OTCYTCTBME KOHTPOMS nNepenosiHEHUS
Oydepa). HacTpormkonm CUCTEMHBLIX PErucTpoB WHOrAa yaaeTcs NepekriioyuMTb npoLeccop
rnocre npepbiBaHWs, BbI3BAHHOMO nepenosiHeHnem 6Gydepa, Ha UCMNOMHEHMEe KoAa,
cogepxawlerocsa 3a rpaHuuen 6ydepa. llNpumepom peanusaumm TakouW Yrpo3bl MOXET
CNYXWUTb BHEAPEHME LWIMPOKO n3BecTHoro "smupyca Moppuca".

Mpn yrposax TpeTbero noakracca HapywuTenb WUCNOMAb3yeT  BO3MOXHOCTU
yOaneHHoro yrpasfieHUss CUCTEMOW, NpefoCTaBnsieMble  CKPbITbIMA  KOMMOHEHTaMu
(Hanpumep, "TposiHckMmK" nporpammamun Tuna Back Orifice, Net Bus) nubo wrtaTHbIMK
cpeacTBamMu - ynpaefeHnss W agMUHUCTPUPOBAHUA  KOMMbIOTEPHbIX ceTen  (Landesk
Management Suite, Managewise, Back Orifice n 1.n.). B pesynbtate ux MCNONb30BaHUS
yaaeTca [obuTtbCca yaaneHHOoro KOHTpons Hag CTaHUMen B CeTH.

CxeMaTU4yHO OCHOBHble 3Tanbl paboTbl 3TUX MAPOrpamMMm BbIMAOAT cnegyownm
obpasowm:

WHCTanNNsuMs B NamsaTy;

OXMAaHue 3anpoca C yaaneHHOro Xocra, Ha KOTOPOM 3anyLieHa KrneHT-nporpamMmma, u
obMeH ¢ Her cooOLEHNAMN O TOTOBHOCTHU;

nepegava nepexsayeHHoOW UHOpMaLUKN KITUEHTY NN NPeaoCTaBrieHne eMy KOHTPOss
Haf aTakyeMblM KOMMNbIOTEPOM.

Bo3moxHble nocneacTeust OT peanu3auumn yrpo3 pasnuyHbIX KNaccoB MpuUBEOEHbI B
Tabnuue 3.

Tabnuua 3

Bo3MOXHble NocneacTBUSA peanu3aumm yrpo3s pasfnyHbIX KNnaccoB

N Twun aTtaku Bo3moxHble nocneacTeus
n/n
1 AHanus ceTeBoro Tpadguka WccnepoBaHue XapaKTepucTuk ceTeBoro

Tpaduka, nepexsaT nepegaBaeMblX JaHHbIX, B
TOM 4ucrne wunaeHTUPUKaTopoB W naponeun
nonb3oBaTenen

2 CkaHupoBaHue cetun OnpepgeneHve nNpoTOKOMOB, AOCTYMHbLIX NOPTOB
ceTeBbIX Cnyxb, 3akoHOB (hOpMMPOBaHUSA
NOEHTUPUKATOPOB  COEAVMHEHUN,  aKTUBHbIX




CeTeBbIX CEpBUCOB, WOEHTU(MPUKATOPOB W
naponeu nonb3oBaTenen

"MNaponbHan" aTaka

BbinonHeHne noboro
JencTeus, CBA3aHHOro c
HeCaHKLMOHMPOBAHHOIO JOCTyna

OECTPYKTUBHOIO
nony4vyeHnem

MoameHa goBepeHHOro obbekTa

cetun

M3meHeHne Tpacchl NPOXOXAEHUA COOOLLEHNI,
HeCaHKLMOHNPOBaHHOE n3mMeHeHue
MapLUPYyTHO-aApeCHbIX OaHHbIX.
HecaHKUMOHMPOBaHHbBIA  OCTYN K CeTeBbIM
pecypcaM, HaBs3blBaHWE JIOXXHOM MHGOpMaLIMn

HaBsa3sbiBaHWe noxHoro Mmapwpyrta | HecaHKUMOHMpPOBaHHOE N3MeHeHne
MapLpyTHO-aApecHbIX [AaHHbIX, aHanuMs u
mMoamdmkaumns nepegaBaeMbix AaHHbIX,
HaBs3blBaHME NOXHbIX COOOLEHWI

BHenpeHwne noxHoro obvekta cetn | MNepexsat n NpPoOCMOTp Tpadouka.

HecaHKUMOHMPOBaHHbBIA  OCTYN K CeTeBbIM
pecypcam, HaBsi3blBaHWE JIOXXHOM MHGOpMaLINn

OTkas | YactnyHoe ucyepnaHue CHwKeHne nponycKHOM CMOCOOHOCTU KaHarnoB
B pecypcoB CBA3M, NpoOn3BOANTENBHOCTH CeTeBbIX
obcny yctponcTtB. CHwxeHne npoun3BoauTeNbHOCTH
XnBa CEPBEPHbIX NPUNOXEHUN
HuM | MNonHoe ncyepnaHue | HeBo3MOXHOCTb Nepedavn coobLleHun m3-3a
pecypcoB OTCYTCTBMSI OOCTyna K cpeae nepegayu, otkas
B ycTaHOBneHun coeguHeHus. OTkas B
npegocTaBneHMnM  cepBuca (3anekTpoHHOM
noYThbl, annoBoro n 1.4.)
HapywweHne nornyeckon | HeBo3aMOXHOCTb nepeaayn, cooblieHun us-3a
CBAA3HOCTU MeXay | OTCYTCTBUSA KOPPEKTHbLIX MapLUPYyTHO-aApPECHbIX
aTpmbyTtamu, AAHHbIMM, | AaHHbIX. HEeBO3MOXHOCTb MNONyYeHUst ycnyr
obbekTammn BBMAY HECaHKLMOHMPOBAHHOW MoAancukaumm
NOEHTUAUKATOPOB, Naponemn n T.n.
Ncnonb3oBaHue owmnbok B | HapyweHne  paboTtocnocobHoOCTM  ceTeBbIX
nporpamMmmax YCTPONCTB
Ypan | lNytem paccbinku gannos, | HapyweHue KOH(pnOeHUMansLHOCTH,
€HHbl | cogepXalmnx LLleNTOCTHOCTU, AOCTYNHOCTM nHopmaLumm
n AECTPYKTUBHbIN
3anyc | UCMOSHSAEMbIN Kon,
K BUPYCHOE 3apaxeHune
npuno | MNytem nepenonHeHns
XeHn | bycepa cepBepHOro
n NPUNOXeHUs
Mytem ncnonb3oBaHusa | CKpbITOe ynpasrneHne cucteMomn
BO3MOXXHOCTEWN
yOaneHHoro  ynpasrfeHus
cuctemon,
npeaocTaBsieMblX
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ncnoJib3yemMbiMn
LUTAaTHbIMW CpeacTBamMu

Mpouecc peanusauunm yrpossbl B 06LLEM Crlydyae COCTOUT U3 YeTbIpex 3Tanos:

cbopa nHpopmauuu;

BTOP>KEHMUS (NPOHUKHOBEHNSA B ONEPALMOHHYIO cpeay);

OCYLLIECTBIEHNST HECAHKLMOHMPOBAHHOIO AOCTYNa;

NYKBMOAaUMM cnegoB HeCaHKUMOHMPOBAHHOMO AoCTyna.

Ha oartane cbopa wuWHdOpMaLMM HapywmTtena MOryT WHTEepecoBaTb pasfnyHble
cBenennsa 06 NCIH, B TOM yucne:

a) 0 TonomorMm cetu, B KOTOpPOW (pyHKUMOHMpPYeT cuctema. [lpy 3TOM MOXeET
nccnenoBatbCsl 06nacTb BOKPYr CeTU (Hanpumep, HapywmTens MoryT MHTepecoBaTb agpeca
AOBEPEHHbIX, HO MEHee 3alUMLLIEHHbIX XOCTOB). [Ina onpeaeneHns AOCTYNHOCTM XOcTa MOryT
NCnonb30oBaTbCs MpOCTENWIMNE KOMaHAbl (Hanpumep, KoMaHga ping ans nocbinku ICMP-
s3anpocoe ECHO_REQUEST c¢ oxwupgaHmem Ha Hux ICMP-otBetoB ECHO_REPLY).
CyLecTBYHOT YTUNAUTLI, OCYLLECTBIAIOLWMNE NapansenbHoe onpegeneHne 4OCTYNHOCTN XOCTOB
(takme kak fping), KoTopble CMNOCOBHbLI MNpocKkaHMpoBaTb OOnMbLIYd 06MnacTb agpecHoro
npocTpaHCcTBa Ha npeaMeT [OOCTYMHOCTM XOCTOB 3a KOPOTKUA MNPOMEXYTOK BPEMEHW.
Tononorust ceTn YacTo onpeaenseTca Ha OCHOBaHWUM "cyeTyuka y3noB" (OUcTaHuumn mexay
xoctammn). MNpu 3TOM MOryT NPUMEHATBLCA Takne MeToabl, kak "mogynsaumm TTL" v 3anmcu
MapLipyTa.

MeTog "moagynsumm TTL" peanusoBaH nporpammon traceroute (ana Windows NT -
tracert.exe) n 3aknoyaetca B mogynsumm nons TTL IP-naketoB. Ona 3anvcyn mapipyTta
MoryT ucnonb3oBatbcs ICMP-nakeTbl, coO3gaBaeMble KOMaHLOM ping.

C6op nHdopmMauum MoXeT ObITb TakKe OCHOBaH Ha 3anpocax:

kK DNS-cepBepy 0 cnucke 3apermcTpMpoBaHHbIX (U, BEPOSTHO, aKTUBHbIX) XOCTOB;

K MapwpyTtusatopy Ha ocHoBe npoTtokonia RIP 06 wu3BeCcTHbIX MapLipyTax
(MHbopmauma o Tononorum ceTn);

K HEKOPPEKTHO CKOH(UIypUpOBaHHLIM YCTPOMCTBaM, MNOOAEPXKMBAIOLLUM MPOTOKON
SNMP (nHdopmaumst 0 TONonorum cetn).

Ecnm WCIIOH HaxoguTcss 3a MexceTeBbIM 3kpaHom (MJ), Bo3MoOxeH cbop
nHdopmauum o koHdurypaumm M3 un o Tononorum UCIIOAH 3a MO, B TOM uucne nytem
MOCbINIKM NaKkeTOB Ha BCe MOPTbl BCEX NpeanofiaraemMbiX XOCTOB BHYTPEHHEN (3alymiaemMon)
ceTu;

0) o Tune onepaumoHHon cuctembl (OC) B WCIIOH. Cambin M3BECTHbIN Cnocob
onpegenenns Tuna OC xocTa OCHOBaH Ha TOM, 4TO pasnuyHble Tunbl OC no-pasHomy
peanun3ytoT TpeboBaHna ctaHgapTtoB RFC k cteky TCP/IP. 3710 no3BonsieT HapywuTento
yaaneHHo ngeHtudumumposaTtb Tmn OC, yctaHoBneHHon Ha xocte WCIOH nyTem nocbinkm
cneymanbHbiM 06pa3omM cchopMMPOBaHHbIX 3anNpPOCOB 1 aHann3a nofy4YeHHbIX OTBETOB.

CyLlecTBylOT cneumanbHble CpeacTBa, peanuaylowme AaHHble MeToAbl, B YaCTHOCTH,
Nmap 1 QueSO. MoxHO OoTMeTUTb Takke Takon meton onpegeneHmsa Tuna OC, kak
NPOCTENWMIA 3anpoC Ha YCTAHOBMIEHWE COEOUHEHWS MO MPOTOKOMY yAaneHHoro AocTyna
telnet (telnet-coegnHeHusi), B pesynbTaTe KOTOPOro no "BHeWHeMy BuAy" oTBeTa MOXHO
onpegenutb TMn OC xocta. Hanuume onpeneneHHbIX CEPBUCOB TakKkKe MOXET ChyXuTb
AONONHUTENbHBLIM NpU3HakoMm Ans onpegenenus Tuna OC xocTa;

B) 0O (DYHKLIMOHUMPYIOLLMX Ha XOcTax cepBucax. OnpegeneHne cepBmMCcOB, NCNOSNTHAEMbIX
Ha XOCTe, OCHOBaHO Ha MeToAe BbIABMEHMS "OTKPbITbIX MOPTOB", HanpaBneHHOM Ha cbop
MHdOpMaUuKn 0 JOCTYNHOCTU XocTa. Hanpumep, ans onpeaenenus goctynHoct UDP-nopTta
Heob6xo4MMO NOoNy4YnUTb OTKNKK B 0TBET Ha nocblniky UDP-nakeTa cooTBeTCTBYOLEMY MOPTY:

ecnm B oTtBeT npuwno coobuwenne ICMP PORT UNREACHEBLE, 70



COOTBETCTBYHOLLMIA CEPBUC HEOQOCTYNEH;

€eCcnu gaHHoe coobLeHne He NOCTYNUIIO, TO NOPT "OTKPbLIT".

Bo3amoxHbl Becbma pasHoOOpasHble BapuauvMuM UCMNONb30BaHUSA 3TOr0 MeToda B
3aBMCUMOCTU OT UCMNONb3yeMOro NpoTokona B cteke npotokonos TCP/IP.

Ona aBTomaTtusauum cbopa uHGpopmaumm o6 WCIIOH paspaboTaHO MHOXECTBO
nporpaMMHbIX CpeacTB. B kayecTBe npyMepa MOXHO OTMETUTL CriefyoLlme U3 HUX:

1) Strobe, Portscanner - ONTUMU3MPOBaHHbLIE CpPeAcTBa onpeaeneHus OOCTYMHbIX
cepBucoB Ha ocHoBe onpoca TCP-nopTos.;

2) Nmap - cpefCTBO CKaHMPOBaHUA OOCTYMNHbLIX CEPBUCOB, NpeaHasHavyeHHoe ans OC
Linux, FreeBSD, Open BSD, Solaris, Windows NT. ABndetca cambiM MOMNyNsipHbIM B
HacTosiLLee BpeMs CpeCTBOM CKaHMPOBaHUS CETEBbLIX CEPBUCOB;

3) Queso - BbICOKOTOYHOE cpeacTBo onpeneneHnsa OC xocTa ceTu Ha OCHOBE MOCHINKN
Lenn KOPPEKTHbIX M HeKoppekTHbiXx TCP-nakeToB, aHanu3a OTKMKaA M CPaBHEHWUS €ro C
MHOXECTBOM W3BECTHbIX OTKNMKOB pasnunyHbix OC. [aHHoe cpeacTBo Takke sBrseTcs
nonynspHbIM Ha CErOAHALLHUI AeHb CPEACTBOM CKaHUPOBAHUS;

4) Cheops - ckaHep TOMOMoOrMM ceTn NO3BOMSET MOMYYUTb TOMOSMOMNI0 CETU, BKITKOYas
KapTUHY gomeHa, obnactun IP-agpecoB u 1.4. Npn atom onpegensetca OC xocTta, a Takke
BO3MOXHble CeTeBblE YCTPOUCTBA (NPUHTEPBI, MapLLpyTMU3aTopbl U T.4.);

5) Firewalk - ckaHep, ucrnonb3ylowunm MeTodbl nporpammbl traceroute B MHTepecax
aHanusa oTknuKka Ha IP-nakeTbl Ang onpedeneHnsa KoHdurypaumm MexceTeBOro aKkpaHa u
NMOCTPOEHNS TOMOSOrMN CETMW.

Ha aTtane BTOpXeHWA uccrnenyeTcs Hanuyuve TUMOBbIX YS3BUMOCTEN B CUCTEMHbIX
cepBucax wnnm OWMOBOK B aAMUHUCTPUPOBAHUM CUCTEMbI. YCMNELHbIM pe3ynbTaToMm
NCNONb30BaHMSA YA3BMMOCTEN OObIMHO SBMSieTCA MOfyvYeHMe npouecCcoM HapyLumTens
NPUBUNErMPOBAHHOIO peXnma BbINOMHEHNA (4OCTyna K NPUBUMErMPOBAHHOMY PEXUMY
BbINOSTHEHUSA KOMaHAHOro npoLleccopa), BHECEHNE B CUCTEMY YYETHOM 3anvCu HE3aKOHHOrO
nonb3oBaTens, nosydeHne cpavna naponen WM HapyweHue paboTocnocobHOCTU
aTakyemoro xocra.

OTOT aTan pasBuUTUS Yrposbl, Kak npaBuno, aBnseTcs MHorogasHeiM. K dasam
npouecca peanumsaumm yrposbl MOryT OTHOCUTLCS, Hanpumep:

YCTaHOBJIEHNE CBSA3N C XOCTOM, OTHOCUTESTbHO KOTOPOro peannsyeTcs yrpoaa;

BbISIBNIEHNE YA3BMMOCTH;

BHeApEeHVE Bpe4OHOCHOM NporpamMMbl B UHTEPECaX pacluMpeHus npase u 4p.

Yrpo3sbl, peanusdyemble Ha aTane BTOPXEHWs, NOAPa3fdenstTCcsa No YPOBHSAM cTeka
npoTokosioB TCP/IP, nockonbky oOpMUpPYOTCS HA CETEBOM, TPAHCMOPTHOM UIK NPUKITagHOM
YPOBHE B 3aBMCUMOCTM OT UCMOSb3YyEMOro MexaHn3ma BTOPXKEHUS.

K TMnoBbIM yrpo3am, peanv3yembliM Ha CETEBOM U TPAHCMNOPTHOM YPOBHSX, OTHOCATCS
Takue Kak:

a) yrposa, HanpasfeHHasa Ha NogMeEHY AOBEPEHHOIO 00bLEKTA;

6) yrposa, HanpaBneHHasa Ha co3gaHne B CETU NOXHOIO MapLUpyTa;

B) Yrpo3bl, HanpasfeHHble Ha Co3haHuMe JIOXKHOr0 oObekTa C MCNoSfib30BaHUEM
HeOCTaTKOB anropuTMOB yaaneHHOro noucka;

r) yrposbl Tuna "oTkas B obcnyxumBaHuMK", OCHOBaHHble Ha |P-gedparmeHTaumm, Ha
dopmmpoBaHun HekoppekTHbix ICMP-3anpocos (Hanpumep, ataka "Ping of Death" n "Smurf"),
Ha dopmmpoBaHun HekoppekTHbix TCP-3anpocoB (ataka "Land"), Ha cos3gaHum "wTopma”
nakeToB C 3anpocamu Ha coeanHeHne (atakm "SYN Flood") n ap.

K TunoBbiM yrposam, peanu3yemMbiM Ha MPUKNagHOM YPOBHE, OTHOCATCS Yrpoabl,
HanpaBneHHble Ha HECAHKUMOHMPOBAHHbBIA 3anyCcK MPUIOXKEHUA, Yrpo3bl, peanu3auums
KOTOpPbIX CBSi3aHa C BHeEAPEHWEM MporpamMMHbIX 3aknagok (Tuna "TPOAHCKUMM KOHb"), C
BbISIBNIEHNEM Naposien JoCcTyna B CETb UMK K onpeaeneHHOMY XOCTy 1 T.4.



Ecnn peanusauus yrposbl He MpUHECna HapyLluTent HamMBbICLUMX MpaB ocTyna B
cUcTeMe, BO3MOXHbI NMOMbITKU paclUMpeHns aTuxX Npas 40 MakCcMMarnbHO BO3MOXHOIO YPOBHS.
[na 3Toro MorytT MCnonb3oBaTbCA YS3BUMOCTM HE TOSMbKO CeTeBbIX CEPBMCOB, HO M
YSI3BUMOCTM CUCTEMHOro nporpammMmHoro obecneyenunsa xoctos NCI1gH.

Ha atane peanusaumm HeCaAHKLUMOHMPOBAHHOIO AOCTYNa OCYLEeCTBNsAeTCss COOCTBEHHO
OOCTUXEHWe Lenu peanusaumm yrposbi:

HapyLieHne KOHUAEHLMANBbHOCTH (konupoBaHue, HenpaBoMepHoe
pacnpocTpaHeHue);

HapyLleHne LeNOCTHOCTU (YHUYTOXEHNE, UBMEHEHME);

HapyLleHne A0CTYNHOCTM (GnoKknpoBaHue).

Ha aTtom >xe aTane, nocne ykasaHHbIX OENCTBUKW, Kak npasuno, opmupyeTcs Tak
Ha3blBaeMbI "4epHbli BxOA4" B BMOE OQHOrO M3 CEPBUCOB (OAEMOHOB), OBGCMYXMBAKOLLMX
HEKOTOPbLIN MOPT U BbINOMHSAKLWNX KOMaHAbl HapywuTens. "YepHbln Bxo4" octaBnsieTcsa B
cucTeme B MHTepecax obecneyeHus:

BO3MOXHOCTM MOMYy4YMTb [JOCTYN K XOCTYy, AaXe €eCcnu agMUHUCTPATop YCTPaHUT
NCNONb30BaHHYO ANS yCrneLwHon peanusaunm yrposbl ya3BMMOCTb;

BO3MOXHOCTM NOJSTY4UTb AOCTYN K XOCTY Kak MOXHO 6onee CKpbITHO;

BO3MOXHOCTU MOMy4YMTb LOCTYN K XOCTYy ObICTPO (HEe MOBTOPSAS 3aHOBO MpoLecc
peanusauuu yrpossl).

"UepHbIn BXo4" NO3BONSET HAPYLINTENIO BHEOPUTDL B CETb UIX Ha onpeaesieHHbIN XOCT
BPeOOHOCHYK nporpammy, Hanpumep, "aHanusatop naponen” (password sniffer) -
nporpamMmmy, BbIOENSAIOLWY MOMb3oBaTeNbCkMe uaeHTUdMKaTopbl U NaponM K3 CeTeBoro
Tpaduka npu paboTe NpoToKonoB BbicOKOro yposHsa (ftp, telnet, rlogin u 1.4.). O6bekTamm
BHEAPEHNS BPEOOHOCHbIX MporpamMm MOryT ObiTb  NporpamMbl  ayTeHTUdUKaUUMU U
noeHTuguKkaumm, ceTeBble CEPBMUCHI, SAPO OMepaLMoHHON CUCTEMBbI, (hannoBasi cuctema,
ononuoTteku n T.4.

HakoHel, Ha 3Tane nukBugauuMm CcrnegoB peanu3auumm Yyrposbl OCYLLEeCTBNSAeTCS
nonbiTKa  YHUYTOXEHWUS CcnefoB  OeWCTBUMW  HapywwuTens. [lpy  3TOoM  ygansawTcs
COOTBETCTBYHOLLUME 3aNNCU U3 BCEX BO3MOXHbIX XXypHanoB ayauTta, B TOM 4ucre 3anucu o
dakTe cbopa nHdopmaumu.

5.5. O6Lwas xapakTepucT1Ka yrpo3 nporpaMMHoO-MaTeMaTU4eCKUX BO3AEeNCTBUN

[MporpamMmMHO-MaTeMaTn4eckoe BO3OENCTBME - 9TO BO3LENCTBME C  MOMOLLbLHO
BPEeOOHOCHbIX nporpamm. [MporpaMmon ¢ NOTeHUManbHO OnacHbIMWM MOCNEeACTBUAMU UNA
BPEAOHOCHOW MNpPOrpamMMoKn HasblBalOT HEKOTOPYK CaMOCTOSATESNbHYK nporpammy (Habop
WHCTPYKUMI), KOTOpasi cnocobHa BbIMNOMHATL Ntoboe HenycTtoe NOAMHOXECTBO CreaytLmnx
YHKUMN:

CKpbIBaTb NPU3HaKM CBOEro NPUCYTCTBMSA B MPOrpaMMHON cpefe KOMMNbITepPa;

obnagate CNOCOBHOCTLIO K camogybnupoBaHuio, accouMmpoBaHulo cebst ¢ apyrumu
nporpammamm 1 (MnNn) nepeHocy cBoux parMeHTOB B MHble obnactu onepaTtMBHOM UMK
BHELUHEW NAMSATH;

paspywaTtb (MCKaxaTb NPOM3BOSIbHBIM 006pas3omM) Kog nporpaMM B OnepaTMBHOWN
namaTy;

BbINOMHATL 6€3 MHUUMMPOBAHWSA CO CTOPOHbLI Monb3oBaTtens (MNofb30BaTENbCKOM
nporpamMmbl B LUTATHOM PEXMME €€ BbINOSIHEHUS) AECTPYKTUBHbIE PYHKLMWN (KOMMpOBaHMe,
YHUYTOXEHNe, 6riokupoBaHme 1 T.1.);

COXpaHATb oparmMeHTbl MHpopMaunn 13 onepaTMBHOM NAMATM B HEKOTOPbLIX 0bnacTsx
BHELLHEN NaMATM NPSIMOro JOCTyna (fIoKanbHbIX UKW yaaneHHbIX);



NCKaXkaTb MPOM3BOSIbHBEIM 06pa3om, GrokupoBaTtb U (MNKN) NOAMEHATE BbIBOAMMBIA BO
BHELLHIO NaMsTb UMK B KaHan CcBA3W MaccuB MHGopMaumm, obpasoBaBLUniCcsa B pesyrbTaTe
paboTbl NPUKNagHbIX MNPOrpaMmm, WM yxXe Haxoasawumecs BO BHELWHEW naMsiTu MacCuBbl
AaHHbIX.

BpenoHocHble nporpamMmmbl MOTryT ObITb BHECEHBI (BHEAPEHDI) Kak NpegHaMepeHHo, Tak
U cnyyamHo B nporpammHoe obecnedeHune, ucnonbdyemoe B WCIIOH, B npouecce ero
pa3paboTkM, COMPOBOXAEHMS, MoaucukaumMm u HacTponku. Kpome aToro, BpenoOHOCHbIE
nporpaMmmbl MOryT 6bITb BHECEHbI B npouecce akcnnyaTtaumm VCIOH ¢ BHELWHMX HOCUTENEN
MHOpMaUUN UNn NOCPEeACTBOM CETEBOro B3auMOOeWCTBUsS Kak B pesynbtate HC[, Tak u
cnyyanHo nonb3oBatensamu NCIOH.

CoBpeMeHHble BpeOHOCHbIE MPOrpaMmMbl OCHOBaHbl HA UCMOSIb30BaHUM YS3BUMOCTEN
pasnMyHoro pojga nporpamMmMHoro obecneyeHust (CUCTEMHOro, obuiero, MpUKNagHoro) u
pa3Hoobpa3sHbiX CeTeBbiX TEXHOMOrnn, obnagatT LWWMPOKMM CNEKTPOM LAEeCTPYKTUBHbIX
BO3MOXHOCTEN (OT HEeCaHKUMOHMpPOBaHHOIro wuccrnegosaHna napameTtpos WCIMOH 6Ges
BMewaTenbctBa B yHKumMoHuposaHne WCIOH, Ao yHuyTOoXeHus [OH 1M nporpamMmHOro
obecneyvenna UCIIOH) n MoryT aencrteoBaTb BO BCEX BMOax NporpamMmMHOro obecneveHus
(cuctemHoro, npuknagHoro, B ApariBepax annapaTtHoro obecneyeHunsa n t.4a.).

Hanuune B VCIH BpeooHOCHbIX NporpaMm MOXeT cnocobcTBOBaTb BO3HUKHOBEHMIO
CKPbITbIX, B TOM 4YMCflie HETPaAMUMOHHBIX KaHanoB AOCTyna K MHopmauumn, no3BOnsoLwmnX
BCKpbIBaTb, 06XxoauMTb unuM 650kMpoBaTh 3alUTHbIE MeXaHu3Mbl, MPedyCMOTPEHHblE B
cUCTeEME, B TOM YMCIe NaponbHY N KpUNTorpauyeckyto 3aLumTy.

OCHOBHbIMM BUAaMu Bpe4OHOCHbIX NPOorpamMMm siBsIOTCS:

nporpamMMHbIle 3aKnagkKm;

Knaccuyeckme nporpaMmmHble (KOMMbIOTEPHbIE) BUPYCI;

BPEAOHOCHbIE MPOrpamMmbl, pacnpoCTpaHsoWmnecst No cetu (ceTesble YepBu);

Apyrne BpeAoHOCHbIe NporpaMmel, NpegHasHadeHHble Ans ocywectsnenna HCL.

K nporpammMHbIM 3aknagkaMm OTHOCATCSA MporpamMmbl, oparMeHTbl Koda, WHCTPYKLMMK,
dopmupyloLLMe  HeLeKnapuMpoBaHHblE  BO3MOXHOCTM  NPOrpamMHOro  obecneyeHus.
BpenoHocHble nporpamMmmbl MOryT MepexoauTb M3 OOHOro0 Buaa B LPYrOW, Hanpumep,
nporpaMMHas 3aknagka MOXeT CreHepupoBaTb MPOrpamMMHbIA BUPYC, KOTOPbIW, B CBOMO
odyepenb, nMonae B YCNOBMS CETU, MOXeET CcopMMpOBaTb CETEBOINO YEpBs MU ApYryro
BPEAOHOCHYI0 nporpammy, NnpeaHasHayveHHyo ans ocywectenenna HCL.

Knaccudpmkaumss nporpaMmHbIX BMPYCOB W CETEBbIX 4YepBeEW NpeacTaBfneHa Ha
pucyHke 14. KpaTkasi xapakTepuctuka OCHOBHbIX BPEAOHOCHbIX Mporpamm CBOAUTCHA K
cnegyrowemy. 3arpy3oudHble BUPYCbl 3anucbiBaloT cebs nnbo B 3arpy304HbI CEKTOP AMCKa
(boot-cekTop), NGO B CEKTOP, coaepaLlumMi CUCTEMHBIN 3arpy3yvnk BuH4ectepa (Master Boot
Record), nMbo mMeHs0T ykasaTenb Ha akTMBHbIN boot-cekTop. OHM BHeapsOTCs B NaMATb
KOMMblOTEpa Mpu 3arpy3ke C UHPULMPOBAHHOrO Aucka. [Mpy 3TOM CUCTEMHbIN 3arpy3yumk
CUMTbIBAET COAEPXMMOE MEepBOro CeKTopa AUcKa, C KOTOPOro MNpou3BOAUTCS 3arpyska,
rnomellaeT CYUTaHHY WHOpMauMio B NaMaATb U nepefaeT Ha Hee (T.e. Ha BUPYC)
ynpaeneHue. locne 3TOro HauyMHalT BbINOMHATLCS WMHCTPYKUMM BMPYCa, KOTOPbIN, Kak
npaBumno, ymeHbLllaeT o6bem cBOO6OOHON NaMATH, KONUpyeT B 0CBOOOAMBLUEECS MECTO CBOW
Kog W cuMTbiBaeT C [AUcka CBOE MPOAOSKEHWe (ecnm OHO €ecCTb), nepexBaTbiBaeT
HeobxoouMMmble BeKkTOpa npepbiBaHun (006biMHO -  INT 13H), cuuTbiBaeT B namsATb
OopuUrnMHanbHbIM boot-cekTop 1 nepefaeT Ha Hero ynpasreHue.

B panbHenwem 3arpy3ouHbii  BUpYC BedeT ceba Tak ke, Kak (annoBblNi:
nepexsaTtbiBaeT obpallieHus onepauuoHHOM CUCTEMbl K OUMCKaM W WHMUMpyeT ux, B
3aBUCMMOCTN OT HEKOTOPbIX YCMOBUN COBEpLUAET OECTPYKTMBHbIE OENCTBUS, Bbi3blBaeT
3BYKOBble a(pdeKTbl UNn BUAEO3IPAEKTDI.

OCHOBHbIMM  OECTPYKTUBHbIMW  OENCTBUSMM, BbIMOMHAEMbIMA  3TUMW  BUpPYCaMM,



ABNAKOTCA:

YHUUYTOXEHNE MHpopMaLMK B CEKTOPaX OUCKET U BUHYECTEpa;

UCKITHOYEHNE
"3aBucaet");

UCKaXXeHne Koda 3arpys3duka,

BO3MOXHOCTWU

3arpysku

onepawmoOHHON

CUCTEMBbI

dhopmaTupoBaHne ANCKET UMM NOMMYECKUX ANCKOB BUHYECTEPa;
3akpbiTve goctyna Kk COM- un LPT-nopTam;
3aMeHa CMMBOJIOB MpuY NevyaTn TEKCTOB;

noaepruBaHus akpaHa;
N3MEeHeHne MeTKN aucka unu OUCKeTbI;
co3gaHune nceBgoCOONHbIX KIacTepos.;
co3faHue 3BYKOBbIX W (MNKn) BU3yanbHbIX addekToB (Hanpumep, nageHne 6GykB Ha

3KpaHe);

nopya pannos JaHHbIX;

nepesarpyska KoOMrnbroTepa,

BbIBOA Ha 9KpaH pa3HOobpasHbIX COOBLLEHWI;
OTKIT0YEHME NepuepunHbIX YCTPOMCTB (Hanpumep, KrnasuaTypbl);

M3MEHEHNE NAJTUTPbI SKpaHa,

3anoJsyiHeHne 3KpaHa NoCTOPOHHUMKN CMMBOJTaMnN UITN I/I306pa)KeHI/IFIMI/I;
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noralleHne aKkpaHa 1 NepeBOA B PEXUM OXMUAAHWS BBOAA C KnaBuaTypbl;
LUMpOBaHNE CEKTOPOB BMHYECTEPA;
BbIOOPOYHOE YHUYTOXEHME CUMBOJIOB,

KraBunaTypbil,

BbIBOOMMbIX Ha

YMEHbLUEHNE obbema Ol'lepaTI/IBHOIZ namaTH;
BbI30B ne4yatu coaep>XmMMoro aKpaHa,
6J'IOKVIpOBaHVIe 3anncum Ha guck;

yHu4TOXEeHue Tabnuubl pasbueHunsa (Disk Partition Table),
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MOXHO 3arpy3uTb TOMbKO C pNonnu-gucka;

OnoknpoBaHue 3anycka UCrnosHAeMbIX annos;

GnokmpoBaHue AoCTyna K BUHYECTEpY.

BonbLUMHCTBO 3arpy304HbIX BUPYCOB NepesanucbiBatoT cebsa Ha doronnn-amncku.

dannoBble BMPYCbl NPY CBOEM PasMHOXEHUM TEM UIM UHBIM CMOCOBOM MCMOMb3YHT
dannoBylo cUCTEMY Kakon-nmbo onepaumoHHon cuctemsl. Mo cnocoby 3apaxeHunsa dannos
BMPYCbI enaTca Ha 3amewaowme ("overwriting"), napasntnyeckue ("parasitic"), KoMnaHbOH-
Bupycbl ("companion"), "link"-Bupycbl, BUpYyCbI-4EPBU N BUPYCbI, 3apaxatrome OObeKTHbIE
moaynu (OBJ), 6ubnunotekn komnunatopos (LIB) n ncxogHble TEKCTbI Mporpamm.

MeToq 3apaxeHus "overwriting" siBnsieTcs Hambonee NpocTbiM: BUPYC 3anucbiBaeT
CBOW KO BMECTO Kofa 3apakaeMoro ganna, yHu4Toxasi ero cogepxmmoe. EctecTBeHHO, 4TO
npu aTom hann nepecraet paboTaTb U HE BOCCTaHaBNMBAETCA. Takne BUPYCbl O4EHb BLICTPO
obOHapyxuBaloT cebsi, Tak Kak onepauMoHHasi cuctema u NpUurnoXeHus OOBOSbHO ObICTPO
nepecratoT paboTaTb.

K napasutMyeckmm OTHOCATCA Bce  (pannoBble  BUPYCbl, KOTOpble  Mpu
pacnpoCTpaHeHMM CBOMX KOMUK 00s13aTenbHO U3MEHSIOT codepXmmoe ¢annoB, OCTaBMsAs
camu grannbl NPy 3TOM MOMHOCTLIO UMM YacTUYHO paboTocnoCcoOHbLIMU. OCHOBHBIMKW TUNAMMU
Takux BUPYCOB SBNAOTCA BUPYCbl, 3anuCbiBalOLMECS B Hayano, cepeavHy Wunm KoHew
dannoB. OTaenbHO cnegyeT OTMETUTb LOBOSbHO HE3HAYUTENBLHYH rPynny napasnTUdeckux
BUPYCOB, He nmetowmx "Toukm Bxoga" (EPO-Bupychl - Entry Point Obscuring viruses). K Hum
OTHOCATCS BMPYCbl, HE 3anucbiBaloLMe KOMaHAy nepegayn ynpasneHua B 3aronoBok COM-
dannoB (JMP) n He mn3ameHswowme agpec Toukm ctapta B 3aronoske EXE-cannos. Takue
BUPYCbl 3anuCbiBalOT KOMaHLy nepexoda Ha CBOW Ko B Kakoe-NMMbo MeCcTo B cepeauHy
dranna n nony4aroT yrnpasneHne He HenocpenCTBEHHO MNPU 3anycke 3apakeHHoro daunna, a
npu BbI30BE Npoueaypbl, cogepxallen Kog nepeaadn ynpasneHus Ha Teno supyca. MNpudem
BbINOSTHATLCA 3Ta Npoueaypa MOXET KpanHe peako (Hanpumep, npy BbiBOAe COOBLLEHMSA O
Kakon-nubo creumdundeckon owwmnbke). B pesynbTate BMpyc MoOXeT gonrue rogsl “cnatb"
BHYTpY hbarna n nposBntb cebs TOMNbKO NPy HEKOTOPbLIX OFPAHUYEHHbIX YCIOBUSIX.

K kaTeropum "koMnaHbOH" OTHOCATCS BUPYCbI, HE U3MEHSOLLNE 3apaxkaemble dansbl.
Anroputm paboTbl 3TUX BMPYCOB COCTOMT B TOM, YTO AONsl 3apaxaemoro dgarnna cosgaetcs
hann-ABOVHUK, NPUYEM MpU 3anycke 3apakeHHOoro pawnna ynpasneHue nonyyvyaetr MMEHHO
3TOT [ABOMHUK, TO ecTb Bupyc. Haubonee pacnpocTpaHeHbl KOMMAHbOH-BUPYCHI,
ncrnone3yowme ocobeHHocTb DOS nepBbIM BbINOMHATL dpannbl ¢ pacwumpeHnem .COM, ecnu
B O[HOM KaTtanore npucyTCTBYIOT ABa dpanna C OOHUM U TeM Xe MMEHEM, HO pasfnnyHbIMU
pacwupeHnammn nmenmn - .COM un .EXE. Takune Bupycol cosgatot gns EXE-cannos cannsi-
CMYTHUKN, UMEKOLLME TO Xe camMoe MMsl, HO ¢ pacwmpeHnem .COM, Hanpumep, ona danna
XCOPY.EXE cosgaetca ¢ann XCOPY.COM. Bupyc 3anuceisaetca B8 COM-caiin n H1Kak He
namensiet EXE-dann. MNpu 3anycke takoro ¢amna DOS nepBbiM OGHAPYXWUT W BbINOMHUT
COM-tpbann, TO ecTb BUpYC, KOTOpbI 3atem 3anyctut m EXE-cawmn. Btopyto rpynny
COCTaBMSAOT BUPYCbl, KOTOPblE€ MpU 3apakeHUn nepenmeHoBbIBalOT ann B Kakoe-nnbo
Apyroe nms, 3anoMmMHAIOT ero (4Nna nocnegyoLwero 3anycka ganna-xo3snHa) n 3anucbiBatroT
CBOW KOO Ha AWUCK Nog uMeHeM 3apaxaemoro dawnna. Hanpumep, dann XCOPY.EXE
nepeumeHoBbiBaeTca B XCOPY.EXD, a Bupyc 3anucbeisaetcs nog umeHem XCOPY.EXE. Mpu
3anycke ynpasrieHuMe nosiydaeT Ko Bupyca, KOTOpbIM 3aTeM 3anyckaeT OpUrnHanbHbIN
XCOPY, xpaHawwmnca nog nmeHem XCOPY.EXD. NHTepeceH TOT dakT, YTO AaHHbIN MeToq
paboTaeT, N0-BUANMOMY, BO BCEX OMNEPaLUMOHHbIX CUCTEMAX.

B TpeTtblo rpynny BXxogaT Tak HasbiBaemble "Path-companion" Bupycbl. OHu nmbo
3anucbIBalOT CBOM KoL MoA4 MMEHeM 3apaxaemoro dauvna, Ho "Bbllle" Ha OAWH YypPOBEHb B
nponucbiBaeMblx nyTsx (DOS, Takum obpasom, nepebIM 0OBHaAPYXUT K 3anycTuUT dann-Bnpyc),
nmbo nepeHocAT hann-KepTBy Ha OOAUH NoaKkaTanor Bbile U T.4.



Bo3MOXHO cyllecTBoBaHME 1 APYrMx TUNOB KOMMaHbOH-BUPYCOB, UCMOMb3YOLWNX UHbIE
OpuUrMHanbHble naev unm 0CobeHHOCTU OPYrMx onepaumMOHHbIX CUCTEM.

dannosble 4epBM (Worms) €ABNAKOTCH, B HEKOTOPOM CMbICfe, Pa3HOBUAHOCTLIO
KOMMNaHbOH-BMPYCOB, HO MPU 3TOM HWKOMM O6pa3oM He CBA3bIBAOT CBOE MPUCYTCTBUE C
KakMM-nnbo BbINONHAEMbIM pansioM. Npy pasMHOXEHMM OHM BCETO N1LLb KONUPYOT CBOW KOA,
B KakuMe-nubo KaTanorm AWCKOB B Hagexae, 4To 3TW HoBble konuu OyayT korga-nvbo
3anyLieHbl nonb3oBartesnieM. MIHorga Ty BUPYChl 4at0T CBOMM KOMUSM "creunarbHble” uMeHa,
4YTOObI NOATONKHYTL MOMb30BaTENA Ha 3anyck ceoen konuwu - Hanpumep, INSTALL.EXE wnun
WINSTART.BAT. CyuwecTtByloT BUPYCbI-4EPBU, WCMOMb3yoLWMe [OOBOMIbHO HeOobblYHbIE
npuemMbl, HaNnpuUMep, 3anucbiBatowme ceou konum B apxmebl (ARJ, ZIP n npouune). Hekotopble
BMPYCbl 3arnucbiBalOT KOMaHOy 3anycka 3apaxeHHoro dauna B BAT-caunbl. He cnepgyert
nytate dannoBble BUPYCbI-4EPBM C CeTEBbIMU 4epBAMU. [lepBble UCNOMb3YIOT TOMbKO
pannoBble (PYHKUUM KaKOM-NMBO OnepaumoHHOW CUCTEMbI, BTOpble e npu CBOEM
pPa3MHOXEHUWN NONb3YTCA CeTEBbIMU NPOTOKONAMM.

Link-BMpYyCbl, Kak U KOMMNAHbOH-BUPYCbl, HE U3MEHSIT (PU3NYECKOro CoLepKMMOro
dannoB, ogHaKO Npu 3anycke 3apakeHHoro garna "3actaenstot" OC BbINOAHUTL CBOW KoA,.
OTON uenun oHn gocTuratoT mogudurkaumen Heobxoanmblx nonen gannoBon CUCTEMBI.

Bupychbl, 3apaxatowime 6ubnmoTekn KOMNUNSATOPOB, OOBbEKTHbIE MOAYNN U UCXOOHbIE
TEKCTbl MporpamMm, LOCTAaTOYMHO 9K30TUYHbI M MPaAKTUYECKU He pacrnpocTpaHeHbl. Bupychl,
3apaxatowme OBJ- n LIB-gannbl, 3anucbiBaloT B HUX CBOM Kog B dopMaTte OOGBLEKTHOro
Moayns unun 6ubnunotekn. 3apaxeHHoln ann, Takum obpasom, He SBMSETCA BbINOMHAEMbIM
N He cnocobeH Ha AanbHeKnwee pacrnpocTpaHeHue BUpyca B CBOEM TEKyLLEM COCTOSHUMW.
Hocutenem xe "xnoro" Bupyca ctaHosutcss COM- nnu EXE-cann.

Monyuuns ynpaeneHune, annoBbI BUPYC COBEpPLUAET crieayrowme obLlumne oencTBus:

npoBepsieT onepaTMBHYD MNaMATb Ha Hanuune CBOEWN KOMUU U UHULUMPYET namsaTb
KOMMblOTEPA, €Cnn KOnMua Bupyca He HangeHa (B cnyyae, ecnv BUPYC sBrsieTcs
pPe3naEHTHbIM), ULLIET He3apaXKeHHble dhanrbl B TEKYLLEM U (UNN) KOPHEBOM KaTasnore nytem
CKaHMpPOBaHWS OepeBa KaTanoroB JIOrMYECKMX AUCKOB, a 3aTeM 3apaxaeT ObHapy>XeHHble
dannsl;

BbINOSTHAET OONOSIHUTESNbHbIE (€CNN OHWU eCTb) PYHKUUW: OEeCTPYKTUBHbIE OENCTBUS,
rpadpudeckme mnu 3BykoBble 3dpdeKkTbl U T.4. (AONOMNHUTENbHbIE (PYHKUUK pPe3ngeHTHOro
BMpYCa MOryT BbI3bIBaTbCHA CNYCTS HEKOTOPOE BpeMs Mocre akTuBM3aumm B 3aBUCUMOCTU OT
TEeKyLLero BpeMeHu, KOHUrypauum cuUCcTeMbl, BHYTPEHHUX CHETYMKOB BUpYyCa WU AOpYrux
yCrnoBun, B 3TOM Crnyyae BMPYC NpWU akTuBu3aumm obpabaTbiBaeT COCTOSIHWE CUCTEMHbIX
YacoB, YCTaHaBMMBaET CBOU CYETUYUKN U T.4.);

BO3BpallaeT ynpaBreHue OCHOBHOW Mmporpamme (ecnu oHa ectb). [lapasuTtudeckue
BUPYCbl Mpy 3TOM NMOO nedvat pans, BLINOSHAKT €ro, a 3ateM CHOBa 3apaxatoT, nmnbo
BOCCTaHaBnuBalwT nporpammy (HO He dpann) B wmcxogHom Buae (Hanpumep, y COM-
nporpaMmbl BOCCTaHaBMIMBAETCHA HECKOSbKO nepBbix 6anT, y EXE-nporpammbl BbluMcnseTcs
WUCTUHHLIN CTapTOBbLIW agpec, y ApanBepa BOCCTAaHaBNINBAKOTCS 3HAYEHUS agpecoB NporpamMmm
cTpaTernm n npepbiBaHns).

HeobxoaumMo OoTMeTUTb, YTO YeM BbICTpee pacnpoCcTpaHAeTCa BUPYC, TeEM BEPOSTHEE
BO3HWKHOBEHME 3NUOEMUM ITOr0 BUPYCa, YEM MeEANIeHHee pacrnpoCTpaHsieTca BUPYC, TeM
CrnoXxHee ero obHapyxuTb (ecnv, KOHEYHO Xe, 3TOT BMPYC Heu3BecTeH). HepesnaeHTHble
BUPYCbl YacTo ABNATCA "MeaneHHbIMN" - BONbLUMHCTBO M3 HUX NPW 3anycke 3apaxaeT OauH
unn aBa-Tpu pamna m He ycneBaeT 3anofioHUTb KOMMbIOTEP [O 3arnycka aHTUBUPYCHOM
nporpaMmmbl (MU NOSABIIEHNUA HOBOW BEPCUN aHTUBMPYCA, HACTPOEHHOW Ha AaHHbIA BUPYC).
CyLuecTBYIOT, KOHEYHO Xe, Hepe3naeHTHble "ObICTpble" BUPYChI, KOTOPbIE NPY 3anycke uyT
N 3apaxaloT BCe BbIMosiHaeMble hannbl, OAHAKO TakMe BUPYCbl OYeHb 3aMeTHbI: MpuU 3anycke
KaXX[oro 3apaeHHOro (pansia KOMMNbTEP HEKOTOpoe (MHOrda OOCTaTOYHO AONroe) Bpems



aKTMBHO paboTaeT C BMHYECTEPOM, YTO AemMackupyeT Bupyc. CKOpPOCTb pacnpoCTpaHeHus
(MHUUMPOBaAHNA) Y pPe3naeHTHbIX BUPYCOB OObIYHO Bbille, YeM Y Hepe3UOEHTHbIX - OHU
3apaxatoT pannbl Npu Kakmx-nmbo obpalleHnax kK HUM. B pesynbTtate Ha Aucke okasbiBatoTCA
3apaXXeHHbIMWU BCE UMW NMoYTU BCe paurbl, KOTOPble MOCTOSAHHO MCNOMb3ylTCA B paboTe.
CkopocTb  pacnpocTpaHeHusi  (MHPUUMPOBAHUA) pe3nAeHTHbIX (PannoBbIX  BUPYCOB,
3apaxatrowmx dannbl TONLKO NpU UX 3anycke Ha BbIMONHeHWe, ByaeT HUXe, YeM Yy BUPYCOB,
3apaxatowmx annbl U Npyu NX OTKPbITUX, NEPEMMEHOBAHUN, U3BMEHEHUN aTpMOyTOB danna n
T.0.

Taknm o6pa3oM, OCHOBHble OECTPYKTUBHbIE AEWCTBUSA, BbINOMHAEMblE (hannoBbiMu
BMpyCamMu, CBs3aHbl C MOpPaXXeHWeM (annoB (Yawe WUCMONHAEMbIX UK (annoB OaHHbIX),
HECaHKUMOHUPOBAHHbLIM ~ 3anMyCKOM  pasfiMyHbiX KOMaHg (B TOM  4ucre, KOMaH[,
dopmMaTUPOBAHUS, YHUUTOXEHUHA, KOMMPOBaHUA W T.M.), U3MEHeHMeM Tabnuubl BEKTOpPOB
npepbiBaHnin n gp. Bmecte ¢ TemM, MOryT BbINOMHATLCSA MU MHOTME AECTPYKTUBHbIE OENCTBUS,
CXOAHble C TEMU, KOTOPbIE YKa3blBanuncb 4515 3arpy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) ABNAKOTCA NporpaMmMamu Ha Asblkax (MakposA3blkax),
BCTPOEHHbIX B HEKOTOpble cucTeMbl 00paboTkM AaHHbIX (TEKCTOBble  pedakTopbl,
3MEKTPOHHblIEe Tabnuubl M T.4.). Ona cBOero pasMHOXEHUS TakMe BUPYCbl WUCNOMb3YOT
BO3MOXXHOCTU MaKpOSA3bIKOB M MPU UX MOMOLLUN MEepeHOCAT cebs u3 OOHOro 3apakeHHOoro
danna (gokymeHta unu Tabnuubl) B gpyrve. Hambonbliee pacnpocTpaHeHue nonyynnu
MaKpOBMpPYCbl AN NakeTa npuknagHbix nporpamm Microsoft Office.

[na cywecTtBOoBaHWS BUPYCOB B KOHKPETHOM cucteme (pedaktope) Heobxoammo
Hanuyne BCTPOEHHOro B CUCTEMY MaKpOA3blka C BO3MOXHOCTSMMU:

1) NpmBSA3KM NPOrpaMmmbl HA MaKpOA3bIKE K KOHKPEeTHOMY dhansny;

2) KONMMPOBaHNA MaKponporpaMmm U3 O4HOro channa B Apyroum;

3) nonyyeHnst ynpasrieHUs Makpornporpammon 6e3 BMellaTenbCTBa MOMb30BaTeNs
(aBTOMaATMYECKME MNN CTaHAAPTHbIE MAKPOChI).

[aHHbIM yCcroBuaM yaooBneTBopsoT npuknagHele nporpammbl Microsoft Word, Excel m
Microsoft Access. OHu cogepxat B cebe makposasbikn: Word Basic, Visual Basic for
Applications. Npu aTom:

1) makponporpammMbl MpuBA3aHbl K KOHKPETHOMY dannly WnNn HaxoaaTca BHYTPU
danna;

2) MaKpOs3bIK NO3BONAET KONUPOBATb (hainbl UM nepemMeLLatb MakponporpaMmvbl B
cnyxebHble hannbl cUCTeMbI U pefakTupyemble doannsbl;

3) npu paboTte c channom npu onpeaeneHHbIX ycrnoBusax (OTKpbITUE, 3akpbiTue 1 T.4.)
BbI3bIBAKOTCA MaKponporpaMmbl (€CNU TakOBble €CTb), KOTOpble onpegeneHbl cneunasnbHbIM
06pa3omM UM NMeT CTaHOapPTHbIE MMEHA.

[laHHaa ocobeHHOCTb MaKposi3biKOB NpeaHas3HavyeHa anst asTomatndeckon obpaboTkm
AaHHbIX B BOMbLIMX OpraHM3aumsx unu B rnobanbHbIX CeTAX M NO3BOMSET OpraHn3oBaTb Tak
Ha3blBaeMbIN "aBTOMAaTM3MPOBaHHbIA LOKYMeHTO060poT". C Opyron CTOPOHbLI, BO3MOXHOCTU
MaKpOSi3blKOB TakMX CUCTEM MNO3BOSSAKOT BUPYCY NEPEHOCUTb CBOW Kon B Apyrue daunnbl u
Takum 0b6pa3om 3apaxkaTb UX.

BONbLUMHCTBO MakpoOBMPYCOB aKTMBHblI HE TOSIbKO B MOMEHT OTKPbITUSA (3aKpbITUS)
hanna, HO OO Tex nop, noka akTMeeH cam pefaktop. OHM cogepxaTt Bce cBOM PYHKUUKN B
Bnae craHgapTHbix MakpocoB Word/Excel/Office. CywiecTByoT, 0OAHaKO, BMPYCHI,
NCMonb3ytoLne npmuembl CKpbITUS CBOEro KoAa M XpaHsSLMe CBOM KO B BUAE HE MaKpPOCOB.
N3BecTHO Tpu NogobHbIX Npyema, BCE OHU UCMNONb3YOT BO3MOXHOCTb MaKpOCOB CO3A4aBaThb,
pefakTMpoBaTb M WUCMOMHATb ApyrMe Makpocbl. Kak npasBuno, nogobHble BUPYCbl UMEKOT
Hebonbwon (MHOrA4a - NONMMMOPHLIN) Makpoc-3arpy3dmMk BUpPYCa, KOTOPbLIN Bbi3blBaeT
BCTPOEHHbIN pefakTop MakpOCOB, CO34aeT HOBbIN MakpocC, 3amnofiIHAET ero OCHOBHbLIM KOOOM
BMpYCa, BbIMOSHAET 1 3aTeM, KaK NpaBuno, YHUYTOXaeT (4Tobbl CKpbITb Criefbl NpUCYTCTBUS



Bupyca). OCHOBHOW KO, TakmMx BUPYCOB NPUCYTCTBYET NIMGO B CaMOM Makpoce Bupyca B BUae
TEKCTOBbIX CTPOK (MHOrAa - 3awwmdpoBaHHbIX), NMMB6O XpaHUTCA B 0b6racTu nepemMeHHbIX
AOKyMeHTa.

K ceTeBbiM OTHOCATCS BMPYCbl, KOTOpble Afs CBOEro pacrnpoCTpPaHEHWS aKTUBHO
NCNONb3yIT MNPOTOKOSbI U BO3MOXHOCTWU NOKamnbHbIX M rnobanbHbix cetern. OCHOBHbIM
npuyHUMNOM paboTbl CETEBOro BUpyca SBMSIETCA BO3MOXHOCTb CaMOCTOATENbHO nepefaTtb
CBOW KOA Ha yaaneHHbln cepBep vnu pabouyto ctaHumto. "MonHoueHHbIe" ceTeBble BUPYCHI
npy aToM o06nagalT ewe M BO3MOXHOCTbIO 3anyCcTUTb Ha BbINOSIHEHWME CBOW KOA4 Ha
yOaneHHOM KOMNbiTepe wunu, Nno KpavHen Mmepe, "MOATOSKHYTL" nonb3oBaTtensd K 3anycky
3apaxxeHHoro hanna.

BpenoHocHbiMM nporpammamu, obecneudmBatowmmm  ocyuwiectenedme HCH, moryt
ObITb:

nporpammbl nogbopa 1 BCKPbITUSA Naponew;

nporpaMmbl, peanuayoLlmne yrpossbl;

nporpaMmmbl, 4EMOHCTPUPYIOLLINE UCMNOSTb30BaHNE HeaeKappoOBaHHbIX BO3MOXHOCTEN
NpPorpaMmMHoOro 1 nporpamMmmMHo-annapartHoro obecnevenus NCIOH;

nporpaMmmbl-reHepaTopbl KOMMbLIOTEPHbBIX BUPYCOB;

nporpaMmmbl, EMOHCTPUPYIOLLME YI3BUMOCTU CPeACTB 3aLunTbl MHopMaumm 1 ap.

B cBA3M ¢ ycnoxHeHnem n Bo3pactaHnemM pasHoobpasns nporpaMMHoro obecrneyeHus
YNCMO BPEOOHOCHbLIX nporpamMmm ObiCcTpo Bo3pacTtaeT. CerogHa nasectHo 6onee 120 Thicad
CUrHaTyp KOMMNbIOTEPHbLIX BUPYCOB. BMecTe ¢ Tem, ganeko He BCe W3 HUX NpeacTaBnsoT
peanbHyt0 yrposdy. Bo MHOrmMx cny4asix yCTpaHeHue Ys3BUMOCTEW B CUCTEMHOM WK
npuKnagHoM NporpaMMHOM obecnevyeHnm NpmMBENO K TOMY, YTO psiA BPEOOHOCHbIX NpOorpamMm
yXe He cnocobeH BHeApUTbCSA B HUX. YacTO OCHOBHYIO OMacHOCTb MPeacTaBfisiOT HOBble
BpeOOHOCHbIE NporpamMmsl.

5.6. O6Lwan xapakTepucTruka HeTPaAULMOHHbIX MH(POPMALIMOHHbIX KaHaNoB

HeTpaguUMOHHBIN  MHOPMALMOHHBIA KaHan - 3TO KaHan CKpbITHOM nepegayuv
WHpopMauunM C  UCNONb3OBaHMEM TPAOMLUMOHHBLIX KaHanoB CBA3W W cheumanbHbIX
npeobpasoBaHui NnepegasaeMon NHPOPMaLINMKN, HE OTHOCALLIMXCS K KpUnTorpauyeckmm.

Ansa popMmupoBaHns HETPaAOULMOHHbBIX KAHANoB MOryT UCMOSb30BaTbCA METOAbI:

KOMMbIOTEPHOW cTeraHorpaduu;

OCHOBaHHble Ha MaHunynsaumMuM pasnuyHbix xapakrepuctuk VICIMOH, KoTopble MOXHO
nosiyyaTb CaHKUMOHMPOBAHO (Hanpumep, BpemMeHu o06paboTkM pasfiMyHbIX 3anpocos,
06BbEeMOB JOCTYMHOW MaMATU MW OOCTYMHbIX ANA YTEHUS MAEHTMAUKATOPOB (DansioB Unu
npoLeccos U T.M.).

MeToabl KOMMNbLIOTEPHOW CTeraHorpaduu rnpegHasHadeHbl AN  CKPpbITUS  pakTa
nepegaym coobueHMss nyTem BCTpaMBaHUS CKpblBaemMon uMHGOpMauMm BO BHELLHE
6e3006maHble OaHHble (TEKCTOBbIE, rpaduyeckne, ayano- unn Buaeodansbl) U BKAKOYAKOT B
cebsa oBe rpynnbl METO40B, OCHOBAHHBbIX:

Ha MCNONb30BaHUM crieumanbHbIX CBOWUCTB KOMMbIOTEPHbLIX (POPMATOB XpaHEHUs W
nepegayv AaHHbIX;

Ha M30ObITOYHOCTN ayauo-, BU3yanbHOW WM TEKCTOBOW MHGOpMauMm C no3vuuun
NCUXOPU3NONOrMYeCcKNX 0COBEHHOCTEN BOCNPUATUS YeroBekKa.

Knaccudvkauna mMeTogoB KOMMNbIOTEPHOW CTeraHorpadoum npueegeHa Ha pucyHke 15.
Nx cpaBHUTENbHAsA XxapakTepucTuka npneegeHa B Tabnuue 4.

Hanbonblwee pasButne 1 MNpUMEHEHWE B HacTosiWee BpeMs HaxogaT MeToapl
COKpPbITUSA NHPOPMaLNN B rpacpuyeckux CTErOKOHTENHepax. 3TO 0ByCNoBNeHO CpaBHUTENBHO



6onbwmM 06bEMOM MHGOPMALUN, KOTOPbIA MOXHO Pa3MeCTUTb B TakKMX KOHTenHepax 6es3
3aMETHOr0 MCKaXXeHUs1 U300paXkeHus, HannMyMem anpuopHbIX CBedeHUMrM O pasmMepax
KOHTEeNHepa, CcyllecTBOBaHMEM B OONbLUMHCTBE peasnbHbiX M300paXeHun TEeKCTYPHbIX
obnacten, MMeKLWMX LWYMOBYK CTPYKTYpYy M XOPOLO MNOAXOASWMX Ansi BCTpanBaHuUS
MHdopMauun, npopaboTaHHOCTbLIO MeTodoB uUMdpoBon 006paboTkM Kn300paxeHun u
uMdgpoBbIX hop MaTtoB npeactaBneHus mM3obpaxeHun. B HacTosiuee Bpems CywecTByeT
Uenbin psag Kak KOMMepyeckux, Tak m 6ecnnaTHbIX NPOrpaMMHbIX NPOAYKTOB, AOCTYMHbIX
0ObIYHOMY MNONb30BaTEND, peanuaylLnX M3BECTHble CcTeraHorpaduyeckme MeToabl
COKpbITUA MHpopmauun. Mpn 3TOM NpenMyLLECTBEHHO UCMONb3YHTCA rpaduyeckne n ayamo-
KOHTENHepBI.

Metoan CITH

I'lo Tuny KOHTeHHepa T
I

| T I ’ |

MeToati, Meroznel. METO/IE!, HCMONB3YIOLIHE
MCHOIL3YIOLIHE R rpaciueckue
Ay IMOKOHTEHHepb! TEKCTOREIC KOHTEHHCPLI KOHTCHHEpbL

TTo npeBenTHBHOCTH HOPMUPOBAHHA KOHTElHEpa ITo croco6y coxphiTus

ITo cnocoby|cokperTus B
R — T I

MC’I“O}JLI y IiABToma'mqecme [ TTOTyaBTOMATHYECKHE L Meront Merom Meron
Merome! COKPBITHS! Ha ¢ (1)\:;2?;: & METOAL! CORPLITHA METO/bL COKPEITHA COKPBITHS B COKPBITHS Ha MCTONL30BAHMS MATPHL
COKPBITHSI B OCHOBE dasonyio | Mo cnocoly cOKphITUA . P npocxpaﬂcrseimc- OCHOBE l'Ip()MC}Ky:[‘O‘I![UX
HaUMCHBLLIKX | | wymononoG- BPEMEHHOI pacnpesienenus | | Bbramcnenmit npouecca
Gurax HbIX nocnenosa- | | Texnuueckue JIuHrBUCTHYECKME obnactn 10 CIICKTPY oxkatus rpaduy. nud.
CHTHAIOR TenLHocTh METOMB! METO/IbI COKPhITUS |
orprT To_rny Moy s
1o mpuemy coxpriTina MeTombi COKPHITHS Mo npuemy COKpBITUY 1 [lo MeToay CKATUS
MeTonbl COKpBITHS MeT0onbl COKRPEITHA MeTozibl COKPEITHS Ha OCHOBE
Ha OCHOBE || Ha OCHOBC | Ha OCHOBE UCIIOTL30BAHMUS Metonbi Meroswt
pacnpenesieHus ne npoGenon HCIIONE30BAHMY KAPrOHHOrO KOAA Merons COKPBITHS © COKPBITHS,
criexTpy ocobeHHOCTelH | CORPRITHA B | [ oo arem OCHOBAHHBIE HA
MeTo/1b1 COKPBITHS wipucdTa | MeToz! CoRphITHs HaNMCHRITTHX nemmelinod L Beitaner- |
Ha OCHOBE Ha OCHOBE 3HavalmX Gurax JVS— npeoSpasosanmm
CHUITAKCHYECKHX MeTo/1bI COKpBITHS cronbsosanms | BopamBACMOTO rpadieckoi ‘
ocobertiocted 112 ocHoBe TEOMETPHIECKO MeTot ok COOBIIIEHHA undopmatyu
MeETOIbI COKPBITHA TeKcTa MCTIOJIb30BaHMs J P Ha OCHOBE
Ha OCHOBE K0/1a JIOKyMEHTOB 1 1¢ 11
nenons3osanus 3x0- | [ Meromsl CoKpaITHS daiiion Metozer coKpaITI MHJICKCHOTO
CHUTHAJA Ha OCHOBE = Ha OCHOBE (popmara Mertonw! Meroast
CHHOHUMOE HCITO/IL30BaHUs Ipe/ICTARNEHHS] corphITHA ¢ COKPBITHS,
HepPENOBAHUS OO SOBANHEM OCHOBAHHBIC HA
JUIMHBI CJIOB [ —— SHAKOBOH 1 KOCHHYCHOM
[peoOpazoOBaHNH
Ha OCHOBE OUIMBOK MeToaBl COKpBITHS 12 OCHOBE MOYILIMM padhricoron
Ha OCHOBE J aBTOKOppenaImon- || BCrpausaemorc 1}:1 dbopmatmm
MeTO/IbI COKPBITHS Ha OCHOBC ]» HCIIOSB30BAHHS HOW (yHKLI cooB1LeHMs
FeHepalK KBa3UTEKCTa nepBbIX GYKB
TekcTa
"PucyHok naccudukauusa MEeToOoB  cTeraHorpadu4eckoro npeobpasoBaHusA
y 15.K b pad peobp

nHpopmauum (Crn)"

Tabnuua 4

CpaBHUTenNbHas XxapaKTepucTuKa cteraHorpacdmyeckux MeToaoB npeobpasoBaHus

nHdopmauum
CrteraHorpadgudye | KpaTtkasa xapakTtepucTuka HepocTatku MpenmyLiecTBa
CKum metop MeToaa
MeToAabl cokpbITUA MH(pOPpMaLUKN B ayANOKOHTENHEpax
MeTopg cokpblTna | OCHOBaH Ha 3anucu HeBbiCOKas CKpbITHOCTb HoctaTto4yHo
B HAMMEHbLLUNX coobueHuns B nepegayv coobLueHus. BblCOKas
3Havawwmx 6utax | HaMMeHbLIKe 3Havawme | Huskas yCTOMYMBOCTb K €MKOCTb
OUTbI NCXOAHOrO NCKaXXEHUAM. KOHTenHepa (o
curHana. B kadecTtse NcnonbayeTtca Tonbko ans | 25%)
KOHTEeNnHepa onpegerieHHbIX hopmaToB




ncrnonb3yeTcs, Kak
npaBumno, HecxaTtbln
aygunocurHan

ayauno-annos

MeTop cokpbITUS
Ha OCHOBE
pacnpegeneHus
no cnekTpy

OcHoBaH Ha reHepauum
ncesaocry4amHoro
Lwyma, SBnstoLLerocs
PyHKUMEN BHEOPSEMOTO
coolLleHus, n
noaMeLLIMBaHUN
NOJSTy4YEHHOrO LWyMma K
OCHOBHOMY CUrHarny-
KOHTENHepY B KayecTse
aaanTUBHOMN
COCTaBnAIOLLEN.
KoaunpoBaHue noTokoB
nHdopMauum nyTem
paccesaHuns
KOOMPOBaHHbIX AAaHHbIX
no CrnekTpy 4YacTtoT

Hunakun koadppnymeHT
NCMonb30BaHus
KOHTeNHepa.
3HaunTenbHble
BblYMCIIUTENbHbIE 3aTpaThl

CpaBHUTENBHO
BbICOKasi
CKPbITHOCTb
coobueHmns

MeTop cokpbITUS
Ha OCHOBE
NCNOonb30BaHUS
3X0-CuUrHana

OcHoBaH Ha
Ncnonb3oBaHun B
KayecTBe
LWwymonogobHoro curHana
camoro ayguocurHana,
3a4ep>KaHHOro Ha
pasnu4yHble nepnoapl
BPEMEHM B 3aBUCUMOCTH
OT BHEOPSAEMOro
coobLeHus
("mo3BoHO4YHOro axa")

Hunakun koadppnumeHT
NCMonb30BaHus
KOHTEeNHepa.
3HaunTenbHble
BblYMCIIUTENbHbIE 3aTpaThl

CpaBHUTENBHO
BbICOKasi
CKPbITHOCTb
coobLeHns

MeTopa cokpbITUs
B (pase curHana

OcHoBaH Ha hakTe
HEeYyBCTBUTENbHOCTU yXa
YyenoBeka K
abConTHOMY 3HAYEHUIO
dasbl rapMoHuK. Ayamno-
curHan pasbueaeTcs Ha
nocrnegoBaTenbHOCTb
cerMeHToB, coobLueHne
BCTpanBaeTcs NyTem
Moandpukaumm gasbl
nepBOro cermeHTa

Manbin koadppnuneHT
NCNoSb30BaHUS
KOHTenHepa

Obnapaet
3Ha4YUTENbHO
©onee BbICOKOM
CKPbITHOCTbIO,
yem meToabl
COKpbITUS B
H3b

MeToabl COKpbITUA Mchopmame B TeKCTOBbIX KOHTeﬁHean

MeTopq cokpbITUS
Ha OCHOBe
npob6enos

OcHoBaH Ha BcTaBke
npo6enoB B KOHLE
CTPOYEK, NOCIne 3HAKOB
npenuHaHus, mexay
crnosamu npu
BblpaBHUBaHWUM ANWHbI
CTPOK

MeTopbl YyBCTBUTENbHbI K
nepeHocy TekcTa U3 0gHoro
dopmaTta B gpyrom.
BosmoxHa noteps
coobuieHmns. HeBbicokas
CKPbITHOCTb

JloctaTtoyHo
oonbLias
nponyckHasi
CNOCOBHOCTb




MeTopq cokpbITUS
Ha ocHoBe
CUHTaKCUYECKNX
ocobeHHocTeNn
TekcTa

OcHoOBaH Ha TOM, 4YTO
npasuna NyHKTyaumm
ponyckatoT
HEeOQHO3HAYHOCTM MpK
pacCTaHOBKE 3HaKOB

OuyeHb HM3Kasa NponyckHas
cnocobHocTb. CNOXHOCTb
AeTeKTUpOBaHUSA
coobLeHus

CywectByeTt
noTeHumanbHas
BO3MOXHOCTb
nogobpartb
Takon MeTop,

npenuHaHus npu KOTOPOM
notpebytoTcs
Becbma
CINOXHble
npoueaypbl 4ng
pacKpbITUS
coobLeHus
MeTopg cokpbiTus | OcHOBaH Ha BCTaBKe CnoxeH npumeHntensHo Kk | OanH n3
Ha OCHOBE MHdOpMaLUUKM B TEKCT PYCCKOMY 513bIKy B CBS3M C Hanbonee
CUHOHMMOB npu NOMOLLN B6onblMM pasHoobOpasnem NnepcrnekTUBHbIX
YyepenoBaHus CroB U3 OTTEHKOB B pPas3HbIX MeTO0B.
Kakon-nnbo rpynnbl CUHOHMMaAX Obnapaet
CUHOHMMOB CpaBHUTESbHO
BbICOKOW
CKPbITHOCTbIO
coobLeHuns
MeTopg cokpbiTna | OcHoBaH Ha MackupoBke | HeBbicokas NnponyckHas Becbma npocT B
Ha OCHOBE MHGOPMaLMNOHHBIX BUTOB | CNOCOBHOCTL. BbICTPO NPUMEHEHNN.
NCNOonb30BaHUS noa eCTECTBEHHbIE BCKpbIBAeTCS Npu Bbicokas
oLnbok OLLINBKK, oneYvaTku, CTaTUCTUYECKOM aHarnuse. CKPbITHOCTb Npu
HapyLLEeHWs npaBun aHanmse
HanMcaHMsa codeTaHnn 4enoBEeKOM
rMacHbIX N COrMNacHbIX,
3aMeHe KMpuUnnmubl Ha
aHanornyHble no
BHELLUHEMY BMAY
naTuHckme GykBbl 1 Op.
MeTopg cokpbiTusi | OcHOBaH Ha reHepaunm HeBbicokas nponyckHas CKpbITHOCTb
Ha OCHOBe TEKCTOBOIO KOHTEMHEpPA | CMNOCOBHOCTb. onpeaensieTcs
reHepauum C UCNONb30BaHNEM beccmbiCneHHOCTb MeToaamum
KBa3nTeKkcTa HaGopa npasun CO34aHHOro Tekcrta lwmncppoBaHma un,

NOCTPOEHUSs
npeanioXeHun.
VcnonbayeTcs
CUMMeTpUYHas
Kpunrtorpadgus

Kak npaBuno,
BeCbMa BblCOKa

MeTopq cokpbITUS
Ha OCHOBe
NCNONb30BaHUS
ocobeHHocTeNn
WwpudTa

OcHoBaH Ha BcTaBke
nHdopmMauum 3a cyet
N3MEHEHNA TUNa
wpudTa n pasmepa
OykB, a Takke Ha
BO3MOXHOCTU
BCTpaMBaHus
nHdopmauum B 6110kM ¢
HEeN3BECTHbIMW NS

Jlerko BbisiBnsieTCs Npwm
npeobpasoBaHnu
Macwrtaba goKymeHTa, npu
CTaTUCTUYECKOM
cTeroaHanuse

Bbicokun
KOa(ppuumeHT
NCronb30BaHUs
KOHTenHepa




Gpaysepa

naeHTudumkaTopamm
MeTopg cokpblTna | OcHoBaH Ha Hu3skasi CKpbITHOCTbL Npwn MpocT B
Ha OCHoBe pasmeLleHnn n3BeCTHOM dhopmaTe NpUMeHeHnN
ncnosib3oBaHUA WHdopMauum B danna
Ko4a JOKyMeHTa | 3ape3epBUPOBaHHbIX U
n panna Heuncnornb3yeMblX NOnax

nepemMeHHOW ONUHbI
MeTopg cokpblTna | OCHOBaH Ha U3MeHeHun | Huskaga nponyckHas MpocT B
Ha OCHOBe 3Ha4YeHUN crioB CNoCoBHOCTb. Y3Ko npUMeHeHnn
NCMNonb30BaHMs crneunanuampoBaH. Huskas
XaproHa CKPbITHOCTb
MeTopg cokpblTna | OcHOBaH Ha reHepauun CnoxHocTb hopMmmpoBaHna | [loctatouyHo
Ha OCHOBe TEeKCTa - KOHTeNHepa ¢ KOHTENHepa 1 CoobLeHns | BbiCOKas
Mcnonb3oBaHMsa | hoOpMUPOBAHMEM CIOB CKPbITHOCTb MpK
YyepeaoBaHUA onpeaeneHHon ASiMHbI aHanmse
ANWHBI CIOB no N3BECTHOMY NpaBusy 4YernoBeKoM

KOONPOBaAHUA

MeTop cokpbITUS
Ha OCHoBe
NCNonb30BaHUA
nepBbiX OYKB

OcHoBaH Ha BHeapeHUn
Ccoo0LLEHNS B NepBble
OyKBbI CNOB TEKCTa C
nogbopom cros

CnoXHOCTb cocTaBneHus
coobuweHuns. Huskas
CKPbITHOCTb COO0LEHMS

HaeTt 6onbLyto
csobopny
Bblbopa
oneparopy,
npuayMbiBatoLL
eMy coobLieHne

MeToAabl cokpbITUA MH(popMaLUK B rpachmyecKux KOHTeNHepax

MeToa cokpbITUS
B HAMMeHbLUUX
3HaYawmx butax

OcHoBaH Ha 3anucu
coobLleHuns B
HaMMeHbLUMe 3Havallue

HeBbICOKas CKpbITHOCTb
nepenayun coobLleHus.
Hu3kast ycTOM4MBOCTb K

[locTtaTtoyHo
BblCcOKast
€MKOCTb

OUTbI UCXOQHOIO NCKaXKEHUAM KOHTENHepa (oo
n3obpaxkeHuns 25%)
MeTog cokpbiTusi | OCHOBaH Ha peayKuum MpumeHseTca CpaBHUTENBHO
Ha OCHOBe (3ameHe) uBeToBON NPEeNMYLLIECTBEHHO K BblCOKas
mMoamdukaumnn nanuTpbl 1 CXaTbiM N306paXkeHUsM. €MKOCTb
NHOEKCHOTO ynopsigounBaHmm LUBeToB | HeBbicoKasa CKPbITHOCTb KOHTenHepa
dopmata B MUKCENSIX C COCEeAHNUMMN | Nnepefaydn coobLleHns
npeacTaBneHnsa | HoMepamm
MeToga cokpbiTus | OCHOBaH Ha noucke ¢ CnoxHocTb pacyeToB YCTONYNBOCTb K
Ha OCHoBe NnpUMeHeHnem BGONbLWNHCTBY
NCMNonb30BaHNS aBTOKOPpPENSALNOHHON HEeNMNHENHbIX
aBToKoppensaumo | pyHkuum obnacten, npeobpasoBaHu

HHOW PYHKLMMU

coaepXawnx cxogHble
OaHHbIEe

N KOHTENHEepa

MeTopq cokpbITUS
Ha OCHOBE
NCNOJSIb30BaHMA
HeNMHEenHoun
Moaynaunn
BCTpanBaemMoro
coobueHns

OcHoBaH Ha mogynauum
nceBaoCy4YanHoro
cuUrHana curHarnom,
coaepXallumm
CKpbIBAEMYHO
nHopmauyuo

Hun3kaga To4HOCTb
AEeTEKTUPOBaHMS.
NckaxxeHunsa

JloctaTtoyHo
BblCOKas

CKPbITHOCTb
coobLeHus




MeTog cokpbiTust | OcHOBaH Ha mogynsumm | Huskas TOYHOCTb HocTtaTouHo
Ha OcHOBe nceB4OCy4anHoro AEeTEeKTUPOBaHMS. BblCOKas
MCNONb30BaHMA | cUrHana GunonsapHLIM NckaxeHuns CKPbITHOCTb
3HAKOBOW CurHanom, cogepaiimm coobLeHus
Moaynaunn CKpbIBAEMYIO

BCTpanBaeMoro MHdopMaLuLo

coobuieHuns

MeTopg cokpblTna | OcHOBaH Ha CnoxHocCTb pacyeToB Bbicokas
Ha OCHoBE 0COBEHHOCTSIX BEMBET- CKPbITHOCTb
BeEMBNeT- npeobpasoBaHui

npeobpasoBaHus

MeTopg cokpblTna | OcHOBaH Ha CnoxHocTb pacyeToB Bbicokas
Ha ocHoBe 0COBEHHOCTAX CKPbITHOCTb
MCMNOMNb30BaHUA | AUCKPETHOrO

ANCKPETHOro KOCUHYCHOIo

KOCMHYCHOTO npeobpa3oBaHns

npeobpasoBaHns

B HeTpagMUMOHHBLIX MHMOPMALMOHHBIX KaHanax, OCHOBAHHbIX Ha MaHUNynauuu
pas3nuyHbiX Xxapaktepuctuk pecypcoB WCIOH, wucnonb3yloTcs Ans nepefadn  AaHHbIX
HeKkoTopble pasgensemble pecypcbl. [lpu 3ToOM B kaHanax, WMCNOMb3YKLWNX BpPeMEHHbIE
XapaKTEPUCTMKKN, OCYLLECTBMASETCA MOAYNAUMA MO BPEMEHW 3aHATOCTM pas3gensemoro
pecypca (Hanpumep, MOOYNUPYst BpeMs 3aHATOCTW Mpoueccopa, MPUNOXEHUS MOryT
oOMeHMBaTbLCSA AaHHBbIMW).

B kaHanax namsaTu pecypc UCMonb3yeTcs Kak NPOMEXYTOYHbIN Oydep (Hanpumep,
NPUNOXEeHNa MOryT oOMeHMBaTbCA AaHHbIMU NyTeM MOMELLEHNA UX B UMEHa Cco3[aBaeMblX
dhannoB v anpektopun). B kaHanax 6a3 AaHHbIX U 3HAHUI UCNOSb3YKT 3aBUCUMOCTU MeXay
AAHHBIMW, BO3HUKAOLWMMWN B peNSAUMOHHBbIX 6a3ax AaHHbIX Y 3HAHUM.

HeTpaguUMOHHbIE MHGOPMAUMOHHbLIE KaHanbl MOryT 6bITb COPMUPOBaHbLI  Ha
PasnnyHbIX YPOBHAX YHKUMOHUpoBaHua NCIOH:

Ha annapaTHOM YypOBHe;

Ha YpPOBHE MUKPOKOOOB U OpaniBEPOB YCTPOWCTB;

Ha ypoBHe onepaunoHHON CUCTEMBI;

Ha ypPOBHE MPUKIagHOro NPorpaMmMHOro obecneyeHns;

Ha ypoBHe (PYHKLMOHMPOBaHMUS KaHanoB nepegadn aHHbIX U JIMHUIA CBA3W.

OTN KaHanbl MOryT MCMNONb30BaTbCA Kak ANs CKPbITOW nepedavn CKOMUPOBAHHOM
WHoOpMaUuK, Tak U AONA CKPbITHOW nepedavyM KOMaHL Ha BbINOSIHEHWE OeCTPYKTUBHbLIX
OEeNCTBUI, 3anyckKa NpUnoXeHun v T.1.

Ona  peanusaumm  KaHanoB, Kak npaBwufio, HeobxoAMMO  BHeOpUTb B
aBTOMaTU3UPOBAHHYIO CUCTEMY [MPOrpaMMHYI0 UMW MNPOrpaMMHO-annapaTHy 3aknagky,
obecneynBatoLLyo GOPMUPOBaAHME HETPAAULMOHHOIO KaHana.

HeTpaguumMOHHbIN  MHOPMALMOHHBIA  KaHan MOXeT CywecTBoBaTb B cuUCTeMe
HenpepbIBHO UMM aKTUBM3MPOBATbCH OOHOPA30BO MW MO 3afdaHHbIM ycrosuaMm. [Mpu aTom
BO3MOXHO CyLLleCTBOBaHMe obpaTHom cBA3un ¢ cydobektom HCL.

5.7. O6wwan xapaKkTepucT1Ka pe3ynbTaToB HeCaHKLUMOHUPOBAHHOIO UMK CIly4alHOro
aocTtyna

Peanunzauusa yrpo3z HCL Kk vHopmaumm MoOXeT NpuBOAUTL K Creayrouum Buaam



HapyLleHns ee 6e3onacHoCTH:

HapyLUeHWIo KOH(PMAEHUMaNbHOCTH (konuposaHue, HenpaBoMepHoe
pacrnpocTpaHeHue);

HapyLLEHMIO LLeNTOCTHOCTU (YHUYTOXEHNE, UBMEHEHUE);

HapyLIeHW0 AOCTyNHOCTK (bnoknpoBaHme).

HapylweHne KoHMpMAEHUNanNbHOCTU MOXET OblTb OCYLLECTBIIEHO B Cryvae YTeuku
MHdOpMaUuK:

KOMMpPOBaHNA ee Ha OTYyXKAaeMble HOCUTeNn NHpopmaunu;

nepenayv ee rno KkaHanam nepegaydv gaHHbIX;

npyv NPOCMOTPE UMW KOMMPOBAHUN €e B XOA4e PeMOHTa, MoauduKauun 1 ytunusauum
nporpaMmmHo-annapaTHbIX CpeacTs;

npu "cbopke mycopa" HapyLumTenem B npouecce akcnnyataunm ACTOH.

HapyweHne uenocTHOCTU uHGOopMauMM OCyLLeCTBNAeTCs 3a CYeT BO34enCTBUSA
(Mogudmkaumm) Ha nporpaMmmbl U AaHHble MONb30BaTeEnNs, a TakKkKe TEXHOOrMYeCcKyHo
(cuctemHyo) MHopMaLmIo, BKIHOYAIOLLYHO:

MUKPOMNPOrpaMmbl, JaHHbIE U ApanBepa YCTPONCTB BbIYUCIIUTESNTbHOW CUCTEMBI;

nporpaMmmbl, AdaHHble W [pavBepa YCTPOUCTB, obecrneynBalomnx 3arpysky
ornepawmoOHHON CUCTEMDI;

nporpaMmbl U AaHHble (OeCKPUNTOpbl, Oonucatenu, CTPYKTypbl, Tabnuubl n T.4.)
ornepawmoOHHON CUCTEMDI;

nporpamMmmbl U AaHHbIE NPUKIIALHOro NPOrpamMmmMHoOro obecnedeHus;

nporpaMmbl U JaHHbIe CheLnansHOro NPorpaMmMHOro obecneyeHns;

NPOMEXYTOYHblEe (OnepaTMBHbIE) 3HAYEHUS NporpaMM W OaHHbIX B Mpouecce Wx
obpaboTkn  (4TeHus/3anucn,  npuemal/nepegayn)  cpeactBamMm U yCTpoOMCTBaMM
BbIYNCIIUTENBHON TEXHUKN.

HapyweHnune uenoctHoctu nHdopmaumm B VCIIOH mMoxeT Takke OblTb BbI3BaHO
BHeOpeHMEM B Hee BpPedOHOCHOM MporpamMmMbl MNporpaMMHO-annapaTHOM 3aknagku unum
BO3ENCTBMEM HA CUCTEMY 3aLUNTbI MHCPOPMALMKN NN €€ INEMEHTDI.

Kpome atoro, B WCIOH BO3MOXHO BO3L4ECTBME HA TEXHOSOMMYECKYH CEeTEBYH
nHpopmauuio, Kotopass MoxeT obecneuvvBaTb (PYHKUMOHMPOBAHWE pPasnU4YHbIX CPeacTs
yrnpaBneHus BblMUCIUTENBHON CETbIO:

KOHoMrypaumen cetu;

agpecamm n MapLupyTusaumen nepegayn aHHbIX B ceTy;

YHKUNOHANBbHBIM KOHTPOSEM CEeTY;

©e30nacHOCTbIO MHbopMaL MK B CETH.

HapyweHne AocTynHoCcTM WHgopMauun obecneunmBaetcsa nyteMm opMMpoBaHUs
(Mogudukaummn) MCxoOHbIX AaHHbIX, KOTOpble Npu 06paboTke BbI3bIBAOT HEMpaBUIIbHOE
yHKUMOHNPOBaAHME, OTKasbl annapaTtypbl WU 3axBaT (3arpysky) BblMUCAUTENbHbIX
pecypcoB cuUCTeMbl, KOTOpble HeobxoauMMbl ANSA BbINOMIHEHUS MporpamMm WM  padoThbl
annaparypbl.

YKasaHHble AeWCTBUSI MOTyT MPUMBECTU K HapyLUEHUIO Unu OTkasdy OYHKLMOHMPOBAHNSA
npakTnyeckn nbbix TexHmyeckux cpeacts NCTMOR:

cpenctB 06paboTkn MHGoOpMaLmK;

cpeAcTB BBOAA/BbIBOAA MHGOPMaLNK;

CPeACTB XpaHeHns nHdopmaunm;

annapaTypbl 1 KaHanoB nepenayu;

CPeAcTB 3aLmTbl MHpopMaLuuu.

6. TunoBbIe Moaenu yrpo3 6e3onacHOCTM NepcoHasnbHbIX AaHHbIX, 0OpabaTbiBaeMbIX
B MH(POPMALIMOHHbIX CUCTEMAX NEePCOHaNbHbIX AAHHbIX



B 3aBucumoctM oOT uenen u cogepxaHuss obpabotkm [1OH onepatop MoOXeT
ocyulectBnatb o6paboTky MOH B UCIMOH pa3nuyHbIX TMNOB.

Mo cTpyKType MHpopMaLNOHHbIE CUCTEMbI NOAPA3OENATCS Ha aBTOMaTU3NPOBaHHbIE
paboune MecTa, noKasnbHble WHMOPMAUMOHHbIE CUCTEMbI U  pacnpederneHHble
WH(OPMaLNOHHbIE CUCTEMBI.

Mo HanMuMio NOAKMYEHUN K CeTsAM CBA3M obLliero nonb3oBaHus U (Mnun) cetsm
MeXAyHapoaHOro MHopMauMoHHOro obmeHa MHPOPMaLMOHHbIE CUCTEMBI NoapasaenaTcs
Ha CUCTEeMbI, UMetloLLMe NOAKINIYEHUS, U CUCTEMBI, HE UMEIOLLIME NOOKITHOYEHUN.

Mo pexumy o06paboTkM nepcoHanbHbIX AaHHbIX B MH(OPMALMOHHON cucTeme
MHOPMaUNOHHbIE cucTeMbl nogpasgenstTcs Ha ofHoOMonNb30BaTeNbCKNe "
MHOronosnb3oBaTerbCKNE.

Mo pasrpaHuMyeHuto npaeB AocTyna nonb3oBaTenien WMH(OPMAaLUMOHHbIE CUCTEMDI
nogpasgensaiTcs Ha cucteMbl ©e3  pasrpaHudeHuss npaB  [OCTyna W CUCTEMbI C
pasrpaHMyeHneM npas goctyna.

NHdopMaunOHHbIE CUCTEMbI B 3aBUCMMOCTU OT MECTOHaXOXAEHUS UX TEeXHUYECKUX
CpencTB noapasgensTcs Ha CUCTEMBI, BCE TEXHUYECKNE CpeacTBa KOTOPbIX HaxoaaTcs B
npegenax Poccunckon denepaummn, U CUCTEMbI, TEXHUYECKME CpeLCTBa KOTOPbIX YaCTUYHO
U LEeNnUKoM HaxoasaTcs 3a npeaenamun Poccunckon degepaumn.

B 3aBMcMMOCTM OT TexHOMOruMm, cocTaBa W XapaKTepUCTUK TEXHUYECKUX CpeacTs
NCIOH, a Takke onacHocTn peanu3auuun YBINOH 1 HacTynneHna nocneacTteun B pesynbTaTe
HECaHKUMOHUPOBAHHOIO WM CAy4YamHOro [[OCTyna MOXHO BblAenuT cnejywowme Tunbl
NCran:

aBTOMaTU3NPOBaHHbIe paboyne mecTa, He MMeloLme MNOOKIIYEHNEe K CEeTAM CBS3M
obLLero nonb3oBaHNA U (UNKN) CeTAM MEXAYHapPOAHOro MHAPOPMALIMOHHOIO OOMeEHa;

aBTOMaTU3NPOBaHHbIe pabovne MecTa, MMelolMe MOAKMYEHNE K CEeTSM  CBA3U
obLLero nonb3oBaHNA U (UNnN) ceTAM MeXAYHapPOAHOro MHAPOPMALMOHHOIO 0OMeEHa;

nokanbHble ACIOH, He nmelome NOAKITIOYEHNE K CETSIM CBA3M 0OLLEro nosb3oBaHus
n (MnNun) ceTsam MexgyHapogHoro MHopmaLMOHHOro obmMeHa;

nokanbHble NCIOH, nmetowme nogknioYeHne K cetssM CBA3N o0Lero nonb3oBaHUS n
(Mnn) ceTam mexagyHapoaHOro MHOPMaLNoOHHOro 0bmeHa;

pacnpegenexHHole WCIOH, He umewwme NOAKNIYEHNE K CceTsaM CBA3M obuiero
Nonb30BaHUA N (UNK) CeTAM MeXayHapoaAHOro MHPoOpMaLMOHHOIo obMeHa;

pacnpegenerHHole WCIOH, wuMmelowme noaknyeHne K ceTaM  cBA3n  obuiero
Nosib30BaHUA U (MNK) ceTsiM MexagyHapoaHoro MHopmaLMoHHOro obmMeHa.

MpumeHnTenbHO K ocHoBHbIM Tunam WNCT1[OH cocTaBnsTca TUNOBbIE MOAENWU Yrpo3
6esonacHocTn [MOH, XapakTepusylowme HacTynneHne pasnuyHbiX BMOOB MNOCNeaCTBUA B
pesynbTaTte HeCaHKUMOHUPOBAHHOIO UIK Criyd4anHoro goctyna u peanusauum YBIOH.

YacTtHble mogenu yrpo3 6e3onacHoct MNOH npyMmeHuTenbHO K KoHkpeTHbiM WCTIOH
COCTaBMATCA onepatopamMu, 3aka3dvkamn wn paspabotumkamm WCIOH Ha 3aTanax wux
co3faHus 1 (Unu) aKcnayatayuu.

6.1. TunoBasa moaenb yrpo3 6e3o0nacHOCTM NepcoHanbHbIX AaHHbIX, 00pabaTbiBaeMbIX
B aBTOMaTU3NPOBaHHbIX pabo4yunx mecTax, He UMerLWMX NOAKITHYEHUA K CETAM CBA3MU
obuwero nonb3o0BaHUsA U (UNK) ceTAM MeXAyHapoaHOro HopmMaLnoHHOro obmMeHa

Mpn obpabotke [lOH Ha aBTOMaTU3MPOBAHHOM paboyemM MecTe, He WUMeKLLEM
NOAKMIOYEHMA K CeTAM CBsA3M 0Owero nonb3oBaHus U (MNK) ceTaM MeXOyHapOLHOro
MHdopMaunoHHoro obmeHa, BO3MOXHa peanusauusa cnegyowmnx YBIaH:



Yrpo3 yTeykn MHopMauum rno TEXHNYECKMM KaHanam;

yrpo3 HC[ k MNH, obpabaTbiBaeMbiM B aBTOMaTM3MPOBaHHOM paboyemM MecTe.

Yrpo3bl yTeYkn MHOpMaLUmM No TEXHNYECKMM KaHanam BKYalT B cebs:

Yrpo3bl YTEYKN aKyCTUYECKOW (peyeBor) MHdopMauuu;

Yrpo3bl yTe4kn BUOOBOW MHGOPMaLMK;

Yrpo3bl yTeykn nHdpopmauum no kaHany NOMUH.

Bo3HWKHOBEHWE Yyrpo3 yTeYkn aKyCTUYEeCKOoWn (peyeBoin) MHdopMaLmm, cogepxallencs
HenocpeacTBEHHO B NPOM3HOCMMOWN peun nonb3oBaTtens VCIOH, BO3MOXHO npu Hannumem#
dyHkumn ronocosoro Beoga [1AH B WCIIOH wnu dyHkumin  BocnpoussegeHnsa [10H
akyctundeckummn cpeactsamu CIMOH.

Peanunsauusa yrposbl yTeuyku BUMOOBOW MHGOPMauuM BO3MOXHAa 3a CYeT npocMoTpa
NMHopMaLUKN C NMOMOLLLIO ONTUYECKNX (ONTUKOINEKTPOHHBIX) CPEACTB C 3KPaHOB AUCNIIEEB U
ApYrux cpeactB OToOpaXkeHus CpeAcTB  BblMUCIUTENBbHOW TEXHWKW, WH(OPMaLNOHHO-
BbIYUCIIUTENBHbIX KOMMMEKCOB, TEXHNYECKMX cpeacTBa# obpaboTku rpaduyeckon, BUAEO- U
OykBeHHO-LMpoBon nHpopmaumn, exoaswmx B coctas NCIMOH.

Yrpo3bl yTeuku nHpopmaumm no kaHany [MN3OMWH BO3MOXHbI K13-3a Hanuuus
3NEKTPOMArHUTHbIX U3fyYeHUN, B OCHOBHOM, MOHUTOpPA WU CUCTEMHOro Grioka KoMnbloTepa.
OCHOBHYIO OMacHOCTb NPeACTaBnslT Yrpo3bl YTEYKM K3-3a HaNUunUs 3NEeKTPOMarHUTHbIX
N3ry4eHun MoHuTOpA.

Yrpo3bl HC[] B aBTOHOMHOM APM cBsidaHbl C AENCTBUSIMU HapyLUMTENEN, NMEOLLMX
poctyn k  WCIAH, Bkntovas nonb3osaTtenen  WCIMOH, peanuaylowux  yrposbl
HenocpeacTeeHHO B NCIOH. Kpome aToro, uctouyHmkamm yrpos HC[l k undopmauum 8 APM
MOryT BbITb annapaTHble 3aKnagku U OT4YyXgaemble HOCUTENN BPe4OHOCHbIX NPOrpaMm.

B UCIOH Ha 6a3e aBToHOMHOro APM Bo3MOXHbI BCe Buabl ysa3sumocten NCIOH, 3a
UCKMIOYEHNEM  YA3BMMOCTEW, CBSA3aHHbIX C  peanu3auuen MNpOTOKOSI0OB  CETEeBOro
B3aMMOAENCTBMS M KaHanoB nepegayn gaHHbix. B Takux NCIMOH BO3MOXHbI:

yrposbl, peanusyemMble B XOA4e 3arpy3ku onepaumoHHON CUCTEMbI U HamnpaBfieHHbIe Ha
nepexeaT Naposien unm naeHTngunkaTopos, Mogndurkaumo 6a3oBor cMcTeMbl BBOAa/BbiBOAA
(BIOS), nepexsat ynpasrieHusi 3arpy3kom;

yrpo3bl, peanusyemble nocre 3arpy3ku onepaLyMoHHON CUCTEMbI U HanpasBfieHHble Ha
BbIMOSIHEHWE HECAHKLUMOHMPOBAHHOIO AOCTyna C MNpUMEHEHWEM CTaHAAPTHbIX (PYHKUUIA
(yHU4YTOXEHME, KONMPOBAHUE, NepemelleHmne, dopMaTnpoBaHne Hocutenem nHoopmaumm u
T.M.) onepaumoHHON CUCTEMBI UITU KaKo-NnMbBo NpuknagHon nporpamMmmel (Hanpumep, CUCTEMBbI
ynpasrneHus 6aszaMmyn OaHHbIX), C MPUMEHEHMEM cCreuManbHO CO3[4aHHbIX AN1S BbINOSIHEHNS
HCO nporpamm (mporpamm npocmMoTpa W mMoaudumkaumm peecTtpa, MNOUCKa TEKCTOB B
TEKCTOBbIX hannax u 1.n.);

yrpo3bl BHEAPEHUS BPEAOHOCHbIX MpOorpamm.

6.2. TunoBasa moaenb yrpo3 6e3o0nacHOCTU NepcoHanbHbIX AaHHbIX, 06pabaTbiBaeMbIX
B aBTOMaTU3UPOBaHHbIX pabo4nx mecTax, MMeHLMUX NOAKITHOYEHME K CeTAM CBA3N
obuero nonb30BaHUsA U (UNK) ceTAM MeXAyHapoaHOro HopMaLnoHHOro obmMeHa

Mpn ob6pabotke T[OH Ha aBTOMaATU3MPOBAHHOM paboyem MecTe, UMEKLLEM
NMOAOKMIOYEHMA K CeTAM CBsA3M 0Owero nonb3oBaHus U (MNK) ceTaMm MeXOyHapOoLHOro
MHdopMaunoHHoro obmeHa, BO3MOXHa peanusauus cnegyowmnx YBIan:

Yyrpo3bl yTeYKN MHpopMaL M NO TEXHUYECKUM KaHanaw;

yrpo3bl HC k MNMAH, o6pabaTbiBaemMbiM Ha aBTOMaTU3MPOBaHHOM paboyem mecTe.

Yrpo3bl yTeYkn MHpOpMaLUKN NO TEXHNYECKMM KaHanam BKYaloT B cebs:

Yrpo3bl YTEYKN aKyCTUYECKOW (peyeBor) MHdopMauuu;



yrpo3bl yTeYkn BUOOBOW MHGOPMaLMK;

Yrpo3bl yTeykn nHdopmauum no kaHany NOMUH.

BosHukHoBeHue YBIOH B paccmatpuBaembix WCIIOH no TexHMyeckum KaHanam
XapakTepusyeTcss TEMU Xe YCrNoBusMU K bakTopamu, YTO U AN aBTOMaTU3MPOBAHHOIO
pabo4ero MecTa, He MMEIOLLLEro NOAKIYEHNS K ceTaM 0bLero nonb3oBaHUsa 1 (Unu) ceTam
MeXAyHapoaHOro MHPOPMaLUMOHHOro 0bMeHa.

Yrposel HC B WCIOH cBA3aHbl ¢ OEUCTBUSMU HapyLuuTenen, MMerLwmnx OOCTyn K
NCMAOH, Bkntovas nonb3oBatenen WCIIOH, peanuaylowmx yrposbl HENOCPEACTBEHHO B
NCIMAOH, a Takke HapywuTenen, He nmetrowmx goctyna Kk CIMOH, peanusyowmx yrposbl n3
BHELIHMX ceTen cBA3M obwero nonb3oBaHua W (MnNu) ceTen  MexayHapoaHoro
NHOPMaLMOHHOrO obmeHa.

Yrposbl HCL B CINH, cBA3aHHbIE C 4ENCTBUSIMU HapyLUMTENEN, UMEOLNX OOCTYN K
WCIOH, aHanormyHbl TeM, KOTOpble MMEKT MecTo Anga otaenbHoro APM, He NoAKOYEHHOro
K ceTaM cBsA3M obLLero nonb3oBaHus. Yrpo3bl U3 BHELLHMX CETEN BKITOYAOT B cebs:

yrposbl "AHann3a ceTeBoro Tpadguka" c nepexsaTtom rnepegaBaemMon BO BHELUHWE CeTu
N NPUHUMAEMOWN 13 BHELLHNX ceTen nHdopMauuuy;

Yrpo3bl CKaHMPOBAHWUSA, HarnpasfeHHble Ha BbIsIBIEHWE TuMa onepaumoHHON CUCTEMBbI
APM, OTKpbITbIX MOPTOB U CNYX0, OTKPbITbIX COEAUHEHWI N Op.;

Yrpo3bl BbISIBIIEHUS Naponewn;

yrpo3bl nonyyeHna HCL nytem nogmMeHbl JOBEPEHHOIO 00BHEKTA;

yrposbl Tuna "OTka3 B obcnyxmsaHun";

Yrpo3bl yaaneHHoro 3anycka npunoxeHun;

yrpo3bl BHEAPEHUS NO CETU BPEOOHOCHbLIX NPOrpamMmm.

6.3. TunoBasa mopgenb yrpo3 6e30NacHOCTU NepCoOHanbHbIX AAaHHbIX, OOpabaTbiBaeMbiX
B NNOKaNbHbIX MH(POPMALIMOHHbIX CUCTEMAX NEePCOHalNbHbIX AAHHbIX, HE UMEIOLMX
NOAKITIOYEHUSA K CeTAM CBSA3U 06Lero nonb30BaHus u (Mnu) ceTam MeXxayHapogHoOro
MHdopmaLnMOHHOro oo6mMeHa

Mpn obpaboTtke MOH B nokanbHbix VCIIOH, He nmelowme# NOOKYEHUS K CEeTAM
cBA3M 06Lero nonb3oBaHUs U (MNK) CeTM MeXOyHapoA4HOro MHdopMaunoHHoro obmeHa,
BO3MOXHa peanunsauma cnegyowmx YbI1OH:

Yrpo3bl yTeYKN HPOPMaLUKU NO TEXHUYECKUM KaHanam;

yrpo3bl HC k MN[H, o6pabaTbiBaeMbiM Ha aBTOMATU3MPOBaHHOM paboyemM MecTe.

Yrpo3bl yTe4kn MHpopmaLmMm No TEXHUYECKMM KaHanam BKovaT B cebsi:

Yrpo3bl YTEYKM aKyCTUYECKOM (peveBon) nHdopmaumu;

Yrpo3bl yTeYKN BUOOBOW MHGOpMALMK;

yrpo3bl yTeyku nHgopmaumm no kanany NoOMWH.

BosHukHoBeHne YBIOH B paccmaTtpusaembix WCIIOH NO TeXHUYECKUM KaHanam
XapaKTepuayeTca TEMU Xe YyCcroBusMn n aktopamu, 4to n ansa nokanbHbix VCIOH, He
UMEIOLWNX MOAOKIIYEHUS K CeTaM CBA3M  obuwlero nonb3oBaHus U (unu)  ceTam
MeXayHapoaHoro MHgopmaLMoHHOro obmeHa.

Yrpo3bl HCL B nokanbHbix CIOH cBA3aHbI C 4EUCTBUAMU HapyLUUTENEN, NMEOLLMX
poctyn kK  WCIMOH, Bknovas nonb3osaTtenen  WCIMOH, peanuaylowmnx  yrposbl
HenocpeacTeeHHO B NCIOH.

Yrpo3sbl HC[] B CIH, cBA3aHHbIE C 4ENCTBUSIMU HapyLUMTENEN, UMEKOLWNX OOCTYN K
WCIOH, aHanormyHbl TeM, KOTOpble MMEKT MecTo Anga otaenbHoro APM, He NOAKOYEHHOro
K ceTam cBA3n obuiero nonb3oBaHus. Kpome toro, B Takon NCIOH MoryT umMeTb MeCTO:

yrpo3bl "AHanusa ceTeBoro Tpaduka" C nepexsatoM nepegaBaemMonM Mo CeTu



nHdopMaLuuu;
Yrpo3bl BbISIBIIEHWSI NAponen;
Yrpo3bl yaaneHHoro 3anycka npuoXeHun;
Yrpo3bl BHEAPEHMUS MO CETU BPEAOHOCHbLIX NPOrpamMmm.

6.4. TunoBasa moaenb yrpo3 6e3o0nacHOCTM NepcoHanbHbIX AaHHbIX 06pabaTbiBaeMbIX
B NOKalibHbIX UH(POPMALMOHHBLIX CUCTEMaX NePCOHaNbHbIX AaHHbIX, UMEoLUNX
NoAKMYeHne K CeTAM CBA3U obLwero nosib3oBaHusa U (UNn) ceTaM MeXxayHapoaHoro
MHdopMaLMOHHOro obmMeHa

Mpu obpabotke MAH B nokanbHbiXx CIMOH, uMetowmx NogknoyYeHne K cetaM CBA3N
obuiero nonb3oBaHUA U (MNKN) CeTAM  MEeXAyHapOoAHOro WHGOPMauMOHHOrO obmeHa,
BO3MOXHa peanusaunsa cregyrowmx YbBIOH:

Yrpo3bl yTeYkM MHopMaLmm NO TEXHUYECKUM KaHanam;

yrposbl HC k MN[OH, o6bpabaTbiBaemMbiM Ha aBTOMaTU3MPOBaHHOM paboyemM MecTe.

Yrpo3sbl yTeukn MHopMaummn no TEXHNYECKMM KaHanam BKYaloT B cebs:

Yrpo3bl YTEYKN aKyCTUYECKON (peyeBor) MHdopMauuu;

yrpo3bl yTeYKN BUAOBOW MHpOpMaLMN;

Yrpo3bl yTeykn nHdopmauum no kaHany NIMUH.

BosHukHoBeHne YBIOH B paccmatpmaemblx WCIIOH NO TEXHUYECKMM KaHanam
XapakTepuayeTcsa TeMu Xe YCroBusaMn n dpaktopamu, 4to 1 ansa npeablgywmnx tmnos NCIOH.

Yrpo3bl HCL cBsi3aHbl C OenCTBUAMM HapywmTenen, nmetrowmx goctyn Kk UCIMOH,
Bkntovaa nonb3oBaTenen UVCIIOH, peanuaytowmx yrposbl HenocpeacteseHHo B UVCIIOH, a
Takke Hapywwutenemn, He umerwmx goctyna Kk UCILOH, peanuayowmx yrposbl U3 BHELLHUX
ceTen CBA3M oOWlero nonb3oBaHus M (UNKM) ceTen MexAyHapOoAHOro WHGOPMAaLWUOHHOIo
obmeHa.

Yrposbl HC[l, cBA3aHHble C AencTBuAMKU Hapywmtenen, numetowmx goctyn Kk UCMOH,
BKMOYalOT B cebs yrposbl, aHanornyHble Tem, KOTopble peanusytoTca B otaensHom APM, He
UMeIoLLIEM MOAKMIOYEHNS K CETAM CBA3M 06LLEero nofib30BaHus.

Yrpo3bl U3 BHELLHUX CETEN BKIHOYAKOT B ceb4:

yrposbl "AHann3a ceTeBoro Tpadguka" ¢ nepexsaTtom nepegaBaemMon BO BHELUHWE CeTH
N NPUHUMAEMOWN U3 BHELLHNX ceTen nHdopMauuu;

Yrpo3bl CKaHMPOBAHWUSA, HarnpaBfieHHble Ha BbIFBMEHWE TUMA OnNepaunmoHHON CUCTEMDI
WCIOH, ceTeBbix agpecoB paboymx CTaHUMWA, OTKPbITbIX MOPTOB U ChyX0, OTKPbITbIX
COeaVHEeHU N Op.;

yrpo3bl BbISIBIIEHUS Naponen;

yrposbl nonyyeHns HCL nytem nogmMeHbl 4OBEPEHHOIO 00BHLEKTA;

yrposbl Tnna "OTka3 B ob6cnyxmsaHmn'";

Yrpo3bl yaaneHHoro 3anycka npuoXeHun;

yrpo3bl BHEAPEHUS MO CETU BPEOOHOCHbLIX NPOrpaMm.

6.5. TunoBasa mopaenb yrpo3 6e30NacHOCTU NepCcoHalnbHbIX AaHHbIX, 0OpabaTbiBaeMbIX
B pacnpegerneHHbIX MHPOPMaLMOHHbLIX CUCTEMAX NePCOHarNbHbIX AAaHHbLIX, HE
MMeLWMX NOAKITHYEHUSA K CETAM CBSA3M 0OLero nofib3oBaHUA U (unun) ceTam

MeXAyHapoAHOro MHpopmaLuMOHHOro oomeHa

Mpun obpaboTtke MNOH B pacnpeaeneHHbix NCIOH, nmeowmnx nogknioyYeHne K ceTam
CBA3N 06LIEero nonb3oBaHUA U (MNKN) ceTaM MeXOyHapoL4HOro MHAOPMAaLMOHHOIO obMeHa,



BO3MOXHa peanusauus criegyowwmx YbIOr:

Yrpo3bl yTe4ku MHopMaLmm No TEXHUYECKUM KaHanam;

yrpo3sbl HC[ k MNAH, o6pabaTtbiBaemMbiM Ha aBTOMaTU3MPOBaHHOM pabovem mMecTe.

Yrpo3sbl yTeukn MHopMauumn no TEXHNYECKMM KaHanam BKIYaloT B cebs:

Yrpo3bl yTEYKN aKyCTUYECKON (peyeBor) nHdopMauuu;

yrpo3bl yTeYKN BUAOBOW MHOpMaLMN;

Yrposbl yTeykn nHdopmauyum no kaHany NIMMH.

BosHukHoBeHne YBIOH B paccmatpuaemblx WCIIOH NO TEXHUYECKMM KaHanam
XapakTepuayeTcsa TeMu Xe YCNnoBuaMn 1 paktopamu, 4to 1 ansa npegblaywmnx tunos NCIOH.

Yrpo3bl HCL cBsi3aHbl ¢ OenCTBUAMM Hapywmtenen, nmetowmx goctyn Kk VCIOH,
Bkntovaa nons3osartenen NCIOH, peanuaytowmx yrposel HernocpeactseHHo B CTOH.

[Mpu 3aTOM MOryT BbITb Yrpo3bl, aHaNOrM4HbIe TEM, KOTOPbIE UMEKOT MECTO B OTAESIbHOM
APM, He nogkno4eHHOM K ceTsaM obLiero nosfib3oBaHUs, a Takke yrposbl, peanusyemble
BHYTPM  pacnpefeneHHon ceTm C  WUCMNONb30BaHMEM  MPOTOKOSIOB  MEXCETEBOro
B3aMMOAENCTBUS, B TOM YuCIE:

yrpo3bl "AHanusa ceTeBoro Tpaduka" C nepexsatoM nepegaBaemMon Mo CeTU
MHdopMauunu;

Yyrpo3bl CKaHMPOBAHWS, HanpaBfieHHble Ha BbISIBNIEHWE OTKPbITbIX MOPTOB U CryX0,
OTKPbITbIX COEQUHEHUI U Op.;

Yrpo3bl BHEAPEHUS NOXHOro obbekTa ceTy;

Yrpo3bl HaBA3bIBAHUA JTIOXKHOMO MapLlpyTa nyTeM HeCaHKUMOHUPOBAHHOIO M3MEHEHUs
MapLUPYyTHO-aApPECHbIX OAHHbIX;

Yrpo3bl BbISIBIIEHUS Naponen;

yrposbl Tuna "OTka3 B ob6cnyxmsaHun";

Yrpo3bl yaaneHHoro 3anycka npunoXeHun;

Yrpo3bl BHEAPEHNA MO CETU BPELOHOCHbIX NPorpamMm.

6.6. TunoBasa mopenb yrpo3 6e30NacHOCTU NepCcoHalnbHbIX AaHHbIX, 0bpabaTbiBaeMbIX
B pacnpeneneHHbIX MH(POPMaLIMOHHBIX CUCTEMAX NePCOHaNbHbIX AaHHbIX, UMEIOLMX
noAaksroYeHue K CeTiM CBA3M obLero nonb3oBaHUs U (UNKU) ceTaM MeXayHapoaHoOro

MH¢OpMaLUOHHOro ob6mMeHa

Mpun obpabotke MNOH B pacnpeaeneHHbix NCIOH, nMmeowmnx nogknoyYeHne K ceTam
cBA3M 06LEero nNonb3oBaHMs U (MNK) CETSM MEXOYyHapo4HOro MHGOpPMaUNOHHOro obmeHa,
BO3MOXHa peanusaunsa crnegyrowmx YbBIOH:

Yrpo3bl yTeYKN MHopMaLUnmn No TEXHNYECKNUM KaHanam;

yrpo3bl HC[ k MNM[AH, o6bpabaTbiBaemMbiM Ha aBTOMaTU3MPOBaHHOM paboyemM MecTe.

Yrpo3sbl yTeYkn MHopMauumn no TEXHNYECKMM KaHanam BKIYaloT B cebs:

Yrpo3bl YTEYKN aKyCTUYECKON (peyeBor) MHdopMauuu;

yrpo3bl yTEYKN BUAOBOW MHPOpMaLMN;

Yrpo3bl yTeykn nHdopmauum no kaHany NOMUH.

BosHukHoBeHne YBIOH B paccmaTtpuBaembix WCIOH no TexHuMdecknum KaHanam
XapaKkTepuayeTcsa TeMM XKe YCIOBUAMU N hakTopamu, 4To 1 ansa npegbiaywmnx tunos NCT1OH.

Yrpo3bl HC[ cBsi3aHbl C gencTBuaAMM Hapywmtenen, nmewowmx goctyn Kk UCIMOR,
Bkntovaa nonb3oBaTtenen UVCIIOH, peanuaylowmx yrposbl HenocpegctseHHo B WCIIOH, a
TaKke Hapywwutenen, He umetowmx goctyna k NCIOH, peanusyowmx yrposbl M3 BHELLUHUX
ceTen CBA3M oOWlero nomnb3oBaHus M (UNKM) ceTen MexayHapoAHOro WHAOPMAaLVNOHHOIo
obmeHa.

Yrposbl HC[l, cBA3aHHble C AeNCTBUAMU Hapylumtenen, umetowmnx goctyn Kk VCIOH,



aHanornyHbl Tem, KOTOpble WMMeEKT MecTo B pacnpegeneHHblx WCIOH, He wumetowen
noakryeHnst K cetam obuwero nonb3oBaHus. Kpome toro, B Takon VCIIOH mumeloT mecTto
yrposbl, peanusyemble C MUCMNOSIb30BaHMEM MPOTOKOSIOB MEXCETEBOro B3avMOLENCTBUA U3
BHELLHUX CETEN, B TOM YMUChE:

yrpo3bl "AHanmusa ceteBoro Tpaduka" c nepexsatom nepegpasaemon ns VCMOH wm
npuHumaemon B CIOH 13 BHELWHUX ceTen MHdopmaLmm;

Yrpo3bl CKaHUPOBAHWSA, HanpaBlieHHbIe Ha BbiSIBfIEHWE TUNa UnNn TUNOB UCMOSNb3yeMblX
onepaumoHHbIX CUCTEM, ceTeBbiX agpecoB paboumx crtaHumi WCIIOH, Tononormm cetw,
OTKPbITbIX NOPTOB U CNYX0, OTKPbITbIX COEAUHEHUIA U Ap.;

yrpo3bl BHeAPEHUs NOXHOro oobekTa kak B ICT[H, Tak 1 BO BHELLHUX CETSAX;

Yrpo3bl NOAMEHbI JOBEPEHHOIO 00BHEKTA;

Yrpo3bl HaBA3bIBAHUA JIOXKHOMO MapLipyTa nyTeM HeCaHKUMOHUPOBAHHOIO U3MEHEHUS
MapLUPYTHO-apeCHbIX JaHHbIX KaK BHYTPU CETU, TaK U BO BHELUHUX CETSAX;

Yrpo3bl BbISIBIIEHMSI NApOnen;

yrposbl Tnna "OTka3 B obcnyxmsaHun";

Yrpo3bl yaaneHHoro 3anycka npunoXxeHun;

yrpo3bl BHEAPEHUS MO CETU BPEOOHOCHbLIX NPOrpamMm.

3amectutenb anpektopa PCTIK Poccun

* Bepetca 3apybexHon dpupmon CERT Ha kommepyeckon ocHoBe
** MexxpgyHapogHasa Opranusaums no Ctangaptusauum (1ISO) npuHana ctangapt 1ISO
7498, onucbliBaloLmnn B3anmogencreme oTkpbiTbix cuctem (OSI).



